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Abstract

Autonomous Navigation Systems (ANS) incorporate many safety-
critical functions, such as collision avoidance. Recent studies have
shown how remote clock/voltage glitch injections pose an immi-
nent threat to mission-sensitive modules in the autonomous naviga-
tion domain: timing/power perturbations in the perception stages
can cascade into severe accuracy loss, and latency drift for down-
stream tasks. In this paper, we present Swift-Healer, a firmware-
reconfigurable self-healing architecture that unifies prediction-
detection modules and an automated healing unit to mitigate remote
clock/voltage glitches, while satisfying the application latency con-
straints. Our solution leverages a chiplet-based architecture that of-
fers isolation from compromised hardware modules, while enabling
self-healing in the firmware management layer. We implement our
design on a Zynq-7000 with a hardware accelerator, where Swifi-
Healer predicts glitches within ANS kernels up to two real-time
loop iterations earlier (~ 0.06ms), thereby giving abundant time for
self-healing. When the prediction confidence is low, the reactive
detector provides a fallback path for rapid fault detection.
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1 Introduction

Mission-critical applications with autonomous navigation abilities
in the ground, aerial, and maritime domains, which demand high
accuracy and strict real-time deadlines, making resilience a crucial
aspect of their system design [8, 14, 20]. In many such applications,
their execution pipeline stages (perception — planning — con-
trol) hinge on timely and correct perception [6, 10, 28]; any delay
at this stage risks cascading failures downstream. In real-world
deployments, over-the-air (OTA) updates have become a practical
mechanism to sustain the deployed vehicles and minimize their
service visits. OTA improves functionality, but by exposing the up-
date pathways, it also broadens the attack surface. Other platform
features, such as dynamic voltage and frequency scaling (DVFS), are
used routinely to balance performance and battery life [26, 31, 34].
Yet, all of these features can also introduce avenues for adversaries
to influence timing and power, if insufficiently protected [6].

Perception stage is highly sensitive to timing and power pertur-
bations [32]. Clock/voltage glitches have recently been shown to be
executed both physically and remotely [17, 29], facilitated by abus-
ing OTA-enabled software voltage/frequency control surfaces [33].
Exploiting these interfaces, particularly during update windows,
induces glitches on vision accelerators [34], leading to silent data
corruption (SDC), and misclassification [5, 15]. Hence, self-healing
is essential for sustained system operation. Unfortunately, prior
defense methods are reactive-only and intervene only after a glitch
has already manifested, relying on additional hardware sensors to
raise alarms upon evidencing the attack manifestation. In many au-
tonomous navigation pipelines, the time budget to decide and tran-
sition to a safe mode across the end-to—end pipeline is very tight
(e.g., in the self-driving cars, this is under 100 ms), where depending
on only reactive detection can be catastrophic [12, 18, 19, 34].

In this paper, we present Swift-Healer, a firmware-reconfigurable
self-healing architecture that targets and heals clock/voltage glitch
attacks against the perception stage in an automated fashion. The
firmware layer provides unique visibility across system operations,
while ensuring rapid healing through its direct access to the hard-
ware. Swift-Healer predicts impending anomalies using telemetry
data, thereby creating a pre-failure mitigation window, quickly de-
tects residual timing and accuracy drifts, and executes self-healing
in firmware. Swift-Healer offers a chiplet-based solution, providing
frequency diversity and isolation from compromised modules for
self-healing.
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In summary, the key contributions of our paper are:

o We present Swift-Healer, an autonomous predict-detect-heal
firmware controller that leverages hardware support to min-
imize latency and maintain real-time availability.

o Our design leverages system telemetry for proactive predic-
tion and enables fallback reactive detection where needed,
all while improving the ability to meet tight deadlines for
decision making in mission-critical applications.

o Our design enables healing via firmware, which can continue
operations even if the primary module gets compromised.

o Our Proof-of-concept implementation using Zynq-7000 SoC
shows that Swift-Healer can predict glitches by about 0.06
ms in advance, thereby providing a sufficient time window
for restoring the perception module to its original accuracy
levels.

2 Background

According to ISO 26262, the international standard for functional
safety in road vehicles, Autonomous Driving System (ADS) and
robotics are mission-critical systems whose functions must satisfy
hazard-driven safety goals within stringent timing constraints [9].
OTA updating is now a runtime necessity for ADS. Original Equip-
ment Manufacturers (OEMs) deliver bug fixes and feature rollouts
directly from cloud backends to vehicles over cellular/Wi-Fi, with
updates scheduled and installed in-vehicle (e.g., Tesla’s production
OTA program [30]; Ford’s SYNC “Power-Up” updates) [4, 13]. In
parallel, DVFS is indispensable in ANS compute stacks. Heteroge-
neous and workload-variable perception requires on-the-fly power-
performance trade-offs under tight battery budget, which modern
SoCs expose via firmware governors and clock managers [1, 31].
Deadline-aware DVFS policies have been shown to preserve real-
time guarantees while reducing energy consumption [22, 27, 31].

3 Threat Model

The perception stage of many mission-critical autonomous naviga-
tion systems is critical as it processes raw sensor streams under tight
real-time deadlines. Perturbations at this stage can cause misclassi-
fication or latency drift, which may propagate through the pipeline
and lead to deadline misses in a safety-critical loop [6, 32]. Our
threat model targets remote clock/voltage glitch injection against the
perception accelerator through software-accessible DVFS control
surfaces. We assume a remote adversary with software-level access
to voltage/frequency controls (e.g., through a compromised OTA
agent). The attacker does not require physical access to manipulate
v/f settings at runtime to induce harmful timing/power perturba-
tions in the accelerator [16, 33, 34]. Prior work shows that such
DVFS-driven perturbations can degrade accuracy, trigger SDC, and
cause crashes in hardware accelerators [7, 20, 23]. As illustrated in
Fig. 1, abusing the OTA/DVFS control path can degrade perception
integrity and timeliness, leading to cascading downstream errors.

4 Design Overview of Swift-Healer

Swift-Healer architecture, as shown in Fig. 2-a, comprises three co-
operating subsystems, making a closed loop of predict-detect-heal:
(i) a Monitor that runs a lightweight proactive predictor and reac-
tive detector over telemetry data and runtime feature sequences;

680

Suvizi et al.

Remote Attacker

Clock/Voltage Glitch ANS

Chiplet2

=

[ ¢

- [ Attack W[SilemDataCorruption][ Bit-Flip |
C [ Misclassification ] (Vehicle Crash]

Figure 1: Remote glitch attacks affecting ANS perception

(ii) a Firmware Controller that implements and orchestrates self-
healing; and (iii) a Healer module that implements methods for
healing post-analysis.

4.1 Monitor

Glitch Predictor (Proactive): We collect sub-millisecond teleme-
try during live perception runs and align traces to accelerator con-
trol cycles (real-time loop iterations) for the training dataset. Each
sample is represented by an 8-dimensional feature vector compris-
ing: (1) frequency and voltage, (2) temperature, (3) accelerator
latency/accuracy proxies, (4) DMA read/write bytes, (5) Advanced
eXtensible Interface (AXI) performance counters, (6) jitter, (7) a
canary delay-line, and (8) pl1_lock_toggle events. We use raw
values and first-order deltas, normalized to a benign baseline per
bitstream, and feed them to a gated recurrent unit (GRU) model
to forecast remote clock/voltage—glitch events. The GRU uses 8-
sample windows, a 64-unit hidden state, and a two-control-cycle
forecast horizon, and is trained offline with RMSProp, batch size
32, and MSE loss. During evaluation, a window is labeled as glitch
if a glitch onset occurs within the next two control cycles, and
normal otherwise. At runtime, the forecast is compared against
predefined safety thresholds derived from board limits and refined
through repeated benign-mode runs on the target platform to issue
an early prediction alarm. To collect sufficient samples of the glitch
cases, we oversample glitch instances across four main families,
viz., overclock, undervolt, clock oscillation, and voltage oscillation
via cross-varied onset times, durations, and amplitudes. The broad
fault space is produced via (i) software-exposed DVFS perturba-
tions and (ii) parameterized glitch injection with controllable onset,
duration, and amplitude. Our representative offline training data
span diverse temperatures, DVFS points, input scenes, accelerator
configurations, and supply conditions. We reserve a portion of this
dataset for testing under held-out stress conditions on the proto-
type platform. Our predictor gives an early signal of the event that
might cross the threshold for voltage/clock glitching attacks.
Glitch Detector (Reactive): When the predictor’s risk score falls
below the calibrated threshold, the reactive detector compares
live telemetry against calibrated nominal references. Monitored
channels include: core voltage (Vooint) and its slope AV /At; clock
frequency, jitter, and PLL lock status from the clocking network;
on-chip canary timing shift; AXI throughput and stall ratios; and
accelerator latency and inference accuracy. Detection uses multi-
sensor fusion with channel-specific thresholds. Our anomaly de-
tection method strengthens its confidence by spotting correlated
deviations involving multiple channels, such as a voltage droop
correlated highly with a clock frequency deviation, a canary delay
excursion accompanied by a latency spike. Such events are tagged
as anomalies and lead to automatically trigger self-healing module.
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Figure 2: a) Swift-Healer architecture: a firmware-level Self-Healing framework that incorporates Monitor, Controller, and Healer (blue arrows
indicate telemetry data flow; red arrows indicate control signals). b) Operational flow diagram between the key modules at runtime.

4.2 Firmware Controller

The Firmware (FW) Controller orchestrates the coordination be-
tween the Monitor and Healer modules at runtime. It boots the
system by enabling the Monitor and then streaming the board- and
application-level telemetry to it, while keeping the Healer dormant.
When the Monitor performs a predict or detect action, the Controller
automatically activates the Healer. Upon activation, the Analyser
characterizes the fault (type, domain, affected features) using the
event metadata and recent telemetry context. The controller then
consults an Attack Controller Table (ACT), using a Look-up table
that maps the input vectors (attack class, affected features, system
constraints) to an efficiency-ordered set of healing actions, and
selects the most cost-effective corrective action that satisfies time
deadline and power constraints. After execution, a System Health
Probe validates recovery by checking post-healing system health
indicators. After this point, the system returns to monitoring-only
mode. During this process, the firmware controller logs the out-
comes of our self-healing loop into the ACT (e.g., updated state,
action priority, thresholds), thereby ensuring that ineffective meth-
ods are not repeatedly triggered.

4.3 Healer

The Healer is invoked when the Firmware Controller receives a
positively identified attack event from the Monitor block.
Analyser: Based on the event metadata (type, severity, confidence),
the Analyser classifies the fault along three axes: type (timing vs.
voltage signature), domain (clock island, fault location), and severity
(number of affected features). Classification uses low-cost rules
over correlated features (e.g., voltage droop plus loss of PLL lock
indicates a power—clock coupled glitch).

Healer Methods: Our Healer design currently supports four firmware-

level methods ordered by increasing complexity:

(1) Dynamic Clock Scaling (DCS): Shift the affected clock to
a safe point, verify stability with a lightweight health probe,
and gradually restore frequency using profiling results.

(2) Reset: Assert a targeted reset with integrity checks.

(3) Partial Reconfiguration (PR): Decouple the target region
to isolate it and prevent fault propagation, stream a signed
and resilient bitstream from secure storage, reattach inter-
faces, and run a post-PR health check.

(4) Full Reconfiguration (FR): Reload the bitstream to return
to a clean baseline when multiple regions are corrupted.
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We assume that our Healer methods are pre-checked rigorously
for correctness using commercial/open-source tools in the market
for FPGA modules. We also note that there are opportunities to
dynamically order the healing methods based on system conditions
and attack severity, and will consider this aspect in our future work.

4.4 Swift-Healer Operational Flow

Swift-Healer runs as a continuous, firmware-only loop as shown in
Fig. 2-b: Predict — Detect — Analysis — Heal — Validate. During
steady state, only the Monitor is active. The Analyser classifies
the fault, and the Firmware Controller indexes into the ACT to se-
lect the appropriate healing action. An independent system health
probe module confirms recovery from the glitching attack. This
closed-loop design provides an automated framework for early warn-
ing, rapid healing, and post-healing assurance. Our Swift-Healer
framework preserves availability for mission-critical operations.

5 Experimental Setup

Platform (Hardware): We implement Swift-Healer on an Xilinx
Zyng-7000 SoC (Z-7010), which provides a compact heterogeneous
platform with a processing system (PS) and programmable logic
(PL) fabric. In our prototype, the PS executes the firmware controller
and monitoring tasks, while the PL hosts the perception accelerator
inside a designated partially reconfigurable region. This prototype
is not intended to replicate the full complexity of a production auto-
motive SoC; rather, it provides the essential architectural elements
required to evaluate Swift-Healer: heterogeneous compute/control
partitioning, runtime telemetry collection, independent clock do-
mains, and localized recovery through partial reconfiguration. Ac-
cordingly, our chiplet-style decomposition into a PS domain, an
accelerator domain, and a recovery-support domain is used to val-
idate the control loop and recovery mechanisms under realistic
timing constraints on a resource-constrained platform.
Edge-Detector Accelerator: We use edge detection as a percep-
tion workload because it is latency-sensitive, widely used in the
perception stage as a preliminary step for image processing [3, 24],
and effective for exposing the impact of timing/power perturba-
tions and recovery actions under strict real-time constraints. We
implement a resource-efficient Sobel accelerator in AMD VitisT™
HLS and integrate it as a reusable Vivado PL IP core.

Firmware Controller: After integrating the PL design and chiplet-
style interfaces in Vivado, we implement the PS software in AMD
Vitis™. The PS configures the accelerator via AXI4-Lite, manages
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Figure 3: Evaluation of Swift-Healer across four glitch families (rows: overclocking, clock oscillation, undervolting, voltage oscillation) and
three healing scenarios (columns: Predict + Heal; Detect + Heal—Moderate Stress; Detect + Heal—High Stress). Each panel shows F1 (left axis),
and accelerator latency (ms) and power (W) on the right axis. The gray region marks the glitch interval; the blue marker denotes the predict
alarm; the black dashed marker denotes the detect alarm; the pink bar/orange rectangle indicates application downtime during healing.

AXI4-Stream DMA descriptors to send/receive image frames, and
timestamps transfers for per-frame latency accounting. A light-
weight firmware stack samples board telemetry and exposes them
to the Monitor Block, which runs the GRU-based predictor and the
threshold-fusion detector described in §4.1. Confirmed events are de-
livered to the Firmware Controller (§4.2), which selects self-healing
actions. The PS emulates OTA client by hosting the DVFS controller.
Glitch Injection: We emulate remote fault stimuli that perturb the
timing/power integrity of the accelerator, consistent with software-
exposed DVES control abuse and unstable power/clocking.

Clock-path injections. To model frequency steps and oscil-
latory instabilities, we modulate the accelerator clock via a PR-
safe clock path. A clock mux switches between nominal and per-
turbed frequencies, and a scheduler drives duty/period to create
clock oscillation patterns. We also induce overclock episodes by
brief excursions above the validated operating point and assert
phase/frequency changes that momentarily de-assert PLL lock.

Voltage-path injections. To approximate rail disturbances, we
use two controlled mechanisms: (i) software-exposed DVES pertur-
bations to create undervolt episodes and (ii) PL-generated dynamic
load steps (toggling activity generators) that create voltage oscilla-
tion and droop transients on the accelerator’s supply island.

Parameterization. Each injection episode is parameterized by
onset ty, duration At, and amplitude A (frequency offset or voltage
delta). Oscillatory cases additionally specify a modulation period
Tinod and duty. We cross—vary {to, At, A, Tpo4} to span short/long
and weak/strong disturbances across four families: overclock, un-
dervolt, clock oscillation, and voltage oscillation.
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5.1 Experimental Results and Analysis

We evaluate Swift-Healer on a chiplet prototype running the edge-
detector accelerator and the full firmware stack (Monitor, Controller,
Healing). Experiments cover four main remote-glitch classes, in-
cluding overclocking (a step increase above the validated clock),
clock oscillation (periodically modulates the clock about nominal),
undervolting (steps the rail below its nominal DVFS point), and
voltage oscillation (periodic ripple on the rail) under varied onset
times, durations, and intensities. We report average accelerator la-
tency, self-healing latency, perception accuracy, and system power
for both normal execution and execution with healer overhead.
Predictor/Detector Performance: The GRU predictor operates on
8-sample windows. Each window is a control-aligned multivariate
slice. It is trained on 40,000 windows and tested on 10,000 with
episode-wise splits and a held-out stress set covering benign runs
and four main glitch families generated via software—exposed DVFS
perturbations and parameterized injections. The model forecasts
two control cycles (real-time loop iterations) ahead and attains
F1= 0.87 (precision = 0.83, recall = 0.92). At runtime, the proactive
predictor issues timely predict alarms for ~ 92% of glitches (blue
marker), consistent with its recall. Residual misses are confirmed
by the reactive detector (black marker). The predictor is valuable
because it shifts many events from post-failure repair to preemptive
healing, reducing the corruption window.

Baseline and attack onset: Normally, the Edge detector runs
at F1 =~ 0.96 with 0.03 ms latency and 1.95 W power. After the at-
tack connects to the DVFS path, telemetry shows oscillation in
latency/power and a drop in accuracy; the predictor requires an
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Figure 4: Healing latency (application downtime, MTTR)

initial warm-up to accumulate 8 samples; thereafter, it issues a new
forecast every sample (~0.03 ms) and emits a predict alarm when
risk exceeds threshold. The timelines shown reflect post-warm-
up behavior averaged over executions. If prediction is missed, the
detector raises a detect alarm ~0.03 ms after the glitch manifests.
Timeline Analysis and Overheads: Figure 3 arranges the three
self-healing scenarios by columns: the left column shows Predict+Heal,
the middle column shows Detect+Heal (Moderate Stress), and the
right column shows Detect+Heal (High Stress).

Scenario 1: Predict + Heal. When the predictor raises a high-
confidence alarm before the disturbance begins, the controller im-
mediately initiates healing. For clock-side attacks, it applies DCS
to stabilize timing. Downtime is minimal, yielding the shortest
Mean Time to Repair (MTTR) (tpcs = 0.005 ms) with a small power
bump to ~1.98 W and accuracy near baseline. For voltage-side at-
tacks, prediction indicates risk of state corruption or persistent
rail instability. The controller therefore isolates the accelerator and
invokes PR when the fault is localized (tpr ~ 1.1 ms, peak power
~2.30 W), or a scoped Reset when PR is unnecessary or not appli-
cable (trsT = 1 ms, ~2.09 W). By acting preemptively, the system
avoids in-flight state corruption, keeps availability within control
deadlines, and preserves near-baseline accuracy and power.

Scenario 2: Detect + Heal (Moderate Stress). Wherever the
predictor does not yield sufficient confidence to raise an early alarm,
the glitch manifests, and the reactive detector confirms a fault
classified as Moderate Stress (a short-lived, localized disturbance),
which is evidenced by the edge-detector F1 dipping to = 0.70. For
clock-side disturbances, the controller first applies DCS to recover
timing margin. If the anomalies persist, it escalates to PR to refresh
the affected region and requalify the clock domain. For voltage-side
disturbances, correlated rail and canary shifts indicate possible state
corruption, so the controller selects PR to refresh the accelerator
image. When corruption is limited to a transient state, a scoped
Reset suffices. PR restores service with tpgr ~ 1.1 ms, while DCS
and Reset provide lower-latency repairs when structural refresh is
unnecessary. Here, the policy minimizes downtime by selecting the
lightest effective action, containing localized faults without over-
repair and returning accuracy to spec within the control budget.

Scenario 3: Detect + Heal (High Stress). For sustained or cou-
pled glitches, the event is classified as High Stress (a sustained or
cross-domain disturbance), where the edge-detector F1 drops to
~ 0.50 with pronounced latency/power oscillation; the Analyser
flags high severity and the policy selects heavy healing actions
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Table 1: FPGA resource comparison between the baseline Sobel ac-
celerator and the full Swift-Healer design on Z-7010.

Resource Type Available Baseline Swift-Healer
LUT 17600 13024 14030
LUTRAM 6000 930 1067

FF 35200 15932 17000
DSP 80 0 0
BRAM 60 9 14
BUFGCTRL 32 0 7

only. If corruption is localized to accelerator region, controller per-
forms PR. If corruption is widespread (multiple regions or persistent
rail/clock instability), the controller escalates to FR, yielding the
longest MTTR, tpg =5 ms, and a peak power ~2.44 W. Under high
severity, only structural repairs (PR/FR) restore correctness.
Overhead analysis: Fig. 4 summarizes the PS-side runtime over-
head of Swift-Healer during recovery, reported as healing latency
or application downtime (MTTR) after Monitor/Controller initiates
DCS, Reset, PR, or FR. DCS is fastest because it performs an in-fabric
clock step with only a register write and short PLL settle, requiring
no data movement. Reset incurs ~1 ms to quiesce interfaces, drain
DMA, and reinitialize the accelerator. PR adds bitstream transfer
and decoupler/isolation handshakes, yielding ~1.1 ms while keep-
ing the rest of the system live. FR is slowest because it reconfigures
the full device and replays portions of the boot/config chain. The
resulting timing hierarchy aligns with ANS constraints: lightweight
actions preserve loop slack under moderate stress, while heavier ac-
tions are reserved for high-stress corruption where brief availability
pauses are safer than continued operation under corruption.
FPGA Resource Footprint: We report the PL-side hardware area
overhead of Swift-Healer on the Z-7010. Table 1 summarizes the re-
sources of the baseline accelerator and the additional logic required
by Swift-Healer, including the clock wizard, DMA control logic, and
PR/FR decoupling infrastructure. To avoid conflating hardware and
software overheads, the table reports only PL resources; lightweight
PS components are not included in these counts. The reported re-
sources cover the main logic and memory structures: LUT and FF
for control and datapaths, LUTRAM for small memories, DSP for
fixed-point arithmetic, BRAM for on-chip storage, and BUFGCTRL
for global clock management across the PS, accelerator, and healing
partition. In terms of power, the chiplet-oriented partition (PS, accel-
erator chiplet, and a dedicated healing chiplet) adds a small steady
clocking/control footprint. Its primary benefit is containment and
frequency diversity: faults do not propagate across chiplets, and
the healing partition can operate at a more resilient clock during
recovery. After a PR event, the resilient accelerator image (with
parity checks and temporal hardening) raises steady-state power
relative to baseline—an availability—power trade-off that safeguards
perception under disturbances (see Sec. 5).

6 Related Work

Prior defenses against fault injection in embedded/automotive sys-
tems mainly rely on added sensors, monitors, microarchitectural
checkers, resets, or redundancy, each incurring latency, energy, area,
or coverage trade-offs [18, 28, 29]. Surveys further show that remote
over/undervolting and clock manipulation through software-visible
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power-management interfaces are increasing, while most counter-
measures still emphasize detection rather than recovery [11].

Hardware monitors such as ring-oscillator sensors, time-to-digital
voltage/clock sensors, path-delay canaries, and power-integrity sen-
tinels can detect glitches, but they add area/power overhead and
typically depend on reset-centric remediation [12, 25]. Microarchi-
tectural techniques such as MAFIA protect CPU control flows but
are processor-centric and do not cover heterogeneous accelerator
fabrics used in ANS perception [2]. Similarly, FTC integrates FIA
detection with prevention policies, but remains monitor-driven and
can constrain runtime performance—power flexibility [21]. In con-
trast, Swift-Healer combines proactive prediction, fallback reactive
confirmation, and ACT-driven corrective healing, enabling runtime
recovery rather than post-manifestation detection alone.

7 Conclusion

We introduced Swift-Healer, a firmware-reconfigurable self-healing
architecture for ANS perception under remote clock/voltage glitches.
Swift-Healer combines proactive prediction, fallback reactive detec-
tion, and ACT-driven healing to restore operation in an automatic
loop. Its chiplet-oriented partition provides frequency diversity and
isolation for localized recovery, and the Zynq-7000 implementa-
tion shows that earlier intervention reduces corruption exposure
compared with detection-only recovery.
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