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Abstract. Post-quantum cryptography (PQC) aims to develop cryptographic schemes secure against
quantum adversaries. One promising class of digital signature schemes is based on multivariate quadratic
equations, with Unbalanced Oil and Vinegar (UOV) being a leading example. UOV has been extensively
studied since its introduction in 1999 (Kipnis, Patarin, Goubin, Eurocrypt 1999), and it has remained
secure. It offers very small signatures but suffers from very large public keys; to remediate this, some
schemes, such as MAYO, QR-UOV, SNOVA, add a structure to reduce the size of the public key. These
four multivariate schemes are candidates that made it to the Second Round of NIST PQC Additional
Call for Post-Quantum Signature schemes. In this work, we revisit a new algebraic attack proposed
recently by Lars Ran at Eurocrypt 2025 Rump Session by showing how to exploit the block-ring
structure of SNOVA to reduce the cost of the attack. Our improved attack, which relies on a conjecture
(work in progress to confirm it experimentally), improves significantly on the previous one for almost
all SNOVA parameters; for instance bringing the security of SNOVA-I ((v,0,£) = (24,5,4)) down to
94 bits of security when the previous attack was at 160 bits. A consequence of our attack is that all
parameters of SNOVA updated for Round 2 of NIST Standardization are now broken.

Keywords: Post-Quantum Cryptography - UOV - SNOVA - Algebraic Attack.

1 Introduction

In 2016, the National Institute of Standards and Technology (NIST) began the process for standardizing
quantum-resistant public-key cryptography. After selecting some algorithms to standardize, NIST opened an
additional standardization process [11] to increase the variety of digital signature standards available. A sig-
nificant number of submissions belong to the family of multivariate public key schemes, with many belonging
to the subfamily of Unbalanced Oil and Vinegar (UOV) schemes. A specific secondary goal mentioned in the
NIST call for proposals is to select schemes with short signatures.

Most current post-quantum schemes have larger signatures compared to those currently in use such as
ECDSA. Among leading approaches, only two families of constructions offer signatures in the order of 100
bytes or less: isogeny-based schemes, and multivariate schemes. Isogeny-based schemes are very attractive,
offering both short signatures and short public keys. On the other hand, isogeny-based schemes are still
relatively new. As such, their security is not yet fully understood, as illustrated by the attacks that broke
SIDH and SIKE, see [16,7].

Unbalanced Oil and Vinegar. By comparison, Unbalanced Oil and Vinegar (UOV) is time-tested: despite
many cryptanalysis efforts since its introduction in 1999, its security has stood firm. UOV is a hash-and-
sign multivariate signature scheme defined over a field IF; with n = v + o variables and m = o quadratic
equations. Its trapdoor structure splits the variables into vinegar (v) and oil (o) parts; each public polynomial
is quadratic in all variables except that oil-oil terms are absent. Knowing the secret affine transformation
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T and the central map F lets the signer invert the public map P = F o T, while outsiders face an NP-hard
MQ system.

A significant drawback to the UOV scheme is its large public key size, which typically ranges in the
dozens of kilobytes for compressed key variants. To address this issue, structured variants of UOV have been
introduced, such as MAYO, QR-UOV, or SNOVA [4,10,19]. Similar to structured lattices or low-density codes,
this additional structure allows for more efficient and compact schemes; but careful analysis is required to
ensure that security is not weakened in the process. A notable previous attempt to reduce the public key size
of UOV by adding extra structure was Rainbow [9]; however, the extra structure was able to be exploited
to break the scheme [2] during the original NIST PQC Standardization process.

The SNOVA scheme. SNOVA is a round-2 candidate in the ongoing NIST standardization process for
additional post-quantum signatures, noted for its significant public key size reduction relative to UOV. For
example, the smallest public key size achieved by the submitted parameters of SNOVA is 1016 bytes (with a
signature size of 248 bytes). SNOVA can be viewed as an augmentation of UOV with additional structure in
two different ways: it embeds a MAY O-like “whipping” structure; and it uses a specific block-ring structure as
used in QR-UOV. Earlier analysis by Ward Beullens showed that in the initial design document, the whipping
structure was vulnerable to attacks [3]. Independently, Cabarcas, Li, Verbel and Villanueva-Polanco showed
that the block-ring structure could be exploited to speed up polynomial system solving for relevant SNOVA
systems [6].

Our Contributions. In this work, we continue this line of research analyzing how the SNOVA structure
interacts with various cryptanalysis techniques. Building on the wedge attack against generic UOV systems
by Lars Ran [15], we identify and exploit the block-ring structure that is intrinsic to SNOVA’s mini-UOV
map (using the terminology of [1]). This insight lowers the dimension of the exterior space that must be
solved for, from (Z(”lf: D')) down to (”J;O’) . Our improved attack, which relies on a conjecture (work in progress
to confirm it experimentally), improves significantly on the previous one for almost all SNOVA parameters;
for instance bringing the security of SNOVA-I ((v,0,¢) = (24,5,4)) to 94 bits of security when the previous
attack was at 160 bits. In addition, for one particular set of SNOVA parameters, namely SNOVA-V with
(v,0,0) = (60,10,4), the previous attack [15] did not apply (because there does not exist a value for the
variable o’ fulfilling the required condition, given by Equation (4), for the attack to work); whereas in our
approach we are able to satisfy the required constraints and the attack brings the security below the security
level. We also prove the success condition for the generic attack and provide a conjectured condition for the
attack applied to SNOVA. Overall, a consequence of our attack is that all parameters of SNOVA updated
for Round 2 of NIST Standardization are now broken.

1.1 Notation

— [, is the finite field with ¢ = 2% elements with k > 1; Fge is its degree-£ extension.

For a given field Iy, the set of matrices with a rows, b columns, and entries in F,, is denoted IFZXb.

— The general linear group of non singular matrices in Fy*™ is denoted GLy,(IF,).

— Matrices and vectors are written in boldface font: M and v, respectively. By extension, we identify a
point p to its position vector, thus it is also written in boldface font.

— The vector space Fy where n = v + o splits into the vinegar space V' and the oil space O, of dimension v
and o, respectively; so Fy =V & O.

2 Wedge product attack improvement

Let ¢ = 2% and F, be the finite field of characteristic 2. The public key of UOV consists of quadratic maps
p=(P1,---,Pm) : Fy — F* where pi(x) = xPyxT, Py, € Fj*" with 1 < k& < m. The private key of a UOV
instance is a secret subspace O on which the public key vanishes. An important map that can be associated
to any quadratic map is its polar form, sometimes referred to as the discrete differential.

Definition 1 (Polar form (Discrete Differential)). Let p = (p1,...,pm) @ Fy — FJ* where each
quadratic form py(x) is defined by pi(x) = xTPyx with Py € Fy*" for 1 <k <m.
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The polar form Q of p is defined as
Fy x Fy — FJ

(1)
Q(x,y) = p(x+y) —p(x) — p(y)

Note that the polar form is a symmetric bilinear map.
An alternative way of defining the polar form is to symmetrize the matrices Py. For the specific case of
characteristic 2:

Qxy) = (Q1,Q2,-..,Qm),

where each Qy is defined as
Qr(x,y) ==x(Py + Pl )yT. (2)

Note that for simplicity of exposition the above definition addresses only the homogeneous case, relevant
for any candidate scheme in the UOV subfamily. For the more general definition, applicable to any quadratic
map, a constant correction term of p(0) must be added to Equation (1) to achieve bilinearity.

An important observation, specific to characteristic 2, is that the polar form, see Definition 1, is an
alternating bilinear form. In Eurocrypt 2025 Rump Session, Lars Ran leveraged this fact and revealed that
these public quadratics can be manipulated with exterior algebra to effect a new attack, see [15].

Since the hidden linear transformation that mixes the coordinates of the secret map is the same in
every i, there exists a non-zero wedge product

v
V:zvl/\---/\vve/\]FZ

such that, first, its wedge product with each @)} vanishes, and second, its orthogonal complement is the oil
subspace. (Here, by the orthogonal complement of a vector space V', we mean the space of vectors whose dot
product with all vectors in V is zero®.)

This property motivates us to build the linear map

v+2

@:/v\]FZ—></\IE‘Z>, VS (VAQL ...,V AQR). (3)

If ker(®) is one-dimensional, the unique kernel vector mapping the monomial 1 to 1 recovers V, from which
an oil-vinegar decomposition follows via Gaussian elimination.
The author also points out in [15] that the algorithm succeeds for those (v,0,m)-UOV instances that

satisfy the non-positivity criterion
Im4i—1 v+o
-1) < 0. 4
(o) < o

We prove condition given by Equation (4) in Section 2.2. Whenever it holds, one only needs to find the
unique kernel vector of a sparse matrix of size (”1’0) X (”1’0) whose row density is (”;2) [14]. Then, let E
be the number of linearly independent equations and U be the number of variables, the complexity of the
attack is given by O ((U;Z) EU ) operations in I, according to Wiedemann algorithm for sparse matrix. This
wedge-product view therefore transforms the algebraic cryptanalysis of UOV into a single structured linear
problem that can be efficiently solved by modern sparse-matrix solvers.

Applying this attack to SNOVA, the variables in Lars’s modeling correspond to the maximal minors of
a generic fv x {(v + 0) matrix, V| representing the vinegar space (or more properly the dual space of the oil
space). This matrix is not generic, however, but is known to have a blockwise structure where each ¢ x ¢ block
is given by an element of Fy[S]. This extra structure from the SNOVA construction changes the analysis of
the resulting system.

L2]

[SIS)

=0

6 Although this naming convention is common, note that the orthogonal complement of a subspace may non-trivially
intersect the subspace.
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First, note that this structure induces linear dependencies among the maximal minors, effectively reducing
the number of variables in the system. In particular, for any I" € F,[S], we have the relation:

rév.v =v.rewto),

This identity can be used to express the minors of V given by (V-e; ;) A (V-e,)A---A(V-e;,,) as a linear
combination of other minors of V, specifically:

(Ve )A(V-e,)A---A(V-e;,) =det(T)™V- (V.-TWHe, YA (V. TEFDe, YA A (V- TEOFT)g; ),

Second, there are also linear dependencies among the equations themselves. In particular, observe that
the equations arising from

(8")"[Qil(s)*"
can be obtained as linear combinations of the equations arising from [Q;], as follows. The original equations

from [Q;] are of the form:
[Qi)AVI A Avy =0.

By applying a linear transformation, we obtain expressions within the span of the component equations
corresponding to:
(SM)®™[Q;])(S“)®™ A (vl(S“)@m) ARERWA (sz(Sa)®”) =0.

Using the linear dependencies established earlier (with I' = S%), however, we conclude:

(S)PMQ(S") ™ AV A« A vy =0.

2.1 Number of variables (linearly independent maximal minors)

For a generic UOV system, the number of linearly independent maximal minors, which is also the number
of variables in our attack, is (”+°). There is extra structure built into SNOVA, however, due to its definition
utilizing the extension field F . = F,[S]. In other words, one might expect the number of linearly independent

minors in SNOVA to be less than (6(121-0)).

We did some experiments in Magma’ with small parameters, see Table 1, and found the number of
linearly independent minors of SNOVA to be lower than the total number of maximal minors. From these
data, we hypothesized a formula for the number of linearly independent minors, see the third column in

Table 1 which we then proved, yielding Proposition 1.

Table 1. Number of linearly independent minors for small SNOVA instances

Parameters (v, 0, £)|# l.i. minors|# from Prop. 1|Total # max minors
(2,2,2) 36 36 70
(2,1,3) 27 27 84
(2,2,3) 216 216 924
(3,1,2) 16 16 28
(2,1,4) 81 81 495
(2,5,2) 441 441 1001
(2,10,2) 4356 4356 10626

7 Certain commercial equipment, instruments, or materials (or suppliers, or software, ...) are identified in this paper to
foster understanding. Such identification does not imply recommendation or endorsement by the National Institute
of Standards and Technology, nor does it imply that the materials or equipment identified are necessarily the best
available for the purpose.
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Proposition 1. Let S € nge be a symmetric matriz such that Fy[S] is a field, isomorphic to F. In
particular, S induces an isomorphism between ]Ff; and Fye as Fy-vector spaces. Given this isomorphism, a
matric M € IFZEXb induces a matriz (M) € Fi2**. We are interested in the space A = ¢(IF((;2+O)XU) -
IFf;(”“’)””. Our goal is to count the number of linearly independent mazximal minors of matrices in A. More
formally, letting m = (e(zro))’ we want to compute the dimension of span(f(M) : M € A), where f : A — F*
maps the matric M to the vector of its maximal minors, taken in a fived arbitrary order. (The map f
essentially amounts to taking the Plicker coordinates of the input matriz.)

Out of all the m possible mazimal minors of matrices in A, we show that the number of linearly indepen-

dent minors is: .
v+o
. .

Proof. We recall that a square matrix over a finite field with an irreducible characteristic polynomial is
diagonalizable over the splitting field of the characteristic polynomial [13]. Thus, for the matrix S € nge
defined in the specification [19], there exists a matrix B € GL;(F,¢) such that B~'SB is a diagonal matrix
in Fi?e. In particular, all elements of F,[S] are simultancously diagonalizable with this matrix B.

Let U be the diagonal block matrix with n copies of the matrix B, namely,

B
UZ(’UJrO) = In X B = . c (Flﬁl)énxén )
B

The block components of the matrix V which is an element of (IF,[S])(*+2)*¢(v+9) are diagonalized
with Uy, and Uy, as follows:

v, =0,VU

T —
L(v+o0)

Let A;(V) denote the maximal minors of V indexed by column subsets I C {1,...,¢(v + 0)} of size fv,
and define the vector of minors

A(V) = (A;(V)) € FY, with N = (é(“ * 0)).

4 lv
Multiplying to the left by Uy, gives
Ar(Ug,, V) =det(Uy,) - Ar(V)  for all I,

so all minors are rescaled by the same nonzero constant det(Uy,) € F.

Right multiplication changes the columns: if vy, ..., vg(y40) are the columns of V, then the columns of V;
£(v+o)
are wj = > v U], . This yields:
k=1

Ar(Vi) = Z As(V) 'det(U;rLJ,I)
J, |J|=tv
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This transformation is linear and invertible because UT is invertible, so the coefficient matrix M =
(det(UT ; ;)1 is also invertible. Thus,
(Ar(V)), =M - (Ar(4)),.
Since M is invertible, the linear span of the minors remains unchanged. Therefore, diagonalizing V over the
extension field does not change the number of linearly independent maximal minors over the base field.

Because every ¢ x £ block in V7 is itself diagonal, the matrix V; is block-diagonal when viewed in a
different basis. In other words, there exist two permutation matrices P and Q such that

B,

B,

V2 = PVlQ = diag(B17B27 ...,Bg) =

B,

Since P and Q are permutation matrices, they only reorder the rows and columns of V; and do not
introduce any new linear dependencies among its maximal minors. As a result, the number of linearly
independent maximal minors of V; remains the same in V.

In the matrix Vo, each block B; contributes to the maximal minors. To form a non-zero maximal minor,
we must select exactly v columns from the v 4 o available columns in each B;; selecting fewer or more would
result in a minor with zero determinant due to the structure of Vs.

Moreover, because each B; occupies a distinct set of rows in Vg, the choices of columns in different blocks
are independent of each other. Therefore, the total number of linearly independent maximal minors in Vs is:

(1)

When applying the results from Proposition 1 to the parameters of SNOVA, it saves about 2.6 — 9.8 bits
in variable count (see Table 2).

O

Table 2. Comparison of the number (given as a logarithm in base 2) of linearly independent (1.i.) minors vs. total
number of minors across SNOVA instances.

Variants v o q / # l.i. minors # minors
SNOVA-I 37 17 16 2 91 93
25 8 16 3 71 76
24 5 16 4 67 74
SNOVA-IIIT 56 25 16 2 138 141
49 11 16 2 115 120
37 8 16 4 111 118
24 5 16 5 85 95
SNOVA-V 75 33 16 4 185 188
66 15 16 4 159 164
60 10 16 4 154 159
29 6 16 5 103 112
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2.2 Number of linearly independent equations

Before going further, we need to recall the definition of a symmetric tensor, then we give a lemma which will
be used to prove condition given by Equation (4).

Definition 2 (Tensor, Symmetric Tensor (as in [5])). Let m,b be integers such that 2 < b < m. A
tensor of dimension m and order b over F, is a set

b
m
(Sil/527---77;1;)1§i17i27-~~7ib§m € IE‘q .

Such a tensor is called a symmetric tensor of dimension m and order b over Iy if for any permutation o
in the symmetric group Sy, one has

Si17i27---1ib = Sia(l)via(Z)v“'via(b)'
In other words, a symmetric tensor is a tensor which is invariant under the action of the symmetric group

on its indices.

Lemma 1. Let Sy, .k, be a symmetric tensor of dimension m and order i over Fy. Let V=vi A---Av, €
A(Fy) be a v-form. For all k; € {1,...,m}, let each quadratic form Qy € A2(Fg) be an alternating form,

then there are
m+i—1 v+ o0
) v+ 24

Y Sk (VAQu A---AQy,) =0.
ki,....ks

relations of the form

Proof. We define Wy = Ak, k, = VAQr A~ AQy, € Av“i(F;’) for a tuple k = (k1,...,k;). Note that

Wy is totally antisymmetric in the k-indices:
W

-W and W kk.. B — 0.

skt K1, = ki1 ke, Kok,

Let Sy, ..k, is a symmetric tensor of order 7 over the index set {1,...,m}. The contraction of a symmetric
tensor S with an antisymmetric tensor A is zero:

E Sty ki Ay, =0,
ky,....k;

because if any index repeats, Ay, , = 0. If all are distinct, Sg,. x, = Sk

i i o(1)---Ko(i)s
sign(o)Ay thus, all terms cancel in pairs.

whereas Ay, .k, =
ORLMOE

Because the F -vector space of symmetric tensors of dimension m and order ¢ over F, is isomorphic to
the vector space of homogeneous polynomials of degree ¢ in m variables over F, it is of dimension (mi’*l)

hence the result. O

)

Using Lemma 1, let ¢ be an integer such that 1 <7 < 2, we expect the number of linearly independent
equations for a UOV system of m equations is

LEJ(_l)Hl m+i—1\/v+o
— i v+2i)
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This means as long as this value is not smaller than the total number of monomials, i.e.,

(M) ()= ()

- (_1)i<m+.z—1>(v+o.)<0
— ) v+ 21

K3

,_
(M)
—

— .
o
—-

v+o)

we expect to find the unique kernel vector of a sparse matrix of size ( M ”“)

with density (

We propose two hypotheses for the number of independent linear equations in the SNOVA system. These
hypotheses differ only in the scaling £ of a binomial coefficient.

Hypothesis 1 (¢{-Scaled Form):

R sy ey

=1 ag,a1,..., ag—12>0
apgtai+-+ag_1=21

Hypothesis 2 (Unscaled Form):

ek L e

1 ao,a1,...,a0—120
aotai+-+ar—1=21

R

<.
Il

0 . e
Therefore, let Uy := (”ﬁo) with d being the smallest positive integer such that 1 < d < %Z and Uy —1<
E;, then the complexity of finding a unique kernel vector is in

@ (min (Eu(li) Ut‘i"*l, TE((;)Ud)) where 7 = 1 or 2 reflects the hypotheses used for Ey

. . . . nd . . .
operations in F,, where w is the linear algebra constant and 7 = (”JQr is the number non-zero entries in

each row. The minimum in complexity comes from the use of the Strassen algorithms [18] or Wiedemann
[8,12,17]. Note that we can delete (project away) some oil coordinates and keep the v vinegar coordinates
together with the remaining o’ < o oil coordinates. Once an o’-dimensional subspace of the true oil space
is known, the rest is recovered efficiently. However, there is a limit to projecting down as the attack can no
longer distinguish the genuine oil subspace.

Table 3. Complexity (in bits) of our attack against SNOVA and comparison with the attack in [15].

Variants v o o’ o £ |Our attack Our attack Attack in
(conj. 1) (conj. 2) (conj. 1) (conj. 2) [15]
SNOVA-I 37 17 5 6 2 146 145 127
(g = 16) 25 8 3 5 3 103 104 123
24 5 2 4 4 94 93 160
SNOVA-IIT| 56 25 6 7 2 217 217 174
(g = 16) 49 11 4 7 3 164 164 249
37 8 3 5 4 147 149 229
24 5 2 4 5 109 110 172
SNOVA-V 75 33 6 9 2 288 288 225
(g = 16) 66 15 5 8 3 222 223 273
60 10 4 7 4 204 204 -
29 6 2 4 5 130 133 200
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Overall, Table 3 summarizes our work by giving the complexity of our improved attack in comparison
to the previous one by Lars Ran in [15]. The results are categorized by security levels of SNOVA under the
names of SNOVA-I, SNOVA-III, and SNOVA-V. On all these parameters, our attack always worked with
solving degree of d = 1.
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