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Abstract 

Autonomous vehicles (AVs) can perform driving tasks without any human intervention, relying 
on advanced technologies to sense their surroundings, exchange information with digital road-
side infrastructure, make decisions, and control the vehicle. AVs may ultimately use vehicle-to-
everything (V2X) communication methods to exchange and share data with infrastructure, 
other vehicles, and other road users, such as pedestrians, for improved efficiency and safety. 
One of the main challenges of AVs is the V2X interoperability. To address and overcome AV’s 
interoperability challenges, this paper introduces a cellular vehicle-to-everything (C-V2X) 
interoperability analyzer software tool developed at the National Institute of Standards and 
Technology (NIST). This paper describes the C-V2X interoperability analyzer software design, 
functional description, installation, usage instructions, and software execution examples. This 
software tool can be used to automatically analyze and assess C-V2X conformance and 
interoperability among commercial on-board units (OBUs) and road-side units (RSUs) based on 
the IEEE 1609.2, IEEE 1609.3, and SAE J2735 standards.  

Keywords 
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1. Introduction 

Intelligent Transportation Systems (ITS) aim to use modern computers and communications to 
make travel smarter, faster, safer, and more convenient [1]. Figure 1.1 shows two vehicles 
approaching a signalized intersection [2] [3], which consists of several Internet of Things (IoT) 
devices such as on-board units (OBUs) inside vehicles and road-side units (RSUs) installed along 
the road. ITS uses these IoT devices with cutting-edge technologies including advanced sensing, 
wireless communication, and data analytics to improve transportation efficiency and safety. 

 

Figure 1.1. Scenario of signalized intersection. 

The interoperability challenges of these IoT devices in ITS include [3]: 

• diverse vehicle-to-everything (V2X)/cellular V2X (C-V2X) connectivity (e.g., 3rd Generation 
Partnership Project (3GPP) Long Term Evolution (LTE), Fourth Generation (4G), Fifth 
Generation (5G) New Radio (NR), Institute of Electrical and Electronics Engineers (IEEE) 
802.11p/Dedicated Short-Range Communications (DSRC)),  

• multiple V2X standardized communication protocols (e.g., Society of Automobile Engineers 
(SAE) J2735 [4], IEEE 1609.2 [5] and 1609.3 [6] standards),  

• diverse vendors and manufacturers of devices such as OBUs and RSUs, 
• device heterogeneity, 
• diverse use cases and contexts, and 
• lack of quantitative measurement and assessment methodology of interoperability. 

Addressing these challenges requires developing new interoperability testing, modeling, 
measurement, and assessment (M&A) methodologies, including standards-based software tools. 
This paper introduces a C-V2X interoperability analyzer software tool that has been developed at 
the National Institute of Standards and Technology (NIST), which can be used to analyze and 
assess compatibility and interoperability of RSU and OBU devices to achieve and assure their 
interoperability in ITS. 

C-V2V

C-V2I
C-V2I

On-Board Unit (OBU)

Road-Side Unit
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2. C-V2X Interoperability Analyzer Software Tool 

 Software Design 

Figure 2.1 shows the C-V2X interoperability analyzer software system design. The analyzer 
reads input packet data from a data file in the packet details markup language (PDML) [7] format 
exported from the Wireshark packet capture (PCAP) [8]. It then analyzes each field of each 
message of the standard protocols of each packet based on the knowledge of relevant standards 
such as IEEE 1609.2, 1609.3, and SAE J2735. The standard knowledge can be represented as 
reference tables in Python. Each standard reference table consists of all field representations of 
the message, including message filed name, parent name, length, evaluation method, reference 
value range (e.g., min, max), and mandatory or optional. The interoperability analysis results are 
output into a data file. 

  

Figure 2.1. C-V2X interoperability analyzer software system design. 

   

Figure 2.2. Files in the C-V2X interoperability analyzer software tool. 
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Figure 2.2 shows the files in the C-V2X interoperability analyzer software tool in GitHub web 
site [9]. The files of this software tool include: 

• cv2x-interop-analyzer.py – the C-V2X Interoperability Analyzer main file 

• ieee16093_ref_tables.py – the IEEE 1609.3 reference table 

• ieee1609.2_ref_tables.py – the IEEE 1609.2 reference table 

• j2735_ref_tables.py – the J2735 reference table 

 Software Functional Description 

 

Figure 2.3. Function diagram of C-V2X interoperability analyzer software tool. 

The C-V2X interoperability analyzer software tool, available on GitHub [9], is a Python script that 
parses the contents of packet data captured from OBUs and RSUs to validate conformance to the 
IEEE 1609.2, IEEE 1609.3, and SAE J2735 standards. Figure 2.3 shows the functional diagram of 
the C-V2X interoperability analyzer software tool. Its functionalities are described as follows: 

2.2.1. Input Data 

When the user invokes or executes the interoperability analysis software tool, an input data file 
(e.g., example.pdml) must be provided to execute the Python program. The command to 

execute the C-V2X interoperability software is:   

python cv2x-interop-analyzer.py example.pdml 

where “example.pdml” is the name of the XML packet data file to be analyzed.  
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2.2.2. Parse Data 

The example.pdml data file is parsed by the analyzer software tool using the lxml Python 
library that parses an XML file into a tree (ElementTree) structure, which represents a hierarchical 
data structure (from top to bottom): root (XML file), packet, proto (protocol), message, and field 
elements. The tree structure is useful for easy lookup and efficient parsing of hierarchical 
elements. 

2.2.3. Analyze Compatibility and Interoperability 

The compatibility and interoperability analysis steps will iterate through every packet, protocol, 
message, and field to perform a tag(type)/length/value (T/L/V) analysis of each field. This will 
determine whether the packet content conforms to the standard protocol based on the standard 
reference tables. It will check whether the mandatory data fields in each message are in the 
correct sequence, and check if fields have valid names in each message of each protocol. 

After parsing the packet data, the analyze (tree) function is called with the parsed tree as a 
parameter. Iterating through each field of each message of each protocol of each packet in the 
file, a relevant message type is determined, and the corresponding reference table is set to be 
used in later steps. Each field of each message of the protocol is analyzed and assessed in the 
following: 

• Field and its parent name 
Each field of the message of the protocol could be mandatory or optional. The field’s name 
and its parent’s name are accessed and stored in variables. Optional fields are notably 
formatted in a consistent and easily detectable manner in the XML file using the value of 
optional field bit and require a slightly more thorough approach to capture and assess. These 
names are then used to query the relevant message’s reference table. There should only be 
one (1) table entry per unique pair of field name and parent name, otherwise the tag 
interoperability (and thus all higher-level interoperability) is marked false. 

• Mandatory field presence and sequence 
Mandatory fields must be present and in a predefined sequence in the message. Referencing 
the data table for the relevant message, the program will check if the next expected 
mandatory field in the sequence is present, and if it appears in the correct order relative to 
the rest of the mandatory fields. If the field has an invalid name or is not the next expected 
mandatory field, the interoperability of the field’s presence and sequence is marked as false. 

• Field length evaluation 
Using the reference table entry, the field’s length is compared and evaluated. If its length 
does not match exactly the reference length for that field, length interoperability is marked 
false. 

• Field value evaluation 
The relevant evaluation function for the field value is determined based on data type. The 
value is then passed to this evaluation function, which outputs a Boolean value to 
determine whether the field value is interoperable (TRUE) or not (FALSE). 
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2.2.4. Output Analysis Results 

The results produced by the interoperability analyzer tool are printed to the standard output 
(stdout) by default. This output can be redirected or piped to an output text file before running 
the tool by adding the appropriate prefix to the command in the terminal.  

The results are printed as the program runs field-by-field, and the interoperability (TRUE/FALSE) 
of each field's T/L/V is printed. After an entire message/protocol/packet/file is analyzed, its 
interoperability is printed as well. 

 

Figure 2.4. Example of an output file. 

Figure 2.4 shows an example of an output data file, which includes each field’s T/l/V analysis 
results, each messages/protocols analysis results, each packet analysis results, and the whole 
file analysis results.  
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3. Installation and Usage Instructions 

This software tool can be used for both Windows git bash and Linux/Unix systems. Installations 
and usage instructions are described as follows: 
 

1) Install git and Python 3.12.  

• On Linux, run the following command in a terminal: 

sudo apt install git python3-pip 

• On Windows, first download and install git from [10]. Then download and install Python 
3.12 from [11]. Select "Add python.exe to PATH" in the Python installer. Open a Git Bash 
terminal and navigate to the relevant directory. 

2) Install PDM [12]. For example, using plain pip: 

pip install -U --user pdm 

Alternatively, using pipx: 

pipx install pdm 

Or with uv: 

uv tool install pdm 

Refer to the PDM documentation for more installation options. 

3) Clone the repository. 

git clone https://github.com/usnistgov/C-V2XInteroperabilityAnalyzer.git  

cd C-V2XInteroperabilityAnalyzer 

4) Install all required dependencies. 

pdm install 

5) Run the analyzer with the target PDML file name as argument. 

pdm run src/cv2x-interop-analyzer.py example.pdml 

 

By default, the output is printed to stdout but can be redirected or piped to a text file using 
the shell. 

pdm run src/cv2x-interop-analyzer.py example.pdml > output.txt 

or 

pdm run src/cv2x-interop-analyzer.py example.pdml | tee output.txt 

C-V2X interoperability testing datasets in both PDML and PCAP formats are provided in [13] and 
shown in Figure 3.1. The PDML datasets include three testcases: cellular vehicle-to-infrastructure 
(C-V2I), cellular vehicle-to-vehicle (C-V2V), and C-V2X and can be downloaded and unzipped. 

https://github.com/usnistgov/C-V2XInteroperabilityAnalyzer.git
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These testing dataset files in PDML format can be used as dataset inputs to this C-V2X 
interoperability analyzer software tool to analyze and assess C-V2X compatibility and 
interoperability among commercial on-board units (OBUs) and road-side units (RSUs) based on 
IEEE 1609.2, IEEE 1609.3, and SAE J2735 standards. 

 

 

Figure 3.1. C-V2X interoperability datasets. 
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4. Summary 

This paper describes the C-V2X interoperability analyzer software system design, functional 
descriptions, and procedures for using the software tool. The functions of the software tool 
include read and parse input data, analyze compatibility and interoperability based on the IEEE 
and SAE standards, and output the analysis result. The procedures for how to install, use, and 
execute the software tool are provided, such as cloning the repository, installing python and its 
related libraries, and executing the C-V2X interoperability analyzer with input data file and output 
data file. Examples of input data file and output data file are also provided in this paper.  

In the future, this software tool will be tested and verified based on larger sets of testing datasets 
collected from RSUs and OBUs provided by additional vendors and manufacturers. Additional 
testcases will be considered to extend and improve the functions of this software tool to support 
C-V2X interoperability testing and certification to achieve and assure C-V2X devices 
interoperability. 
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