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Abstract—Multiple intellectual property (IP) protections have
emerged to defeat security threats in integrated circuit (IC)
supply chain. Among these, logic locking is regarded as a
promising IP protection for its security. A state-of-the-art work
uses stripped-functionality logic locking (SFLL) technique with
protected input patterns (PIPs) satisfying the distance of at least 2
(Dist2) property, or D2PIPs, for ensuring resilience against both
input-output (I/O)-based and structural attacks. However, this
approach has research challenges in scalability, flexibility, and
security, as stated and discussed in our paper. Our paper solves
these challenges by (i) utilizing a satisfiability modulo theories
(SMT) solver and (ii) developing a secure circuit encoding
scheme. SCONE, our secure logic locking technique, combines
the two methods and meets all three challenges simultaneously.
Our results show that SCONE improves scalability 350x on the
IBEX processor (16K gates) and remains resilient against five
I/0 or structural attacks.

Index Terms—Ilogic locking, encoding scheme, SMT solver.

I. INTRODUCTION

Due to the high cost of integrated circuit (IC) manufactur-
ing, many IC design companies are now fabless and outsource
manufacturing, packaging, and testing to third parties. As such,
the IC supply chain is highly globalized, with many parties
involved in the design and manufacturing process. However,
outsourcing leaves ICs vulnerable to supply chain threats, such
as intellectual property (IP) piracy, overproduction, counter-
feiting, reverse engineering, and Trojan insertion [1]. Many
IP protections against these threats have been proposed [2—
4]. One promising approach is logic locking, which modifies
a design with a key mechanism such that the locked design
functions as designed only if given a correct key [2].

One of the most prominent logic locking techniques is
stripped-functionality logic locking (SFLL) [5]. SFLL is prov-
ably secure against input-output (I/O)-based attacks [6] and
practically secure against some structural attacks [7, 8] but
vulnerable to others [9, 10]. While Han et al. [10] states that
SFLL-protected designs with protected input patterns (PIPs)
satisfying the distance of at least 2 (Dist2) property, or D2PIPs,
can gain structural resilience, such an approach is still imprac-
tical due to challenges in scalability, flexibility, and security.

The contributions of this work are as follows:

« We outline and discuss three challenges (i.e., scalability,

flexibility, and security) in the state-of-the-art work [10].

« To solve the scalability challenge, we propose a novel ap-
proach using a satisfiability modulo theories (SMT) solver.

o The paper develops a novel secure circuit encoding scheme,
enhancing both flexibility and security.

e By combining the two novel methods (using an SMT
solver and developing a secure encoding), the proposed
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logic locking technique, SCONE, solves all three challenges
simultaneously and keeps resilient against all five I/O and
structural attacks [6-10].

« Based on the designer’s capability and preference, this paper
introduces two implementations of SCONE, including a
discussion of their performance comparison.

In the remainder of the paper, Section II introduces the back-
ground, Section III introduces the proposed logic locking tech-
nique, SCONE, Section IV presents results, Section V provides
the discussions, and Section VI concludes the contributions.

II. BACKGROUND
A. Potential Attacks on SFLL

Potential attacks on SFLL with D2PIPs [10] can be catego-
rized into (i) I/O attacks and (ii) structural attacks.

I/0 attacks. I/O attacks challenge the design’s IP by querying
input patterns and observing correct outputs from an activated
chip purchased from the market (a.k.a. oracle). The attacker
determines the queries by analyzing the locked netlist. The
most powerful I/O attack is the Boolean satisfiability (SAT)
attack [6], as it breaks all logic locking techniques prior to the
SAT attack. A SAT-capable attacker has a locked netlist and
can query an oracle. The SAT attack eliminates incorrect keys
iteratively by querying a distinguishing input pattern (DIP) till
discovering the correct key.

Structural attacks. The locked netlist may contain clues to
the correct key, which structural attacks exploit by analyzing
the structure of the locked netlist. There are various structural
attacks. The AND-tree removal (ATR) attack [7] identifies the
AND-tree with a point function, which contains exactly one
input pattern resulting in output 1, in the netlist and removes
that tree to recover the functionality. The signal probability
skew (SPS) attack [8] locates the wires with point functions by
analyzing the probability of the signal to be 0/1 in the locked
netlist and bypasses those wires to recover the functionality.
The function-analysis attack on logic locking (FALL) [9] relies
on the unateness property to locate key units and bypass them
to retrieve the functionality. The sparse prime implicant (SPI)
attack [10] analyzes the locked circuit’s prime implicant (PI)
table! to infer the PIP information and unlock the design.

DISCLAIMER: The opinions, recommendations, findings, and conclusions
in this article do not necessarily reflect the views or policies of NIST or the
United States Government.

IA PI table can be considered as a sum-of-products, where each PI
represents a product. For all PI, all input bit values are from {0, 1,-}. The
symbol “-” denotes a don’t-care bit, meaning its value does not affect whether
the PI belongs to the ON-set/OFF-set.
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B. Previous Approach: Using SFLL with D2PIPs

Using SFLL with D2PIPs [10] to protect the design provides
provable security against both I/O and structural attacks.

An SFLL-protected circuit has two main components: a
stripped-functionality circuit (FSC) and a restore unit [5]. The
FSC obfuscates protected input patterns (PIPs)—the FSC’s
output differs from the original circuit’s output only when the
input pattern is a PIP. With the correct key, the restore unit
corrects the FSC’s flipped output. By XORing the FSC and the
restore unit, the designer generates the SFLL-protected circuit.

An attacker can break a SFLL-protected design by finding
the PIPs. However, for the SAT attacker, the probability of
finding a PIP is exponentially small to each PIP’s length. Thus,
SFLL is provably secure against the SAT attack [5]. There
are also multiple variants of SFLL [5, 11-13], each targeting
specific objectives such as better security, lower overhead, or
a higher error rate. However, all these SFLL techniques are
broken by one of the aforementioned attacks, especially the
SPI attack [10]. Only the state-of-the-art work [10] survives

for its sufficient security against all aforementioned attacks.

SFLL is practically secure against some structural attacks
(i.e., ATR [7] and SPS [8]) but vulnerable to other structural at-
tacks (i.e., FALL [9] and SPI [10]). As stated in Han et al. [10],
for most randomly selected PIPs, the FSC’s netlist can leak
PIP information, leading to structural vulnerabilities; thus, the
defender needs to select specific PIPs to safeguard the design
from structural information leakage. Han et al. [10] proposes
that, from the PI table of the original circuit,? the defender
can select PIs that keep at least distance 2 away from all other
PIs in the PI table, as indicated in

{D2PIPp} = {pi* |Vpi # pi* € Fyy, Dist(pi*,pi) > 2}. (1)

This property is referred to as the “Dist2 property,” and PIs
meeting this criterion are “D2PIPs.” By choosing the D2PIPs
as the PIPs, the FSC can conceal the PIPs information [10].

The previous work [10] protects the design with D2PIPs
with the flow of (i) converting the netlist into a PI table for
each output, (ii) analyzing each PI table to collect D2PIPs,
and (iii) applying SFLL with the collected D2PIPs to generate
the SFLL-protected circuit. The design protected by SFLL
with D2PIPs is secure against both I/O and structural attacks.
However, research challenges exist in this approach, and we
will demonstrate the challenges in Section III.

III. PROPOSED LOGIC LOCKING TECHNIQUE, SCONE

This section first outlines the challenges of scalability,
flexibility, and security in the previous approach [10] (see
Section III-A). To address all challenges, the paper introduces
two methods: (i) utilizing an SMT solver to directly extract
D2PIPs from the netlist, thereby achieving scalability (see
Section III-B), and (ii) developing a circuit encoding scheme
to introduce more secure PIPs, ensuring both flexibility and
security (see Section III-C). Lastly, we propose a logic locking
technique, SCONE, that safeguards the design against I/O and
structural attacks while solving all three challenges simultane-
ously (see Section III-D).

2For simplicity, we focus on analyzing the ON-set of the original circuit,
as well as the PIs and D2PIPs. A similar deduction can be made when
considering the OFF-set case.

A. Research Challenges in Previous [10]

Scalability. To collect D2PIPs, the previous approach [10]
involves converting the netlist into the PI table for each output.
Howeyver, this circuit format conversion is a nondeterministic
polynomial (NP) -hard process that scales exponentially to the
circuit input size. For medium- and large-scale designs, this
conversion is time-consuming and may not terminate within a
reasonable time limit, resulting in a lack of scalability.
Flexibility. The high complexity of circuit format conversion
often hinders the success of the PI table extraction within
a reasonable time, and thereby, collected D2PIPs are rare.
Moreover, for most practical designs, even assuming the
success of every PI table extraction with an impractically huge
time limit, D2PIPs are still rare.> Consequently, the rareness of
D2PIPs restricts the defender’s flexibility in selecting D2PIPs.
Security. The D2PIP’s length is often too small to protect the
design from brute-force attacks due to the rareness of D2PIPs.

B. Fast D2PIPs Extraction Using an SMT Solver

We propose using the SMT solver to directly extract D2PIPs

from the netlist, bypassing the process of generating a PI table.
According to Equation (1), for a D2PIP, all its distant-1
minterms* in the Boolean space must be OFF-set. Otherwise,
there exists a PI covering an ON-set minterm distant-1 away
from the D2PIP, resulting in a contradiction. Thus,
{D2PIPp} = {pi* € Fon|¥m, Dist(m,pi*) = 1 = f(m) = 0}.
@)
In Equation (2), pi* is an ON-set D2PIP, “vm, Dist(m,pi*) =
1” denotes all minterm m’s distant-1 to pi*, and “= f(m) = 0”
represents the implies/implication of the OFF-set minterm m.
However, Equation (2)’s condition still costs a high-execution
effort for the SMT solver to search for D2PIPs. Thus, we
narrow down to search for minterm D2PIPs only for the
highest brute-force resilience, as opposed to PI D2PIPs with
don’t cares and thereby less resilience. For minterm D2PIPs,

{D2PIP,} = {m" € FJi|Vm, Dist(m”,m) = 1= f(m) = 0}.
3)
Using the SMT solver, we address the scalability challenge
of searching for D2PIPs. Next, we demonstrate how the SMT
solver searches for minterm D2PIPs based on Equation (3).
For a minterm D2PIP m* € {0,1}" (n denotes the input
size), we need the SMT solver to return the solution of each
minterm D2PIP iteratively. For every minterm m distant-1 to
m”, there are n candidate m’s, each flipping exactly one bit of
m”. Additionally, with the implies/implication “= f(m) = 07,
the SMT solver applies the circuit’s Boolean logic of the
output f(-) with ensuring that minterm m is OFF-set. In this
way, the SMT solver detects a minterm D2PIP m™. Iteratively,
we collect other minterm D2PIPs. Theoretically, we can collect
all minterm D2PIPs. However, if the circuit contains numer-
ous minterm D2PIPs that cannot be fully collected within a
reasonable time, we choose to gather partial minterm D2PIPs
since we do not require all D2PIPs for protection.

3The rareness of D2PIPs is an inherent attribute for most practical designs.
The designer usually applies cost-effective encoding (e.g., binary, Gray, and
one-hot [14]) to produce compact and high-performance designs, which could
result in this rareness [10].

4A minterm is a product where all input bit values are from {0,1} (no
don’t care bit).



Although we can efficiently and successfully analyze all
outputs by using a SMT solver, there are still very few minterm
D2PIPs due to the rareness of D2PIPs and the restrictive
condition of minterm D2PIPs. To address the challenges of
flexibility and security, the next subsection proposes a novel
method to introduce more secure PIPs with sufficient lengths.

C. Secure Circuit Encoding Scheme

We propose a circuit encoding scheme that (i) offers flexible
choices of secure PIPs, and (ii) keeps resilient against I/O and
structural attacks and gains security against brute-force attacks.

Assume the original circuit, C,, has n inputs (ini,ing,- - - ,
iny,). To introduce secure minterm PIP(s), the defender firstly
selects ON-set minterm PIP(s) with the length of n. This
selection provides the defender flexibility in choosing PIP(s).
Assume that one selected PIP is PIP""" = qias - - - a,, Where
a; € {0,1} and ¢ € [1,n] NN, we need to expand inputs in
the encoded circuit, C.ucoses. TO transform this selected PIP
PIP*°" into a PIP PIP“" with a longer length of n + m
(m € NT), Cencodea Tequires more input bits. Assume Concoded’S
inputs are (in{"%! ingotd ... in@eddy  where ind" % = in;
for i € [1,n] NN. With m extra input bits, the Boolean space
size increases exponentially, thereby enhancing brute-force
resilience. Moreover, the choice of m provides the defender
flexibility in determining the PIP size. When i € [n+1,n+m|N
N, in§"**’s encoding is determined by a random selection of
(inci—n,inci—n7 e ,inc%}_n), where ¢]7" <cy "< < e
€{1,2,---,n} and w € [2,n — 1] N N. In this secure circuit
encoding scheme, we define ing"%? = M in Ding—n & O

ini—n wWhen i € [n+1,n+m]NN. Therefore,

. encoded ini, ifie[l,n]NN
e - mcj*" @ Dinin, ifien+1l,n+m]NN.
4)
After encoding, PIPY“" = b1bs - - - by ym satisfies
ai, ifie[l,n]NN
bi = Agi—n D ai—n O B agi—n, ifiecn+1,n+m]NN.
)

Theoretically, there are total (Z) combinations for choosing
(c1,¢h, -+ ,cl); we set w = | 5] for providing the highest
difficulty to the attacker by achieving the maximum of (Z;)
Moreover, to ensure that PIP* satisfies the Dist2 property,
we choose m > 2 for maintaining resilience against structural
attacks. In the next subsection, we describe how we apply this

encoding to protect the design by utilizing the SMT solver.
D. Logic Locking Technique, SCONE

We aim to protect the design while solving three challenges
(i.e., scalability, flexibility, and security). This is accomplished
by combining the approach of using the SMT solver for fast
D2PIPs extraction with the secure encoding that introduces
flexible and secure PIPs in the expanded Boolean space.

We now discuss the protection flow of SCONE. Firstly, we
prefer to choose minterm D2PIPs if they are available. By
utilizing the SMT solver, we can efficiently and effectively
extract minterm D2PIPs. If no minterm D2PIP exists, we
then apply the encoding to introduce flexible and secure
PIPs and protect the design. A SCONE-protected design after
encoding consists of three main components: an encoding

OUt/ocked

OUt/ocked

stage

Encoding

unit unit

KEY KEY:

INOFQ—[
(a) (b)

Fig. 1: The structure diagram of the SCONE-protected design in the
implementation of (a) with ES in HW or (b) without ES in HW.

stage (ES), an FSC of C.icoaea» and a restore unit. The rela-
tionship between inputs and outputs of the ES (IN,,;, and
INencoded) satisfies Equation (4). When with multiple PIPYers,
{PIPV™ | PIPY* ... PIP¥*"} (p > 2), the correct key is the con-
catenate, key. = [["_, PIPY". We have two implementations
based on whether the ES is implemented in hardware (HW):
Implementation with ES in HW (see Fig. 1(a)): If the
designer does not apply the encoding during the design stage
and maintains the original circuit’s functionality, then the
circuit keeps the original inputs IN,,;, with a size of n. In this
case, the defender needs to implement the configurable ES
in HW to obfuscate the secure encoding. Notably, with the
same input size of n, the resilience against brute-force attacks
remains unchanged because the Boolean space keeps the same
size of 2™. In this implementation, the threat model allows the
attacker to access (i) an oracle of the original design and (ii)
the logic-locked netlist as shown in Fig. 1(a). The attacker’s
goal is to recover the original circuit’s functionality.
Implementation without ES in HW (see Fig. 1(b)): The
designer applies the secure encoding during the design stage,
and the inputs of the produced design are IN.ncoded, With a
size of n + m. The attacker does not know how the defender
determines the encoding as described in Equation (4). This
implementation expands the input bits from n to n+m, thereby
enhancing security against brute-force attacks (and other /O
attacks including the SAT attack) by significantly increasing
the size of the Boolean space. Different from the previous
threat model, in this implementation, the attacker is allowed
to access (i) the oracle of the encoded circuit and (ii) the
logic-locked netlist as shown in Fig. 1(b). The attacker aims
to retrieve the encoded circuit’s functionality.

IV. RESULTS

This section first discusses the experimental setup (Sec-
tion IV-A). Then, we compare the distribution of D2PIPs
and the execution time for extracting D2PIPs between the
previous approach [10] and SCONE to highlight the flexibility
of SCONE in Section IV-B. Next, we demonstrate the scala-
bility by showing the execution time required by SCONE in
Section IV-C. Following this, we conduct a security analysis
with various attacks results on SCONE-protected circuits in
Section IV-D. Finally, we present an overhead analysis in
terms of power, performance, and area (PPA) in Section IV-E.

A. Experimental Setup

We perform experiments on a 32-core Intel Xeon processor
at 2.6 GHz with 512 GB RAM. We use Berkeley ABC tool [15]
for circuit format conversion, Synopsys Design Compiler [16]



for (re-)synthesis, and Microsoft z3 as the SMT solver.” Our
test circuits consist of four ISCAS’85 circuits [17], nine
ITC’99 circuits [18], and three other circuits (i.e., Stanford
MIPS [19], RISC-V IBEX [20], and Common Evaluation
Platform (CEP) Global Positioning System (GPS) [21]).

B. Collecting D2PIPs

Section III claims that (i) using the proposed approach
utilizing the SMT solver accelerates extracting D2PIPs and (ii)
using the circuit encoding scheme introduces flexible choices
of minterm D2PIPs, compared to the previous approach [10].
Table I shows this comparison. Columns 3 & 6 present the suc-
cess rate of extracting D2PIPs from the design, columns 4 & 7
reveal the maximum of D2PIP sizes, and columns 5 & 8 show
the execution time to finish the D2PIPs extraction. Firstly, we
can tell that the previous approach cannot ensure the success
rate of D2PIPs extraction, while SCONE ensures the success
rate of 100%. Next, SCONE is much more flexible than the
one for the previous approach [10] for its enlarged maximum
PIP size. “N.A.” denotes that the previous approach [10] fails
to extract any D2PIP. Additionally, the maximum PIP size that
SCONE can achieve is significantly higher than that of the pre-
vious approach [10], thereby enhancing security against brute-
force attacks. Lastly, SCONE provides a much quicker analysis
time than the previous approach [10]. “T.O.” denotes that the
previous approach [10] cannot finish the D2PIPs extraction
within 72 hours. Therefore, SCONE achieves more flexible PIP
choices much faster while ensuring higher resilience against
brute-force attacks, compared to the previous approach [10].
C. Execution Time of SCONE

Table II shows, for each circuit, the execution time re-
quired by SCONE when protecting the design. The chosen
PIP sizes vary for different circuits. Here, we consider both
implementations: one with ES in HW and one without ES
in HW. From columns 4 & 5, we observe that the execution
time required by the implementation without ES in HW is
significantly less than that with ES in HW. Compared to the
implementation without ES in HW, the implementation with

SWe choose Microsoft’s z3 solver since it is a standard and widely-used
SMT solver. Our theory is compatible with all SMT solvers, so other SMT
solvers can also be used.

TABLE I: Comparison of D2PIPs extraction between the previous
approach [10] and SCONE.

Previous [10] SCONE
Circuit Success  Max. Max. Success  Max. Max.
rate (%) PIP size time (sec)| rate (%) PIP size time (sec)
0| 432 100 N.A. 431.6 100 72 1.9
w | cl1355 0 N.A. T.O. 100 82 43
s c1908 16.0 N.A. T.O. 100 66 3.1
@ | 7552 68.2 4 T.O. 100 388 45.8
bll 100 9 0.4 100 52 22
b12 100 26 0.4 100 74 1.7
bl3 100 11 0.1 100 46 0.4
Q bl4 535 29 T.O. 100 436 89.7
) bl5 75.9 7 T.O. 100 612 281.7
& bl7 60.4 6 T.O. 100 678 746.6
b20 40.0 29 T.O. 100 570 305.3
b21 35.2 29 T.O. 100 576 3154
b22 34.8 29 T.O. 100 578 3222
v | MIPS 80.6 3 T.O. 100 310 46.7
2 | IBEX 48.0 39 T.O. 100 902 748.2
S GPS 97.9 20 T.O. 100 240 102.9

TABLE II: The execution time of protecting the test circuit required
by SCONE, including two different implementations.

Circuit PIP Time (sec) \
size | With ES in HW | Without ES in HW |
v 432 | 38 298 938
% | c1355 | 43 363 128
S| c1908 | 35 295 119
@ | ¢7552 | 126 3143 268
bil 28 24.0 102
b12 39 30.0 99
b13 25 204 34
2| bl4 | 102 2112 29.9
O] b1s | 129 2297 405
= bl17 117 3547 130.4
b20 | 103 202.8 549
b21 | 103 2112 61.1
b22 | 103 1949 a735
2 | MIPS | 37 6.4 65
2 | IBEX | 102 2579 745
S| Gps | 103 2263 775
25
5
&20
Q
£ —+— With ES
E 15 Without ES
5
§ 10
w
5
12 14 16 18 20

PIP size

Fig. 2: The execution time of SCONE on b14 with different PIP sizes.

ES in HW requires additional execution time for building the
configurable ES in HW, increasing the execution time. For
the implementation with ES in HW, the defender first builds
the configurable ES in a register-transfer level (RTL) Verilog
file. Then, the defender uses Synopsys Design Compiler [16]
to synthesize the RTL ES into its gate-level netlist. Finally,
the defender combines the SFLL-protected Cencogeq With the
netlist of the configurable ES. As a result, building ES in HW
requires significant extra time. Notably, even for large-scale
designs such as IBEX and GPS, the execution time required
by SCONE for the implementation without ES in HW is less
than 80 seconds, demonstrating the scalability of SCONE.

We also include an analysis of the same design with varying
PIP sizes. Fig. 2 shows how the protection execution time
changes with different PIP sizes for the bl4 design when
using SCONE. From this figure, we observe that, for both
implementations, the one without ES in HW always requires
less time than the one with ES in HW. Additionally, varying
the PIP size does not significantly affect the execution time
for the implementation without ES in HW, indicating stable
execution time with different PIP sizes. Thus, this result also
supports the scalability of SCONE.
D. Security Analysis

In this subsection, we first have security analysis on
SCONE; then, we showcase the vulnerability or infeasibility
of existing SFLL techniques with attack results.
Security Analysis on SCONE. To analyze the security of
SCONE, we present Table III with all attack results (i.e.,
SAT [6], SPS [8], ATR [7], FALL [9], and SPI [10]) on the
SCONE-protected circuits, where “T.O.” denotes that the SAT
attack cannot terminate within 72 hours, and X indicates that



TABLE III: Attack results on SCONE-protected circuits.

PIP With ES in HW Without ES in HW
Circuit size /0 ]| Structural /0 | Structural
SAT [SPS ATR FALL SPI | SAT |SPS ATR FALL SPI
0| 432 38 TO. | X X X X | TO. | X X X X
w | cl1355 43 T.O. X X X X | TO. X X X X
Slec908 [35 [TO. | X X X X |TO. | X X X X
L | 7552 | 126 | T.O. X X X X | T.O. X X X X
b1l 28 T.O. X X X X | TO. X X X X
b12 39 T.O. X X X X | TO. X X X X
bl13 25 T.O. X X X X | TO. X X X X
Q bl4 102 | TO. X X X X | TO. X X X X
3 bl5 129 | TO. X X X X | TO. X X X X
= b17 117 | TO. X X X X | TO. X X X X
b20 103 | TO. X X X X | TO. X X X X
b21 103 | TO. X X X X | T.O. X X X X
b22 103 | TO. X X X X | T.O. X X X X
2 | MIPS 37 T.O. X X X X | TO. X X X X
S| IBEX [102 [TO. [ X X X X [TO. | X X X X
=] GPS 103 | TO. X X X X | T.O. X X X X
220
—&— With ES in HW (Experimental) /,’
~A- With ES in HW (Expected) .
Without ES in HW (Experimental) -~
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2 216 e
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Fig. 3: The number of iterations required by the SAT attack [6] on
b14 with different PIP sizes. The y-axis has an exponential scale.

the structural attack fails to break the design. All SCONE-
protected circuits are resilient against any tested attack. Ad-
ditionally, the PIP sizes chosen in Table III for SCONE are
always greater than the maximum PIP sizes achievable by the
previous approach [10]. For example, with GPS, the brute-
force search space size is enlarged from 239 (for the previous
approach [10]) to 219 (for SCONE). This indicates the much
more enhanced resilience against brute-force attacks.

The SAT attack times out after 72 hours on all test circuits
listed in Table III due to the large PIP sizes. To better
understand the security of SCONE against the SAT attack, we
present the SAT attack results on b14 with relatively small and
varied PIP sizes in Fig. 3. The blue triangle marker denotes the
experimental number of SAT iterations for the implementation
with ES in HW, and the orange dot marker denotes the exper-
imental number of iterations for the implementation without
ES in HW. The grey triangle/dot marker denotes the expected
number of iterations for the implementation with/without ES
in HW. We can observe that, when changing the PIP size,
the number of iterations is stable in a small range for the
implementation with ES in HW, close to the expected number
(the grey triangle markers in Fig. 3). This is because the
SAT resilience is limited by the input size of the original
circuit. Differently, when applying ES during the design stage
(referring to the implementation without ES in HW), the
number of iterations increases exponentially to the PIP size
when the PIP size is in range of [12, 16]NN, as shown in Fig. 3,
where the y-axis is on a log, scale. This tendency is close to
the expected number of iterations (the grey dot markers in
Fig. 3). When the PIP size is > 17, the SAT attack times out

With ES in HW Without ES in HW

451 mmm Power 6{ mmm Power
_ Performance _ Performance
S X
<39 Bmm Area < 3 B Area
o o
g g
£l I
915 g0
>l )

0 -3

12 14 16 18 20 12 14 16 18 20

PIP size
(@ (b)
Fig. 4: PPA overhead analysis on b14 with different PIP sizes.

PIP size

after 72 hours. Compared to the implementation with ES in
HW, the one without ES in HW provides more I/O resilience
and requires an exponentially large number of SAT iterations
to the PIP size according to the curve’s tendency.

Security Analysis on Existing SFLL Techniques. We aim
to showcase the insufficient resilience or infeasibility of the
existing SFLL techniques, including SFLL-HD [5], SFLL-
flex [5], and the state-of-the-art approach [10]. Table IV
presents the attack results on these existing SFLL techniques.
For both SFLL-HD and SFLL-flex, all locked circuits are
vulnerable to the SPI attack [10]. For the state-of-the-art
approach, using SFLL with D2PIPs as described in Han ez
al. [10], the test circuit is either not able to be protected due
to the lack of D2PIP, or the PIP size is too small to provide
brute-force resilience thereby resulting in insufficient SAT
resilience. Thus, not only the state-of-the-art approach [10]
but also other SFLL techniques [5], SCONE not only addresses
the limitations in scalability, flexibility, and security, but also
does not reduce resilience against various attacks [6—10]. Thus,
SCONE outperforms the existing SFLL techniques.

E. Overhead Analysis

Table V presents the PPA overhead results of two imple-
mentations. We can observe that without ES in HW incurs a
lower overhead than the other one, particularly in power and
area. Notably, for large-scale designs (e.g., IBEX and GPS),
the PPA overheads are < 10% in area and power and with
a negative performance overhead (improved performance).
Thus, the implementation without ES in HW provides a more
tolerable and acceptable PPA overhead.

To understand how the PPA overhead varies when changing
the PIP size, we provide the PPA overhead analysis on bl4
with different PIP sizes, as shown in Fig. 4. For both imple-
mentations, the power and area overheads go approximately
linear to the PIP size. The negative performance overhead
indicates the improved performance using SCONE, which is
also common for other SFLL techniques [5, 11]. Moreover,
the implementation without ES in HW always has lower
power and area overheads for avoiding the high cost in the
configurable ES circuit.

V. DISCUSSION

This section discusses (i) the enhanced performance of
SCONE in scalability, flexibility, and security compared to
the previous approach [10], (ii) the comparison between two
implementations, and (iii) prior related research works.



TABLE IV: Attack results on the existing SFLL techniques, including SFLL-HD [5], SFLL-flex [5], and the state-of-the-art approach [10].

SFLL-HD [5] SFLL-flex [5] Previous [10]
Circuit PIP size /0 Structural PIP size /0 Structural PIP size /0 Structural
SAT [ SPS ATR FALL SPI SAT [ SPS ATR FALL SPI SAT | SPS ATR FALL SPI
w | c432 36 311 X X X v 36 115 X X X v N.A. N.A. | NA. NA. NA. NA.
w | cl355 41 T.O. X X X v 41 105 X X X 4 N.A. N.A. [ NA. NA NA. NA
s c1908 33 165 X X 4 4 33 217 X X X v N.A. N.A. [ NA. NA. NA. NA
L | 7552 207 7470 X X v 4 207 T.O. X X X 4 4 12 X X X X
bll 38 T.O. X X X v 38 62 X X X v 9 434 X X X X
bl12 126 T.O. X X X 4 126 619 X X X 4 26 T.O. X X X X
bl13 63 T.O. X X X v 63 T.O. X X X v N.A. N.A. [ NA. NA. NA NA.
Q bl4 277 7472 X X X v 277 T.O. X X X 4 17 T.O. X X X X
) bl5 485 2,537 X X X v 485 T.O. X X X v N.A. N.A. | NA. NA. NA NA.
E bl7 1,452 T.O. X X X v 1,452 T.O. X X X v N.A N.A N.A. N.A. NA. NA
b20 522 2,281 X X X 4 522 T.O. X X X 4 17 T.O. X X X X
b21 522 T.O. X X X 4 522 3,794 X X X 4 17 T.O. X X X X
b22 767 T.O. X X X v 767 T.O. X X X v 17 T.O. X X X X
% MIPS 466 T.O. X X X v 466 350 X X X v N.A N.A. | NA. NA. NA. NA.
< | IBEX 1,386 T.O. X X X v 1,386 T.O. X X X 4 5 29 X X X X
S | GPS 10,009 | T.O. X X X v 10,009 | T.O. X X X v 20 T.O. X X X X

TABLE V: Overhead analysis for SCONE’s two implementations.

# gates Overhead (%)
Circuit in C. . With ES in HW Without ES in HW

°"9 | Power Performance Area | Power Performance Area
w | c432 154 2624.7 11.6 2720.6 | 205.5 35 216.8
wn | cl355 191 882.2 13.9 1634.3 73.6 14.4 1153
8 ¢1908 218 814.0 2.2 12137 81.0 -6.1 110.5
@B | 7552 1,145 1914.4 =77 2935.5 74.5 2.8 89.5
bll 445 523.6 7.1 506.6 53.0 -1.8 51.8

bl2 9386 572.6 -1.6 4115 53.5 22 33.1

bl3 253 864.9 8.0 691.3 99.0 2.0 77.8

Q| bl4 3,534 558.3 0.6 7249 18.0 2.6 21.5
) bl5 6,006 616.6 -4.5 578.1 16.2 -6.8 14.9
= bl7 24,498 133.1 4.2 130.5 3.6 -49 3.1
b20 7,982 203.1 2.5 311.9 74 1.7 8.5

b21 8,117 186.0 2.1 302.6 7.0 4.3 8.4

b22 12,143 136.1 -1.5 204.7 33 -3.1 5.5

2 | MIPS | 3,046 147.0 -8.4 119.2 11.6 -5.2 8.7
2 | IBEX [ 13,195 200.5 1.3 189.9 7.5 42 7.1
5 GPS 52,464 41.7 7.0 46.4 1.7 33 2.3

A. Improvements in Three Perspectives

The experimental results and the related analysis indicate
that SCONE overcomes the challenges in scalability, flexibility,
and security. Table VI summarizes the comparison by listing
the limitations in the previous approach [10] and the improve-
ments that SCONE achieves. The summary table demonstrates
the effectiveness of SCONE in overcoming three challenges.
TABLE VI: Comparison of the previous approach [10] and SCONE.
[ Improvement in SCONE |

[ Perspective [ Limitation in Previous [10]

Scalabilit Exhausting search for D2PIPs Fast D2PIPs extraction with
Y | and cannot guarantee success. a success rate of 100%.
Flexibility | D2PIPs are rare or do not exist. | Flexible choice of D2PIPs.
Resilient against I/O and str- Resilient against brute-force
Security | uctural attacks but vulnerable attacks while keeping resilient
to brute-force attacks. against I/O and structural attacks.

B. Two Implementations

There are two implementations of SCONE proposed in this
paper, with and without ES in HW. Section IV demonstrates
the strengths of the one without ES in HW from multiple
perspectives: less execution time required by SCONE, higher
resilience against SAT and brute-force attacks, and lower
overheads (especially in power and area). Thus, if the designer
is capable of applying the encoding during the design stage, we
recommend choosing the implementation without ES in HW.
The implementation without ES in HW (i) is more scalable in
terms of execution time, (ii) provides higher security against
I/O attacks, and (iii) holds a lower PPA overhead.

C. Prior Works on Secure Encoding Schemes

There are some prior and related works on secure encoding.

Active Metering [22] is the first work that proposes a secure
encoding scheme for hardware metering. The protected design
has additional flip-flops (FFs) and obfuscates the correct initial
state. However, this technique is vulnerable [23]. TriLock [24]
introduces a state encoding scheme for sequential logic locking
for security purposes by encoding and decoding the inputs
and outputs of FFs, and protects the design using the point-
function method. One needs to be aware of the usage of the
point function due to its potential structural vulnerabilities [7—
10]. STATION [25] proposes DisJoint encoding, a prior secure
encoding scheme for SFLL. The DisJoint-encoded circuit
has more D2PIP choices, providing the defender flexibility.
However, DisJoint encoding targets FSM obfuscation only and
requires the state-transition table (SST) of the original design.
Converting a netlist to its SST is a time-consuming/exhausting
process, so the scalability challenge exists in STATION as well.

D. Machine Learning-based Attacks

Other prior works have examined machine learning (ML)-
based approaches to attack logic locking. They can be broadly
categorized by their methods: those based on more conven-
tional machine learning methods that work on fixed-dimension
extracted features from locked circuits (e.g. SAIL [26], Snap-
Shot [27], SCOPE [28]) and those that utilize graph neural
networks which work directly on the graph structure of the
locked netlist (e.g. OMLA [29], INSIGHT [30]). All of the
previous works consider only key-gate insertion-based logic
locking methods and do not challenge SFLL techniques.
Since SCONE protects the design’s IP by relying on the
mechanism of SFLL, SCONE is resilient against existing ML-
based attacks in logic locking.

VI. CONCLUSION

This paper proposes the secure logic technique, SCONE,
addressing all challenges: scalability, flexibility, and security.
Depending on the capability, the designer can choose the im-
plementation either with or without ES in HW. We recommend
the implementation without ES in HW for a faster protection
process, higher security level, and a lower PPA overhead.
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