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Abstract

This study examines quality related issues for seemingly high-quality fingerprint submissions in
an operational setting that were resulting in submission failures and determined that the
predominant root cause of most failures was improper packaging of the transmitted images or
other controllable conditions beyond the inherent quality of the fingerprints.
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Executive Summary

The FBI provided NIST with 78 sanitized® biometric transactions that were reported to have been
rejected by the NGI system for quality issues. The submitters requested re-evaluation of these
images on the basis that the images visually appeared fine with respect to quality.

NIST personnel visually inspected the rejected transactions and based on this 100% of the data
examined visually demonstrated one or more issue that impacted quality. A majority (over 57%
of the 77 transactions) were observed to have 5 or more anomalies in each transaction.

The dominant issue that impacted quality was identified as the improper/erroneous packaging
of plain impressions as rolled images and submitting them to the system for processing.

Matcher testing conducted at NIST using the NIST NGI Testbed showed that the improper
packaging of the transactions further impacted the quality where as if the submitting partner
were to correctly label them, 63% of the transactions would improve in quality as measured by
the system.

Based on the observational and empirical tests, we conclude that the NGI system is working in
accordance with design and operational parameters, and these rejected submissions are either
caused by issues inherent to the friction ridge of the individual being fingerprinted, or through a
series of submitter errors such as incorrectly marking plain images as rolled.

1 Sanitized in the context of biometric transactions here indicates that all personally identifiable information, readily identifiable information,
routing and meta data has been removed from the transaction leaving only biometric imagery.
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1. Introduction

The criminal justice community has relied on friction digital ridge identification as the
cornerstone of their biometric operations for the past half century[1]. While these systems
have evolved over this time frame to provide improvements in both accuracy and throughput,
the quality of the fingerprints utilized on these systems still impacts the performance in terms
of accuracy[2].

In partnership with the Federal Bureau of Investigation (FBI), the National Institute of Standards
and Technology (NIST) launched an investigation in November 2023 on studying unusual quality
related issues for seemingly high-quality submissions (based on preliminary visual inspection) to
the FBI Next Generation Identification (NGI) system that were resulting in submission failures as
indicated by the NGI system. This study examined a small sampling of affected transactions in an
effort to determine the root cause of the failures. While the small sample size can only serve as
anecdotal evidence of certain impacts on the system, it does shed light on how the system can
be impacted.

2. Background

The FBI utilizes a modern fingerprint matcher with orchestration operations for inbound
transactions based on several criterion such as transaction type prior to processing on the NGI
matcher. The orchestration operations perform preliminary checks and validation of inbound
transactions and are responsible for routing transactions to the appropriate subsystem or
operational pathway in NGI.

One such orchestration step prior to processing on the NGI matcher is a quality check algorithm.
The algorithm in use by the FBI seeks to validate the inbound transactions with respect to quality
to ensure utility and fitness of use for the submitted transactions. If the calculated utility of the
image is very low as a result of the quality estimation, the NGI system can return a transaction
error response code of LOO08[3] to the submitter indicating this, prompting the sender to
attempt to have the originator of the transaction recapture and resubmit the fingerprints with
any mitigations that they can perform to improve the sample resubmission.

In support of this study, the FBI provided NIST a small operational sample of images that had
been rejected for low quality but were perceived to be good quality.

3. Study Objectives

This study seeks to examine a limited number of affected fingerprint images from criminal
justice operations and examine the following:

1. Visually inspect the transactions and classify failures.

2. Perform automated matching tests on the images in support of the visual inspection.



4. Hypothesis

It is hypothesized that quality rejections/failures detected by NGI may be caused by quality
issues inherent to the images themselves.

Furthermore, it is hypothesized that these images are further hampered by issues beyond
quality such as collection or transmission issues.



5. Materials

The FBI provided NIST with 78 sanitized rejected EBTS[3] records containing 14 Type-4[5]
records in each, analogous to the FD-249 fingerprint collection card[6]. The FD-249 fingerprint
collection card contains both rolled impressions and their associated plain impressions (See
Figure 1).

PERSONAL Roe Richard  Randolph | Male

Figure 1 - Example of the Fingerprints Contained in a Type-4 Transaction[6]



In creating the Type-4 records, two sets of fingerprints are required from the same individual.
First, each finger is individually “rolled” (from nail edge to nail edge ) to collect the finger
impression. Rolled prints are the gold standard in that they provide the most friction ridge data
from the digit being captured.

The four fingers on each hand are then pressed flat against a collection surface to capture plain
impressions of all four fingers on each hand at the same time. Plain images of thumbs are also
collected, either together or seperately, depending on the collection device.

Figure 2 - Comparison of a Plain (left) to a Rolled Fingerprint Impression from the Same Person?

Providing both types of impressions serves two operationally important roles. First, since plain
fingerprints are captured together, it is anthropometrically difficult to transpose fingers to
cause capture transposition errors. This allows the system to check the rolled prints against the
plain impressions to ensure there are no transposition errors, validating the sequence of the
individually captured rolled images.

Also, having a second impression can provide a viable plain print if a rolled print exhibits
transient capture issues that are not endemic to the individual finger.

6. Methods and Materials

In examining capture issues, the images provided by the FBI were examined visually using the
Universal Latent Workstation (ULW) tool[4] and potential issues were coded and noted in a log.
The log of issues was reviewed, and the issues identified were classified and coded. After the
initial visual inspection to obtain the coding of observable anomalies, the images were then re-
examined, and the classifications were verified or revised (combined or split) if needed. The
criteria used to visually inspect the images included (but was not limited to) the fidelity of the
collected image to the impression type indicated, presence and clarity of the core or approximate

2 Fingerprints in this figure were obtained from NIST Special Database 302 (SD-302)[7].



geometric center of the friction ridge pad, scarring/injuries, presence of extraneous features or
noise, and the continuity of the ridge structure.

Next, the images in the Type-4 records were enrolled in the NIST NGI Test Bed (NNGITB) and
matched against themselves. The images were matched after being labeled in three ways: as
Type-4 rolled images (how they were initially packaged and received by the FBI), Type-14 plain
images, and Type-14 rolled images. The reason for utilizing Type-14 was to allow the ability to
mark and submit images as plain (which is not supported by the Type-4 transaction). To best
model the matching scenario these images encountered at the FBI, the NNGITB was utilized in a
1-to-N capacity where the probes were matched against a gallery of the same images and an
additional 10 million non-mated records in the gallery.

The 78 transactions received from the FBI were each expected to contain 10 rolled images, as
well as plain captures of those same images as they would normally be present in an FD-249
collection card. Of these 78 transactions, one exhibited file integrity errors and was discarded
from further analysis.

For matcher testing, only the ten images in the rolled collection fields of each transaction were
utilized (770 images corresponding to 77 transactions, after discarding one of the 78 transactions
due to file corruption).



6.1. Classification of Anomalies

This section lists the classification of observed anomalies along with a more comprehensive
explanation of the observed issues present.

Table 1 - Classified Anomalies Observed in the Operational Sample of Rejected Transactions

Observed Anomaly Class

Plain collection packaged as rolled

Image cropping / Anomalous cropping (vs. original capture)

Same exact images for rolled as plain

Type-4 extends well into medial phalanx

Poor quality (capture issues)

Transaction record damaged/unreadable

Poor quality (friction ridge issues)

Recompression Damage (lossy degradation)

Poor quality (scanner/collection issues)

Possible ink collection, printed and rescanned

Post capture rotation (other than 90-degree increments)

No readily identifiable anomalies noted

6.1.1. Plain Collection Packaged as Rolled

Most or all images in the transaction appear to be plain impressions that have been incorrectly
marked as being rolled impressions. These images have less biometric information present in
them than conforming rolled impressions and may impact processing algorithm behavior.

6.1.2. Same Exact Images for Rolled as Plain

Similar to 6.1.1, but in all rolled images in these transactions appear to be the same exact
images present in the plain collected images, segmented and reused as the rolled images. This
differs from 6.1.1 in that any possible segmentation issues would not be detectable since two
independent captures for each finger are not available.



6.1.3. Poor Quality (Capture Issues)

Images appear to be impacted by capture issues such as poorly placing the hand on the
collection device, smearing, or other operator-controllable conditions.

6.1.4. Poor Quality (Friction Ridge Issues)

Images appear to be impacted by quality issues endemic to the friction ridge of the person,
such as scarring or injury.

6.1.5. Poor Quality (Scanner/Collection Issues)

Images appear to be impacted by issues endemic to the collection device such as halos present
in the image or blurring of ridge structure.

6.1.6. Post Capture Rotation (At Non 90 Degree Increments)

Images appear to be rotated after initial capture in non-90-degree increments. Rotating raster
images in non-90-degree increments can result in interpolation artifacts, aliasing, and Moiré
patterns that were not present in the original capture.

6.1.7. Image Cropping / Anomalous Cropping (vs. Original Capture)

Images appear to be cropped in unusual ways and inconsistently from the other images of the
same finger present in the set. In this class of anomalies for example, a thumb impression may
be cropped too far to the left for insertion into the Type-4 image, while cropped too far to the
right for insertion into the slap.

6.1.8. Type-4 Extends Well into Medial Phalanx

While a portion of the medial phalanx can appear in a rolled impression, the transactions with
this observed anomaly appear to have the medial phalanx (typically from a plain collection) in
the rolled image, sometimes at the detriment of some distal phalanx being cropped outside of
the impression of interest.

6.1.9. Transaction Record Damaged/Unreadable

With this observed anomaly, the biometric transaction file appeared to be damaged at a binary
level and could not be opened.

6.1.10. Recompression Damage (Lossy Degradation)

Lossy compression algorithms, such as WSQ that is used for Type-4 friction ridge data, reduce the
file size by removing some of the image data, which results in a loss of fine details. When an



already compressed image is recompressed, even more details are lost, leading to a cumulative
effect where the image becomes increasingly blurred or pixelated. While it is not possible to
determine how many lossy compression passes a particular image has undergone, it is possible
to flagimages that were recompressed, especially in transactions that also were observed in 6.1.2
where the same image appears twice in the transaction and a differential visual analysis can be
made.

6.1.11. Possible Ink Collection, Printed and Rescanned

In these observed cases, artifacts are clearly visible indicating that an ink-scan card collection
medium was reproduced (on paper, from a digital representation) and re-scanned. This is partly
due to the printing process introducing artifacts such as banding, dot gain (with the reproduction
containing additional artifacts not present in the original), and other mechanical imperfections.
Rescanning also introduces another step that can introduce further artifacts, as well as
recompression of the image in the process chain.

6.1.12. No Readily Identifiable Anomalies Noted

This classification describes sample transactions that cannot be classified under any of the other
anomaly classes.

6.2. Matcher Testing

For this test, NIST utilized a friction ridge matching system modeled after the NGI system, the
NIST NGI Testbed (NNGITB). While the NNGITB shares many components with the NGI
operational environment, it lacks the orchestration components needed to process transactions
in an operational environment. Instead of the orchestration components, the NNGITB is
equipped with special software tools that allow for the rapid querying of the matcher reference
database with a provided probe. Furthermore, the NGI system utilizes a fingerprint quality
checking algorithm in the orchestration layer which applies a static quality threshold to each
image and determines fitness of use for the server through an algorithm of checks and
thresholds.

While quality algorithms are monadic in nature (requiring one image for its operation) and take
a single biometric sample in establishing a prediction of fitness of use, the ultimate measure of
the fitness of use is to attempt to match the fingerprint in question. Matching operations on the
other hand are dyadic in nature (requiring two images for its operation) and require a probe
fingerprint, to be compared against one or more candidate fingerprints in the biometric
database.

Since the operational samples sent to NIST lacked a known mated exemplar record, it is not
possible to operate in a traditional dyadic fashion with the mated exemplar record therefore it
was hypothesized that an attempt to match the fingerprints in question to itself can provide
valuable insight into potential matching issues with respect to the visually observed anomalies.



7. Results

7.1. Observed Anomalies

The first stage of examining the data for potential issues that can negatively impact the
transactions in question was a visual analysis of the images.

Of the 78 transaction files that were visually examined and coded (Figure 3), 57 of them (73%)
contained plain images incorrectly packaged as a Type-4 rolled transaction.

Forty-nine (49) of these 57 transactions (63% of all 78 transactions) had the same exact image
reused from the plain collection normally used for sequence checking copied into the Type-4
rolled image set. Since the images in the FD-249 plain collection are typically collected at an
angle that to accommodate a 2 inch (50.8 mm) high capture area, the submitter then [attempted]
to rotate these images from being captured an arbitrary angle to top-dead-center in the case of
62%. In case of some transactions, the rotation operation did not yield an image that was top-
dead-center but had been over-rotated beyond this.

Forty-five (45) transactions (58%) were impacted by poor capture issues such as collecting only a
fragment (partial) of the image by the operator of the collection or poorly placed fingers.

Thirty-seven (37) transactions (47%) of the transactions contained Type-4 images that had a
significant portion or all of the medial phalanx for a given finger which may cause confusion in
the processing algorithm, as a plain captured medial phalanx can appear as a distal finger pad to
the processing algorithm.

Thirty-six (36) transactions (46%) were observed to have significant quality problems endemic to
the friction ridge surface, such as severe scarring to the pad and finger injury damage.

Twenty-four (24) transactions (31%) observed appeared to have anomalous cropping related to
the issue of using the same exact image in the rolled and plain impressions, but the cropping in
the larger plain impression was not apparent in the smaller rolled image.

Eighteen (18) transactions (23%) appeared to have poor quality collection because of scanner
malfunction and or obstruction such as persistent halos or consistent distortion in the images.

Seventeen (17) transactions (22%) appeared to have visible degradation due to recompression,
or possibly because of frequency redistribution in case of non-90-degree rotation. A few of these
images examined appear to lose small features entirely because of this by using differential
comparison of the plain vs rolled impressions in the same transaction set.

Four (4) transactions (5%) appeared to be fingerprint collection cards (ink collection) that had
been reproduced from digital form and then rescanned. This subset contained quite a bit of
extraneous information because of the collection card features being included in the finger
image, as well as significant degradation from the reproduction process.

Finally, one (1) transaction (apx.1%) was damaged at a binary level and could not be opened for
visual inspection.
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Most notable however is the fact that of the 78 transactions that were examined, all exhibited
one more or issues. 66% of these transactions had four (4) or more issues noted in each. (Figure
4)

Count of Observed Anomalies by Anomaly Classification
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Figure 3 - Count of Observed Anomalies by Anomaly Classification
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Number of Observed Issues by Count
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Figure 4 - Number of Observer Issues by Transaction Count

7.2. Matcher Tests

In the matcher tests, it was hypothesized that the images may have issues beyond quality that
can hamper their match-ability. Based on visual observation and coding of the images, the issue
that dominated those observations was the fact that most rolled impressions were in reality plain
impressions (and thereby incorrectly marked as a Type-4 rolled transactions).

If this incorrect marking of images is benign, matching of the images as Rolled-to-Rolled should
be no different in terms of match scores than Rolled-to-Plain, with the same image being used
for the Rolled and Plain impressions being self-compared.

The results of this test confirmed that incorrect labelling of the plain images as rolled does affect
the match scores (Table 2). In fact, this effect was staggering in that approximately 90% of the
images (695 of the 770 tested) were impacted.

Of the 695 images that showed a change because of incorrect labeling as rolled, 486 of them
would improve in match score simply by labeling them correctly as plain images (and repacked
as a Type-14). The improvement in the match score was on average 18.5.

While most images improved, a small number (75) degraded in match score when properly
labeled, but this degradation in match scores was on average -3.7, and far less impactful than the
improvement that would be obtained by proper marking.

Table 2 - Matcher Results for Image-to-Self Matching

Criteria Measured Result
Number of images Processed 770
Median Self-Match Score
Type-4 Rolled (Original) to Type-4 Database 70318
Type-14 Rolled to Type-4 Database 70318
Type-14 Plain to Type-4 Database 70346

12



Number of Type-4-Rolled to Type-14-Rolled Scores Changed 0

Number of Type-14 Plain to Type-4 Rolled Scores Changed 695
Number of Type-14 Plain to Type-4 Rolled Scores Remained Unchanged 209
Number of Type-14 Plain to Type-4 Rolled Scores That Improved 486
Number of Type-14 Plain to Type-4 Rolled Scores That Degraded 75

Average Improvement in Scores that Were Better 18.5
Average Degradation in Scores that Were Worse -3.7

8. Conclusion

Given observational data, 100% of the data examined visually demonstrated one or more issues
that can impact quality. A majority (over 57% of the 77 transactions) were observed to have 5
or more identified issues in each transaction.

The dominant issue mode that impacted quality was identified as the improper/erroneous
packaging of plain impressions as rolled images and submitting them to the system for
processing. A simple test was devised to run these images against themselves, marked as plain
and then asrolled images, and observe for changes in the returned match score. This test showed
that by marking the images correctly, 63% of them would improve in match score and possibly
pass the operational quality checks in the first place, while 27% demonstrated no change, and
about 10% would show a slight degradation in the match score.

Based on the observational data, as well as matcher testing, we conclude that the NGI system is
working as expected, and these rejected submissions are either caused by issues inherent to
the friction ridge of the individual being fingerprinted, or through a series of operator errors by
the submitter such as incorrectly marking plain images as rolled.

9. Future Work

The ability to match a biometric sample is the ultimate indicator for that sample’s fitness of use.
While the ability to match a biometric sample serves as its ultimate gauge of utility, biometric
guality estimation is an important predictor for fitness of use. In this study, we observed
biometric transactions that were rejected due to quality estimation and determined that these
rejections were overwhelmingly due to issues that can also impact match-ability. It is
recommended that system operators establish a feedback loop with submitters given the
guality estimation trends for rejected transactions to help the submitters take steps that can
prevent issues further upstream in the processing chain.
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