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Resilience is generally defined as the ability of a system or entity to recover from a
disruptive event. From an engineering perspective, the resilience of a system needs to
be quantified to measure and assess its recoverability. Current resilience-based
metrics focus on complex engineering and networked systems. However, businesses
are adapting the concept of resilience translated into the known term business
continuity. Yet, the common metrics for business continuity and disaster recovery are
static in nature and mathematically expressed as single-point values which can
mislead decision-makers. This article illustrated a time-dependent resilience-based
metric for disaster recovery in business continuity applications. Disaster recovery for
business continuity applications can be quantified by the developed Business
Continuity Recovery Measure (BCRM). By developing a service-centric measure,
businesses can quantify their disaster recovery and business continuity plans with a
suitable measure for their applications. The proposed metric considers business
dynamics such as allowing organizations to assign weights of importance to its
services, accounting for interdependencies across services and business units, and
allowing partial operation of services. As demonstrated, the proposed BCRM enables
the comparison of disaster recovery plans for a business between alternative recovery
plans and does not only focus on the time of restoration, but on the progress through
time as well. An illustrative example is provided to show how the BCRM can assess
restoration plans and compare their temporal progress to determine the optimal plan.
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1. Introduction

1.1. The concept of business continuity and disaster recovery

The concept of business continuity is a critical aspect of modern business oper-
ations, as it encompasses the strategies and measures organizations implement to
ensure their ability to withstand and recover from unexpected disruptions or disas-
ters (Podaras et al., 2020; Sahebjamnia et al., 2015). Business continuity refers to
the ability of an organization to maintain essential functions and operations during
and after a disruptive event, ensuring that the organization can continue to pro-
vide its products and services to customers and stakeholders (Heng, 2015). Business
continuity management has evolved from its roots in disaster recovery planning (Mu-
paradzi & Rodze, 2021), becoming a strategic management concern for organizations
of all sizes and industries. In today’s increasingly volatile and interconnected busi-
ness environment, the need to detect changes and take proactive action to maintain
operational resilience has become imperative (Muparadzi & Rodze, 2021). Effective
business continuity planning is critical for organizations to mitigate the impact of
potential disruptions, whether they are caused by natural disasters, cyberattacks, or
other unexpected events.

Disaster recovery encompasses the processes and procedures an organization es-
tablisheses to restore its critical systems, data, and operations in the event of a
disruption (Sawalha, 2021). Effective disaster recovery planning is a vital element of
business continuity, ensuring that an organization can quickly and efficiently restore

its essential functions and return to normal operations. Disaster recovery processes
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and procedures include data backup and restoration, alternate site availability, and
the identification of critical systems and processes that must be prioritized in the
recovery effort. By focusing specifically on restoring information technology (IT)
infrastructure and systems following a disruptive event, disaster recovery forms a
critical component of business continuity planning, addressing the technical aspects
of recovery to ensure the continuity of critical business functions. Disaster recov-
ery plans typically involve detailed procedures for data backup and recovery, system
restoration, and alternative processing arrangements. This may include establishing
off-site data centers, implementing redundant systems, and developing communica-
tion protocols to ensure that employees can access critical information and applica-
tions during an outage (Al-shammari & Alsaqre, 2012; Lozupone, 2017). Fundamen-
tally, disaster recovery can be considered a subset of business continuity, focusing
specifically on the recovery of I'T systems, while business continuity encompasses a
broader range of strategies and plans to ensure the resilience of the entire organi-
zation. A robust business continuity plan relies on a well-defined disaster recovery
plan to address potential I'T disruptions, ensuring the organization can maintain
critical operations and minimize the impact of unforeseen events. By understanding
the distinct yet interconnected nature of these concepts, organizations can develop
comprehensive strategies that protect their operations, protect their reputation, and

ensure long-term sustainability.

1.2. Business continuity and resilience engineering

1.2.1. The relationship between business continuity and resilience engineering
Business continuity planning has become an essential focus for organizations
across various sizes and industries due to the accelerating changes and the growing

complexity of the business landscape (Sahebjamnia et al., 2015). In current times,



O©CO~NOOOTA~AWNPE

characterized by an expanding range of potential disruptive threats ranging from
natural disasters and cyberattacks to supply chain challenges and workforce issues,
the capacity to uphold essential operations and quickly recover from disruptions is
pivotal for ensuring an organization’s enduring success and sustainability. Central
to business continuity is resilience, which denotes an organization’s ability to an-
ticipate, endure, recover, and adjust to these disruptions (Niemimaa et al., 2019).
Resilience engineering, a discipline that has developed in recent years, provides a
valuable framework for comprehending and boosting organizational resilience, with
its principles and metrics capable of being effectively applied to the assessment and
enhancement of business continuity.

The relationship between business continuity and resilience engineering is robust,
as both seek to secure an organization’s enduring viability and capacity for adap-
tation. While business continuity focuses on the specific strategies and plans that
organizations implement to maintain critical functions and recover from disruptions,
resilience engineering takes a broader, systematic-based approach, examining the un-
derlying engineering factors that contribute to an organization’s ability to withstand
and adapt to change. For instance, in the work of Dinh et al. (2012), six principles and
five main factors for resilience engineering were outlined. These principles include
flexibility, controllability, early detection, minimizing failures, limitation of effects,
and administrative controls/procedures (Dinh et al., 2012). The five contributing
factors are Design, Detection Potential, Emergency Response Plan, Human Factor,
and Safety Management (Dinh et al., 2012). Therefore, by applying resilience engi-
neering principles, organizations can design and build systems and processes that are
inherently robust and capable of adapting to changing conditions. By integrating
resilience-based measures into the assessment of business continuity, organizations

can gain a more comprehensive understanding of their strengths, vulnerabilities, and
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strategies they need to implement to improve their overall resilience.

1.2.2. Quantitative and qualitative business continuity assessment measures

To effectively assess business continuity, organizations can employ a variety of
quantitative and qualitative measures drawn from the resilience engineering liter-
ature (Zeng & Zio, 2017; Cheng et al., 2021). Quantitative measures may include
metrics such as the mean recovery time for critical systems, the percentage of essential
functions that can be maintained during a disruption, the availability and reliability
of backup systems, and the overall cost of implementing and maintaining business
continuity plans (Cheng et al., 2024). Qualitative measures, on the other hand, may
focus on the organization’s ability to anticipate and detect potential threats, the
effectiveness of its communication and coordination during crisis situations, the level
of employee training and preparedness, the degree of collaboration and information-
sharing with external stakeholders, and the overall organizational culture and its
support for resilience and adaptability. By combining both quantitative and qualita-
tive measures, organizations can gain a more comprehensive understanding of their
business continuity strengths and weaknesses, and develop more effective strategies
to improve their resilience and guarantee their long-term viability (Cheng et al.,
2024).

The measurement of business continuity is a complex undertaking, as it involves
evaluating a variety of factors, including critical functions of the organization, its
ability to respond to disruptions, the effectiveness of its recovery plans, and the degree
to which it can adapt to changing circumstances (Filipovi¢ et al., 2018). Resilience
engineering offers a number of potential quantitative and qualitative measures that
can be used in the evaluation of business continuity. Resilience-based measures can

be categorized according to their temporal coverage of incidents into three distinct
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phases: (i) pre-disruption, representing the period preceding the disruptive event and
is commonly referred to as the preparedness phase; (ii) peri-disruption, denoting the
time span when the disruptive event is taking place, which is termed the vulnerability
phase; and (iii) post-disruption, which is the period following the disruptive event,
also known as the recovery or restoration phase (Alkhaleel, 2024). Employing such
well-defined measures will improve the development of robust resilience strategies

ensuring adaptation within a dynamic business landscape.

1.3. Owerview and research contribution

The current challenges in business continuity require collaboration between differ-
ent disciplines, such as resilience engineering, to overcome. Among these challenges
is the assessment of disaster recovery plans for businesses. Therefore, developing
resilience-based measures for business continuity becomes critical for improving or-
ganizations’ ability to withstand and recover from disruptive events. These measures
provide a structured approach to assess recovery potential using performance metrics
that can assess the effectiveness of recovery strategies. The main contributions of
this article are four-fold. (1) Bridge the gap between the fields of resilience engineer-
ing and business continuity; (2) Develop a resilience-based disaster recovery measure
tailored for business continuity by adapting the measure of performance from ex-
isting work to business applications; (3) Formulate a time-based business continuity
recovery measure to evaluate recovery effectiveness, using a weighted operational ser-
vices model; and (4) Consider real-world business dynamics in terms of binary and
continuous operational states of services and interdependent services and functions
across business units.

The remainder of this article is organized as follows. Section 2 provides an

overview of resilience engineering frameworks, quantification methods, and measures.
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Section 3 shows the development and formula of the proposed resilience-based met-
ric for disaster recovery in business continuity applications. The application of the
proposed resilience metric and quantitative methodology in the context of business
continuity is illustrated in Section 4. Finally, concluding remarks are provided in

Section 5.

2. Literature Review

2.1. Frameworks for Resilience Quantification

Resilience assessment frameworks provide structured approaches to understand-
ing and evaluating the capacity of systems to withstand and adapt to disruptions.
They offer a set of principles and methodologies for identifying key system compo-
nents, potential vulnerabilities, and desired resilience attributes. These frameworks
move beyond simply measuring a system’s ability to return to a pre-defined state
after a disturbance. Instead, they acknowledge the dynamic and interconnected na-
ture of systems, recognizing that resilience is not a static property, but rather an
ongoing process of adaptation and transformation. This shift in perspective has led
to the development of various frameworks that consider the multifaceted nature of
resilience in different domains, including engineering, ecology, and social-ecological
systems (Cheng et al., 2021).

A widely used framework is the “4Rs” framework (Bruneau et al., 2003), which
focuses on four key aspects of resilience: Robustness, Rapidity, Redundancy, and
Resourcefulness combined into what is known as the resilience triangle. Robustness
refers to the ability of a system to endure the initial impact of a disturbance, mini-
mizing the extent of damage or disruption (Rathnayaka et al., 2024). Rapidity, on

the other hand, emphasizes the speed and efficiency of returning to a functional state
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after a disturbance has occurred. Redundancy highlights the importance of having
duplicate or alternative components within a system that can compensate for loss
or failure, ensuring continued functionality even when some parts are compromised.
Lastly, Resourcefulness emphasizes the capacity to mobilize and utilize resources ef-
fectively during and after a disturbance, enabling the system to adapt, learn, and
innovate in response to changing conditions.

The “Three Pillars” framework emphasizes interconnected resilience dimensions:
Technical, Organizational, and Individual (Bruneau et al., 2003). Technical resilience
focuses on the physical and technological aspects of a system, such as infrastructure,
equipment, and design features that improve robustness and minimize vulnerability
to disruptions. This pillar often involves assessing the structural integrity of physical
assets, the reliability of technological systems, and the implementation of engineer-
ing solutions that enhance resistance and recovery. Organizational resilience, on the
other hand, considers the role of institutions, governance structures, and social net-
works in coordinating responses and facilitating recovery. This pillar emphasizes the
importance of effective leadership, communication channels, decision-making pro-
cesses, and collaborative networks that enable a coordinated and adaptive response
to disruptions. Finally, Individual resilience recognizes the importance of human
factors, such as psychological well-being, social capital, and adaptive capacity, in
coping with change and contributing to the overall resilience of the system (Sharifi,
2016). This pillar acknowledges that individuals are not merely passive recipients of
disturbances but active agents who can influence the resilience of the systems they
are part of. It emphasizes the importance of factors such as self-efficacy, social sup-
port networks, access to information, and the ability to learn and adapt in the face
of adversity. In general, this framework sees the interplay of these pillars as essen-

tial, showing that resilience depends not only on physical infrastructure but also on
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governance, networks, and individual adaptability.

2.2. Resilience Quantification Methods

Resilience quantification, a critical aspect in understanding and improving a sys-
tem’s ability to withstand and adapt to disruptions, goes beyond qualitative descrip-
tions by providing a numerical representation of this crucial characteristic (Bruneau
et al., 2003; Cheng et al., 2021; Hosseini et al., 2016; Sathurshan et al., 2022). This
quantification enables comparisons between different systems, tracks changes in re-
silience over time, and provides decision-makers with insights to strengthen resilience.
However, given the multifaceted nature of resilience, which includes aspects such
as resistance, recovery, adaptation, and transformation, a single universal metric
remains difficult to achieve. Instead, various methods have been developed, each
focusing on specific aspects of resilience and employing different mathematical and
statistical approaches.

One common approach involves measuring the time it takes for a system to re-
cover from a disruption, often referred to as “recovery time.” This approach operates
under the premise that a more resilient system will bounce back faster than a less
resilient one, highlighting the importance of rapid recovery to minimize the conse-
quences of disruption (Cheng et al., 2021; Hosseini et al., 2016; Sathurshan et al.,
2022). Various metrics can be used to quantify recovery time, each offering a different
perspective on the recovery process. These include the time to return to a pre-defined
performance level, capturing the system’s ability to regain its original functionality;
the time to reach a certain percentage of pre-disruption functionality, providing a
more subtle view of partial recovery; or the time required to restore essential services,
emphasizing the prioritization of critical functions. These metrics are particularly

relevant in domains such as infrastructure systems, where prolonged downtime can
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have significant economic and social implications, making speedy recovery essential.

Another approach focuses on quantifying the magnitude of the impact a disrup-
tion has on a system’s performance or functionality, recognizing that even if a system
eventually recovers, the extent of the initial impact can vary significantly (Cheng
et al., 2021; Hosseini et al., 2016; Sathurshan et al., 2022). This approach, often
termed “performance loss,” highlights the importance of minimizing the severity of
the consequences of disruption. The metrics used in this approach might include
the maximum deviation from normal operating conditions, capturing the peak dis-
ruption impact; the cumulative loss of output or productivity during the disruption,
providing a holistic view of the disruption’s toll; or the extent of damage incurred,
quantifying the physical or functional impairment caused. This approach is partic-
ularly useful when evaluating the effectiveness of mitigation strategies, as it allows
for comparisons of the impact of a disruption in different scenarios, revealing the
effectiveness of various protective measures.

Advanced approaches use probabilistic and statistical methods to address uncer-
tainties in resilience assessments, acknowledging the unpredictability of disruptions
(Cheng et al., 2021; Hosseini et al., 2016; Sathurshan et al., 2022). These methods
develop mathematical models to simulate the behavior of the system in various sce-
narios, considering factors such as hazard probabilities, vulnerability of components,
and mitigation strategies. Simulations and data analysis provide insights into the
resilience of the system, such as outcome likelihoods, impact ranges, and intervention
effectiveness. Probabilistic models are particularly critical in complex systems with
interdependent elements. In addition, network-based approaches assess resilience by
examining network structure and connectivity, using metrics such as connectivity,
node centrality, and path diversity to identify vulnerabilities and guide resilience

strategies.
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In summary, quantifying resilience is essential to understand, evaluate and im-
prove the ability of systems to endure and adapt to disruptions. Despite the lack of a
universal metric due to resilience’s complexity, many methods exist, each providing
a unique perspective. These methods span from basic time-based and performance-
based metrics to advanced probabilistic, statistical, and network-based approaches,
addressing different aspects of resilience and system complexity. Utilizing these meth-
ods offers information on resilience factors, helps identify vulnerabilities, and guides

the development of strategies to improve system resilience in various domains.

2.3. Resilience Measures

The objective of resilience measures is to quantify the resilience of systems or or-
ganizations using specific and quantifiable metrics. This quantification facilitates the
comparison and evaluation of various levels of resilience. According to Hosseini et al.
(2016), such measures can be broadly categorized into deterministic and stochas-
tic types based on how they handle uncertainty, and into dynamic or static classes
according to their relevance to time. In this context of business continuity and dis-
aster recovery, the focus will be on deterministic measures given the businesses’ need
for simplicity and ease of characterization. A few examples of these deterministic
measures are discussed in this part (for a full review, see Hosseini et al. (2016)).

Deterministic approaches to resilience assessment provide quantitative measures
by evaluating a system’s performance during and after a disruption. One notable
approach is the static deterministic metric to measure the loss of resilience of a
community to an earthquake, as proposed by Bruneau et al. (2003) (see Eq. (1)).
The disruption begins at time ¢y, with the community returning to its initial state

at time ¢;. At any given time ¢, the quality of the community infrastructure, which

11
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can cover different performance metrics, is represented by Q(t) (Alkhaleel, 2021).

RL - / " (100 — Q) (1)

to

In this method, the integrity of the degraded infrastructure is evaluated against the
intended infrastructure quality (100) during recovery time. The resilience loss (RL)
is depicted as the shaded region in Fig. 1, where the higher values RL denote reduced
resilience and the lower values RL represent better resilience. A key advantage of this
technique is its broad applicability. While initially applied in earthquake scenarios,

it can be adapted to various systems, since the notion of quality is universal.

Q) A

100

Resilience
Loss

)
t time

N

Figure 1: The measurement of potential resilience loss (adapted from Bruneau et al. (2003); Hosseini
et al. (2016))

In their study, Zobel (2011) proposed a metric designed to compute the pro-
portion of the total possible loss over an adequately extended period of time T,
as depicted in Eq. (2) (Alkhaleel, 2021). The parameters of this metric consist of
X € [0,1], representing the fraction of functionality that is lost following a disrup-
tion; T € [0, T*], which refers to the time duration needed to fully recover; and T*,

which is a suitably extended period of time over which the loss of functionality is

12
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assessed. Zobel (2011) showed that equivalent resilience levels, as determined by the
resilience triangle, could result from various combinations of X and 7' providing a
visual representation of the trade-offs between performance loss and recovery time

for a consistent level of resilience.

T'-XT/2 | _XT

R(X,T) = T T T

(2)

According to Fig. 2, the potential loss during a single disruptive event can be quan-
tified as the triangular area (X7'/2). Zobel & Khansa (2014) further extended the
metric shown in Eq. (2) to assess both the onset and partial recovery from sev-
eral consecutive disruptive events. A notable benefit of this proposed metric is its
straightforwardness, although the assumption of linear recovery might not be appli-

cable to certain systems (Hosseini et al., 2016).

Q(t)

100

time needed to recover

Area =XT/2

percentage of
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|
1
t
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Figure 2: The predicted resilience triangle as a proportion of T* (adapted from Zobel (2011);
Hosseini et al. (2016))

Rose (2007) described economic resilience as “the ability of an entity or system
to maintain system functionally when a disruption occurs.” This measure evaluates

the proportion of the prevented reduction in system output versus the maximum

13
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possible reduction, as illustrated in Fig. 3 (Alkhaleel, 2021). The metric presented
in Eq. (3), is identified as a static deterministic model where %A DY  represents the
performance difference between undisturbed and anticipated disrupted states, and
%ADY ™ represents the performance disparity between undisturbed and worst-
case disrupted scenarios. Note that estimating the anticipated reduced performance
levels can be challenging, especially for unforeseen disruptions, due to the potential
difficulty of accurately assessing the depth, breadth, and intensity of such unknown
disruptions.

The measure proposed in Eq. (3) is defined as a static deterministic framework
where %A DY denotes the performance variation between undisturbed and expected
disrupted conditions, while %A DY ™ represents the disparity between undisturbed
and worst-case disrupted scenarios. It is important to acknowledge that predicting
the expected decrease in performance might be problematic, particularly for un-
expected disruptions, due to potential challenges in precisely evaluating the scope,

extent, and severity of these unpredictable disturbances.

DAY ™max _ GAY
R= %ADYmax (3)

The work of Henry & Emmanuel Ramirez-Marquez (2012) introduced a time-
based resilience measure that quantifies resilience as the ratio between system recov-
ery and incurred loss. The performance of the system, modeled by the function F'(t),
is assessed across three critical states depicted in Fig. 4. First, the stable original
state extends from time ¢y to time t., capturing normal system functionality before
any disruption occurs. Second, the disrupted state emerges at time t, due to a dis-
ruptive event (e;), characterized by decreased performance until time ¢4, and persists

from t; to t,. Lastly, the stable recovered state represents the new steady perfor-
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Figure 3: The quantification of the static economic resilience measure (adapted from Rose (2007);
Hosseini et al. (2016))

mance level achieved after recovery actions started at t;. Key resilience dimensions
illustrated in Fig. 4 include reliability, which is the system’s capability to maintain
standard operations pre-disruption; vulnerability, which refers to the system’s resis-
tance to initial effects following event e;; and recoverability, the system’s capacity for
timely recovery from e;. The resilience measure flg (¢ | ;) is articulated in Eq. (4),
highlighting that resilience behavior depends on e;.

F(t|e;)—F(taley)
F(to) — F(ta | e5)

Ap(t]e;) = (4)

Note that the numerator of flp (¢ | e;) denotes the level of recovery achieved
over time t, while the denominator refers to the general loss incurred due to the
disruption event e;. The overall costs associated with recovering the system can
be calculated as the sum of the cost for executing recovery actions and the losses
incurred due to the system’s downtime during the disruption. Several advances in

resilience assessment and strategy (Pant et al., 2014; Hosseini et al., 2016) have built
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Figure 4: The System performance and state transition in resilience (adapted from Henry & Em-
manuel Ramirez-Marquez (2012))

on the state transitions of the system illustrated in Fig. 4 and the metric outlined in

Eq. (4) by Henry & Emmanuel Ramirez-Marquez (2012).

3. The development of the resilience-based disaster recovery measure for

business continuity

The measure developed in this section is based on the work of Henry & Emmanuel
Ramirez-Marquez (2012) by changing the figure of merit to a quantity suitable for
business applications. The figure-of-merit F'(e) in Eq. (4) is the dynamic system-level
delivery function used as a performance measure to quantify resilience. Specifically,
F(e) forms the foundation for resilience calculations of the measure developed by
Henry & Emmanuel Ramirez-Marquez (2012). As depicted in Fig. 4, F'(t) describes
the performance function of the system aligned with state Sy, which maintains its
status until a disruptive incident occurs at time t.. Following the disruption at .,

the system shifts to the disrupted state Sy at time ¢4, where F'(t;) decreases from

16
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its initial value F' (ty). The performance of the system F' (¢;) remains the same while
in the disrupted state Sy until the resilience action starts at time t; as depicted in
Fig. 4. Eventually, due to the resilience action employed, the system performance
F (ty) is restored in time ¢; to the recovered state Sy.

For networks and engineering systems, the representations of F'(e) can be a
network-based flow or connectivity value, or any other representation suitable to
the system considered. For business applications, simplifying this representation is
needed to improve the usability of the measure. Therefore, a suitable figure-of-merit
to be used is the number of operational services. Generally, businesses are char-
acterized by their services and their operational status. That is, if all services are
up and running, the business is in good business condition, and business continuity
actions are in the pre-disruption phase (protection-phase). Moreover, not only is
the number of services important, but also the level of importance of each service
should be considered to prioritize recovery actions of services. Therefore, weights of
importance or contribution of each service should be included in the measure.

As shown above in Eq. (4), the resilience value fIp (¢, | e;) associated with a par-
ticular figure-of-merit F' (¢, | ;) evaluated at time ¢, (with ¢, belonging to the interval

(tq,tf)) under disruptive event e; can be calculated using the following formula:

F(t|e;)—F(ta] e;)

SAr (t | &) = F(to) — F (tq ] ¢;)

\V/€j eD (5)
By choosing F (t) = >, wi; X s(t)ij, where w;; represents the weight (contribu-

tion) of the service i under business unit j and s(t);; representing the operational

status of service ¢ under business unit j at time ¢, we can rewrite the developed
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business continuity recovery measure (BCRM) as:

Wi X Sty ) i — D Wi X 8(Eq)ij
> i Wij X s(to)ig — Doy wij X s(ta)i

Several mathematical and practical considerations must be taken into account

(Henry & Emmanuel Ramirez-Marquez, 2012):

1. The minimum value of BCRMF (t, | ex) equals 0 , obtained when F (¢, | ;) =

F(ta | ex)or Y, wijxs(ty)i; = D, wijxs(ta)ij. This indicates that the system
has not recovered from its disrupted state suggesting that either no proactive
recovery actions have been implemented, or that any initiatives undertaken
to improve resilience have been entirely ineffective in producing the desired

outcomes.

. When F' (¢, [ er) = F(to) or > wi; X s(ty)i; = Do, wi; X 8(to)ij, the metric

BCRMFp (t, | er) attains a value of 1. This indicates that the system has
transitioned from its disturbed state Sy, characterized by F (¢4 | ex), back to
its initial stable state Sy with F'(¢y). Essentially, this means that the system
has been completely restored. Note that if the value of F' (¢, | ex) is not strictly
limited to F'(t), the performance of the system in the recovered state surpasses

that of the original state.

. Observe that the function BOCRMfF (t, | ex) becomes undefined under the con-

dition where F'(tg) = F (tq | ex) or equivalently » .. wi; X s(to)i; = > wij X
s(ta)i;. Nevertheless, this scenario is precluded by focusing exclusively on dis-
ruptive events, specifically the elements belonging to the set D. In practical
terms, when a system does not experience any form of loss, there is no op-

portunity for it to undergo a recovery process. Consequently, the concept of
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post-disruption resilience becomes inapplicable.

. It is important to note that the operational status s(t);; of service 7 in business

unit j at time ¢ can be expressed as a binary variable, with 0 indicating non-
functional and 1 indicating fully operational status. Alternatively, this status
can be characterized as a continuous variable ranging from 0 to 1, representing
various levels of partial functionality. Therefore, the BCRM framework is
suitable for enterprises where services can experience partial operational states,

as well as those with strictly functional or non-functional services.

. It is worth pointing out that while interdependent services between business

units are not explicitly outlined in the BC RM developed, they are implicitly
incorporated. This is because the operational status s(t,);; of any dependent
service depends on the state of that of the independent service. Therefore,
businesses with interdependent services can utilize the developed BCRM to

assess recovery processes, as shown in the next section.

4. Illustrative example

In this section, a basic example of a system is used to investigate the relevance
and benefits of the BCRM developed. The system demonstrated in Fig. 5 resembles
numerous analogous organizational frameworks comprising various business units
and services. Without loss of generality, the quantitative approach remains versa-
tile and can be applied to any organization, regardless of its structure’s complexity
or diversity. The system under discussion is presumed to consist of four business
units, each of which offers five distinct services. These services are considered to

be unidirectional interdependent, which means that failure of one service leads to
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the subsequent failure of another service. This scenario is typical in business con-
texts, where there is a high degree of interdependence among business units. Note

that if two unidirectional interconnection exists between two services, they become

bidirectional interdependent.

Organization

|

Business Unit 1

-Service 1
-Service 2
-Service 3
-Service 4
-Service 5

l

Business Unit 2 F-------

-Service 6
-Service 7
-Service 8
-Service 9
-Service 10

|

Business Unit 3

-Service 11
-Service 12
-Service 13
-Service 14
-Service 15

|

Business Unit 4

-Service 16
-Service 17
-Service 18
-Service 19
-Service 20

Figure 5: Tllustrative representation of organizational business units and services

4.1. Disruption Scenarios

For the disruption scenarios, two scenarios are considered. The first scenario as-
sumes that a limited number of services are nonoperational, mimicking a small-scale
disruption. The second scenario considers a large-scale disruption in which many
services stop working due to a disruptive event. For both scenarios, it is assumed
that the post-disruption recovery time (restoration period) for each affected service
follows a discrete uniform distribution ranging between 1 and 3 hours. Furthermore,
it is assumed that the contribution (weight of importance) of each service is uniformly
distributed between 1 (less significant) and 5 (critical). Table 1 shows the randomly
assigned restoration times and weights of importance for each service. Moreover, to
maintain clarity in our analysis, we assume that the operational state of services is

binary, meaning that they are either entirely functional or entirely nonoperational,
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and that the restoration process involves sequential restoration of services one after
another.

For the first disruption scenario, five randomly chosen services (1, 4, 10, 17, 20)
are assumed to be in a disrupted state (nonoperational) among all twenty services.
For the second disruption scenario, ten randomly chosen services (1, 3, 7, 9, 11, 14, 15,
16, 18, 20) are assumed to be nonoperational. Table 2 shows the interdependencies
among all services where service ¢ in row j depends on service k in column [. The
interdependencies among disrupted services in both scenarios are shown in Tables 3

and 4, respectively.

Table 1: Weights of importance and restoration times of services

Weight of importance | Restoration time (hours)
Service 1 2 2
Service 2 2 3
Service 3 1 3
Service 4 3 3
Service 5 2 1
Service 6 2 2
Service 7 5 3
Service 8 3 1
Service 9 5 2
Service 10 1 2
Service 11 5 3
Service 12 1 3
Service 13 1 2
Service 14 4 3
Service 15 5 3
Service 16 5 2
Service 17 1 1
Service 18 1 1
Service 19 2 2
Service 20 3 2
21



O©CO~NOOOTA~AWNPE

Table 2: The interdependence matrix between all services

Services | 1 |23 45|67 ([8|9|10|11|12|13|14| 15|16 | 17| 18|19 |20
1 1/0/0{0j0|0Oj0O|0O|0O]jO|O]OJO|2T)O]0)0]0]|0]0
2 ojrj0j0j0|12j0/0j0y0}0}j0}0,0j0]0]0]0|O0]O0
3 ojjrj0j00j040j0y0}0j0O}0,0]0]O0O]O0]0|O0]O0
4 1/0(0{2}0|0j0O|0O|0O]jO|O]OJO]0O|O]0J0O]O0]|0]0O0
5 ojojo0jo0jrj0j040j0y0}0}j0}0,0j0]0]0]0(O0]O0
6 ojojojojryrj040j0y0}0}j0}0,0(0]0]0]0(0]O0
7 ojojojojoyj0jry0j2ry0}1rj0}0,070j0]0]0(0]0
8 ojojojojoy0j0y12j0y0}0}j0}1,070}0]0]0/(0]O0
9 ojojojojoy0j040j2y0}0}j0}0,0(0}212}0]0(0]O0
10 00;0j040{0j0}0(0y12y0|000j0j0}]212}]01]01]0
11 ojojojojoj0j040j0y0}1rj0}0,070j0]0]0(0]O0
12 ojojo0jo0jo0y0j040j0y0}0}12}0,070}0]0]0(0]O0
13 ojojo0jo0jo0y0j040j0y0}0}j0}1,0(0j0]0]0(0]O0
14 00;j0j040{0|2}j0(0y010|00|2]0]0]0]0]0]1
15 0(0;j0j040{0|2}0(0y010|0|00|2|2]0]01]01]0
16 0f0;j0j040{0j0}0{2y010|0|00]0|2]0]01]01]0
17 ojojojojojo0jo040j0y0}0j0}05070j0}12]0(0]0
18 00;0j040{0j0}0{2y0y0|0|j00j0j0}j0]1]01]0
19 0(0;0j040{0j0}0(0y040|2|212,0(0}0j0]01]11]0
20 1/0/0{0}j0|0Oj0O|0O|O]jO}O}]0OJO]0OJ0O]0)0]0]|0]1

4.2. BCRM Analysis

For BCRM analysis, two recovery strategies were proposed for each disruption
scenario. The first strategy is a random sequence of disrupted services without con-
sidering interdependencies. The second strategy is based on a heuristic approach of
ordering services to be restored depending on the weight of importance to restoration
time ratio and then adjusting the order by trying to account for interdependencies.
For the first scenario, the random recovery sequence is chosen to be 1, 4, 10, 17,
and 20. In contrast, the heuristic restoration sequence was 20, 1, 14, 17, and 10.
Fig. 6 illustrates the BCRM for both strategies applied for the first disruption sce-
nario. The performance of the system (the number of operational services) under

the second recovery strategy is higher at every time stamp than in the first strategy.
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Table 3: The interdependence matrix between disrupted services in the first scenario

Services | 1 4 | 10 | 17 | 20
1 1|0 0 0 0
4 0|1 0 0 0
10 010 1 1 0
17 010 0 1 0
20 010 0 0 1

Table 4: The interdependence matrix between disrupted services in the second scenario
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Although both strategies fully recover the system within the same timeframe (10
hours), their performance during this period differs. When considering other stan-
dard metrics for business continuity and disaster recovery, such as the recovery time
objective (RTO), this performance variance throughout the recovery interval may
not be apparent. Hence, it becomes difficult to compare different recovery strate-
gies, particularly when the restoration times are identical for these frequently utilized
single-point measures.

For the second scenario, the random recovery sequence is chosen to be 3, 7, 18, 16,
15,9, 14, 1, 20, and 11. For the heuristic strategy, the restoration sequence was 11, 16,
9,7, 1, 20, 14, 15, 3, and 18. Fig. 7 depicts the BCRM for both recovery strategies

applied for the second disruption scenario. It is clearly shown that the system is

23



O©CO~NOOOTA~AWNPE

restored under the second recovery strategy at a higher pace. In particular, note the
times between the first and fifth hours and between the sixth and tenth hours of the
restoration time. These performance variations are critical for businesses and must
be identified when implementing recovery strategies. Therefore, a resilience-based

metric such as BCRM offers insight into not just the overall duration of recovery,

but also the trajectory of the recovery process.

1.0 -

BCRM

Figure 6: The BCRM values under the different recovery strategies for the first scenario

5. Conclusion

Disaster recovery planning is a critical component of overall business continu-
ity, ensuring that an organization can quickly and efficiently restore its essential
functions and return to normal operations. However, such recovery actions must
be evaluated to choose the best possible restoration plan. This article presents a

time-dependent resilience-based metric for disaster recovery in business continuity

—#*— Recovery Strategy 1
—»— Recovery Strategy 2

Time (h)
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1.0 - Recovery Strategy 1
—=— Recovery Strategy 2

BCRM

0 2 1 6 8 10 12 14 16 18 20 2
Time (h)

Figure 7: The BCRM values under the different recovery strategies for the second scenario

applications. Disaster recovery for business continuity applications can be shown to
be quantified by the developed BCRM. By developing a service-centered measure,
businesses can quantify their disaster recovery and business continuity plans with
a suitable measure for their applications. As demonstrated, the proposed BCRM
allows for the comparison of disaster recovery plans for a company between alter-
native recovery plans. Additionally, the metric does not only focus on the time of
restoration only but also on the progress over time. The proposed BCRM considers
real-world business dynamics in terms of binary and continuous operational states of
services, interdependent services and functions across business units, and assigning
weights of importance for the different services provided by a business.

The current work tries to bridge the gap between the fields of resilience engi-
neering and business continuity by introducing a resilience-based disaster recovery

measure tailored for business continuity and disaster recovery. While the current
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metric is deterministic and time-based, future directions could incorporate devel-
oping business-oriented probabilistic metrics based on historical data of business
continuity and disaster recovery incidents. Furthermore, there is potential for the
development of business continuity preparedness metrics or frameworks that evalu-
ate the resilience of the business state prior to any disruption (i.e., pre-disruption
resilience). In addition, exploring the concept of “resilience by design” (Lee, 2016)

for business operations could be among the future directions of the current work.
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Abstract

Resilience is generally defined as the ability of a system or entity to recover from a
disruptive event. From an engineering perspective, the resilience of a system needs to
be quantified to measure and assess its recoverability. Current resilience-based met-
rics focus on complex engineering and networked systems. However, businesses are
adapting the concept of resilience translated into the known term business continu-
ity. Yet, the common metrics for business continuity and disaster recovery are static
in nature and mathematically expressed as single-point values which can mislead
decision-makers. This article illustrated a time-dependent resilience-based metric
for disaster recovery in business continuity applications. Disaster recovery for busi-
ness continuity applications can be quantified by the developed Business Continuity
Recovery Measure (BCRM). By developing a service-centric measure, businesses can
quantify their disaster recovery and business continuity plans with a suitable mea-
sure for their applications. The proposed metric considers business dynamics such
as allowing organizations to assign weights of importance to its services, accounting
for interdependencies across services and business units, and allowing partial opera-
tion of services. As demonstrated, the proposed BCRM enables the comparison of
disaster recovery plans for a business between alternative recovery plans and does

not only focus on the time of restoration, but on the progress through time as well.
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