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Abstract. In the dynamic landscape of cybersecurity, curated knowl-
edge plays a pivotal role in empowering security analysts to respond
effectively to cyber threats. Cyber Threat Intelligence (CTI) reports of-
fer valuable insights into adversary behavior, but their length, complex-
ity, and inconsistent structure pose challenges for extracting actionable
information. To address this, our research focuses on automating the
extraction of attack techniques from CTI reports and mapping them
to the MITRE ATT&CK framework. For this task, fine-tuning Large
Language Models (LLMs) for downstream sequence classification shows
promise due to their ability to comprehend complex natural language.
However, fine-tuning LLMs requires vast amounts of annotated domain-
specific data, which is costly and time-intensive, relying on the expertise
of security professionals. To meet these challenges, we propose ALERT,
a novel cybersecurity framework which leverages active learning strate-
gies in conjunction with an LLM. This approach dynamically selects the
most informative instances for annotation, thereby achieving compara-
ble performance with a significantly smaller dataset. By prioritizing the
annotation of samples that contribute the most to the model’s learn-
ing, our methodology optimizes the allocation of resources. As a result,
our framework achieves comparable performance with a dataset that is
77% smaller, making it more efficient for extracting and mapping attack
techniques from CTI reports to the ATT&CK framework.
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1 Introduction

Cybersecurity is a major challenge in today’s world, as cyber criminals use ad-
vanced and diverse TTPs (Tactics, Techniques, and Procedures) to evade de-
tection and cause damage. One of the most notorious examples of this is the
WannaCry ransomware attack [2], which encrypted the data and systems of
around 200,000 computers across over 150 countries and demanded ransom for
their release. To help combat these growing threats, security analysts rely on


mailto:anoop.singhal@nist.gov
mailto:lkhan}@utdallas.edu

2 F.I. Rahman et al.

Cyber Threat Intelligence (CTI) reports [28], which provide insights into the
behavior of cyber adversaries. These reports contain useful information about
CTI artifacts (e.g., IoCs) and attacker behavior (e.g., TTPs). However, applying
threat information contained within these resources effectively is still a challenge.
The main reason is that CTI reports are often lengthy, complex, and inconsis-
tent in their structure and terminology, which makes it difficult for analysts to
extract and use the relevant information.

Various methods have been developed for extracting pertinent information
from Cyber Threat Intelligence (CTI) reports. Techniques such as ChainSmith
[34] and iACE [I7] primarily focus on the identification of Indicators of Com-
promise (IoCs) using natural language processing (NLP). However, there is a
noticeable shift towards higher-level extraction of Tactics, Techniques, and Pro-
cedures (TTPs) as they offer greater resilience against changes by adversaries [6],
exemplified by methods like TTPDrill [13] and AttacKG [I6]. However, despite
the progress demonstrated by these approaches, rule-based methods exhibit lim-
itations when dealing with the complexity of CTI reports [3]. Consequently, the
field is increasingly turning towards more sophisticated models, such as Large
Language Models (LLMs).

Recent research has explored leveraging pre-trained LLMs to extract attack
techniques from CTI reports and map them to the ATT&CK framework [3l25].
ATT&CK [22] offers a comprehensive repository of TTPs utilized by real-world
attackers. These TTPs are presented in a matrix of tactics and techniques, pro-
viding valuable insights for security analysts. Identifying attack behavior is the
first step in defense against adversaries. Once ATT&CK techniques are identi-
fied, appropriate countermeasures can be taken using tools like D3FEND [20].

For this task, pre-trained LLMs were further fine-tuned by training on domain-
specific datasets such as texts from CTI reports. While fine-tuned LLMs demon-
strate good performance, their training demands substantial annotated data,
which is scarce in the cybersecurity domain. Given the ever-evolving threat land-
scape, annotating large datasets becomes impractical. Hence, there is a pressing
need for more efficient annotation methods in this domain—an area that remains
largely unexplored.

Our proposed solution involves integrating active learning strategies with an
LLM. By dynamically selecting informative instances for annotation, we achieve
comparable performance while significantly reducing the annotation burden. The
guiding intuition here is that not all data instances provide equal value to a
learner at any given point in time. For instance, a lot of data points may involve
repetition or similar data — i.e., they discuss similar content and are therefore
labeled similarly. Therefore, if a learner has already encountered similar samples
and learned from them, it would be wasteful to utilize annotation resources in or-
der to annotate yet another similar unlabeled data instance. With large volumes
of unlabeled threat data arriving continuously, and with annotation requiring a
security expert’s valuable time, it is crucial that we perform annotation in the
most effective way possible. Active Learning helps identify the utility of each
potential unlabeled sample with respect to the current learner, using various
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heuristics. Thus, this approach optimizes the allocation of resources, ensuring
timely and accurate extraction of attack techniques from CTI reports.

1.1 Challenges

In this section, we discuss the primary challenges associated with constructing
an automated tool for extracting and mapping attack techniques from Cyber
Threat Intelligence (CTI) reports to ATT&CK framework.

e Extracting attack techniques from noisy, unstructured CTI re-
ports. Structured Cyber Threat Intelligence (CTI) reports are essential
for efficient automation and information aggregation across diverse sources.
However, creating these reports is labor-intensive, leading many security
firms like Avast, McAfee, and Kaspersky to present their public threat re-
ports in unstructured formats. These reports, while informative, are often
lengthy, written in natural language, and relevant information often becomes
obscured by extraneous text. Additionally, inherent ambiguity in the text
further complicates the extraction of relevant information. Traditional rule-
based systems such as regular expressions, heuristics, and dependency pars-
ing [I3I16] are inadequate for this task. Hence, despite the widespread avail-
ability of these reports, the extraction of pertinent information remains a
challenging task, necessitating the adoption of more sophisticated machine-
learning-based approaches, such as Large Language Models (LLMs) [3].

e Annotation is expensive and time-consuming. A major hurdle in uti-
lizing LLMs for real-world applications is the need for vast amounts of labeled
data specific to the task at hand. Unfortunately, in our domain, creating a
comprehensive dataset mapping CTI reports to all ATT&CK techniques is
a significant challenge. While MITRE’s annotated dataset used in TRAM
[23] offers a valuable starting point, it only covers a limited portion — 50
out of the 625 existing techniques. Even for these 50 techniques, acquiring
the 11,000 instance used in fine-tuning an LLM demanded extensive hu-
man effort. Scaling this annotation process to encompass the remaining 575
techniques is simply impractical. Security experts’ time is precious, and the
ever-evolving threat landscape constantly adds new attack techniques, ren-
dering large-scale manual annotation inefficient and unsustainable. This is
why we propose a method that achieves performance comparable to TRAM,
but with a significantly reduced requirement for annotated training data.

1.2 Contribution

We demonstrate the effectiveness of Active Learning as an intelligent approach
that optimizes the annotation process for mapping CTI (Cyber Threat Intelli-
gence) reports to the ATT&CK framework. Our approach strategically selects
the most informative instances from CTI reports for human annotation, signif-
icantly reducing annotation efforts while achieving performance comparable to
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models trained on large datasets. This translates to reduced costs for orga-
nizations, improved efficiency for security teams, and greater scalability
as the ATT&CK framework and threat landscape evolve. We provide extensive
analysis and provide empirical projections on the annotation-savings that will
be made possible for analysts when using the ALERT framework. We also ex-
plore additional data augmentation techniques to evaluate its effectiveness. Our
contributions include:

1. Development of a novel framework, ALERT (Active Learning Enhanced
Robust Threat-Mapper) that leverages Active Learning in conjunction with
a Large Language Model for resource-efficient extraction of ATT&CK tech-
niques from CTI reports.

2. Conducting an extensive empirical study to compare the performance of
different active learning strategies and evaluating the effectiveness of data
augmentation to determine the optimal strategy for our task.

3. Providing projections on how the ALERT framework can reduce analysts’
effort by intelligently annotating unlabeled ATT&CK techniques in a real-
world dataset.

Furthermore, we are open-sourcing our code on Github (https://github.com/
space-urchin/ALERT/tree/main) for further research efforts in this direction
and for the benefit of the security community.

2 Preliminaries

2.1 Cyber Threat Intelligence Reports

Combating the ever-evolving threat landscape demands a collaborative approach.
Public Cyber Threat Intelligence (CTI) reports [28] serve as an effective tool to
counter cyber threats. CTI reports equip security professionals with actionable
information, which may include Indicators of Compromise (IoCs) such as ma-
licious IP addresses and domain names. Additionally, they may offer in-depth
explorations that provide invaluable insights into the motivations, tactics, tech-
niques, and procedures (TTPs) employed by cyber adversaries, and outline mit-
igation strategies and best practices for defense. Regularly published by security
vendors like Trustwave, SonicWall, and CrowdStrike, CTI reports empower or-
ganizations to proactively identify and defend against emerging threats. Figure[T]
is an excerpt from a CTI report, "NotPetya Technical Analysis," [7] published by
CrowdStrike which describes an attack technique from the ATT&CK framework.

2.2 ATT&CK Framework

ATT&CK [22] (Adversarial Tactics, Techniques, and Common Knowledge) is a
framework designed to organize and categorize adversary behavior and strategies
observed in real-world cyber attacks. It classifies various tactics, techniques, and
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Upon being loaded, the module initializes and sets up a CNG provider. It calls OpenProcess on
Isass.exe with access flag set to VM_READ, and looks for the modules wdigest.dll and Isasrv.dll

loaded in the Isass.exe process.

o wdigest.dll = Digest authentication security package. Used to:
Authenticate client access with integrity protection to a directory service using LDAP
Authenticate client access using SASL
Authenticate client access to a web site

o Isasrv.dll — Authenticati’ X : | ocal Security
i .~ 1T1003.001 OS Credential Dumping: LSASS Memory |
Authority) Server servicl 5 as the security

to the NotPetya process via the named pipe.

Fig. 1. Excerpt from: NotPetya Technical Analysis — A Triple Threat: File Encryption,
MFT Encryption, Credential Theft. The annotation illustrates the mapping of the high-
lighted line to an attack technique (T1003.001) in the MITRE ATT&CK framework.

sub-techniques employed by threat actors, offering insights into their method-
ologies. Tactics denote overarching strategies utilized by threat actors to achieve
their objective, while techniques are the specific methods or tools they em-
ploy to execute these tactics. Techniques can further be broken down into sub-
techniques. The ATT&CK matrix organizes these elements, encompassing 14
tactics, 201 techniques, and 424 sub-techniques. In this work, when we refer to
techniques, we collectively refer to all 625 techniques and sub-techniques. In Fig-
ure [2] we see the hierarchical view of the attack technique referenced in Figure
[[l Specifically, the sub-technique T1003.001 is categorized under the technique
T1003: Credential Dumping, which falls within the broader tactic TA0006: Cre-
dential Access.

Tactic

TA0006: Credential
Access

T1557: Adversary- T1003: OS . _—
in-the-Middle ] [Credential Dumping] [T1110. iz Force]

VA

Sub-Technique - T1003|;.IOOI: LSASS T1003.002: Security S
emory Account Manager

Technique === [

Ematerial stored in the process memory of the Local
'Security Authority Subsystem Service (LSASS)...... ]

Fig. 2. Hierarchical view of the attack technique T1003.001 from the ATT&CK matrix
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2.3 Active Learning

We will now outline the problem setting for pool-based Active Learning (AL)
[30] described in Algorithm |Il Let DY represent the pool of unlabeled data,
and D'ebeled denote the set of initially labeled instances. The objective is to
iteratively choose a subset D¢y C DY for annotation by an oracle (in our
context, a security expert). The learner is typically allocated a budget B which
limits the maximum number of labels it can query. Samples are typically selected
by some measure of the informativeness of the unlabeled points with respect
to the current model, utilizing an acquisition function that employs an active
learning strategy. The query strategy can therefore be defined as follows:

pavery _ (D 1
arg max 7(D, f) (1)

where D represents a subset of DY, f is the model trained on the currently
labeled data D'®b¢d and Z(D, f) is a measure of informativeness.

Algorithm 1 Pool-based Active Learning

1: while |D'**'*| < B do

2: Train the model on D'@beled,

3 Evaluate informativeness of each data point in DY using an acquisition function.
4 Select D7“"¥ based on the most informative instances.

5: Request labels for D™ from the oracle.
6
7

Update D'**¢'°? with the newly acquired labels.
end while

We explore strategies spanning 3 state-of-the-art areas in Active Learning:
Uncertainty Sampling, Expected Model Change, and Diversity Sampling.

Uncertainty Sampling selects instances for which the model is least certain
according to a decision rule [14]. In multiclass scenarios, uncertainty can be
defined in various ways. We investigate 4 uncertainty sampling based strategies
as described below:

e Top Confidence: Let P(y|z) represent the model’s predicted probability of
label y given the instance x. The instance with the smallest probability for
its top predicted label is chosen. This can be expressed as:

argmin max(P(y|z)) (2)

x Yy
e Margin Sampling: The margin is defined as the difference between the
highest and second-highest predicted probabilities. In this strategy, we select

the instance with the smallest margin [27], defined as:

arg min P(y[z) — P(yz|z) (3)
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where where y; and yo are the first and second most probable class labels
under the model.

e Maximum entropy: It considers the entropy [3I] of the label distribu-
tion, which reflects the uncertainty of the model’s prediction for an instance.
Higher values of entropy indicate greater uncertainty in the probability dis-
tribution. It is defined as:

argmax — Y P(y|x) log(P(y|x)) (4)
* yey

e Monte Carlo Dropout: While dropout is typically applied during training,
Gal et al. [I0] proposed a method for uncertainty estimation where dropout
is applied at test time. For each inference cycle, dropout is applied with a
different dropout mask. Each forward pass produces a prediction, so over a
number of inference cycles, MC (Monte Carlo) Dropout provides a distribu-
tion of predictions rather than a single point estimate. Instance uncertainty
is calculated using the average of these predictions using an acquisition func-
tion such as max entropy.

Expected Model Change is an approach that aims to select examples ex-
pected to induce the most significant changes in the model. For models where
gradients can be computed (such as neural networks), one potential method is to
select the instance with the highest expected gradient length (EGL), where
the expectation is calculated over the probabilities assigned by the model to the
labels. This strategy selects instances with the largest expected gradient norm,
as they are expected to have a large influence on the model [I2I30]. The decision
rule is defined as:

argmax > Plyle) | Vie({z,y})ll (5)

yey

where Vlj is the gradient of the objective function [ with respect to the model
parameters 0, and ||Vip({z,y})| is the Euclidean norm of the gradient vector
for instance {x, y}.

Diversity Sampling The goal of this approach is to improve the model’s un-
derstanding by actively seeking out diverse instances that can provide new in-
formation independently of other labeled samples. One way of doing this is to
define active learning as a Core-Set selection problem [29]. This problem in-
volves selecting a subset from a fully labeled dataset such that a model trained
on this subset performs as closely as possible to the model trained on the entire
dataset. This is equivalent to a k-Center problem which is solved by a greedy
approximation, called Greedy Core-Set, as shown in Algorithm 2]
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Algorithm 2 Greedy Core-Set

1: Assign each point in D'®*¢!¢? a5 a cluster center.

2: while |D"***d| < B do

3: Calculate pairwise distance between each data point in D and its closest cluster
center.

4 Select the point ¢™** in DY that is farthest from its cluster center.

5 Assign ¢ as a new cluster center.

6: Add ¢ to DT,

7: end while

3 Proposed Approach

We propose ALERT, which utilizes an active learning pipeline for fine-tuning
our learner for mapping text to ATT&CK. This is illustrated in Figure[3] In this
section, we discuss the components in detail.

Learner Mapping an instance from a CTI report to an attack technique in
ATT&CK is a sequence classification task suited for Large Language Models,
particularly encoder-only architectures such as BERT [g8]. Variants of BERT,
further fine-tuned on additional datasets [I8J5] have also demonstrated strong
performance in this task. For our learner, we opt for SciBERT [5], a pre-trained
BERT-based model specifically trained on scientific data. SciIBERT has shown
robust performance in computer science tasks, making it a suitable choice for
our purpose. Notably, it is also the model of choice for MITRE’s TRAM [25] for
their mapping task, facilitating direct comparisons.

Pipeline We employ pool-based active learning with a batch mode for our
experiments. To warm-start our fine-tuning process, we randomly select 1% of
the training pool to create our initial labeled set, D'**!*?, In each annotation
cycle, we fine-tune our SciBERT model on the labeled dataset, D'*b¢l¢d for 10
epochs. Subsequently, we evaluate the remaining unlabeled set, DY, using the
fine-tuned model. To select an informative set of unlabeled samples D?"¢"Y  we
apply one of the acquisition functions described in Section [2.3

Since we use deep learning based transformer models like SciBERT, training
requires significant computational resources, and thus retraining the model after
every new data point addition is highly impractical. To mitigate this, a batch-
mode approach is often adopted [IITI], where the model queries for a set of
points, instead of a single one, at each iteration. We thus adopt the same batch-
mode setting.

In each cycle, we select 10 unlabeled instances for annotation (i.e., |[D7%¢"Y|
= 10), a popular and effective choice in batch-mode AL [2619]. These unlabeled
samples are then labeled and added to D'eb¢led and the process repeats until
the budget, B is exhausted. Lastly, we evaluate the final model on a test set.
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Fine-tune SciBERT Evaluate unlabeled

data using fine-tuned

on labeled data SciBERT

SciBERT

v (%) s

Human-Simulated
Annotator/Oracle
(Security Expert)

Add labeled D¢ to & Select D¢ using an

labeled data aquisition function: MC
Dropout, Max-Entropy etc.

Labeled
Instances
plabeled
from CTI
Reports

Unlabeled
Instances

Query oracle for
labels for DIverY

Fig. 3. Pool-based Active Learning Pipeline in ALERT

3.1 Active Learning Strategies

We compared 6 different AL strategies - Top Confidence, Maximum Entropy,
Margin Sampling, Monte Carlo Dropout, Approximated Gradient Length and
Core-Set.

In Top Confidence, Maximum Entropy, and Margin Sampling, we
utilize the logit outputs from the SciBERT model. The logits scores in SciBERT
are generated by applying a classifier to the [CLS]| (classification) output. The
[CLS]| vector represents the aggregated sequence representation for classification
tasks, and the classifier computes the logits scores based on this representation.
By applying softmax to the logit scores, we obtain the probability distribution
P(y|z). We then apply the corresponding formula defined in Section [2.3|to select
the instances.

In Monte Carlo Dropout, we employ a method similar to the one described
in [9]. We introduce dropout via a perceptron, where the input to the perceptron
is the CLS vectors from the fine-tuned SciBERT model. The dropout rate is
set to 0.9. Instance uncertainty is then calculated by averaging the softmax
probabilities over 10 inference cycles, using the max-entropy acquisition function.
This is illustrated in Figure [4

In Approximated Gradient Length, we adopt an idea similar to that
of EGL defined in Section [2.3] However, computing the expected gradient over
all 50 class labels is computationally expensive. Instead, in our approach, for
faster computation, we compute the gradient as if the model’s prediction on the
unlabeled instance were the true label, similar to the idea presented in [4].

In Core-Set, we apply the greedy approach outlined in Algorithm [2] We
choose the Euclidean distance as the pairwise distance metric and it is calculated
in the CLS vector space.
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| Acquisition Function |

AAAAA Iy
Pliobabilites ---------
| Average |
[ Softmax | [ softmax |

Fig. 4. Pipeline for calculating instance uncertainty using Monte Carlo Dropout

4 Experiments and Results

4.1 Dataset

To evaluate our approach, we selected MITRE’s corpus [23], which to our knowl-
edge is the only large scale dataset mapping CTI reports to ATT&CK tech-
niques. The corpus consists of 11,130 sentences and phrases extracted from CTI
reports describing ATT&CK techniques. Although ATT&CK comprises of 625
ATT&CK techniques, MITRE focused their efforts on annotating a subset of the
50 most common techniques [2I] for the dataset. We split the dataset into train-
ing and test sets using an 80/20 ratio. Specifically, we allocate 8,904 instances
to the training set, while the remaining 2,226 instances form our test set.

We evaluate our model on 4 different budgets, based on annotation cycles.
As an example, if we have 50 annotation cycles with |D?“™¥| = 10, this gives
500 samples that are actively acquired. With an initial warm start of 1% data
(89 samples), this gives a total of 589 samples when using 50 annotation cycles.
The budgets are as follows:

1. Bi: 50 annotation cycles, corresponding to 589 samples, approximately 7%
of the training pool

2. By: 100 annotation cycles, corresponding to 1089 samples, approximately
12% of the training pool

3. B3: 150 annotation cycles, corresponding to 1589 samples, approximately
18% of the training pool

4. By: 200 annotation cycles, corresponding to 2089 samples, approximately
23% of the training pool.
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4.2 Comparative Study of AL Strategies.

Our findings in Table [1| confirm the significant advantage of AL strategies com-
pared to random selection. Random Selection serves as a control experiment
for Active Learning (AL). During each annotation cycle, instead of selecting
instances using an AL strategy, we randomly select 10 instances. This allows
us to assess the effectiveness of AL in improving the overall performance. All
AL methods outperform the random baseline, highlighting the importance of
selecting informative data points for effective model training.

When we examine Figure[5|which is a plot of the F1 scores (y-axis) of different
AL strategies across different annotation budgets (x-axis), three AL strategies
stand out: Top Confidence, Monte Carlo Dropout, and Core-Set. Top Confidence
offers the most efficient choice for smaller budgets (B; and Bs) — it achieves the
best performance while boasting the lowest computational cost as seen in Ta-
ble [2| This efficiency stems from its reliance on a simple minimum operation
on the model’s confidence scores. For the largest budget (By), Core-Set deliv-
ers the highest accuracy, closely mirroring the performance of fine-tuning on
the entire training pool. However, this enhanced accuracy comes at the cost of
computational speed, as it involves calculating pairwise Euclidean distances be-
tween all labeled and unlabeled data points. Finally, while Monte Carlo Dropout
demonstrates effectiveness for budget Bs, it’s the most computationally expen-
sive option. This method requires multiple model inferences per annotation cycle,
leading to significantly longer runtimes.

In conclusion, when computational resources are limited, Top Confidence
stands out for its efficiency. For the strategy that most closely approaches the
best performance at our annotation budget limit, Core-Set offers the best results.

4.3 Performance against Baselines

In our work, we compare our proposed approach against three baseline methods
that leverage Large Language Models (LLMs) for ATT&CK mapping: TRAM,
TTPClassifier and SMET.

TRAM (Threat ATT&CK Mapper) [25], developed by MITRE, utilizes SciB-
ERT for sequence classification. We fine-tune SciBERT on the entire training
pool and evaluate its performance on the test set.

TTPCLassifier [3] uses pre-trained Sentence-BERT (SBERT) [24] to gener-
ate embeddings and uses cosine similarity between embeddings to map text to
ATT&CK. SMET [I], on the other hand, employs SBERT fine-tuned on 38,396
pairs of attack vectors extracted from ATT&CK technique descriptions and pro-
cedure examples to generate embeddings used to train a multinomial logistic
regression model. It’s important to note that both these approaches were origi-
nally designed to map only to attack techniques, not sub-techniques. Since our
test set includes both, we consider the prediction of these methods correct dur-
ing evaluation even if it maps to the higher-level attack technique instead of
the sub-technique (e.g. for Figure 1, mapping to T1003 instead of T1003.001 is
considered a correct prediction).



12 F.I. Rahman et al.

Table 1. Performance Metrics for different Active Learning Strategies

Budget Model Precision|Recall| F1
ALERT w/ Top Confidence 0.79 0.75 |0.75

ALERT w/ Maximum Entropy 0.73 0.70 |0.70

ALERT w/ Margin Sampling 0.74 0.73 10.71

By ALERT w/ Monte Carlo Dropout 0.76 0.74 |0.74

7% of data |ALERT w/ Approximated Gradient Length 0.74 0.72 [0.71
589 samples ALERT w/ Core-Set 0.75 0.73 [0.72
ALERT w/ Random Selection 0.16 0.15 [0.14

ALERT w/ Top Confidence 0.81 0.80 |0.80

ALERT w/ Maximum Entropy 0.78 0.77 10.77

ALERT w/ Margin Sampling 0.79 0.77 10.76

Bo ALERT w/ Monte Carlo Dropout 0.80 0.79 |0.79
12% of data |ALERT w/ Approximated Gradient Length|  0.79 0.77 10.77
1089 samples ALERT w/ Core-Set 0.80 0.79 10.79
ALERT w/ Random Selection 0.10 0.09 |0.09

ALERT w/ Top Confidence 0.84 0.82 [0.83

ALERT w/ Maximum Entropy 0.84 0.83 [0.83

ALERT w/ Margin Sampling 0.79 0.78 10.78
B3 ALERT w/ Monte Carlo Dropout 0.85 0.84 |0.84
18% of data|ALERT w/ Approximated Gradient Length 0.82 0.81 [0.81
1589 samples ALERT w/ Core-Set 0.84 0.83 |0.83
ALERT w/ Random Selection 0.06 0.06 |0.06

ALERT w/ Top Confidence 0.85 0.84 [0.84

ALERT w/ Maximum Entropy 0.85 0.84 [0.84

ALERT w/ Margin Sampling 0.79 0.79 [0.79

B ALERT w/ Monte Carlo Dropout 0.85 0.84 [0.84
23% of data|ALERT w/ Approximated Gradient Length| 0.82 0.81 |0.81
2089 samples ALERT w/ Core-Set 0.86 0.85 |0.85
ALERT w/ Random Selection 0.07 0.06 |0.06

The results are seen in Table [3] We observe that simply using a pre-trained
SBERT as in the case of TTPClassifier achieved poor performance - an F1 score
of only 0.46. However, fine-tuning SBERT on a domain-specific dataset such as in
the case of SMET achieved a better performance. Nonetheless, our approach still
significantly outperformed SMET eventhough it was trained on a larger dataset,
achieving an F1 score of 0.85 compared to SMET’s score of 0.69. Moreover, our
approach was fine-tuned on a subset of dataset which was 77% smaller than that
of TRAM yet achieved comparable performance to TRAM (F1 score of 0.88).

4.4 Efficacy of Augmentation

In scenarios where training data is scarce, augmentation helps by artificially ex-
panding the dataset. Easy Data Augmentation (EDA) [32] provides a simple yet
effective way to augment training data, improving performance on low-resource
tasks. EDA involves four simple processes: synonym replacement, random inser-
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Table 2. Runtime of three top performing AL strategies for 50 annotation cycles - Top
Confidence, Monte Carlo Dropout, Core-Set

ALERT ALERT ALERT
w/ Top Confidence|w/ Monte Carlo Dropout|w/ Core-Set
[Time(s) 11098 13210 11815

Comparison of AL Strategies across different Annotation Budgets

—e— Top Confidence /
0.84 4 Maximum Entropy —

—a— Margin sampling

—e— Monte Carlo Dropout

0.82 4 —®— Approximated Gradient Length
—8— Core-Set

F1 Score

T T T T T T T T
600 800 1000 1200 1400 1600 1800 2000
Annotation Budget

Fig. 5. Comparison of F1 scores obtained by different AL Strategies at different anno-
tation budgets

tion, random deletion, and random swap. In our experiments, we further inves-
tigate whether augmentation techniques like EDA enhances model performance
in conjunction with active learning strategies.

The data augmentation experiment, as reported in Table [4] further empha-
sizes the importance of selecting informative data for annotation. We conducted
this experiment with the top-performing AL strategies for each annotation bud-
get. After selecting samples using the respective AL strategy, for each sample in
the labeled set, we generated four new synthetic samples using the four processes.
The models were then fine-tuned on significantly larger augmented datasets.
However, we observed no improvement compared to the results in Table[T] Since
the new synthetic data were derived from the original samples selected by the AL
strategy, they provided no new information to the model. This finding highlights
that augmentation on top of AL strategies to is not useful and instead efforts
should be directed toward curating a diverse dataset to improve generalization.

We can therefore conclude that for our task, simply increasing the size of the
fine-tuning corpus is not as effective as selecting diverse samples that provide
more informative data for the learner.
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Table 3. Performance Metrics against Baselines

Model Fine-tuning Corpus Precision| Recall|F1
ALERT w/ Core-Set |2089 instances of labeled text|0.86 0.85 0.85
from CTI Reports
TRAM (SciBERT) 8904 instances of labeled text|0.88 0.88 0.88
from CTI Reports
SMET (Fine-tuned |38,396 instances of attack vectors|0.78 0.63 0.69
SBERT) extracted from ATT&CK technique
description and procedure examples
TTPClassifier Zero-shot 0.72 0.42 0.46
(Pre-trained SBERT)

Table 4. Performance of AL strategies with Augmentation

AL Strategy Fine-tuning Corpus Precision|Recall| F1
(total instances: real / synthetic)

Top Confidence + EDA (2945 instances: 589 / 2356 0.75 0.73 10.73

Top Confidence + EDA |5445 instances: 1089 / 4356 0.82 0.80 ]0.80

Monte Carlo Dropout + (7945 inst ances: 1589 / 6356 |0.82 0.81 |0.81

EDA

Core-set + EDA 10445 instances: 2089 / 8356 |0.83 0.82 ]0.82

4.5 Case Study on ALERT’s impact

We perform a case study to highlight the impact of ALERT’s efficiency. These ex-
periments are conducted using the ALERT w/ Core-set model. MITRE’s dataset
containing CTT reports currently contains annotations of 50 different ATT&CK
techniques. However, in total, we know that there are 625 techniques as outlined
in Section [2.2] Thus, the remaining 575 techniques currently remain unlabeled,
and we would like to provide approximations for the amount of annotation effort
we can save by using ALERT.

To do so, we create subsets of MITRE’s labeled dataset (with 50 techniques),
by removing all data instances belonging to randomly chosen techniques. In this
way, we create subsets with reduced numbers of techniques. Specifically, we cre-
ate 4 subsets containing 2, 5, 10, and 25 techniques respectively. Along with the
original dataset with 50 techniques, this gives 5 scenarios ranging from datasets
with 2 techniques (binary classification), to 50. Now, for each of these scenarios,
we use TRAM (a baseline model without AL optimizations), to calculate the
F-1 scores it achieves. Next, we use ALERT to identify the minimum number of
annotations necessary to achieve an F-1 score which is within A f of TRAM’s F-
1 scores, where A f is a very small value. From Table[3] we noted that ALERT’s
F1 score is only 0.03 short of TRAM while using 6815 samples fewer (over 77%
fewer) samples. We thus set Af = 0.03 as our target, and check how many
training samples ALERT requires to achieve an F-1 score within A f of TRAM.

After identifying the required number of samples in the 5 different scenarios,
we plot these points, shown in Figure @(a) Finally, we use a simple curve-fitting
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approach based on least-squares-optimization [33], to extrapolate the number of
training samples that experts would need to annotate to classify larger numbers
of ATT&CK techniques, all the way up to 625 (the total number of techniques
found in the ATT&CK framework). Figure @(b) visualizes these projected values.
Thus, for 625 techniques, we project that the ALERT framework would require
27,418 samples instead of TRAM’s 115,682. In other words, ALERT would re-
quire a dataset over 4 times smaller to achieve comparable performance, making
this much more feasible for annotators and security analysts. Since only 50 tech-
niques are currently labeled in the MITRE dataset, the practical utility is clear.

(a) Original Data Points (b) Original Data Points with Fitted Curves
120000
—e— TRAM —o— TRAM (625, 115682),
—o— ALERT —o— ALERT .
8000 ~==- TRAM (Fitted)
100000 1- —-- ALERT (Fitted)
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8
g

(400, 73768)"/’

60000

8
8
8

40000 (200, 366771,/

Number of training samples needed
Number of training samples needed

(625, 27418),

g
g
g

20000 T (400,17489) .
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Number of ATT&CK techniques classified Number of ATT&CK techniques classified

0 0

Fig. 6. (a) Relationship between the number of different ATT&CK techniques classified
against the number of training samples (b) An extrapolation from our real data points
to project the number of of samples needed for all ATT&CK techniques

5 Related Work

To tackle the complexity of CTT reports, recent approaches have used Large Lan-
guage Models (LLMs) [25l31] to extract and map text to ATT&CK techniques.

TTPClassifier [3] computes embeddings for extracted text from CTI reports
using a pre-trained Sentence BERT (SBERT) [24]. It also computes embeddings
for the title and description of each ATT&CK technique. It then uses a similarity
metric (weighted cosine similarity) to match the text with the title and descrip-
tion to map to the most relevant technique. However, this zero-shot approach is
not very effective, and their method exhibits high false positive rates.

SMET [1] fine-tunes the SBERT model on 38,396 pairs of attack vectors
extracted from each ATT&CK technique description and procedure example to
generate a semantically meaningful embedding of attack vectors. Finally, SMET
uses a logistic regression model trained on these embeddings to estimate the
probability of an attack vector belonging to each ATT&CK technique and rank
techniques based on the estimated probability.
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MITRE developed Threat Report ATT&CK Mapper (TRAM) [23] to auto-
mate the mapping of CTI reports to ATT&CK. They built a training corpus of
11,300 sentences and phrases extracted from CTI reports that map to the 50 most
common ATT&CK techniques. This corpus was then used to fine-tune SciBERT
[5] for sequence classification, to map the sentences/phrases to ATT&CK.

While previous work focused on classification metrics, to our knowledge, ours
is the first to address the efficiency of the process, by utilizing Active Learning
to attain comparable and consistent performance while using a much smaller
yet highly informative data subset. Efficiency is key in this domain. In fact, the
main challenge of MITRE’s work with TRAM has been the annotation process,
and hence, they were only able to annotate 50 out of the total 625 techniques.

Active learning has been a widely adopted solution for data-driven machine
learning [30], especially when annotation is expensive and time-consuming. This
idea has been proven effective in various domains, including image classification
[29], speech recognition [12], and natural language processing [9]. There has been
limited work using active learning in the cybersecurity domain, some focusing
on LSTMs [15]. However, leveraging active learning with LLMs in cybersecurity,
particularly for the extraction of ATT&CK techniques, has yet to be explored.

Our work bridges this gap by conducting an extensive study on using active
learning strategies with an LLM in this domain. We propose a solution that
reduces the annotation burden for efficient extraction and mapping of ATT&CK
techniques from CTI reports.

6 Conclusion and Future Work

Our evaluations demonstrate that ALERT significantly improves the efficiency of
ATT&CK technique extraction from CTI reports by reducing annotation costs.
Thus, ALERT will be a valuable tool for analysts going forward, as they set out
to efficiently annotate unlabeled threat reports in the future. For future work, we
aim to go beyond extracting attack techniques. We aim to identify relationships
between different techniques in CTT reports. For instance, if reports describe a
chronological order of techniques in an APT kill chain, detecting a technique
at a specific stage may enable proactive defenses against later attacks. Finally,
we aim to leverage out-of-distribution detection methods to find novel attack
techniques not yet present in the ATT&CK framework.
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