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Artificial neural networks have advanced due to scaling dimensions, but con-
ventional computing struggles with inefficiencies due to memory bottlenecks.
In-memory computing architectures using memristor devices offer promise

but face challenges due to hardware non-idealities. This work proposes layer

ensemble averaging—a hardware-oriented fault tolerance scheme for
improving inference performance of non-ideal memristive neural networks
programmed with pre-trained solutions. Simulations on an image classifica-
tion task and hardware experiments on a continual learning problem with a
custom 20,000-device prototyping platform show significant performance
gains, outperforming prior methods at similar redundancy levels and over-
heads. For the image classification task with 20% stuck-at faults, accuracy
improves from 40% to 89.6% (within 5% of baseline), and for the continual
learning problem, accuracy improves from 55% to 71% (within 1% of baseline).
The proposed scheme is broadly applicable to accelerators based on a variety
of different non-volatile device technologies.

The increasing demand for large-scale neural network models has
prompted extensive research on approaches to optimize model effi-
ciency and accelerate computations. Quantized neural networks,
which utilize reduced-precision representations for model parameters
and activations, have emerged as a promising avenue for achieving
significant computational gains without compromising performance.
Recent works advance this approach to the extreme demonstrating
effective 1-bit' and 1.58-bit? (ternary) quantization of the parameter
space with minimal performance loss. In addition to precision reduc-
tion, memory-based hardware accelerators are emerging as another
frontier to enhance neural network efficiency. In particular, in-memory
computation on a physical chip of memory devices called memristors
offers a synergistic solution that can complement efficiency gains
achieved by network quantization®.

Memristors are two-terminal non-volatile memory devices that
exhibit unique programmable resistive switching behavior. Their

intrinsic characteristics enable co-location of computation and mem-
ory, mimicking aspects of synaptic functionality in biological
systems*”. By arranging memristors over a two-dimensional array such
that the devices are placed at intersection points, an architecture
commonly referred to as a crossbar®®, underlying device physics can
be exploited to implement parallelized vector-matrix multiplication—a
critical operation in artificial neural networks—in the analog domain.
Since memristor crossbars are programmable and non-volatile®', they
can be utilized to build dedicated hardware accelerators for deep
neural networks. Diverse technologies including resistive random-
access memory (ReRAM) and phase change memory are being con-
sidered as promising crossbar candidates to implement the multiply
and accumulate operations representing the standard synaptic
weights model used in most neural networks" . Hardware accel-
erators based on these technologies can overcome von Neumann
architecture limitations as they minimize data movement and energy
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consumption, both of which are key bottlenecks for large-scale neural
network workloads. For these reasons, memristive neural network
accelerators have the potential to transform capabilities of machine
learning systems and thereby usher in a neuromorphic era of artificial
intelligence computing at the edge. A comprehensive exploration of
the interplay between quantized neural networks, dedicated hardware
accelerators, and memristive technologies becomes imperative for
advancing this capability with the goal to unlock unprecedented effi-
ciency gains in real-world deep learning applications.

The study of memrristive neural network accelerators faces several
challenges. A purely experimental approach is unfeasible since com-
mercial tape-outs have long timelines and significant design and fab-
rication costs****, Before hardware prototyping can be practically
motivated, results from hardware-aware” ** simulations—simulations
that take hardware characteristics into account—are needed to reliably
predict the performance of these systems. The critical issue is that
these devices can exhibit complex non-idealities such as cycle-to-cycle
variability (inconsistency in performance from one switching cycle to
the next), device-to-device variability (variation in behavior between
individual devices), and even tuning failure (where the resistance state
remains stuck at a certain level). Operating arrays of these devices
introduces system-level non-idealities as well, such as noise and pre-
cision/resolution limitations arising from analog-to-digital converters
(ADCs), digital-to-analog converters (DACs), and trans-impedance
amplifiers. These non-idealities manifest as deviations in the outputs
of the underlying vector-matrix multiplications, rendering memristive
neural networks incapable of achieving software-equivalent accuracies
without some mechanism for fault tolerance in place.

There have been numerous advancements in fault tolerance
schemes for bridging this performance gap in inference accuracy of
non-ideal memristive networks compared to their software
counterparts®>~°, with more recent works focusing on challenging
continual learning settings®**, Existing literature on the subject can be
classified into two broad categories. The first focuses on circuit-level
and device-level optimizations®* such as alterations to the crossbar
configuration and circuitry or the device material stack, and the sec-
ond on network-level algorithmic optimizations*>°* such as
advanced programming or weight-to-device mapping and encoding
schemes. Algorithmic investigations can be further divided into two
sub-categories. The first utilizes information about hardware defects
and attempts to train defect or hardware-aware solutions for the
memristive hardware, while the second attempts to transfer a pure-
software solution on the memristive hardware intelligently. Both
approaches share the goal of maximizing the performance of the
memristive network. The first achieves this by training redundancy
into the solution, while the second achieves this by averaging out
induced currents from multiple mapped instances of one or more
solutions on the crossbar.

We offer a detailed comparison of prominent works from litera-
ture that propose fault tolerance solutions for memristive neural net-
works in Supplementary Table 1. Most works are simulation-oriented
and are not validated with system-level neural network results from a
hardware prototype. They make assumptions on non-idealities that do
not fully represent a practical memristor crossbar system. For exam-
ple, a common assumption about stuck-at faults is that stuck-low and
stuck-high devices take on conductances G, and G,y (commonly
formulated in terms of resistances as high resistance state and low
resistance state respectively), while all operable devices can be tuned
within this range to a relatively high precision (typically >6 bits).
Additionally, some studies overlook the fact that defect maps can
evolve over time due to repeated switching cycles, or due to the
application of damaging voltages which can vary from one device to
another.

With the prototyping system and memristive devices used in this
work (presented later in the Methods: Experimental Setup section), we

found that devices with stuck-at faults have conductance values that
are significantly beyond the conductance range of non-stuck, operable
devices. Although this is a common occurrence in array characteriza-
tion studies***, few existing works on fault tolerance schemes account
for this, as indicated by the stuck-at state formulation column in
Supplementary Table 1. We also found that tuning an operable device
to the conductance of a stuck device tends to permanently damage the
device due to irreversible dielectric breakdown, limiting device
endurance’®. This leads to an outdated defect map and, if unad-
dressed, a considerable reduction in the overall usability of the chip for
any computational workload. This means that one must exercise cau-
tion when tuning operable devices, ensuring that the limited dynamic
range of [Gorr, Goy] is strictly respected across the array. Under these
limitations, traditional fault tolerance schemes based on redundant
rows or columns of memristors lose their effectiveness as a single
stuck device in the positive conductance matrix can no longer be
compensated by a single operable device in the negative conductance
matrix (or vice versa).

This problem is further exacerbated by system-imposed limita-
tions on device tunability. For example, even though we can tune
individual devices to multi-bit precision (presented later in the Results:
Device and Array Characterization section), operating contiguous
blocks in parallel and realizing parallel vector-matrix multiplication for
inference imposes new constraints on conductance states due to lim-
ited precision and noise from system components such as ADCs, DACs,
transimpedance amplifiers, and other transient sources. To compen-
sate, we artificially limit target conductance states for our devices to a
lower precision of 1-bit. From a device perspective, this regime is
relevant beyond memristors, as certain device technologies—such as
magnetic tunnel junctions*’—only support two conductance states.
Just as a unified prototyping system is essential for the development of
emerging memory devices®®, a device-agnostic fault tolerance algo-
rithm that can fairly compare the neural network performance of dif-
ferent technologies is equally critical.

These practical considerations form the foundation of our work
on layer ensemble averaging. We propose layer ensemble averaging
(summarized in Fig. 1, see Methods: Layer Ensemble Averaging for more
details), a hardware-correction fault tolerance scheme designed for
improving the performance of memristive neural networks irrespec-
tive of the underlying device technology. It leverages the concept of
redundant devices and eliminates the need for high device and system
tunability, making it a versatile, assumption-free, and universally
applicable solution for fault tolerance in these networks. It also does
not require re-training and is thus particularly suitable in the context of
a fixed prototyping system designed for evaluating device technolo-
gies or parameters against one another. It comprises of block-by-block
weight mapping and encoding algorithms that operate together to
directly correct vector-matrix multiplication outputs in hardware at
the level of individual neural network layers. Contrary to existing
related literature’®*® where neural network outputs are obtained by
polling outputs of an ensemble of neural networks, not necessarily
mapping the same solution, here ensemble outputs are polled at the
level of each layer by mapping the same solution multiple times. This
key difference makes our approach suitable for cases where the
availability of software solutions is limited (perhaps due to high
training costs or long training times) and one wishes to deploy a pre-
trained model directly to memristive hardware for acceleration with
minimal performance loss. It also leads to a straightforward way to
investigate hardware outputs relative to software outputs of the
vector-matrix multiplication operation for any given layer. Conse-
quently, the proposed approach has the added benefit of being useful
for domains beyond deep learning that require accurate multiply-and-
accumulate or vector-matrix multiplication operations such as digital
signal processing, image and video processing, scientific computing,
and financial modeling.
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Fig. 1| Layer ensemble averaging. Demonstration of the proposed layer ensemble
averaging technique for mapping an example weight matrix Wjge, to a crossbar of
non-ideal memristive devices. The first step is to determine appropriate locations
on the crossbar for mapping (see Supplementary Algorithm 1), followed by an
encoding step (see Table 1 and Supplementary Algorithm 2) that converts the
weight matrix to device conductance matrices Gp,s and Gy, Each encoded con-
ductance matrix is written to contiguous blocks of devices on the non-ideal chip
according to respective mappings that contain additional information about row-
wise defects based on the summed conductance variation metric from Eq. (1). This
is utilized during inference to suppress currents from highly defective rows from

participating in the averaging process (see Eq. (3)). Green and orange coloring
represents devices in low and high conductance states respectively, with varying
shades indicating device-to-device variability, while black and white coloring
represents devices that are stuck/faulty or inactive respectively. For simplicity, only
the layer ensemble mapping for G, is shown. Redundancy parameters shown:

a =3, indicating that the weight matrix (represented by conductance matrices Gps)
is mapped on to the crossbar three times with G‘pi),s representing the i-th mapping
of Gy (similarly for Gpeg), and =2, indicating that from this layer ensemble of
size 3, currents from 2 active rows (based on the SCV metric from Eq. (1)) will be
averaged for each output.

In this work, we demonstrate that pre-trained and quantized
neural network solutions written to a non-ideal memristive crossbar
can attain near-software inference performance using the proposed
layer ensemble averaging fault tolerance scheme. We present simula-
tions informed by experiments where we compare the performance of
layer ensemble averaging with hardware correction methods from
literature (bold entries in Supplementary Table 1) for classifying the
MNIST handwritten digit dataset®. Realistic device and system non-
idealities are modeled in these simulations. We offer comparisons with
two existing state-of-the-art hardware-oriented fault tolerance
schemes Mapping Algorithm with inner fault tolerant ability (MAO)"*
and the Committee Machines (CM) algorithm?. We do not offer com-
parisons with software-oriented schemes such as those based on error
correcting codes and architectures*’*?, because they are orthogonal
solutions that can be paired with any device redundancy-based fault
tolerance scheme. Moreover, we do not offer comparisons with
schemes involving re-training, because one of our goals is to have a
fault tolerance scheme that is independent of the underlying tech-
nology, and solutions involving re-training inherently utilize device-
specific properties such as tunability. Additionally, we provide an end-
to-end system demonstration where we validate the overall effective-
ness of layer ensemble averaging as a fault tolerance approach on a
continual learning problem based on the Yin-Yang dataset** using an
array of ReRAM devices with our custom-built mixed-signal hardware
prototyping platform called Daffodil*® (summarized in Fig. 2, see
Methods: Experimental Setup for more details). This platform consists
of an integrated chip with 20,000 memristive devices, a mixed-signal
printed circuit board (PCB), a Zyng-based (certain commercial pro-
cesses and software are identified in this article to foster under-
standing. Such identification does not imply recommendation or
endorsement by the National Institute of Standards and Technology,
nor does it imply that the processes and software identified are
necessarily the best available for the purpose) field programmable

gate array (FPGA) development board, and an accompanying software
suite guided by principles of hardware-software co-design for hard-
ware experiments as well as accurate system simulations.

Results

Device and array characterization

We summarize the ReRAM device and crossbar array characterization
results gathered using our mixed-signal prototyping platform in Fig. 3.
Figure 3a shows a micrograph of the 20,000-device chip. The first step
for characterization involves observing current vs. voltage (/-V) char-
acteristics of these devices. The objective is to identify a set of con-
ductance states to which a maximal percentage of devices on the chip
can be written. For our devices, the optimal set was found to comprise
of four conductance states, [133, 167, 200, 233] uS, indicating that our
devices can be tuned to 2-bit precision. For neural network experi-
ments, the two extreme states from this optimal conductance set,
133 pS and 233 S, were utilized as Gy and G,y to maximize the
separation for the ternary neural network weights and minimize state
overlap, which is a key requirement for implementing a neural network
based on these devices.

Figure 3b shows retention properties with the four identified
conductance states for a single representative device from the chip.
The process involves initial tuning or programming of a device to a
requested conductance state followed by successive measurements
over a specified timeframe. An iterative margin-based programming
scheme was utilized where a device is considered successfully pro-
grammed if its conductance is read back as G, + 6, where G, is the
target or requested conductance and 6 is a user-specified margin. A
smaller 8 can lead to more precise tuning at the expense of increased
difficulty to program as the resolution limitations and noise present in
the system (primarily arising from the ADCs and DACs) restrict very
precise measurements. A smaller 8 requires more iterations for pro-
gramming and thus bears a higher chance of wearing out devices. For
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Fig. 2 | Overview of the experimental setup. a Image of the complete working
setup. The FPGA development board interfaces with the Daffodil printed circuit
board housing the 20,000 device ReRAM chip (outlined in white) via a FPGA
mezzanine card (FMC) connector. The development board also connects to a host
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system over a serial terminal through which high-level applications can be run. b A
zoomed-in view of the outlined mixed-signal Daffodil board showing major hard-
ware components present on-board. ADCs, DACs, and the FMC connector are
located under the board.
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Fig. 3 | ReRAM device and array characterization. a Zoomed-in device micro-
graph of a small subarray within the 20,000-device chip. b Device retention data
showcasing effective 2-bit tuning of a representative device. The error bars indicate
three standard deviations. States G,y and Gy are utilized for the neural network
implementation. ¢ Current vs. voltage (/-V) sweep curves over 20 cycles of a single
representative device from the chip showing low cycle-to-cycle variability.

d Conductance map and e corresponding conductance distributions of devices in a
kernel randomly programmed to one of four conductance states from (b). The

Conductance, G (US)

-1.0 -0.5 0.0 0.5
Theoretical Current (Norm.)

200 250 1.0

color map is clamped at 300 pS for clarity; actual stuck-at high conductances are
significantly higher, averaging 500 puS. f Comparison of theoretical accumulated
currents and experimental accumulated currents on the kernel for 100 randomly
generated input voltage vectors repeated for a total of 20 iterations showing
effective multiply-and-accumulate and vector-matrix multiplication operations. All
experimental results are gathered using the Daffodil mixed-signal prototyping
platform.

this reason, a relaxed margin of 8= 16.66 uS was used. The retention
data was gathered by tuning the device to a specified state via this
scheme, and then reading back its conductance once per second over a
period of 2h. As can be seen, the devices exhibit relatively stable
states, which is a crucial requirement for any neural network. We note
here that we found numerous devices that could be tuned to a much
larger set of conductance states using our margin-based programming
scheme. An example of one such device tuned to a total of 10 unique

conductance states is presented in Supplementary Fig. 1. Figure 3c
shows I-V sweep curves for a single representative device. The data was
gathered over a total of 20 cycles to capture the underlying cycle-to-
cycle variability. The SET and RESET phases of the device are high-
lighted. For the SET phase, we fixed the column voltage at 2.0V and
swept the gate bias. This proved more reliable with our source-drain
configuration for the SET operation, with the source bias floating
between the memristor and ground. For RESET, we used a traditional
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column-row voltage sweep with a gate voltage of 3.3V. The obtained
curves show that the devices exhibit acceptable cycle-to-cycle varia-
bility. The dynamic range and precision of the current measurements
were tuned directly within high-level application code to maximize the
effective signal-to-noise ratio.

The specified conductance states were utilized to realize a general
vector-matrix multiplication operation on the crossbar where the
matrix entries take on one of four values. A single kernel represents the
highest degree of physics-based parallelism attainable for our system.
For a given kernel, the algorithm for our vector-matrix multiplication
experiment proceeds as follows: first, each device is randomly
assigned to one of the four conductance states and is tuned to that
using our margin-based tuning algorithm. Secondly, a kernel-level map
of device conductances is extracted. This information is utilized to
directly calculate the theoretical accumulated current for a given
vector of input voltages. Finally, a sequence of input voltage vectors
(with 25 dimensions corresponding to inputs for the kernel) is gener-
ated, with each voltage in each vector selected randomly from the
interval [-0.3, 0.3]V (corresponding to [V euq, Vreqq))- This random
vector of voltages is then applied onto the kernel columns as inputs
and the accumulated experimental current outputs are measured on
the rows in parallel. These currents are compared with corresponding
theoretical outputs. Figure 3d shows the conductance map extracted
for a representative kernel after the write step of the vector-matrix
multiplication operation, and Fig. 3e shows corresponding device
conductances as a histogram. After programming, the devices have
two kinds of non-idealities. The first non-ideality arises from the pro-
gramming scheme. Since the programming scheme is based on a
margin, two devices tuned successfully to the same state still have
variability. As a result, there is a small degree of overlap between
device conductances for neighboring states. The second non-ideality
arises from unavoidable physical characteristics of the chip where
devices can either be stuck in a high or low conductance state alto-
gether or be electrically shorted. The tuning algorithm fails for these
devices. For the kernel reported in Fig. 3d, the tuning succeeds for -~ 96
% of devices and a total of 27 devices with stuck-at faults were found.
Across different kernels, we found that the average conductance of
devices with such stuck-at high faults was 500 pS, while the average
conductance of devices with stuck-at low faults was 10 pS, both of
which are significantly beyond the operating range of operable devices
(Gorr =133 S and Gy =233 pS). Figure 3f compares the experimen-
tally measured accumulated currents and the theoretical or expected
accumulated currents from this kernel for the vector-matrix multi-
plication operation. A total of 100 random input vectors were gener-
ated and applied, and each accumulated output was measured 20
times to capture read noise and approximate the true mean. The
experimental measurements agree very well with theoretical esti-
mates, demonstrating that the vector-matrix multiplication operation
is implemented successfully within crossbars in our system. The lim-
ited precision of the ADCs and DACs on the prototyping system con-
tribute to the underlying noise observable in the accumulated
currents, but the system allows trading off between the dynamic range
and precision of the induced currents via a simple resistance tuning
process summarized in the Supplementary Material. While this
agreement between theoretical and experimental accumulated cur-
rents from read-back device states showcases correctness and fidelity
of memristive arrays in our system, it does not capture the nuanced
disagreements and deviations arising from device defects or vari-
abilities possibly tied to the limited precision and the employed
margin-based programming scheme. These disagreements are directly
related to the performance gaps between memristive neural networks
and their software counterparts. We developed the layer ensemble
averaging fault tolerance scheme to address this critical issue and
discuss this next.

Simulation validation of layer ensemble averaging

To gauge the effectiveness of layer ensemble averaging in improving
the performance of non-ideal hardware neural networks, we designed
a simulation framework using PyTorch. This framework allows us to
map pre-trained neural network solutions to a defective memristive
system consisting of a specified number of crossbar arrays, stuck-at
faults, read and write noise, input voltage and output current quanti-
zation, and operable device conductance ranges. In our simulations,
we implement our proposed layer ensemble averaging (LEA) algorithm
as well as two related algorithms from literature, Mapping Algorithm
with inner fault tolerant ability (MAO)*"* and the Committee Machines
(CM) algorithm*, We compare the algorithmic performance of these
fault tolerance schemes against one another at similar levels of non-
idealities for the same network architecture and pre-trained solutions.
Although MAO has multiple variants, we compare against the version
with redundant crossbars because it has the highest network perfor-
mance gains compared to others in the original works. For clarity, we
only include LEA results with the simple encoding algorithm here, but
present complete results with the reduced mapping error encoding
algorithm in Supplementary Fig. 2.

Figure 4 showcases comparative results on these algorithms on
the MNIST handwritten digit classification task (networks detailed in
Table 2). In our simulations, stuck-at high and stuck-at low faults are
modeled as being equally likely, and the overall distribution of stuck-at
defects is modeled as a uniform random distribution according to a
specified percentage. Stuck-low and stuck-high devices have con-
ductance 10 puS and 500 pS respectively, while devices that are not
stuck can be written to one of two possible conductance states, 133 uS
and 233 pS, in line with our experimental measurements from Fig. 3. To
mimic system non-idealities, all reads are injected with a uniform
random noise of +10 pS, all writes are injected with zero-mean Gaus-
sian noise with a standard deviation of 16.66 S, and all input voltages
and output current measurements are quantized to 12-bit fixed-point
precision. As a result of these non-idealities, the mapping error
between a software weight matrix Wiqe, and its corresponding effec-
tive mapping Wappea grows. To quantify algorithmic performance,
we thus measure the inference performance of the neural network at
increasing levels of redundancy (a) and the percentage of stuck devi-
ces on the simulated array, as well as the average mapping error from
Eq. (2) between the ideal and mapped matrices for each layer. For MAO
and LEA, the same solution is used for all redundant « mappings, while
for CM, a unique solutions from the pre-trained pool of software
solutions (Table 2) are mapped. The entire simulation is repeated
across 10 independent cycles to sufficiently capture variations due to
randomness. In addition, we choose f=a for LEA to ensure that LEA
uses the same number of devices for mapping network parameters as
the other algorithms for a given redundancy level a (for mapping a
single layer of size mxn, each scheme requires 2amn devices). To
further ensure that all comparisons are direct and fair, we fix the
strategy used for determining mapping locations for each fault toler-
ance scheme to the random strategy from Supplementary Algorithm 1.

Figure 4a summarizes how the MNIST handwritten digit classifi-
cation dataset is passed to the neural network architecture. Figure 4b
shows the network accuracy alongside the average mapping error as a
function of increasing levels of device stuck-at faults and redundancy
for each scheme. The software baseline accuracy is also included,
which is the average performance of software solutions from Table 2.
This baseline can alternately be interpreted as the accuracy that a
perfect system with no non-idealities would attain, since such a system
would not have any mapping error. Without any redundancy i.e., at
a =1, the schemes exhibit very similar performances. As the percen-
tage of stuck devices increases, the mapping error grows, causing a
decline in test accuracy. This is expected since there are no redundant
devices that could be used to compensate for non-idealities. At a =3,
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Fig. 4 | Comparative simulation results of hardware fault tolerance schemes on
the MNIST handwritten digit classification task. a Overview of the MNIST dataset
and employed architecture of the 2-layer perceptron network used for image
classification. b Network test accuracies and mapping errors averaged across net-
work layers at increasing levels of device stuck-at faults and the redundancy
parameter o for each fault tolerance scheme (see Supplementary Table 1 and
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corresponding discussion for details). Bar heights correspond to averages and
error bars correspond to standard deviations across 10 independent cycles of the
entire simulation process. The proposed layer ensemble averaging scheme boasts a
higher degree of fault tolerance compared to other hardware fault tolerance
schemes, evident by lower mapping errors and higher test accuracies at similar
levels of stuck-at faults and redundancy.
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differences in the schemes are more apparent. As can be seen, the
performance of the MAO algorithm degrades significantly, and while
CM performs better than MAO, the proposed LEA algorithm exhibits
the best performance with consistently lower mapping errors and
higher network accuracies. This trend becomes even more apparent as
we increase redundancy further. At a=6, our LEA fault tolerance
scheme successfully tolerates even 20% devices with stuck-at faults,
attaining a competitive accuracy of 89.6 +1.0% with a significantly
lower mapping error than other schemes. Even at the extreme end
where 50% of devices have stuck-at faults, our proposed LEA is capable
of significantly outperforming both MAO and CM in terms of mapping
error and as a result, the network performance. Since the mapping
strategy is fixed, the differences in fault tolerance performance are a
direct consequence of differences in how each scheme maps network
parameters and polls output currents for subsequent layers.

The primary reason why MAO struggles to reduce the mapping
error is the stuck-at fault formulation. Since stuck devices have con-
ductances that are significantly beyond the conductance range of
operable devices, the algorithm can no longer cancel out the con-
tribution of a single stuck device in one conductance matrix by a single
operable device in the other conductance matrix. The limited device
conductance states also contribute to this. As a result, the fault toler-
ance performance of MAO can be erratic at low levels of redundancy.
For example, with 10% defects, the network accuracy drops going from
a=1to a=3 instead of improving. It is only later when we allow for
more redundancy that the algorithm recovers some fault tolerance
performance, as can be seen at a = 6. On the other hand, although the
performance of CM is better than MAO, it still lags behind LEA. This is
evident especially in cases where the stuck percentage is high. We
attribute this to differences in the averaging process in the two
schemes. In CM, outputs are averaged only at the final layer. Defective,
uncorrected outputs from preceding layers, when sent directly to
respective final layers as inputs would yield defective final predictions.
Averaging final layer outputs does resolve this to some extent, but
there is certainly a limit to this as particularly evident from the growth
of the mapping error with CM at a =3 as well as a = 6.

By correcting outputs via averaging for each layer, LEA outper-
forms both schemes. For a given stuck percentage and redundancy
level, all inputs for network layers produced by LEA are significantly
closer to the ground truth compared to inputs produced by MAO and
CM. In general, we found that for a fixed redundancy level a>1, the rate
at which the mapping error of LEA grows with increasing levels of stuck
percentages is significantly lower than the respective rates of MAO and
CM. This indicates that our layer-wise averaging scheme induces a
much higher degree of fault tolerance in the memristive neural net-
work compared to the other investigated schemes. We cover this in
more detail in the Discussion section.

Hardware demonstration of layer ensemble averaging

Hardware results on layer ensemble averaging gathered using our
mixed-signal prototyping platform are presented in Fig. 5. We study all
possible combinations of mapping and encoding schemes at increas-
ing values of redundancy parameters a €[1, 4] and S €1, a]. The
multi-task Yin-Yang dataset and the 3-layer perceptron network
architecture is showcased in Fig. 5a. For simplicity, a single solution
from the pre-trained pool of solutions (see Table 2) is mapped
according to a chosen mapping scheme and converted into device
conductances according to a chosen encoding scheme. Then, the
encoded solution is written to the 20,000-device array at appropriate
physical locations using our margin-based switching algorithm pre-
sented previously in Fig. 3. Finally, multi-task test samples from the
dataset are passed to the network as voltages, and the quality of layer
ensemble averaging is evaluated by measuring the network’s accuracy
as well as layer-wise mapping errors for each configuration. The entire

process is repeated for a total of 100 iterations to sufficiently capture
variability.

Figure 5b compares the network test performance of all mapping
and encoding configurations. We find that a higher degree of redun-
dancy benefits network performance in all cases. When there is no
averaging in the ensemble (i.e., a = f=1) and output currents from only
a single row are used, the inference performance of the network is
worse than even a linear solver (< 63.8%). However, as a increases, the
performance increases, approaching the software baseline of 72% at (a,
p) = (4,4) (which means that for each output of each layer, 4 rows are
considered for averaging). At this highest investigated level of redun-
dancy, all configurations achieve accuracies that are very close to the
software baseline, verifying that our proposed layer ensemble aver-
aging can successfully tolerate faults by mitigating the impact of
device variabilities and system non-idealities that assist the network in
performing better despite the challenging continual learning for-
mulation of the problem. Corresponding mapping errors for each
configuration are presented in Supplementary Fig. 3, where we show
that the increased redundancy reduces the overall mapping error in
line with our simulation results from Fig. 4. At a given «a, the 8 para-
meter can be tuned to implement a trade-off between the overall
network performance against the total number of devices that parti-
cipate in the inference process.

The greedy mapping approach clearly yields solutions with more
favorable and tighter distributions than random mapping, as indicated
by the higher median accuracy of 71% compared to 69%. This can be
attributed to the fundamental difference in how the search phase
differs between the two. The greedy search is exhaustive and searches
through all possible candidate locations for mapping each encoded
conductance matrix on the physical chip. On the other hand, the
random search is limited by the number of sampling iterations, which
is fixed at 1000 for the results in Fig. 5b. Since the greedy search is
exhaustive, it outputs the same mapping for each independent run,
leading to tightly distributed mapping errors and network accuracies.
By comparison, since random mapping only explores a fraction of
possible mapping locations, it outputs differing mappings in each
independent run with higher variabilities. This explains the larger
distribution spread in mapping errors as well as network accuracies.
Despite this lower search space size and thus faster algorithmic run
time compared to greedy mapping, random mapping still produces
solutions that have near-software inference performance at high levels
of redundancy. If the number of sampling iterations for the random
mapping are increased, the distribution of network accuracies would
theoretically match that of greedy mapping, since a higher number of
sampling iterations directly increases the search space. We offer
experimental proof of this in Supplementary Fig. 4, where we show-
case how the performance of random mapping improves as the
number of sampling iterations increase.

Unlike our simulation results in Fig. 4, differences in the two
encoding algorithms are much more subtle. Although there are cases
where the reduced mapping error encoding algorithm leads to lower
average mapping errors compared to the simple encoding algorithm
(see discussion on Supplementary Fig. 3), the improvement does not
manifest in terms of network performance, and the overall distribu-
tions are largely similar. We find that this is a result of our mapping
algorithms being able to consistently find locations for redundant
mappings that do not contain devices with stuck-at faults for the small
network layers, which is made possible because our mapping algo-
rithms rely on the SCV metric from Eq. (1), and stuck-at faults have a
higher contribution to the SCV metric compared to other non-
idealities such as device-to-device variability and read/write noise. If
layer ensemble averaging mappings do not contain these stuck-at
faults, the reduced mapping error encoding algorithm can only com-
pensate for other non-idealities, which we know are tolerable by direct
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Fig. 5 | Hardware demonstration of layer ensemble averaging for the Yin-Yang
classification problem. a Overview of the dataset and employed architecture of
the 3-layer perceptron network used for multi-task classification. b Mean test
accuracies for layer ensemble averaging at increasing values of redundancy para-
meters « € [1, 4] and B € [1, a] under different combinations of the greedy and
random mapping algorithms with the simple and reduced mapping error (RME)
encoding algorithms, where a indicates the total number of redundant mappings of
each conductance matrix and S indicates how many rows (out of @) contribute to
the current averaging process for each output. We include individual data points

from 20 iterations as well as summary boxes to highlight the underlying distribu-
tion. Each box follows Tukey’s rule, where the middle line indicates the median, box
boundaries indicate first and third quartiles, and error bars indicate points at + 1.5
inter-quartile range. ¢ A subset of hardware mappings Gyos and Gy, Of the first fully
connected network layer (with dimensions 4 x 12) from a single cycle of the infer-
ence process for each configuration. The kernel, column, and row labels corre-
spond to physical locations on the chip. All experimental results are gathered using
the Daffodil mixed-signal prototyping platform.

averaging in the simple encoding scheme from results in Fig. 4. This
also explains why the distribution of mapping errors with the reduced
mapping error encoding is significantly better than that of simple
encoding when sampling iterations are kept small (Supplemen-
tary Fig. 4).

Figure Sc presents a subset of hardware mappings Gyos and Gyeg
of the first fully connected layer for each configuration from a single
iteration at the highest investigated redundancy level. The different
configurations vary in where the matrices are mapped, as shown by the
kernel, column, and row labels corresponding to physical locations on
the 20,000-device array. They also differ in the encoded device con-
ductance values due to the encoding algorithm, system-level non-
idealities like read/write noise, and device-level non-idealities such as
stuck-at faults and device-to-device variability. We include the full
hardware mapping of each configuration separately in Supplementary
Fig. 5, where these differences are much more evident.

Discussion

In summary, we proposed and demonstrated layer ensemble aver-
aging (LEA)—a hardware-correction fault tolerance scheme that can
improve the inference performance of memristive neural networks up
to some software baseline. The scheme does not require any re-
training after deployment to crossbars of emerging memory devices
and does not make any assumptions on multi-bit device tunability,
making it a versatile, generally applicable, device-agnostic fault toler-
ance scheme. We demonstrated that layer ensemble averaging out-
performs both the Mapping Algorithm with Inner-Fault tolerance
(MAO) and Committee Machines (CM)—two existing state-of-the-art
hardware-based fault tolerance methods—by simulating a 2-layer per-
ceptron network for classifying the MNIST handwritten digit dataset
(see Fig. 4). Additionally, we experimentally validated the fault toler-
ance capability of layer ensemble averaging by mapping a 3-layer
perceptron network to tackle a multi-task classification problem (see
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Fig. 5) on our end-to-end mixed-signal prototyping platform featuring
an in-house fabricated chip with 20,000 ReRAM devices.

MAO, CM, and LEA are all fault tolerance schemes that rely on
device-level redundancy. The first algorithm, MAO, operates by map-
ping network parameters to devices such that each parameter is
modeled by the summed conductance of multiple devices. For some
software weight matrix W,qe,, this leads to the expression

Wigear ¢ 301 Glps — 351Gl Where a expresses the number of

redundant crossbars and Ggi,s expresses the i-th G, conductance

matrix (similarly for G,¢g). The impact of devices with stuck-at faults
can be compensated by tuning operable devices participating in the
mapping of a given parameter directly. This scheme works well if
stuck-at fault conductance ranges are within the conductance ranges
of operable devices, but we find that it becomes ineffective when
stuck-at fault ranges are beyond the range of operable devices (which
themselves have low tunability, as summarized in Supplementary
Table 1). The second algorithm, CM, operates by mapping a unique
solutions to the crossbar, each of which is mapped 1 time, in contrast
to MAO where a single solution is mapped a times. When the final
prediction must be made, output currents are averaged from all net-
works in the committee. Mathematically, this leads to the repre-

sentation Wigeay final & & (Z}”:IGSLS - Zjﬁﬁﬂ%) for the final layer,

and Wi, o G, — Gy for the i-th mapping of preceding layers. This
scheme works well when the trained solutions and devices have a high
number of states, but we find that the performance degrades when the
tunability is limited and stuck-at faults are high. Finally, our algorithm
LEA operates by mapping the same solution a times to memristive
crossbars, similar to MAO. Unlike CM, the averaging happens at each

layer instead of just the final layer. The mathematical representation is
thus Wigear o & <Zf=10g3,s - z,{lcg;g) for each layer, where f<a
(see Methods: Layer Ensemble Averaging for a detailed discussion).
Although this averaging incurs additional overhead compared to MAO
and CM, we showed that our proposed algorithm LEA leads to a con-
sistently higher degree of fault tolerance and is thus a suitable scheme
for memristive neural network implementations where practical non-
idealities are present.

The overheads in LEA are still comparable to MAO and CM. At
similar levels of redundancy, all schemes require the same number of
devices. For a mixed-signal system such as our Daffodil prototype
that we utilize for experimental validation in this work, there is no
additional hardware overhead. This is because ADCs and DACs are
reconfigurable, and inference operations such as current summation
and averaging can be done in software on the hard processor before
being sent to subsequent analog layers. In such an implementation,
the only overhead is in terms of time complexity. For an imple-
mentation where all operations are implemented in hardware, layer
ensemble averaging would have a constant time overhead because of
the scaling operation for averaging that must happen at each layer
after current summation, compared to no averaging in MAO and
averaging only at the final layer in CM. The scaling unit in hardware
can be time-shared across various layers, meaning that the hardware
overhead of layer ensemble averaging would still be the same as CM.
We argue that this would be an acceptable overhead given the per-
formance gains that are possible with layer ensemble averaging, as
reported in our simulation results in Fig. 4 as well as experimental
results in Fig. 5.

Furthermore, the redundancy parameters a and B can be
used to implement a trade-off between the performance of the
memristive neural network against the total number of devices
that participate in mapping each weight matrix. Provided enough
devices are available for the mapping to succeed, this trade-off
can bring the performance of the memristive network on-par with

its software counterpart. Although the exact level of redundancy
required to attain near-software inference performance depends
on the network architecture and task under investigation and
layer-wise sensitivities to faults, layer ensemble averaging can be
employed as a general hardware-correction technique with even a
limited redundancy level to correct vector-matrix multiplication
outputs and improve network performance. Additionally, it can
be paired with software-correction techniques for additional fault
tolerance if needed, since software-correction would be an
orthogonal solution. By design, layer ensemble averaging
assumes that hardware-redundancy is possible. However, pairing
layer ensemble averaging with a software-correction scheme can
assist in the case where the number of devices required to map
parameters for a certain layer redundantly exceed the physical
number of available devices. In an extreme situation where no
block-wise redundancy can be implemented due to hardware
limitations, one could relax the mapping phase to allow for row-
wise duplication, as discussed in the Methods: Layer Ensemble
Averaging section. In conjunction with a software-correction
scheme, another workaround for added robustness can be to
average currents from the same mapping multiple times per layer.
This can be accomplished with minimal changes to the system
controller.

Our results provide an experimental proof-of-concept demon-
stration of the possibility of performing accurate vector-matrix mul-
tiplications in non-ideal memristive crossbars. We showed that layer
ensemble averaging is a versatile training-free fault tolerance scheme
that can improve the performance of memristive neural networks
irrespective of the underlying device technology. We presented sev-
eral variants suitable for different situations. If optimizing network
performance is the priority, greedy mapping is the better candidate. If
device defects are known to be uniformly distributed or if fast algo-
rithmic run time is a requirement, then random mapping is a better
candidate as a single sampling iteration would produce mappings that
have a similar statistical distribution of defects compared to the
exhaustive greedy search. Similarly, simple encoding is generally the
better candidate since it has a faster algorithmic run time compared to
the reduced mapping error encoding, but the latter can be useful
algorithm if the application would benefit from slightly better mapping
errors. A multi-objective optimization framework for producing layer
ensemble averaging mappings at redundancy levels proportional to
layer-wise sensitivities could be devised in the future. While this work
focused exclusively on utilizing layer ensemble averaging for fully
connected neural network inference with ternary weights, the meth-
odology is broadly applicable to a variety of architectures (such as
convolutional layers, recurrent layers, transformer layers, etc.) and
domains requiring accurate multiply-and-accumulate and vector-
matrix multiplication operations. Dedicated memristive hardware
accelerators for such cases could be envisioned in the future owing to
their power consumption and energy benefits compared to traditional
computing systems, and the proposed layer ensemble averaging
approach could help mitigate their defects accordingly.

Methods
Layer ensemble averaging
The core idea behind layer ensemble averaging is that by discarding
outputs from severely defective rows and averaging over relatively
fewer defective rows, we can reduce the effective mapping error and
approximate the true output of a neural network layer implemented by
non-ideal memristive devices. The overall operation can be explained
by addressing two key questions: where should an ideal weight matrix
Wigeat € R™*" be mapped, and how should W4, be encoded in
device conductances Gos € R™*" and Gpeyg € R™*" ?

To answer the first question, layer ensemble averaging finds
locations that would have the least summed conductance variation
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(SCV) from some ideal target conductance matrix Gigeqy (€ither Gyo5 OF
Ghpeg)- We define SCV as

SCV;:J - Zn:‘c(ij) _A;(ij) 1)
j=1

where SCV{" is the sum of absolute differences between devices on the
i-th row of Gjqear, and the i-th row of the k-th non-ideal conductance
matrix A, € R™*" determined either by writing to and reading from
the crossbar, or by conductance map information measured prior to
device programming. For comparing different candidate mappings,
the SCV can be summed across these m contiguous rows. This
approach provides a quick method for estimating the relative quality
of candidate mappings, as it effectively captures the impact of device
non-idealities on mapped network weights.

For the i-th row of the final output, corresponding SCV values can
be used to determine which rows from the ensemble participate in the
current averaging process during inference. This is a one-time process
and can be done prior to the inference operation. For each row in the
original weight matrix, the layer ensemble mapping algorithm finds «
rows, out of which g are utilized during inference (1< < a). In general,
a weight matrix Wiqe, is mapped to a conductance matrices G5 and
a conductance matrices Gyeg, and f is a hyperparameter that can be
used to turn off some number of defective rows per output.

The full mapping algorithm is presented in Supplementary Algo-
rithm 1. There are two modes of operation: random and greedy. In the
random mode of operation, the algorithm finds random (uniform)
non-conflicting locations on the crossbar by random sampling, while in
the second mode of operation, it attempts an exhaustive greedy
search. In both cases, it finds mappings with the least summed con-
ductance variation from G;q.4; as captured by Eq. (1). For a given weight
matrix Wigey;, the algorithm must be called for ideal G, as well as
Gpeg- The random mode can be much faster than the greedy mode
(when the number of sampling iterations is smaller than the number of
available devices) and is particularly useful if chip defects are known to
be distributed uniformly, while the greedy mode can be useful when
the defect map distribution cannot be easily inferred, or when a higher
run-time is acceptable. A bipartite-matching based operation could
also be envisioned, and although it has been investigated before in
terms of singular row-by-row mapping®~*’, we defer this as a possible
future research direction due to the cubic time complexity it would
incur in determining mappings for each redundant conductance
matrix compared to the quadratic time complexity of our greedy
algorithm. In our formulation of the mapping process, finding a
crossbar mapping for a particular weight matrix is independent of
layer dimensions. This is because the acceptance criteria based on the
SCV metric is relative, and this not only ensures that the algorithm is
scalable to larger networks, but also to different device technologies
with varying dynamic ranges.

Compared to other schemes in literature™*%, we map weight
matrices as contiguous blocks instead of varying rows or lines on the
crossbar. We do this to avoid additional overheads and to maintain
compatibility with a future scheme for training these redundant
mappings directly on the crossbar via outer product operations.
However, this mapping constraint can be relaxed to allow for row-wise
duplication instead of block-wise if there is a need, for example, due to
a physical limitation on available devices. Additional constraints can
also be added to the algorithm. For instance, mappings could be
constrained to be on non-conflicting rows. Provided the mapping is
successful, this would allow the produced mappings to be used in
parallel (i.e., input voltages can be provided in parallel to the redun-
dant mappings in a layer ensemble, and output currents can be mea-
sured in parallel).

For the second question, we provide two variants of encoding
Wigea into device conductances Gpos and Gyg. The first variant,

Table 1| Simple encoding scheme

Wideat  Gpos (allredundant a mappings) G, (all redundant a mappings)
>0 Gow Gorr

0 Gon Gow

<0 Gorr Gon

simple, is summarized in Table 1. Here, all a copies of Gy, are kept the
same and all a copies of G, are kept the same. The second variant,
reduced mapping error, uses the simple variant as an initialization and
sequentially updates device conductances based on information about
each target parameter, as presented in Supplementary Algorithm 2.
Here, the goal is to reduce the effective mapping error between the
original weight matrix Wige, and the mapped matrix Wy,appeq (Sup-
plementary Algorithm 2 Line 7), defined as

| |wmapped B Wideal I (2)

Mapping Error =
pping ||WidealH

We illustrate the principle of our layer ensemble averaging fault
tolerance scheme in Fig. 1 for an example ternary weight matrix Wigeq-
A consequence of the differential encoding scheme,
W o (Gpos — Gpeg), is that software layer dimensions double when
mapped to hardware i.e., each weight is represented by a pair of
devices (one in Gpo and the other in Gyg). For neural network
demonstrations in this work, the ternary quantized weights —n, 0, +n
(n differs among layers, as shown in Supplementary Fig. 6) are repre-
sented by device pairs in conductance states (Gorr, Goy), (Gons Gon)
and (Ggy, Gorr) respectively. For consistency, inputs are always
applied on columns and outputs are always measured from the rows of
the crossbar for this work. However, this is not a rigid requirement and
can be altered if allowed by the system.

For the example in Fig. 1, a layer ensemble mapping for Gp,s is
shown with a =3, indicating that the weight matrix (represented by
conductance matrices Gpos and Gy,g) is mapped on to the crossbar
three times with Gg{,s representing the i-th mapping of G, (similarly
for Geg), and f=2, indicating that from this layer ensemble of size 3,
currents from exactly 2 active rows (based on the SCV metric) will be
averaged for each output. For the vector-matrix multiplication pro-
cess, an input vector X can be converted to voltages by Vi, =V .00 - X,
where V., is the voltage used for reading operations on the crossbar.
For each output, only currents from active rows are considered for
averaging. In the presented example, the layer ensemble output is thus
given by

Los=[l, 1,]= {lﬁ“;i‘ﬁ’

and the final vector-matrix multiplication output is given by

iﬁ) + l—(ZD
i e 3)

g Gpos — G | I |
XWigeq ~ Vin ( pos "eg> _ 'pos ~ Ineg 4)

Vread Gnorm

Gnarm : Vread

where I, is the final output current vector from the ensemble map-
pings for G, /; is the averaged current for row i produced by the layer

ensemble, igj) is the output current from the j-th mapping of G, for /;,
and G, is a scaling constant approximated by the difference of the
experimentally measured low conductance state G, from the high
conductance state G, averaged over devices present in the layer
ensemble mapping (G,,,m = Goy — Gorr)- Averaging currents over j8
rows with lower SCV mitigates the impact of device-to-device
variability and noise, while skipping over the a — 8 rows with higher
SCV mitigates the impact of stuck and faulty devices. These non-
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idealities can drastically reduce network performance if not accounted
for as they cause hardware outputs to deviate from software.

For hardware neural network results in this work, the vector-
matrix multiplication operations for each network layer are imple-
mented on the physical chip. Other operations such as non-linear
activation functions and current averaging are implemented in soft-
ware using the host system. For reading, a low voltage of 0.3V is used
to minimize unwanted disturbances to the memristor conductances.
Values of Gy and Gy are chosen as 133 pS and and 233 pS based on
current vs. voltage sweep measurements on the physical chip (pre-
sented in Fig. 3). We note here that layer ensemble averaging is not tied
to ternary weight matrices. On the contrary, we use ternary weights to
demonstrate the universality of the fault tolerance scheme and its
effectiveness even when devices have limited tunability (1-bit).

Neural network details

The first dataset used for this work is derived from the Yin-Yang
dataset** containing 4-dimensional input features and 3 output classes:
Yin, Yang, and Dot. Each sample in the dataset represents a point in a
two-dimensional representation of the Yin-Yang symbol, and the task
is to classify samples according to their position within the symbol.
This dataset serves as a good proof-of-concept problem for early-stage
hardware benchmarking efforts because it is small compared to
alternative classic datasets and exhibits a clear gap between inference
test accuracies attainable by shallow networks or linear solvers (63.8 %)
compared to deep neural networks because of non-linear decision
boundaries. The dataset is generated by randomly sampling values q;
and b; in the feature domain [0, 1] that satisfy a set of mathematical
equations defining the Yin-Yang characteristic shape. The values
(1-a,1-b;) are also included, leading to a representation
(a;, b;, 1—a;, 1-b;) in the 4-dimensional feature space. Using this
dataset, a continual learning problem is obtained by converting it to a
multi-task classification problem. It is derived by firstly broadening the
feature domain to [0, 2]. Then, Task 1 instances are generated using the
same mathematical equations as the original dataset, and Task 2
instances are generated by adding a constant offset (of 1) to instances
produced by the same equations. In effect, this creates two individual
Yin-Yang classification problems. This is motivated by choices in
continual learning literature where problems of similar difficulty are
studied for consistency*’*., For effective continual learning, a network
must be trained on the tasks sequentially and must retain classification
performance on Task 1 as it learns to classify Task 2.

A 3-layer fully connected perceptron network with full-precision
weights and learnable biases is trained in software using elastic weight
consolidation*” and then quantized to a ternary weight space using
block reconstruction quantization (BRECQ)* for memristive hardware
deployment and verification. For neural network results reported in
this work, a single solution that performs better than the linear solver
on both tasks is quantized and mapped to layer ensembles for sim-
plicity. Quantization-aware training schemes were investigated as
well>**, but they failed to yield good continual learning results with
elastic weight consolidation. We hypothesize this occurs because the
loss landscape changes drastically when training neural networks
directly in the ternary-weight domain, and elastic weight consolidation
constraints restrict such highly quantized networks from effectively
learning.

The second dataset used for this work is the MNIST dataset which
consists of 28 x 28 pixel images of handwritten digits*. The dataset is
normalized by subtracting a constant (0.1307) and dividing the dif-
ference by a fixed scale factor (0.3801). This shift and scaling were
determined as the mean and standard deviation of all pixels in the
60,000 images of the original MNIST training set. This normalized
dataset is flattened, batched, and then utilized to train a 2-layer fully
connected perceptron network for image classification. Contrary to
the Yin-Yang network, here we use a quantization-aware training
scheme based on the weight, activation, gradient, error quantization
(WAGE) framework® (with the 2-8-8-8 configuration), which enforces
weights to remain in the ternary domain during training.

The neural network architectures are further detailed in Table 2
and Supplementary Fig. 6. The choice of a continual learning problem
is motivated by the fact that it provides a more rigorous evaluation of
the robustness of our scheme compared to simpler problems such as
single-task classification. This is because continual learning effectively
requires squeezing in more functionality into a network with a fixed
capacity*’, thereby placing greater demands on the performance of
layer ensemble averaging. It can also be implemented on our hardware
prototyping system. On the other hand, while the larger network for
MNIST classification cannot be demonstrated on our hardware due to
network parameters exceeding the count of available devices, it still
allows us to evaluate the scalability of our scheme on larger, more
diverse workloads (varying quantization schemes, network scales,
problem type, etc.) and aids in the comparison with other hardware-
correction schemes from literature.

Experimental setup

To experimentally evaluate the effectiveness of layer ensemble aver-
aging, we utilize our custom mixed-signal prototyping system, which
we named Daffodil’®. This experimental setup is shown in Fig. 2. It
consists of a custom complementary metal-oxide-semiconductor
(CMOS)/memristor integrated circuit or chip, a custom mixed-signal
PCB named the Daffodil board, and a Zynqg-based FPGA development
board that acts as the host. The chip with foundry 180 nm CMOS and
in-house integrated ReRAM devices is packaged and connects to the
PCB via a 21 x 21 pin Ceramic Pin Grid Array (CPGA) package, and the
PCB connects to the FPGA via a fully populated FPGA mezzanine card
(FMC) connector. The ReRAM devices were fabricated in house on top
of commercial 180 nm node CMOS wafers. The wafers, fabricated up
through metal 5 of a 6-metal layer process, were pulled after the via 5-
to-6 tungsten damascene step. The resulting open vias surrounded by
a planarized dielectric surface tended to have an average roughness of
<2 nm, ideal for in-house device integration. The devices were fabri-
cated via three lithography steps and appropriate material deposition
and etching for the bottom electrode, active material and top elec-
trode and the contact pads. More details are included in the Supple-
mentary Material.

At its core, the Daffodil system is an integrated mixed-signal
vector-matrix multiplication processor acting as a neural network
accelerator based on emerging two-terminal memristor devices. The
crossbar array consists of a total of 20,000 2T-1R devices which are
organized into 32 25 x 25 subarrays called kernels. Daffodil provides
access to the kernels via five external CMOS logic signals. Each kernel
is controlled by 75 distinct DAC channels, allowing parallel biasing for

Table 2 | Summary of the investigated neural network architectures

Dataset Network Architecture Biases Activations Quantization Optimizer Test Accuracy
Yin-Yang (2-task variant) 4x12x6x3 Y Tanh BRECQ® Adam with elastic weight consolidation*® 72.85+1.25
MNIST 784 x150 %10 N RelLU WAGE™® Stochastic gradient descent 94.49+0.12

The test accuracy is reported as mean + standard deviation across 4 and 8 independent runs for the Yin-Yang and MNIST networks respectively.
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each kernel row, column, and gate. The PCB also has 25 re-
configurable ADC channels for measuring currents in parallel on
kernels via dedicated transimpedance amplifiers. The reference vol-
tages to these amplifiers can be tuned via a separate DAC channel,
and the feedback resistance for each amplifier can be tuned via
dedicated digital potentiometers. There are three possible config-
urations based on ADC and DAC connections suited for different
applications. These are summarized in Supplementary Fig. 7. A hard
processor on the FPGA development board runs a custom Linux
operating system built using Xilinx’s PYNQ framework®. The pro-
grammable logic contains custom register-transfer level code for
important use cases such as timed pulse generation, read and write
operations, and kernel selection.

The primary library, daffodil-lib, acts as the system’s control
software and design verification framework and handles hardware
communication as well as hardware-accurate simulation and model-
ing. The secondary library, daffodil-app, utilizes primitives from
daffodil-lib and provides complex applications to the user. All experi-
mental results reported in this work were extracted using these
libraries. Hardware vector-matrix multiplication operations were
implemented on physical crossbars on the 20,000-device chip, and
other operations such as network activation functions and layer
ensemble averaging were implemented in software directly on the host
FPGA development board. The system simplifies studying hardware-
aware algorithms for device resistive state tuning and/or neural net-
work mapping, and hardware-software results can be easily verified
jointly under the same platform by toggling between the hardware and
simulation classes given by daffodil-lib. Further details of the proto-
typing system are presented in Supplementary Material. An overview
of the hardware-software architecture is also presented in Supple-
mentary Fig. 8.

Data availability

The data that supports plots within this paper and other findings of this
study is available in the provided code & data repository (ref. 57 and
https://github.com/ADAM-Lab-GW/layer-ensemble-averaging). Addi-
tional data related to this study can be made available from the cor-
responding authors upon request. The MNIST handwritten digit
dataset used for simulations is available at: https://yann.lecun.com/
exdb/mnist/. Code for the original Yin-Yang dataset is available at:
https://github.com/Ikriener/yin_yang_data_set.

Code availability

The code that supports plots within this paper is available in the pro-
vided repository (available on Zenodo, see ref. 57 and https://github.
com/ADAM-Lab-GW/layer-ensemble-averaging). A reference imple-
mentation of layer ensemble averaging is also provided.
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