®

Check for
updates

SHAl QIZat ALO|B{ Ot HME 9

oA

B 1.1

2 EE 7|2 9L
(National Institute of Standards and Technology)

2018 4 4 & 16 &

https://doi.org/10.6028/NIST.CSWP.6.kor

rE

, 4 d%t (University of Tennessee in Knoxville)

e
oN IR
4n of

r2!

oy
o

= (University of Tennessee in Knoxuville)

Translated by Byounghyeun Kwak, Kyoungchan Lim (University of Tennessee in Knoxville)

Reviewed by Prof. Doowon Kim (University of Tennessee in Knoxville) and TaikaTranslations LLC.

Official U.S. Government translation.

The official English language version of this publication is available free of charge from the National
Institute of Standards and Technology (NIST): https://doi.org/10.6028/NIST.CSWP.6.

e~
ot


https://doi.org/10.6028/NIST.CSWP.6.kor
https://doi.org/10.6028/NIST.CSWP.6
https://crossmark.crossref.org/dialog/?doi=10.6028/NIST.CSWP.6.kor

=
LICE O] el & 72l z=Qtof Chet OIE%% SEory] EHE5HRA
F

a
gk EEH%I%E'-% ALESHE MEAILE HZ2 = o] L Y2 E 0| &dt
(o]

HNTR1- =3 A 1.0 3F HF 1.1 Alo|2| tHA @ oF

Yol E AL o] E0fl CHet 27

"ZZatoloianet e

Crorst mal29a TR UYATE ZEQ| REH| AO|H EOt 2T AFSES ZE|5stn
< —
OliT{I_FAfIf = Of 7| 0§ H3SHE FX% QOZAM 0|8 & UEE T2 Y30l A8t
[¢] = - = - " o
C}2 ojO|2 7tE 4 =050 SR ES S/kera HEk St ZA0| SAEHIS
- — = = T - = = it S = "
ol crojSo| =2 A HE CHth S Qls] "Z 2| A A0) ot Z B 2to| A9}
M |_0'|E—|TE JtOo MEO SglAlS2 A Ol
Spa| g2 FEE2 22y E = JASHH
Betd| ot RS L L.

A 4.0 22 PHIE ALERHA
F71ot0] O OB 22 YRR E r%sm XWOI AfOItHEW

1
S oSt Bote = UsX 5L = UA=E SRS

§
T
m
e
Ho
0%
>
N
oF!
d
-
11111

X7} Botof 23
NEERR

ot

S E MM 3.3 0| FAIRIRLO| ALO|H EH O @ TALS A &2
AEXHS0| AtOIH S5 2/ 2H2](Cyber Supply Chain Risk
AOIH S22 ¢/ Management, SCRM)S O Z O[S5I =2 TotFH MZ2 MM 34
e =He 2 o 22 48 ME X M AL #HEE ™S 0|85t O
Z YR I E AESH= ZHAYAL AHE S ZETL|CE 718 EHA|(Implementation
RO ot 22 Tiers)Ol| =7F& Q1 AFO|H| SCRM 7| & 0| F 7t R} &Lt
AA =25t E L T OpX|2t o= g Ael3 Sl (Core)l 2T I 22
=5 (Supply Chain Risk Management Category)2} 0 2| t2| 2 F 7t
F7LE| RS L O
HZ MOl 2F2l tiet 20| 215, #ot 2 LMY SHS O &
oI5, Mot 20, 22| NHSHEE M Y3t K ASLICE O|E 23, 215 X A3 5F 2440
MU SHS O E 18517 CHot 59 75 StLb o1t LI ok, sl e 2 /2l 0|5 0|
flot & =- S 2R TSI 2R HRIE O & LIEHL 7| o AR 22| &
HZ MOl (PRAC)E HALIASLICE




MM 32 AO|HEQt T2 M ME E= M2 T3 +3H
T A (Implementation CEA|(Tiers)O| A AFESIE & HHSIFSLICEH X Q| 9| &e|

Tiers)2t = 2 E(Profiles) ZZOH oMol =2 43 nf Argel S8 BHE5H7| 919

Atolef hAof CHet 2| A9 2 EHAI(Tiers)E F7H5H A S L
Hu223 ot M 2et HASLICH 8 2.0 S YHO|ESO =2 |l3

c
AN MOl S S5 ZAIRASLICH

—

XM E| X|0FXH 27 CHSH
e HABESMANNL | o moy sojmarolza maisl sb9 227t xog s
LN

Fob7| flal Z2i| I3 & HE5st

tot

1.0 2F OpERZEX| 2, A 1.1 AFBAFE 2 222 W8 74X E =T
= % :,1_|7tl-6b|_| [:|-_

—od




2018/04/16

O] ET=2 MYA, A, B& 7t X|&£Hol do| AusLCHL 28 BFE 7|=
ATANIST)= 2013 H AR L S5 228 &4t 7

2014 HOj| =T 2017 Ht 2018 H S =HEl O| ' H 4/ /L) AFO/H{LH O FfAE §/8t
Z2)g/gF = 0|72l ZE FO0ft M MA Q| H2 20kl OsHFAIAtZ 1] =X Ho| ZFH 0l

MoE8 ofF #o| Z7) YAe, (4o o7 U He @H2 S8 HSoFsUC

H7H 1.0 S HESHE AZ|2F O] 7 1.1 Off LIEtLEE HE Alg2 CH=0f 72U Ch

Mo

o I AU HH™ 1.0 LHE O|Z NISTO| ME= I|=8 Sl XtF 2= %
e 2015 128 YE QHFRFI), a4 =2} AIO|HEQF 7 M-S ot =Ty A3 0f| CHot
o|Z40f Chst 105 712| S

e 2017H 12 5L NQHE KT 1.1 2 & HR 0] CHBE 85 7 O] &to| ZRIE;
e 2017H 110 MOt ™ 1.1 9] A HIWY Z=OH0f| CHSH 120 7 O] &fo| FHE,
e 2016 HTF2017 A T2 AT KAL0| AT 1,200 F O] Ao EIIXIZ2| O] 4.

CESH NIST = O| T 0f| AFO|HEQF = AT ™ 1.0 2 AN QI

NIST ZEEMO0|2te S 242 2| HBSIAS q

F M AYrs LAXSFESLICE AR 2 35 229
=]

THAAI HE 110 ZerE HE

Hu
of
Ar
Ot
I-u'l'
r
Ot
3Q T
i)
-
n

NIST = O] Z| 30 7|0t 2= ES0A HAS| 2ES HeL

v


https://www.federalregister.gov/documents/2015/12/11/2015-31217/views-on-the-framework-for-improving-critical-infrastructure-cybersecurity
https://www.nist.gov/cyberframework/rfi-framework-reducing-cyber-risks-critical-infrastructure
https://www.nist.gov/news-events/news/2017/12/update-cybersecurity-framework
https://www.nist.gov/cyberframework/rfc-cybersecurity-framework-version-11-draft-2
https://www.nist.gov/news-events/news/2017/01/nist-releases-update-cybersecurity-framework
https://www.nist.gov/cyberframework/rfc-cybersecurity-framework-draft-version-11
https://www.nist.gov/news-events/events/2016/04/cybersecurity-framework-workshop-2016
https://www.nist.gov/news-events/events/2017/05/cybersecurity-framework-workshop-2017
https://www.nist.gov/sites/default/files/documents/cyberframework/roadmap-021214.pdf
https://www.nist.gov/sites/default/files/documents/cyberframework/roadmap-021214.pdf

2018/04/16

. = 20
ol_w _W._ ﬂEmH il - =)
ol - A< ool 1o - - oF oo
.E._”_._ougt._ln_ulou_ < L_._,O_AlL O._| m_lm_“_l_.r_.lul_h_lﬂE
A_||NJ. Al _IMH_AIO A|_oL K = o1 T K
MHO <0 N 5._o||_|._.._|o__._._|_.__A.ﬂ .n__._AE.mn.r.rI
o .- OF — I Z 8 S O & K & Iy oD ol &K
T O B T A i ol KD Ho
i o B o XEH2E R IR ol oo w
51 gy @ o HEE g fans g gooom ey
S W op O Klo _ @l O 1 [l ~ OF B @ ur mm_.: o 2
of R B0 o i XS 0 og O om oo Kol H T 3 RK &
o 5 & 1 1 I T T T IOVER - - =
ot”%ﬂ_ﬂ_._ w./_._._._C%quHEA._lﬁﬂw WLI_.H__.__MEW&
—n K431 <4 o <O 2oF MY & =2 ol & AT L X
T = URr S R =@ T el
ok _ D 5 = T oK o o B o < %1 = or B TF
.. ol o1 ° &I 1 17 <n XU S ™ of 57 I = W - - = o
H == K of . 0 Kr & mo S 3 M o =x =~ OF
o ol ol 20 N KO KK H 3T of o o
L N 1 DR W o3 o B _ 535 wo W2 o L
o gELSC g0 0 O W L ON B B oy g T
o .A_/o%.r.m_ﬂ u._o_._w_._A_.u._muwomL__o_eﬂ A_%o_ -
- 5 O - = 0 -
- R A= T g P 0w 3z 0o Kl
< T &) ol - o oo — 1 o B OF < x_u._u_|§mEH
3 ol o M I ol SEWd gl FEF AU
3 = B o o MmO I BTy 235 WA
N o 2 < H 4¢wmo_uoaﬁwmn_ﬂ% ol < ol B o+ K
o < I ST g Wy T E®E - T oWy
:._.W:_._, Sy Noar oy R T DN Lou_.e._.M
Te Wl FupgkgT ozt gqgH 30
_H_Q_OL_AI._ooLI.I_ o ol _._.__AO KM O o O/ = OoF
O_L.mu.ﬁ—/@o_LA_u OTOMLI.__Auﬂm__mmmw.__._._le |_._.._.oO|__._|_=_._o ol
wo W_ T8 ~AITTEOoWMg W WO oFH M
W TS My EFgp T TR o B g2 Uy
Tz L or 55 2 T M = o o M oF ooy 2
A;deﬂ_A_lo_A oo OH g _._._o_e6o_.r E.__“___Lo“_u"
orE B kR FE Fogs XoA 22 g TS
S — o — = a1 v _ o o
bmFompm 00 S MR8y O
N %0 _mMM S o O Hl oF © _U_,W_HLELE_E o 1|l ﬂtn_f.uo_ ™ oo
e I U I v VIS B L I S N S [ e Ll
mbu._ﬂn_xx_oﬁAo oF Z M or i < op <p AU py W__u.o_uunﬂ_vl+om__|.o|_
o@mﬂo_ew_ﬂ B! 4 F AT % o ol o0 B of O o0 of . #F ol Al
0~ OF oo @r TS H Jo B0 81 7 oMo RMOIT o RS 0@ M
B Ko ® 3T Jo o Bl X ol N oF kM A & K| T Al K4 ™ 1k "l H

4 =

—

—

P

_
(o]

INES
1See 15 U.S.C. § 272(e)(1)(A)(i). The Cybersecurity Enhancement Act of 2014 (S.1353) became public law 113-274
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2 See 15 U.S.C. § 272(e)(1)(A)(i). The Cybersecurity Enhancement Act of 2014 (S.1353) became public law 113-
274 on December 18, 2014 and may be found at: https://www.congress.gov/bill/113th-congress/senate-
bill/1353/text.

3 Executive Order no. 13636, Improving Critical Infrastructure Cybersecurity, DCPD-201300091, February 12,
2013. https://www.gpo.gov/fdsys/pkg/CFR-2014-title3-vol1/pdf/CFR-2014-title3-vol1-e013636.pdf

4 The Department of Homeland Security (DHS) Critical Infrastructure program provides a listing of the sectors and
their associated critical functions and value chains. http://www.dhs.gov/critical-infrastructure-sectors

5> See 42 U.S.C. § 5195¢(e)). The U.S. Patriot Act of 2001 (H.R.3162) became public law 107-56 on October 26,
2001 and may be found at: https://www.congress.gov/bill/107th-congress/house-bill/3162
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¢ International Organization for Standardization, Risk management — Principles and guidelines, 1SO 31000:2009,
2009. http://www.iso.org/iso/home/standards/iso31000.htm

7 International Organization for Standardization/International Electrotechnical Commission, Information

technology — Security techniques — Information security risk management, ISO/IEC 27005:2011, 2011.

https://www.iso.org/standard/56742.html

Joint Task Force Transformation Initiative, Managing Information Security Risk: Organization, Mission, and

Information System View, NIST Special Publication 800-39, March 2011. https://doi.org/10.6028/NIST.SP.800-

39

® U.S. Department of Energy, Electricity Subsector Cybersecurity Risk Management Process, DOE/OE-0003, May
2012. https://energy.gov/sites/prod/files/Cybersecurity Risk Management Process Guideline - Final - May

2012.pdf
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10 NIST Special Publication 800-160 Volume 1, System Security Engineering, Considerations for a
Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems, Ross et al, November 2016 (updated
March 21, 2018), https://doi.org/10.6028/NIST.SP.800-160v1
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uses of the Framework for cyber SCRM and are not intended to address cyber SCRM comprehensively.
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ID.SC S22 /& 22[(Supply Chain Risk Management)
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(Identity Management and Access Control)
PR.AT QA B 11 Z(Awareness and Training)
PR.DS OlO|H & 2h(Data Security)
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(Information Protection Processes and Procedures)
PR.MA K| #2|(Maintenance)
PR.PT 23 7= (Protective Technology)
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Monitoring)
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BAI04.02, BAI09.02

ISA 62443-2-1:2009 4.2.3.6
ISO/IEC 27001:2013 A.8.2.1
NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

ID.AM-6: XA Q15 & I1|
Ol 2 AXHO: =
ItE L)0f LBt ALO|
Melol A E LI

E II9
JQ
o
i

CISCSC 17,19

COBIT 5 APO01.02, APO07.06, APO13.01,
DSS06.03
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CES ot¢l EF S ESR L]
ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A.6.1.1
NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11
HIELA 37 ID.BE-1: £X 0] 22Tt Ljf &40 COBIT 5 APO03.01, APO03.04, APO0S.05,
. . APO10.03, APO10.04, APO10.05
Business Environment (ID.BE): | Al g1 AEEIL|C}

Ex|0| Y7, 2, O[5 B A}
gl &= 0| O|8f| 5| M
_)I'_:_?_ljl_ X|7E-|5| L_| |:|' Ol X'Iih

AFO|H{ K OF QIS A QI Ol 9|y

, 1O

ISO/IEC 27001:2013 A.15.1.1, A.15.1.2,
A.15.1.3,A.152.1,A.15.2.2

NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: ZX|Q| a4l olmat O Ard

F2 U X7t A EE| D 2 FLIC

COBIT 5 AP0O02.06, APO03.01
ISO/TIEC 27001:2013 Clause 4.1
NIST SP 800-53 Rev. 4 PM-8

2| 2™ 2 QtistE o
3. Xxlo| 2 =g gl COBIT 5 APO02.01, APO02.06, APO03.01
ARE LI ID.BE-3 Aol Af, Zx U
Sa= sz of Cfst M 297 AR E[ D ISA 62443-2-1:2009 4.2.2.1,4.2.3.6
NIST SP 800-53 Rev. 4 PM-11, SA-14
A2FE L L}
ID.BE-4: =9 MH|A |22 o5 COBIT 5 APO10.01, BAI04.02, BAI09.02
o)A oI sHAl 7|20 MHE LI} ISO/IEC 27001:2013 A.11.2.2, A.11.2.3, A.12.1.3
NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, PM-8,
SA-14
ID.BE-5: 25 2% AEH(0 COBIT 5 BAI03.02, DSS04.02
- N ~ ISO/IEC 27001:2013 A.11.1.4, A.17.1.1,
YHEAgE, 57 3. 8¢ A17.12,A172.1
20N T2 MHIA HEBE NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-13, SA-
X 28t7| 9ot 2@e @ TARSO| 14
AEEL T
HHHA CISCSC 19

Governance (ID.GV): %] 9|
A, B, e, 2E A2
QAN E 2|5t
S2LEHES| 9l 3™, =Xt
X T2 MATLO|S E|H,

COBIT 5 APO01.03, APO13.01, EDMO01.01,
EDMO01.02

ISA 62443-2-1:2009 4.3.2.6
ISO/IEC 27001:2013 A.5.1.1

NIST SP 800-53 Rev. 4 -1 controls from all
security control families
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ID.GV-2: AO|H{ £ OF &It Ol = 2l
L& o3t gl o|E ME {9} =8 &|
LX|E L

kT

CISCSC 19

COBIT 5 APO01.02, APO10.03, APO13.02,
DSS05.04

ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A.6.1.1, A.7.2.1, A.15.1.1
NIST SP 800-53 Rev. 4 PS-7, PM-1, PM-2

ID.GV-3: AfO|H{ E ot} & Bl H X

LR T, HOUHE HE L
A8l kROl Helg marotol
ofe|m Bl g Lict

CIS CSC 19
COBIT 5 BAI02.01, MEA03.01, MEA03.04
ISA 62443-2-1:2009 4.4.3.7

ISO/IEC 27001:2013 A.18.1.1, A.18.1.2,
A.18.1.3,A.18.1.4, A.18.1.5

NIST SP 800-53 Rev. 4 -1 controls from all
security control families

ID.GV-4: HHEA 3 2|H
| TR M A= AFO|H B OF
&2 CHELCH

COBIT 5 EDM03.02, APO12.02, APO12.05,
DSS04.02

ISA 62443-2-1:2009 4.2.3.1,4.2.3.3,4.2.3.8,
4.2.39,423.11,4.3.243,43.2.6.3

ISO/IEC 27001:2013 Clause 6

NIST SP 800-53 Rev. 4 SA-2, PM-3, PM-7, PM-
9, PM-10, PM-11

28wt

Risk Assessment (ID.RA):
RES ZE 2HAR IS5
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rx
£ M r J
=
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o
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=
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r
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ID.RA-1: A}AH |2 0|
Al E| T 2N BHE L O

CISCSC4

COBIT 5 APO12.01, APO12.02, APO12.03,
APO12.04, DSS05.01, DSS05.02

ISA 62443-2-1:2009 4.2.3,4.2.3.7,4.2.3.9,
4.2.3.12

ISO/IEC 27001:2013 A.12.6.1, A.18.2.3

NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, RA-
3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-5

CISCSC4

COBIT 5 BAI08.01

ISA 62443-2-1:2009 4.2.3,4.2.3.9,4.2.3.12
ISO/IEC 27001:2013 A.6.1.4

NIST SP 800-53 Rev. 4 SI-5, PM-15, PM-16
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ID.RA-3: LI 2 5 Q& 2/%0| CIS CSC4
COBIT 5 APOI12.01, APO12.02, APO12.03,
AgEn 2MBE LI coBITs

ISA 62443-2-1:2009 4.2.3,4.2.3.9,4.2.3.12
ISO/IEC 27001:2013 Clause 6.1.2
NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, PM-

16
ID.RA-4: XX QI H| =LA Hgk gl CISCSC4
COBIT 5 DSS04.02
Jl=MOo| AEHE | |C
Fs-dol 428 Lot ISA 62443-2-1:2009 4.2.3,4.2.3.9,4.2.3.12

ISO/IEC 27001:2013 A.16.1.6, Clause 6.1.2
NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-14, PM-

9, PM-11
ID.RA-5: 98, 39, 7+5 4 CIS CSC 4

COBIT 5 APO12.02
Ol O30 OIS AXMSI=
X FL2 Fleis 8ot ISO/IEC 27001:2013 A.12.6.1
AHEEILICE NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16
ID.RA-6: /& CS2 Aldx|n 24 CISCSC4

COBIT 5 APO12.05, APO13.02
ISO/IEC 27001:2013 Clause 6.1.3
NIST SP 800-53 Rev. 4 PM-4, PM-9

=217t A8 E Lt

SIE el M ID.RM-1: /3 B2 ZENAE ZE CIS CSC4
Risk Management Strategy O|SHBHA XFO|| oJ8 M ™ z| 0 22| | gg;(s)lzTog,Aﬁljg(l)iggﬂ APOI12.05, APO13.02,
(ID.RM): =X 0| 24 22|, | stojgLct, ISA 62443-2-1:2009 4.3.4.2
Mt AL, ¢ S8 A ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3,
b0l 2 YH HHe Clause 9.3
XL NIST SP 800-53 Rev. 4 PM-9
= - ID.RM-2: EX10| 2| 512 5 7 COBIT 5 APO12.06

ISA 62443-2-1:2009 4.3.2.6.5
ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3
NIST SP 800-53 Rev. 4 PM-9

x| 0
ZEE| D F=otA mo F L

—/
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CES otel HEF S ESR L]
ID.RM-3: ZZ|0| 9|8 3|2 ZFYLS COBIT 5 APO12.02

ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3

SHAl O] IT Mol st 2H B2 ol
A AZEOMS AL FEB Y | 9T 5P 800-53 Rev. 4 SA-14, PM-8, PM-9, PM-
240 o SEE HIS &L T 11
38Y 2/ & ID.SC-1: AO|H S5 9| 22| CISCSC4
COBIT 5 APO10.01, APO10.04, APO12.04
. . —_— h II | .T'_. | b 2 2
Vi bply Chain Kisk ZE2M &= 2 OfoH A ol 2fof APO12.05, APO13.02, BAI01.03, BAI02.03,
xR AEE D S, BotE D, BAI04.02
- _'—l T _":Tl’ Xﬂ - |-° > Tl = -T'—I‘El El_Tl_ '6'I-O|EI L'l EI_ ISA 62443-2-1:2009 4.3.4.2
. — - — , H—lH .
S8 A 7ME2 2L A ISO/IEC 27001:2013 A.15.1.1, A.15.1.2,

A.15.1.3,A.152.1,A.15.2.2

a2le BEiE 9 AHe
A NIST SP 800-53 Rev. 4 SA-9, SA-12, PM-9
x| 1547] 918 HHEl D
- ID.SC-2: HE A|AEL M Q4 gl COBIT 5 APO10.01, APO10.02, APO10.04,
ArgELCH =32 38 om0l o _ g AP010.05, APO12.01, APO12.02, APO12.03,
oisis Al mop gl majery | HISS SEEM XM I IELE | APO12.04, APO12.05, APO12.06, APO13.02,
’ ALO|H| 22Ot Q8 Wyt T2 MAS BAI02.03
FISZENAE +BOIL T ISA 62443-2-1:2009 4.2.3.1,4.2.3.2, 4233
AI‘-Q--(.)-l'O:IAIH:'El_T'_ OA1AO|7I- =a=1. LD, a4 L.0.L,4.£.0.0,
asystL o} SOt A Exl, TI =T 4234,423.6,42.3.8,42.3.9,42.3.10,4.2.3.12,
X ™ g0, B Lo 42.3.13,4.2.3.14

ISO/IEC 27001:2013 A.15.2.1, A.15.2.2
NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-12, SA-

14, SA-15, PM-9
ID.SC-3: 220K 2 K| 3 X} COBIT 5 APO10.01, APO10.02, APO10.03,
B APO10.04, APO10.05

HE L 9to| #| 22 Z X[ 0| ARO|H & OF

ISA 62443-2-1:2009 4.3.2.6.4,4.3.2.6.7

L 2 a2 ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3
R LT NIST SP 800-53 Rev. 4 SA-9, SA-11, SA-12, PM-
ob M= SH

9

ID.SC-4: 221K U K| 3 X} T} E = COBIT 5 APO10.01, APO10.03, APO10.04,
APO10.05, MEAO1.01, MEAO1.02, MEAO1.03,
S71Ho 2 ZALHAE 2O EE 7B | MEA01.04, MEAOL.05
o=

SIE[o| HII2 ALR 0] Ao ojm 2 ISA 62443-2-1:2009 4.3.2.6.7

ISO/IEC 27001:2013 A.15.2.1, A.15.2.2
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NIST SP 800-53 Rev. 4 AU-2, AU-6, AU-12, AU-
16, PS-7, SA-9, SA-12

ID.SC-5: S= Al 5 A 3 Xt
MSHH g A S S EF A=

THI HAET AL T

CIS CSC 19, 20
COBIT 5 DSS04.04
ISA 62443-2-1:2009 4.3.2.5.7,4.3.4.5.11

ISA 62443-3-3:2013 SR 2.8, SR 3.3, SR.6.1, SR
7.3,SR 7.4

ISO/IEC 27001:2013 A.17.1.3

NIST SP 800-53 Rev. 4 CP-2, CP-4, IR-3, IR-4,
IR-6, IR-8, IR-9

MR e S E2 Ao

Identity Management,
Authentication and Access

Control (PR.AC): =2| % &l
=2 XHak 3 2t Al-of
Ojot M22 Sl AHEAL,
ZZMA QA2
Hotel, SelE 25 &
Zefol| CHot R HZ2L 2

GOt i LA

PR.AC-1: SO &l &HX| AHEX} B
ZZ M A0 CHet Aol S XA ZH2

@3, el A3, 34 L AL

CISCSC1,5,15,16
COBIT 5 DSS05.04, DSS06.03
ISA 62443-2-1:2009 4.3.3.5.1

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR
1.4,SR 1.5,SR 1.7, SR 1.8, SR 1.9

ISO/IEC 27001:2013 A.9.2.1, A.9.2.2, A.9.2.3,
A.9.2.4,A92.6,A.93.1,A.9.42, A.9.43

NIST SP 800-53 Rev. 4 AC-1, AC-2, IA-1, IA-2,
1A-3, 1A-4, IA-5, 1A-6, IA-7, IA-8, TA-9, IA-10,
1A-11

PR.AC-2: AHAHO| CHS 22| A

o2 de|xn B gL

COBIT 5 DSS01.04, DSS05.05

ISA 62443-2-1:2009 4.3.3.3.2,4.3.3.3.8
ISO/IEC 27001:2013 A.11.1.1, A.11.1.2,
A11.13,A11.1.4, A.11.1.5,A.11.1.6, A.11.2.1,
A11.23,A.11.2.5, A.11.2.6,A.11.2.7, A.11.2.8
NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE-5,
PE-6, PE-8

PR.AC-3: ¥ ™22 2| Lok

CISCSC 12

COBIT 5 APO13.01, DSS01.04, DSS05.03
ISA 62443-2-1:2009 4.3.3.6.6

ISA 62443-3-3:2013 SR 1.13,SR 2.6

ISO/IEC 27001:2013 A.6.2.1, A.6.2.2, A.11.2.6,
A.13.1.1,A.13.2.1
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NIST SP 800-53 Rev. 4 AC-1, AC-17, AC-19,
AC-20, SC-15

CIS CSC3,5,12, 14, 15, 16, 18

COBIT 5 DSS05.04

ISA 62443-2-1:2009 4.3.3.7.3

ISA 62443-3-3:2013 SR 2.1

ISO/IEC 27001:2013 A.6.1.2,A9.1.2,A9.2.3,
A9.4.1,A944,A945

NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-
5, AC-6, AC-14, AC-16, AC-24

PR.AC-5: U EQT FZ 40|
HSELICH (HERZR 22,
HEX3 M&=hH

CIS CSC09, 14, 15, 18

COBIT 5 DSS01.05, DSS05.02

ISA 62443-2-1:2009 4.3.3.4

ISA 62443-3-3:2013 SR 3.1, SR 3.8
ISO/IEC 27001:2013 A.13.1.1, A.13.1.3,
A13.2.1,A14.12,A.14.13

NIST SP 800-53 Rev. 4 AC-4, AC-10, SC-7

CIS CSC, 16

COBIT 5 DSS05.04, DSS05.05, DSS05.07,
DSS06.03

ISA 62443-2-1:2009 4.3.3.2.2,4.3.3.5.2,4.3.3.7.2,
43.3.74

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.4, SR
1.5,SR1.9,SR 2.1

ISO/IEC 27001:2013, A.7.1.1, A9.2.1

NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-
16, AC-19, AC-24, IA-1, IA-2, TA-4, TA-5, TA-8,
PE-2, PS-3

PRAC-7: AR, 2| 9 7|EF At
Hehol g0l 4S50l 1S LT,
(CHelel Bt U AQIHE B 2y g

=x
7|Et ZXE 9I3)

o%

CISCSC 1, 12,15,16

COBIT 5 DSS05.04, DSS05.10, DSS06.10

ISA 62443-2-1:2009 4.3.3.6.1,4.3.3.6.2,4.3.3.6.3,
4.3.3.6.4,43.3.6.5,4.3.3.6.6,4.3.3.6.7,4.3.3.6.8,
4.3.3.6.9
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ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.5, SR
1.7, SR 1.8, SR 1.9, SR 1.10

ISO/IEC 27001:2013 A.9.2.1, A.9.2.4, A.9.3.1,
A9.42,A943, A.18.1.4

NIST SP 800-53 Rev. 4 AC-7, AC-8, AC-9, AC-
11, AC-12, AC-14, TA-1, TA-2, TA-3, IA-4, IA-5,
1A-8, 1A-9, IA-10, IA-11

o

A A ng
Awareness and Training
(PR.AT): Z=%[0] o1& gl

OHE L S-S ARO[ & OF Q1 4]

r

=2 g0 2E Y =%} 8l
o) 1%

CISCSC 17, 18

COBIT 5 APO07.03, BAI05.07

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.7.2.2, A.12.2.1
NIST SP 800-53 Rev. 4 AT-2, PM-13

PR.AT-2: S 25t HotZ 7%
APEXHE 2 ALl Q| gt Ml S
O|sl gL Cf.

CISCSC5,17,18

COBIT 5 APO07.02, DSS05.04, DSS06.03
ISA 62443-2-1:2009 4.3.2.4.2,4.3.2.4.3
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
NIST SP 800-53 Rev. 4 AT-3, PM-13

PR.AT-3: X 3 X} O| S 2t A X0l
ST YA, DA TE )= XA 9|
[o:]

> >

7H
2t Y S oS eLCt.

CIS CSC 17

COBIT 5 APO07.03, APO07.06, APO10.04,
APO10.05

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A.7.2.1,A.7.2.2
NIST SP 800-53 Rev. 4 PS-7, SA-9, SA-16

CIS CSC 17,19

COBIT 5 EDM01.01, APO01.02, APO07.03
ISA 62443-2-1:2009 4.3.2.4.2

ISO/IEC 27001:2013 A.6.1.1, A.7.2.2

NIST SP 800-53 Rev. 4 AT-3, PM-13

CIS CSC 17

COBIT 5 APO07.03

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
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HE otel HFE Hx HE
NIST SP 800-53 Rev. 4 AT-3, IR-2, PM-13
GlojE| Eet PR.DS-1: EX| AE[ Q| H|0|E| = CIS CSC 13, 14
Data Security (PR.DS): s COBIT 5 APO01.06, BAI02.01, BAI06.01,

He % 7| Z(E0lE) Z5 9
CERENEREVEEEN
CECRERREE- P

t88E E= gL

DSS04.07, DSS05.03, DSS06.06

ISA 62443-3-3:2013 SR 3.4, SR 4.1
ISO/IEC 27001:2013 A.8.2.3

NIST SP 800-53 Rev. 4 MP-8, SC-12, SC-28

PR.DS-2: M& QI HO|H=
B3 ELCH

CISCSC 13, 14
COBIT 5 APO01.06, DSS05.02, DSS06.06

ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1, SR
4.2

ISO/IEC 27001:2013 A.8.2.3, A.13.1.1, A.13.2.1,
A1323,A.14.1.2,A.14.1.3

NIST SP 800-53 Rev. 4 SC-8, SC-11, SC-12

PR.DS-3: XtAF2 M| A, O] A M2
HEH 2N SANoZ

el gLt

—

CISCSC 1

COBIT 5 BAI09.03

ISA 62443-2-1:2009 4.3.3.3.9,4.3.4.4.1
ISA 62443-3-3:2013 SR 4.2

ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2,
A833,A.11.25 A.11.2.7

NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16

CISCSC1,2,13

COBIT 5 APO13.01, BAI04.04

ISA 62443-3-3:2013 SR 7.1, SR 7.2
ISO/IEC 27001:2013 A.12.1.3, A.17.2.1
NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5

PR.DS-5: H|O|H RE0|| it 2=
ZX| 7t FHELICH

CIS CSC 13

COBIT 5 APO01.06, DSS05.04, DSS05.07,
DSS06.02

ISA 62443-3-3:2013 SR 5.2

ISO/IEC 27001:2013 A.6.1.2, A.7.1.1, A.7.1.2,

A73.1,A822,A823,A91.1,A912,A9.223,
A94.1,A944,A945,A.10.1.1, A.11.1.4,
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Al1l1.1.5,A11.2.1,A.13.1.1,A.13.1.3, A.13.2.1,
A1323,A.13.24,A.14.1.2,A.14.13

NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, PE-
19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31, SI-4

PR.DS-6: 2T EQ0f EHO A FE
BAMS ABo7| flsll 224 HAt

O LSOl AHEE Lt

CISCSC2,3
COBIT 5 APO01.06, BAI06.01, DSS06.02

ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4, SR
3.8

ISO/IEC 27001:2013 A.12.2.1, A.12.5.1,
A14.12,A14.13,A.1424

NIST SP 800-53 Rev. 4 SC-16, SI-7

CIS CSC 18, 20

COBIT 5 BAI03.08, BAI07.04
ISO/IEC 27001:2013 A.12.1.4
NIST SP 800-53 Rev. 4 CM-2

3
Al FZ2E A HAHLIE

A& E LI

COBIT 5 BAI03.05

ISA 62443-2-1:2009 4.3.4.4.4
ISO/IEC 27001:2013 A.11.2.4
NIST SP 800-53 Rev. 4 SA-10, SI-7

MEH HS T2 MA U =KX}
Information Protection Processes
and Procedures (PR.IP): &= 2t

x|
MO A[AEQ

SAELCH

CISCSC3,9,11

COBIT 5 BAI10.01, BAI10.02, BAI10.03,
BAI10.05

ISA 62443-2-1:2009 4.3.4.3.2,4.3.4.3.3

ISA 62443-3-3:2013 SR 7.6

ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
A12.62,A.1422,A.1423,A.14.24

NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4, CM-
5, CM-6, CM-7, CM-9, SA-10

PRIP-2: A|AEIS B2[3}7] 93
AAE e 40 7|7 T E LT

CIS CSC 18

COBIT 5 APO13.01, BAI03.01, BAI03.02,
BAI03.03

ISA 62443-2-1:2009 4.3.4.3.3
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ISO/IEC 27001:2013 A.6.1.5, A.14.1.1, A.14.2.1,
A.14.2.5

NIST SP 800-53 Rev. 4 PL-8, SA-3, SA-4, SA-8,
SA-10, SA-11, SA-12, SA-15, SA-17, SI-12, SI-
13, SI-14, SI-16, SI-17

PR.IP-3: 7+ B4 O] T2 MAT}
ObAE O] JAES LT

CISCSC3, 11

COBIT 5 BAI01.06, BAI06.01

ISA 62443-2-1:2009 4.3.4.3.2,4.3.4.3.3
ISA 62443-3-3:2013 SR 7.6

ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
A12.62,A.1422,A.1423,A.14.24

NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10

PR.IP-4: YEHO| B H0| >l |,

A= 2, H AEFL L,

CIS CSC 10

COBIT 5 APO13.01, DSS01.01, DSS04.07
ISA 62443-2-1:2009 4.3.4.3.9

ISA 62443-3-3:2013 SR 7.3, SR 7.4
ISO/IEC 27001:2013 A.12.3.1, A.17.1.2,
A.17.1.3,A.18.1.3

NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9

PR.IP-5: =& XHAto| 22|X Y

0l T M U FYO|
F4gUL

COBIT 5 DSS01.04, DSS05.05

ISA 62443-2-1:2009 4.3.3.3.14.3.3.3.2,4.3.3.3.3,
43.3.3.5,43.3.3.6

ISO/IEC 27001:2013 A.11.1.4, A.11.2.1,
A11.22,A.1123

NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13, PE-
14, PE-15, PE-18

PR.IP-6: Cf|O| E{ = Z A 0f rctat
7| g L .

COBIT 5 BAI09.03, DSS05.06
ISA 62443-2-1:2009 4.3.4.4.4
ISA 62443-3-3:2013 SR 4.2

ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2,
A11.2.7

NIST SP 800-53 Rev. 4 MP-6
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PRIP-7: 25 T2 N AT}
WM E L

COBIT 5 APO11.06, APO12.06, DSS04.05

ISA 62443-2-1:2009 4.4.3.1,4.4.3.2,4.43.3,
4434,4435,443.6,443.7,443.8

ISO/IEC 27001:2013 A.16.1.6, Clause 9, Clause
10

NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-8,
PL-2, PM-6

PR.IP-8: B3 7|=2| 21/d40|

SHEUt

COBIT 5 BAI08.04, DSS03.04
ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4 AC-21, CA-7, SI-4

PR.IP-9: i3 AZ(At2 08 &

H =LA ALK &4 A=At
S % T =4)0| ot £ of
2| gt

CISCSC 19

COBIT 5 APO12.06, DSS04.03

ISA 62443-2-1:2009 4.3.2.5.3,4.3.4.5.1
ISO/IEC 27001:2013 A.16.1.1, A.17.1.1,
Al17.12,A17.13

NIST SP 800-53 Rev. 4 CP-2, CP-7, CP-12, CP-
13, IR-7, IR-8, IR-9, PE-17

PR.IP-10: CHS & =7 A= O|
HAEELCE

CIS CSC 19, 20

COBIT 5 DSS04.04

ISA 62443-2-1:2009 4.3.2.5.7,4.3.4.5.11
ISA 62443-3-3:2013 SR 3.3

ISO/IEC 27001:2013 A.17.1.3

NIST SP 800-53 Rev. 4 CP-4, IR-3, PM-14

PR.IP-11: AtO|H{ E Qt0O| QI & Xt
2o At SiX], 1= AFHofl
=l

ZotE LIL}

CIS CSC5, 16

COBIT 5 APO07.01, APO07.02, APO07.03,
APO07.04, APO07.05

ISA 62443-2-1:2009 4.3.3.2.1,4.3.3.2.2,4.3.3.2.3

ISO/IEC 27001:2013 A.7.1.1, A.7.1.2, A.7.2.1,
AT722,A723,A73.1,A8.14

NIST SP 800-53 Rev. 4 PS-1, PS-2, PS-3, PS-4,
PS-5, PS-6, PS-7, PS-8, SA-21
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Chy stel W3 Ax HE
PR.IP-12: Z|2FA 22| A 20| CIS CSC 4, 18,20

COBIT 5 BAI03.10, DSS05.01, DSS05.02
ISO/IEC 27001:2013 A.12.6.1, A.14.2.3,
A.16.1.3,A.18.2.2,A.18.2.3

NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2

W=D PHELCH

ox| &g PR.MA-1: =& X}AIO| S X| &4 gl 1():(S)S]T)11Tos‘5 BAI03.10, BAI09.02, BAI09.03,
Maintenance (PR.MA): AtQ | 27 SHE &7 5 A& 3L ISA 62443-2-1:2009 4.3.3.3.7
x1|o1 Ol M A|AH Y S AL 7| SE LT ISO/IEC 27001:2013 A.11.1.2, A.11.2.4,
A.11.25,A.11.2.6
OX|E4 gl 2|7 ’
28 =5 X el NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5,
‘g O "Ktof et MA-6
gt PRMA-2: ZX| X[At0| 917 CIS CSC3, 5
COBIT 5 DSS05.04
OXHLE= BECt M2 K|S
FARSE R E2E G ISA 62443-2-1:2009 4.3.3.6.5,4.3.3.6.6, 4.3.3.6.7,
HACE SO 7| EE|H 433.68
28 EL|C} ISO/IEC 27001:2013 A.11.2.4, A.15.1.1, A.15.2.1
NIST SP 800-53 Rev. 4 MA-4
B3 J|l& PR.PT-1: ZAZ 1 7|22 HH0 CISCSC1,3,5,6,14,15, 16
COBIT 5 APO11.04, BAI03.05, DSS05.04
i : 74X oS &: ’ ’ ’
I;“’f“‘g‘; E’:‘i:‘o"g{}(?:ﬂ' ey 28 = ZA S0 sl DSS05.07, MEA02.01
1€ 22t SF42 2HE BA, AEELICE ISA 62443-2-1:2009 4.3.3.3.9,4.3.3.5.8,4.3.4.4.7,
X} S g@ekof YX|SHH 4421,4422,4424
A|AE| 9 KFAFO| B OF 51 ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR
RS 2.11,SR 2.12
9 = O| &
SHHE 2E517| ol ISO/IEC 27001:2013 A.12.4.1, A.12.4.2,
ool ElLCt, A.12.43,A.12.44, A.12.7.1
NIST SP 800-53 Rev. 4 AU Family
PR.PT-2: 0| 54! O|C|0j& E S &0 CIS CSC8, 13

COBIT 5 APO13.01, DSS05.02, DSS05.06
ISA 62443-3-3:2013 SR 2.3

ISO/IEC 27001:2013 A.8.2.1, A.8.2.2, A.8.2.3,
A83.1,A833,A.11.29

ZHOf ek A+ 0| Mg LICE
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NIST SP 800-53 Rev. 4 MP-2, MP-3, MP-4, MP-
5, MP-7, MP-§

PR.PT-3: 2 7| S0 NS E
o

sgE UL

CISCSC3,11, 14
COBIT 5 DSS05.02, DSS05.05, DSS06.06

ISA 62443-2-1:2009 4.3.3.5.1,4.3.3.5.2,4.3.3.5.3,
4.3.3.54,43.3.55,43.3.5.6,43.3.5.7,43.3.538,
4.3.3.6.1,43.3.6.2,43.3.6.3,4.3.3.6.4,43.3.6.5,
4.3.3.6.6,4.3.3.6.7,4.3.3.6.8,4.3.3.6.9,4.3.3.7.1,
43.3.7.2,433.73,433.74

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR
1.4,SR1.5,SR 1.6, SR 1.7, SR 1.8, SR 1.9, SR
1.10,SR 1.11, SR 1.12, SR 1.13, SR 2.1, SR 2.2,
SR 2.3,SR 2.4,SR 2.5, SR 2.6, SR 2.7
ISO/IEC 27001:2013 A.9.1.2

NIST SP 800-53 Rev. 4 AC-3, CM-7

PR.PT-4: 54 B! |0 HE AT}
B3 ELCH

CISCSC8, 12,15

COBIT 5 DSS05.02, APO13.01

ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8, SR
4.1,SR4.3,SR5.1,SR5.2,SR5.3,SR7.1,SR 7.6
ISO/IEC 27001:2013 A.13.1.1, A.13.2.1, A.14.1.3
NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18,
CP-8, SC-7, SC-19, SC-20, SC-21, SC-22, SC-23,
SC-24, SC-25, SC-29, SC-32, SC-36, SC-37, SC-
38, SC-39, SC-40, SC-41, SC-43

PR.PT-5: & & =2|ct &0
=H8 atAMeE Ed90H7] ?lok
HAUSOl: Zo§ =7, Fok 24,

2EHo| Fed gLt

COBIT 5 BAI04.01, BAI04.02, BAI04.03,
BAI04.04, BAI04.05, DSS01.05

ISA 62443-2-1:2009 4.3.2.5.2
ISA 62443-3-3:2013 SR 7.1, SR 7.2
ISO/IEC 27001:2013 A.17.1.2, A.17.2.1

NIST SP 800-53 Rev. 4 CP-7, CP-8, CP-11, CP-
13, PL-8, SA-14, SC-6

DE.AE-1: AHE Xt 3 A|AEIOf Tt
HEYZ 2F U o4& HolH

CISCSC 1,4,6,12,13,15,16
COBIT 5 DSS03.01
ISA 62443-2-1:2009 4.4.3.3
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Anomalies and Events (DE.AE):

Ol &50| FXI=IH ArA 2
YA S| ofs & LICt.

59l W CEX T
SE20| 7| =Mo| Mg ISO/IEC 27001:2013 A.12.1.1, A.12.1.2,
A13.1.1,A13.1.2
2|gu o
NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, SI-4
DEAE-2: EX/E AHS BH 4 Y | CISCSC3.6.13,15
22 0lsf5t7| 2Ief EAE LI, o s

ISA 62443-2-1:2009 4.3.4.5.6,4.3.4.5.7,4.3.45.8

ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR
2.11,SR2.12, SR 3.9, SR 6.1, SR 6.2

ISO/IEC 27001:2013 A.12.4.1, A.16.1.1, A.16.1.4
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, SI-4

DE.AE-3: Chst A A Gl

CISCSC 1,3,4,5,6,7,8,11,12,13, 14, 15, 16
COBIT 5 BAI08.02

MMEZEE| AFA O|O|E 7t 275

127 A HIOIE 7+ E el ISA 62443-3-3:2013 SR 6.1

gaEA 242t ISO/IEC 27001:2013 A.12.4.1, A.16.1.7
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5,
IR-8, SI-4

DE.AE-4: A9 ®gto| ZFgLct. | CISCSC4,6

COBIT 5 APO12.06, DSS03.01
ISO/IEC 27001:2013 A.16.1.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI-4

DE.AE-5: Af10
A™E L L

B ALl

CIS CSC6, 19

COBIT 5 APO12.06, DSS03.01

ISA 62443-2-1:2009 4.2.3.10

ISO/IEC 27001:2013 A.16.1.4

NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8

HOMX| & BL B
Security Continuous
Monitoring (DE.CM): &£
Al A B ap XpLE2 AFO| B & O
AHAE AlEstn B X9

= d3ot7| {8l

SELEE L

-

= "1
g

o T

DE.CM-1: H E&
AFO|EH E QF AbA

2HEZELIO

ES (kS|

[

= BAI5H

2l H

CISCSC1,7,8,12,13,15,16
COBIT 5 DSS01.03, DSS03.05, DSS05.07
ISA 62443-3-3:2013 SR 6.2

NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7, CM-
3, SC-5, SC-7, SI-4
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Stel HE
DE.CM-2: 22|58 242 XA
ALO|EH E OF AL A& EHX|B}7| 28l

ZLUEHZEL

SER T
COBIT 5 DSS01.04, DSS01.05

ISA 62443-2-1:2009 4.333 8

ISO/IEC 27001:2013 A.11.1.1, A.11.1.2
NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE-20

DE.CM-3: 013 252 & H
AFO|EH EOF AL A S EHX|B}7| Q9]
DLHEELCH

CISCSC5,7,14, 16

COBIT 5 DSS05.07

ISA 62443-3-3:2013 SR 6.2

ISO/IEC 27001:2013 A.12.4.1, A.12.4.3
NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13,
CA-7, CM-10, CM-11

DE.CM-4: 2HA 3 S J} EFX| E|L|C},

CISCSC4,7,8, 12

COBIT 5 DSS05.01

ISA 62443-2-1:2009 4.3.4.3.8
ISA 62443-3-3:2013 SR 3.2
ISO/IEC 27001:2013 A.12.2.1
NIST SP 800-53 Rev. 4 SI-3, SI-8

DE.CM-5: S| X| 42 B HY
T ETtEX|E L C}

CISCSC7,8

COBIT 5 DSS05.01

ISA 62443-3-3:2013 SR 2.4

ISO/IEC 27001:2013 A.12.5.1, A.12.6.2
NIST SP 800-53 Rev. 4 SC-18, SI-4, SC-44

E.CM-6: 215 A2 X3 K
1 S2 AN ALO|B Ot A S
[X1547] 915 2 LIE B Lt

=

Tt

gm

COBIT 5 APO07.06, APO10.05
ISO/IEC 27001:2013 A.14.2.7, A.15.2.1

NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA-9,
SI-4

DE.CM-7: SQIE|X| k2 o1y A,
K| S AZEQ0f0f Y
I

o
ZLUHZO AL

CISCSC1,2,3,5,9,12,13,15,16
COBIT 5 DSS05.02, DSS05.05

ISO/IEC 27001:2013 A.12.4.1, A.14.2.7, A.15.2.1

NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3,
CM-8, PE-3, PE-6, PE-20, SI-4

DE.CM-8: 5™ AZFHO|

SHELCH

CIS CSC 4,20
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HF otel MF SRR
COBIT 5 BAI03.10, DSS05.01
ISA 62443-2-1:2009 4.2.3.1,4.2.3.7
ISO/IEC 27001:2013 A.12.6.1
NIST SP 800-53 Rev. 4 RA-5
EIX| T2 A2 DE.DP- CISCSC19

Detection Processes (DE.DP): 0|2}
AHZAO|| CHSH QIAlS B X317
o|&) EFX| TR MA O MK}

FAIE[2 HAE LD

COBIT 5 APO01.02, DSS05.01, DSS06.03
ISA 62443-2-1:2009 4.4.3.1

ISO/IEC 27001:2013 A.6.1.1, A.7.2.2

NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14

COBIT 5 DSS06.01, MEA03.03, MEA03.04

ISA 62443-2-1:2009 4.4.3.2

ISO/IEC 27001:2013 A.18.1.4, A.18.2.2, A.18.2.3
NIST SP 800-53 Rev. 4 AC-25, CA-2, CA-7, SA-
18, SI-4, PM-14

DE.DP-3: &t X| T2 M| AT}t
HIAEELICE

COBIT 5 APO13.02, DSS05.02
ISA 62443-2-1:2009 4.4.3.2
ISA 62443-3-3:2013 SR 3.3
ISO/IEC 27001:2013 A.14.2.8

NIST SP 800-53 Rev. 4 CA-2, CA-7, PE-3, SI-3,
SI-4, PM-14

DE.DP-4: At EHX| HE 7t
A SELCH

CIS CSC 19

COBIT 5 APO08.04, APO12.06, DSS02.05

ISA 62443-2-1:2009 4.3.4.5.9

ISA 62443-3-3:2013 SR 6.1

ISO/IEC 27001:2013 A.16.1.2, A.16.1.3

NIST SP 800-53 Rev. 4 AU-6, CA-2, CA-7, RA-
5, SI-4

DE.DP-5: Bt X| T2 M A=
X &E& o2 Jf M E L|CE,

COBIT 5 APO11.06, APO12.06, DSS04.05

ISA 62443-2-1:2009 4.4.3.4

ISO/IEC 27001:2013 A.16.1.6

NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2, RA-
5, SI-4, PM-14
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B St HE HEFH
tge W] RS.RP-1: At74 2H4 =0|L} S0 CISCSC 19
TSV T Ol Response Planning (RS.RP): | cho #(=l0| AlsysLch COBIT 5 APO12.06, BAIO1.10

EFR| 2| AFO|H{ 5 OF AFZA O] ISA 62443-2-1:2009 4.3.4.5.1
CHoalol ol Lo = e Ml A gl ISO/IEC 27001:2013 A.16.1.5
_— = 1L
HSo17] 4ol S Z2AS 5 NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR-8

AR 2R 7 E L

R A 0] RS.CO-1: [HSO| R 0 X A5 CIS CSC 19
Communications (RS.CO): | A}A19] 01S1T} 96 4= 241 COBIT 5 EDM03.02, APO01.02, APO12.03
(e sEo s gl o)s . ISA 62443-2-1:2009 4.3.4.5.2,4.3.4.53,4.3.4.5.4
U LT ISO/IEC 27001:2013 A.6.1.1, A.7.2.2, A.16.1.1
OS2t A XH Oyl & & NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8
Mo =REHO| 27 RS.CO-2: AFAS M 7|Z0f w2} CIS CSC 19
x| %)Qf =g ELC} BOEL|C} COBIT 5 DSS01.03

ISA 62443-2-1:2009 4.3.4.5.5
ISO/IEC 27001:2013 A.6.1.3, A.16.1.2
NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-8

RS.CO-3: M= |2 A=loj mhat CIS CSC 19
zosct COBIT 5 DSS03.04
em=sT ISA 62443-2-1:2009 4.3.4.5.2

ISO/IEC 27001:2013 A.16.1.2, Clause 7.4, Clause
16.1.2

NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-4,
IR-8, PE-6, RA-5, SI-4

RS.CO-4: O[S 2t A Rtote| Zgo g | CISCSCI9
N L COBIT 5 DSS03.04
=zl 2t Yate HEASHL|CF
Al=of et dekl A St ISA 62443-2-1:2009 4.3.4.5.5
ISO/IEC 27001:2013 Clause 7.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RS.CO-5: G 52 ALO|H £ 0t Atz CIS CSC 19
COBIT 5 BAT08.04
OI_|A|2 CEMBET| 218l Q=
& FEA] A 27 ISO/IEC 27001:2013 A.6.1.4
OfshatAlxtet AfEH el 2 S77t NIST SP 800-53 Rev. 4 SI-5, PM-15
el Cf.
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RS.AN-1: EfX| A|ABIC 2 EE Q|
SX| 8O| ZAHELICE,

CIS CSC 4, 6,8, 19

COBIT 5 DSS02.04, DSS02.07

ISA 62443-2-1:2009 4.3.4.5.6,4.3.4.5.7,43.4.5.8
ISA 62443-3-3:2013 SR 6.1

ISO/IEC 27001:2013 A.12.4.1, A.12.4.3, A.16.1.5
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5,
PE-6, SI-4

RS.AN-2: At749| st S
O|sligtL Ct.

COBIT 5 DSS02.02

ISA 62443-2-1:2009 4.3.4.5.6,4.3.4.5.7,4.3.4.5.8
ISO/IEC 27001:2013 A.16.1.4, A.16.1.6

NIST SP 800-53 Rev. 4 CP-2, IR-4

RS.AN-3: ZHI A 0| =2l E L|C},

COBIT 5 APO12.06, DSS03.02, DSS05.07

ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR
2.11,SR 2.12, SR 3.9, SR 6.1

ISO/IEC 27001:2013 A.16.1.7
NIST SP 800-53 Rev. 4 AU-7, IR-4

RS.AN-4: CH-& A2l 0 rotat
AtZ10| B3} EL|CH

CIS CSC 19

COBIT 5 DSS02.02

ISA 62443-2-1:2009 4.3.4.5.6

ISO/IEC 27001:2013 A.16.1.4

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-§

RS.AN-5: L & 5! Q| AA0f: Li £
HAE, 20t ZX|AME, E0t

AT RHOM ZEOA SHE FHA™S
=M, 24 U O 85H7| fl%t

Z2 M7t E L

CISCSC4, 19
COBIT 5 EDM03.02, DSS05.07
NIST SP 800-53 Rev. 4 SI-5, PM-15

23}

RS.MI-1: AFAS X[ BfL|Ct

CIS CSC 19

COBIT 5 APO12.06

ISA 62443-2-1:2009 4.3.4.5.6

ISA 62443-3-3:2013 SR 5.1, SR 5.2, SR 5.4
ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
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NIST SP 800-53 Rev. 4 IR-

RS.MI-2: AtZ40| 2t3}E Lt

CISCSC4, 19

COBIT 5 APO12.06

ISA 62443-2-1:2009 4.3.4.5.6,4.3.4.5.10
ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
NIST SP 800-53 Rev. 4 IR-4

RS.MI-3: Af 2 2 A El F{ O
2etE[ALL =8 & 223
ZAI=HE L,

CISCSC4

COBIT 5 APO12.06

ISO/IEC 27001:2013 A.12.6.1

NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5

74
Improvements (RS.IM): 24 Xjf 5!

s510] 25 0| O S

e =

x
+5 0l

miot 1o

N gL et

Ol BAI/HHE 2SO 2

RS.IM-1: LHE A =0l ne S

ZoteL ot

COBIT 5 BAIO1.13

ISA 62443-2-1:2009 4.3.4.5.10,4.4.3.4
ISO/IEC 27001:2013 A.16.1.6, Clause 10
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RS.IM-2: CH-8 T Ef0| AHO|EE LY.

COBIT 5 BAIO1.13, DSS04.08
ISO/IEC 27001:2013 A.16.1.6, Clause 10
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

53
RECOVER (RC)

237
Recovery Planning (RC.RP):
AMOHf HOFAtAC 2 Hots
WO A AR EE RS
=37517| 9o} 27
T2 M A9 BT A 3L

RC.RP-1: AlO|H EOF AHH & £ &=
O|= 0] &4 AH=o| JHE LT}

CISCSC 10

COBIT 5 APO12.06, DSS02.05, DSS03.04
ISO/IEC 27001:2013 A.16.1.5

NIST SP 800-53 Rev. 4 CP-10, IR-4, IR-8

ATNE=
A RC.IM-1: =7 A|2lo]= T=0| COBIT 5 APO12.06, BAI05.07, DSS04.08
- . ISA 62443-2-1:2009 4.4.3 4
Improvements (RC.IM): 57 | SE&H. ISO/IEC 27001:2013 A.16.1.6, Clause 10
AL R Z2NAE ST NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8
H50| DES EFHCRMN | peamoz: B3 MEro| AE|0[ES Lt | COBITS APO12.06, BAIOT.08

ISO/IEC 27001:2013 A.16.1.6, Clause 10
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8
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7R ol RC.CO-1: 33 A& Te|guct. COBIT 5 EDMO3.02
ISO/IEC 27001:2013 A.6.1.4, Clause 7.4

Communications (RC.CO):
S EE2 YR AR | Re.co-2: At S BEO| g2 Lt | COBITSMEA03.02
%A}ngf _757g|5=|| |_| Ef(01| _;E;g ISO/IEC 27001:2013 Clause 7.4
- .S stz o 1 ye Ol COBIT 5 APO12.06
HE, QE AH|2 HER, | RCCO3: 215 ESEHT X ISO/IEC 27001:2013 Clause 7.4
N o : .

D7 A|AE AQX HSYAF, Q|5 Ofsf 2tA X+ Tt OfL|2t

NIST SP 800-53 Rev. 4 CP-2, IR-4
7|E} CSIRT X S 2 A) ZEr G A

FE AN ZIME = FEo| 2ot HE2 o2 /XM HE = ASLICE

Control Objectives for Information and Related Technology (COBIT): http://www.isaca.org/COBIT/Pages/default.aspx
CIS Ceritical Security Controls for Effective Cyber Defense (CIS Controls): https://www.cisecurity.org

e American National Standards Institute/International Society of Automation (ANSI/ISA)-62443-2-1 (99.02.01)-2009, Security
for Industrial Automation and Control Systems: Establishing an Industrial Automation and Control Systems Security Program:
https://www.isa.org/templates/one-column.aspx?pageid=111294&productld=116731

e ANSI/ISA-62443-3-3 (99.03.03)-2013, Security for Industrial Automation and Control Systems: System Security Requirements
and Security Levels: https://www.isa.org/templates/one-column.aspx?pageid=111294&productld=116785

e [SO/IEC 27001, Information technology -- Security techniques -- Information security management systems -- Requirements:
https://www.iso.org/standard/54534.html

e NIST SP 800-53 Rev. 4 - NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal Information
Systems and Organizations April 2013 (including updates as of January 22, 2015). https://doi.org/10.6028/NIST.SP.800-53r4.
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http://www.isaca.org/COBIT/Pages/default.aspx
https://www.cisecurity.org/
https://www.isa.org/templates/one-column.aspx?pageid=111294&productId=116731
https://www.isa.org/templates/one-column.aspx?pageid=111294&productId=116785
https://www.iso.org/standard/54534.html
https://doi.org/10.6028/NIST.SP.800-53r4
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Mobile Code
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CIS
COBIT

CPS
CSC
DHS
EO
ICS
IEC
IoT
IR
ISA
ISAC

ISAO

ISO
IT
NIST

oT
PII
RFI
RMP
SCRM
SP

American National Standards Institute
Cybersecurity Enhancement Act of 2014

Center for Internet Security

Control Objectives for Information and Related
Technology

Cyber-Physical Systems

Critical Security Control

Department of Homeland Security
Executive Order

Industrial Control Systems

International Electrotechnical Commission
Internet of Things

Interagency Report

International Society of Automation
Information Sharing and Analysis Center

Information Sharing and Analysis Organization

International Organization for Standardization
Information Technology

National Institute of Standards and Technology

Operational Technology
Personally Identifiable Information
Request for Information

Risk Management Process

Supply Chain Risk Management
Special Publication
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