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Abstract—The “research-practice gap” can prevent the appli-
cation of valuable research insights into practice. While the gap
has been studied in several fields, it is unclear if prior findings
and recommendations apply to human-centered cybersecurity
(HCC), which may have its own challenges due to the unique
characteristics of the cybersecurity field. Overcoming the gap
in HCC is especially important given the large role of human
behavior in cybersecurity outcomes. As a starting point for
understanding this potential gap, we conducted a survey of 152
cybersecurity practitioners. We found that, while participants see
the value in and are eager to receive and integrate HCC insights,
they experienced a number of challenges in doing so. Based on
our results, we discuss implications of our results, including how
we extend prior research-practice work, suggestions for how to
better support practitioners in integrating HCC into their work,
and foundations for future work to explore meaningful solutions.

I. INTRODUCTION

The disconnect between researchers and practitioners,
known as the “research-practice gap,” is a well-known phe-
nomenon that impacts myriad fields of study. This gap po-
tentially disservices researchers and practitioners alike. Re-
searchers may not benefit from practitioner insights that can
inform the development and execution of research that is
meaningful and actionable to practitioners. Conversely, prac-
titioners may not benefit from research insights that can help
guide their work and improve both their own and their users’
experiences [15]. Ultimately, these shortfalls may reduce the
impact of scientific research on practice.

Little work has been done to explore the research-practice
gap in the interdisciplinary human-centered cybersecurity
(HCC) field. HCC, often called “usable security,” involves a
consideration of influences on people’s understanding of and
interactions with cybersecurity technologies, processes, and
services[39], [52]. The field’s relevance and importance are
grounded in the observation that many cybersecurity chal-
lenges can ultimately be attributed to people’s perceptions
and behaviors. For example, an industry analysis revealed
that 74% of all cybersecurity breaches involve the human
element (e.g., human error and social engineering) [69]. A
2023 study reported that a substantial number of people feel
frustrated or intimidated by cybersecurity, do not have access

to cybersecurity training, or are overwhelmed by the cyber-
security information they receive [50]. Moreover, year after
year, it is reported that many organizations struggle to build
meaningful programs and strategies to engage and empower
their employees to make sound cybersecurity decisions [59].

To combat these trends and reduce cybersecurity failures,
the technology research and consulting firm Gartner maintains
that taking a human-centric approach to cybersecurity is es-
sential, asserting that, by 2027, 50% of large enterprise CISOs
will move towards adopting human-centric security design
practices [28]. The guidance and information to facilitate HCC
adoption is often based on evidence found by the HCC research
community. Thus, there is a need to ensure the researcher and
practitioner communities are adequately connected to facilitate
integration of research evidence into practice.

Researchers from diverse disciplines have investigated the
research-practice gap, finding that it often stems from the
differing incentives, values, and work routines across the two
groups [8], [12], [13]. These differences result in barriers –
for example, language and format of research papers, relevance
and timeliness of research, and actionability of research recom-
mendations – that may hinder practitioners from transforming
research evidence into informed action [3], [15].

It is currently unclear if research-gap issues and potential
solutions identified in other fields are applicable to HCC.
While the cornerstone of HCC is the well-developed disci-
pline of human-computer interaction (HCI), the application of
HCI to cybersecurity may present additional challenges [27].
For example, cybersecurity is often cited as being a unique
field due to the impacts of rapidly evolving technology and
threats, the adversarial setting, and the sociotechnical implica-
tions [19], [23], [27], [55].

To examine a potential disconnect in HCC, it is important
to understand the perspectives of both HCC researchers and
the practitioners who could make use of research insights.
This paper takes the first step by exploring the practitioner
perspective. We conducted an anonymous, online survey of 152
practitioners to understand their HCC perceptions, challenges,
and experiences. More specifically, we sought to answer the
following research questions:

RQ1: What are practitioners’ perceptions of and experiences
with HCC information in their work?

RQ2: How do practitioners currently and prefer to receive
HCC information, if at all?

RQ3: What are practitioners’ perceptions of HCC research?
RQ4: How, if at all, do HCC perceptions, experiences, and

ways of receiving HCC information differ depending on
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prior experience as a researcher and years of experience?

RQ5: What HCC topics do practitioners think are most im-
portant to research?

Since practitioners may obtain HCC information from
various sources and may not know whether that information
has been informed by research, we started by exploring prac-
titioners’ perceptions, experiences, and barriers about HCC in
general. We then, more specifically, moved to perceptions of
information they know to be from HCC research. We found
that, while our survey participants saw the value in and are
eager to receive HCC information, they experienced challenges
integrating HCC into their work, including lack of awareness
of HCC concepts, organizational support, and resources. There
are also gaps in how they currently receive HCC information
and how they would prefer to receive it. Furthermore, partici-
pants generally viewed HCC research favorably, but a substan-
tial number found the research difficult to find and not up-to-
date with current issues and technologies. Differences among
demographic groups were minimal and most often observed
in how participants receive HCC information. Lastly, when
asked what HCC topics were most important for researchers to
focus on, participants often mentioned topics – such as security
awareness training, secure development, and social engineering
– that are already represented in a substantial research body
of knowledge. This finding perhaps illuminates a disconnect
related to existing research not reaching practitioners.

Our study makes several contributions. We extend prior
research-practice gap work into the field of cybersecurity,
and uniquely, human-centered cybersecurity. Our novel results
provide researchers and other science communicators with
insights into potential channels for disseminating research
as well as ideas for research topics of most relevance to
practitioners. Additionally, we provide suggestions towards
informing the development of solutions that may result in
greater integration of HCC into practice while alleviating
undue burden on either community. Finally, our study provides
a foundation of inquiry for future research opportunities that
can more deeply explore and build upon our quantitative
results.

II. RELATED WORK

The research-practice gap involves the oft-observed phe-
nomenon of scientific research results being largely ignored
by practitioners and researchers not exploring problems of
value to practitioners [12]. In this section, we summarize prior
work in this space related to barriers and recommendations
relevant to our study’s practitioner focus. We then describe
how a potential gap in the human-centered cybersecurity field
may be different given the unique attributes of cybersecurity.

A. Barriers

Exploration of the research-practice gap in fields such as
business management (e.g., [3], [8], [11]), conservation biol-
ogy [41], social work [20], and human-computer interaction
(e.g., [6], [15], [32]) reveal common barriers that hinder
practitioners from using research to guide their practice. The
lack of translation of research publications to practitioner-
appropriate communications is a particularly glaring issue.
Researchers accustomed to an academic style of writing often

struggle to present their research in a form and language in
which practitioners, who may not be familiar with research
methodology, can understand and be willing to engage [3],
[11], [15]. Practitioners are often overwhelmed by current
business activities, so may not have time to seek out and read
long research papers [11]. Additionally, practitioners may not
be able to access research papers behind academic publication
paywalls [15]. Researchers, on the other hand, may have
little incentive to translate their research publications into
practitioner-friendly formats or may lack the knowledge or
resources to do so [8], [12], [15], [20], [41]

Practitioners want externally validated research with direct
relevance to and usefulness in practice [10]. However, some
research may fail to make a strong value proposition, leaving
practitioners without a clear understanding of what research
might have to offer them [45]. Historically long time spans
to get research published are incompatible with practitioner
timelines and lead to quickly outdated publications [3], [15].
Further, research outputs may lack concrete takeaways and
recommendations that are actionable in the practice context [3],
[6], [15]. This is often the case with abstract or theoretical
research, which rarely has direct impact on practice since
theories can be difficult to grasp, costly to transition to
implementation, and have unclear benefits of integrating theory
into practice [10], [29]. Additionally, since many researchers
emphasize generalizability, they may not address transferabil-
ity to the diverse contexts in which practitioners work, leaving
practitioners without a pathway for implementation [13].

Beyond research outputs, lack of two-way communication
between researchers and practitioners throughout the research
lifecycle may lead to inaccurate or incomplete abstractions
of practice and research topics that do not meet practition-
ers’ immediate needs [3]. For example, in the HCI field,
researchers’ lack of understanding of design practice may be
a core reason why practitioners do not show interest in new
methods developed by researchers [32]. Additionally, while
practitioners may have ideas about problems that need solving,
these ideas are rarely communicated to researchers because
there are few vehicles for them to do so [3], [6], [15], [32].

B. Bridging the Gap

There have been a number of recommendations to help
bridge the research-practice gap. Several researchers proposed
formalization and frameworks related to knowledge translation
(“a dynamic and iterative process that includes synthesis,
dissemination, exchange, and ethically sound application of
knowledge” [41]) and translational science (“the study of sci-
entific knowledge progression from academia to practice and
back” [16]). For greater impact, researchers are encouraged to
present research in a form and language that practitioners can
comprehend and ensure the knowledge is relevant, timely, and
applicable [3], [5], [8], [54], [63]. An HCI research group sug-
gested that researchers should move beyond a singular focus
on user-centered design towards adoption-centered design [13].
This approach emphasizes the establishment of a clear value
proposition for the research, not just for end users, but also
for other stakeholders such as target customers, administrators,
regulators, analysts, and decision-makers [13].

These proposed solutions often put the majority of the
burden of knowledge transfer on researchers. However, there is
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debate about whether this should be the case, especially if re-
searchers lack credibility with the target audience, knowledge
translation skills and experience, institutional incentives, or
resources [34], [41]. Consequently, supporters of translational
science acknowledge that responsibility extends beyond the
research and practice communities [16]. Boundary spanners,
who serve as a bridge between scientists and non-scientists to
produce outputs that enable communication between the two
groups, could relieve researchers from translation and transfer
tasks they are not trained for and are reluctant to do. [41],
[58]. Formal evidence bridges – independent intermediaries
between science and practice that translate research findings
into the language of practice while also translating the needs
of practitioners into issues researchers can address – may
also aid in knowledge exchange [41]. For example, evidence
bridges in the field of medicine – such as the American
Cancer Society, Royal College of Physicians and Surgeons,
and the Canadian Pediatric Society – “engage with medical
practitioners, synthesize primary research relevant to decision
making, and make evidence easily accessible” [41].

C. Application to Human-Centered Cybersecurity

1) Why Human-Centered Cybersecurity May Be Different:
While the research-practice gap has been identified in multiple
fields – including the closely related HCI discipline – we
posit that considerations and solutions to the gap in HCC
may be different than many other fields because of the unique
nature of the cybersecurity field itself. This difference has
been observed when applying other research fields to the cy-
bersecurity context, for example, industrial and organizational
psychology [24] and artificial intelligence [55].

From a practitioner perspective, cybersecurity is unique in
several ways. First, the intangible, uncertain nature of cyber-
security – including vulnerabilities, impacts, possible victims,
and hackers – can hinder the ability of organizations and
individuals to effectively assess security risks in advance [19].
This may result in lack of action since risk may be mistakenly
viewed as unlikely or only a remote possibility [62].

Second, cybersecurity is subject to a rapid pace of change,
with threats, technologies, and regulations constantly evolv-
ing [23], [24], [55]. The cybersecurity solutions of today may
not be relevant tomorrow [49], so keeping up with the latest
developments can be overwhelming for both cybersecurity
experts and non-experts alike [19], [23], [48], [60].

Third, unlike many disciplines, cybersecurity involves ad-
versaries who interfere with stakeholders’ goals [48], [55]. Be-
yond malicious actors, the very beneficiaries of cybersecurity
(i.e., end users) or those tasked with implementing it may be
viewed as “enemies” or “the weakest link” [2], [33], [62],
[70]. Consequently, the “human in the loop” is often regarded
as a problem to be controlled rather than empowered [71].

A fourth unique attribute of cybersecurity is the uncertainty
and debate about which cybersecurity solutions are most
effective [60]. Because cybersecurity can never be completely
guaranteed, it may be difficult to justify return on investment
and demonstrate success [19], [23] Moreover, proposed solu-
tions may result in tensions, for example, cybersecurity vs.
individual privacy [19] or usability [24].

Finally, and perhaps most relevant to HCC, cybersecurity
requires a sociotechnical approach involving multiple disci-
plines and the interplay between human, social, organizational,
technical, and broader community factors [19], [49], [55].
However, technological solutions and approaches still dom-
inate the cybersecurity community, with many cybersecurity
practitioners not understanding the intricacies of the relation-
ships critical to success in the field [37]. Practitioners are
put at a disadvantage from the start of their professional
education and training due to an “emphasis on technical and
engineering skills while discounting the important social and
organizational influences that dictate success or failure in
everyday settings” [18].

2) Cybersecurity Studies: There has been little exploration
of the research-practice gap in cybersecurity, let alone in HCC.
One study found that popular cybersecurity research topics do
not always coincide with practitioners’ main concerns [22].
Others recommended that research teams involve cybersecurity
subject matter experts early in the research to ensure devel-
oped technology is responsive to organizational needs [30].
A human-centric research study suggested that it is not the
case that security decision makers do not care or are ignorant
about the impact research findings may have [56]. Rather, they
simply do not know how to apply research findings.

Different from these studies, our initial approach to ex-
ploring the research-practice gap more broadly focuses on
practitioners’ perceptions of HCC and challenges integrating
HCC insights into practice. We believe this is a first step
in informing the research community and knowledge transfer
intermediaries so that research evidence is more relevant,
available, and consumable to practitioners.

III. METHODOLOGY

We conducted an anonymous, online survey of 152 practi-
tioners to explore practitioners’ perceptions of and experiences
with HCC. We opted to conduct a survey since we had a strong
foundation for developing survey questions and responses
based on prior qualitative interview and case studies related
to the research-practice gap ([11], [13], [15], [22], [61]).

A. Survey Development

Our research questions and findings from prior studies in-
formed our initial draft of survey questions and answer options.
Further, the experiences of our interdisciplinary research team
contributed to crafting the survey. Our three-person team had
over 25 years combined practitioner experience in cybersecu-
rity and software development and over 30 years combined
research experience in human factors psychology, human-
computer interaction, and human-centered cybersecurity.

Two subject matter experts reviewed the initial draft to
check for alignment with the research questions, clarity, and
completeness. Both reviewers had extensive experience design-
ing surveys for HCC research, and one had prior practitioner
experience as a software developer and program manager for
systems requiring high levels of cybersecurity. We incorporated
their suggestions into the final survey.

To ensure participants understood what was meant by HCC,
we described the concept at the beginning of the survey.
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Currently, there is no standard definition for human-centered
cybersecurity, nor the related terms “usable security” and “so-
ciotechnical security” [67]. Therefore, we created a composite
description based on explanations from other research groups
that work in this space [52], [39], [35], [68]. We provided the
following description to survey participants:

Human-centered security (sometimes called ”usable
security”) considers the human, social, and or-
ganizational factors related to security processes,
technologies, products, policies, etc. It involves the
relationships and interactions between people and
cybersecurity, including people’s perceptions, the
challenges they encounter, and designing usable
systems, products, and services that also result in
improved security outcomes.

The final survey (included in Appendix A) consisted of
select-one-option, select-all-that-apply, Likert scale, and open-
ended response questions. We examined perceived importance
of integrating HCC insights into work practice, the current
and preferred ways of receiving research evidence, perceptions
of HCC research, and the challenges in accessing, digesting,
and utilizing HCC insights. We further provided practitioners
the opportunity to suggest human-centered research topics that
would be of most value to them. There were also survey
questions that collected basic professional demographic and
organizational characteristics of participants.

B. Data Collection and Participants

Eligible survey participants had to be adults (18+ years
of age) with jobs involving developing, administering, imple-
menting, or overseeing cybersecurity-related resources (e.g.,
technologies, systems, processes, policies) or the cybersecurity
components of those resources. This description was provided
in the recruitment materials to establish criteria for participa-
tion and represent the wide range of practitioners who could
benefit from receiving HCC information. To recruit practi-
tioners, we advertised the study via cybersecurity practitioner
mailing lists and social media posts (X and LinkedIn) from
accounts primarily followed by practitioners and sent email
invitations to professional contacts.

The survey, implemented on the Qualtrics platform, was
open for three weeks in July 2023. We reviewed the data to
eliminate partial responses and check for response patterns that
may indicate poor data quality. We included a total of 152
practitioner survey responses in the final data set.

Table I shows participant demographics. The largest per-
centage of participants identified at least one of their roles
as security practitioner (63%), followed by manager/executive
(32%). About 38% of participants had 10 or fewer years
of experience in the cybersecurity field. Over half worked
in private industry organizations, with government being the
next most represented organization type. Over three-quarters
worked for organizations in North America.

We also asked about prior experiences with cybersecurity
research. Forty-one percent either had conducted research in
the past or were currently researchers. Over half had provided
input during the conceptualization, design, or analysis of a
research study or been a participant in a cybersecurity-related

TABLE I. PARTICIPANT DEMOGRAPHICS (N = 152)

Demographic Response Option n %

Practitioner role

Security practitioner 95 62.50%
Manager/executive 48 31.58%
IT practitioner 28 18.42%
Educator/trainer 27 17.76%
Policy maker 16 10.53%
Developer 12 7.89%
Other 11 7.24%

Years of experience

Less than 1 7 4.61%
1 to 5 21 13.82%
6 to 10 29 19.08%
11 to 15 28 18.42%
16 to 20 20 13.16%
More than 20 47 30.92%

Organization type

Academic 19 12.50%
Private industry 88 57.89%
Non-profit 9 5.92%
Government 32 21.05%
Other 4 2.63%

Region

Africa 1 0.66%
Asia 7 4.61%
Europe 17 11.18%
North America 123 80.92%
Oceania 2 1.32%
South America 1 0.66%
Caribbean Islands 0 0.00%
Pacific Islands 1 0.66%

Prior researcher experi-
ence

Yes, past 33 21.71%
Yes, current 29 19.08%
No 90 59.21%

Provided input to a re-
search study

Yes 83 54.61%
No 69 45.39%

Been a research study
participant

Yes 76 50.33%
No 75 49.67%

Given a presentation at
a security research event

Yes, practitioner perspective 52 34.21%
Yes, researcher perspective 16 10.53%
No 92 60.53%

research study. Furthermore, just under 40% had presented at
a conference or event primarily attended by researchers, with
most of those having done so from a practitioner perspective.

C. Data Analysis

We calculated descriptive statistics and inferential statistics
using Stata statistical software to look for significant (α = 0.05)
differences across the data. We also employed qualitative meth-
ods to analyze responses from the two open-ended questions.

1) Statistical Analysis: We explored differences based on
practitioner demographics by comparing independent groups
for two variables with the most potential of influence on
responses. We postulated that prior or current researcher
experience might influence the ways in which participants find,
use, and perceive HCC information and research. We were
also interested in years of experience since those with longer
practitioner work histories may have had more opportunity for
on-the-job exposure to human element issues and information.

For greater power in our statistical analysis, we combined
several demographic groups for the variables of interest.
Researcher experience consisted of two groups: those with
prior or current experience as a researcher (n = 62) and
those without researcher experience (n = 90). For years of
experience, we collapsed categories of 10 or less years into an
“less experience” group (n = 57) and those with more than 10
into a “more experience” group (n = 95).

We used Mann Whitney U tests to compare responses for
ordinal data (Likert scales), reporting significant results with
the z-statistic. For categorical question responses (selecting/not
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TABLE II. EFFECT INDICES AND SIZE THRESHOLDS

Index Test Small Medium Large
Independent groups
Cohen’s d
(d) [14]

Mann-
Whitney U

0.20 0.50 0.80

Cramer’s V
(V) [43]

Chi square (1
deg freedom),
Fisher’s exact

0.10 0.30 0.50

Matched data
Effect size
(r) [53]

Wilcoxon
signed-rank

0.10 0.30 0.50

Odds ratio
(OR) [46]

McNemar’s 1.22
(0.538, 0.82]

1.86
(0.333, 0.538]

3.00
[0.33, ∞)

selecting an option), we used Chi-square tests of association
– reported with χ2 and degrees of freedom (df) – or Fisher’s
exact tests in instances of five or less occurrences [43].

We also explored the data for significant differences in
matched (paired) data. In the case of comparisons for ordinal
response data (e.g., whether there was a difference between
ratings of HCC research being understandable vs. being easy
to find), we utilized the Wilcoxon signed rank test (reported
with the z-statistic). For categorical responses (e.g., differences
between current and preferred methods of receiving HCC
information), we used McNemar’s test (reported with χ2).

For each significant statistical result, we also report the
effect size to show the magnitude of the difference. A large ef-
fect size may indicate that a finding has practical significance,
while a small effect size may indicate limited practicality [64].
In Table II, we summarize our methods of calculating effect
size for each type of statistical test as well as the thresholds
for small, medium, and large effect sizes.

2) Open-ended Question Data Analysis: We analyzed the
data from the open-ended survey questions using qualitative
coding techniques. There were 108 responses to a question
about barriers to incorporating HCC into practice, averaging 23
words per response. A question about HCC topics of interest
yielded 104 responses averaging 27 words. For each question,
two researchers individually read through the responses and
developed an initial set of codes. They then met to discuss their
codes, agree upon a codebook, and operationalize (clearly de-
fine and describe) each of the codes. The same two researchers
then independently coded all responses using the codebook,
coming back together again to resolve coding conflicts. As
recommended by qualitative methodologists, we placed em-
phasis on insights reached during our coding discussion rather
than calculating agreement statistics [47], [4]. Codes were then
grouped into higher level categories, which are presented in our
results. The final codebook for responses related to barriers
(reported in IV-B-2) is included in Appendix B. Table IV
displays the codebook for responses about HCC topics.

D. Ethics

The study was approved by our institutional review board.
The survey’s first screen provided participants with information
about the study purpose, procedure, the voluntary nature of the
survey, their rights as a participant, and how their data would
be protected. Advancement past this first screen indicated par-
ticipant consent. Survey responses were collected anonymously
and assigned participant IDs (e.g., P22). Identifiable informa-
tion entered in open-ended survey responses was redacted from
the research record. Participants were not compensated.

8% 14% 19% 30% 30%

0% 20% 40% 60% 80% 100%

Not At All Familiar A Little Familiar Somewhat Familiar

Moderately Familiar Very Familiar

Fig. 1. Degree of familiarity with concept of human-centered cybersecurity

8% 15% 47% 31%

0% 20% 40% 60% 80% 100%

Rarely Sometimes Often Always

Fig. 2. How often participants consider human-centered cybersecurity in their
work

IV. RESULTS

We report our survey findings with descriptive statistics
and significant inferential statistical results. Research question
1 (RQ1), related to perceptions of and experiences with HCC,
is addressed in sections IV-A and IV-B. Section IV-C contains
results for RQ2, how practitioners receive HCC information.
Results about perceptions of HCC research (RQ3) are reported
in section IV-D. Differences among demographics groups
(research experience and years of experience) are reported
throughout these sections. Finally, RQ4, concerning research
topics of importance, is addressed in section IV-E.

A. Perceptions of Human-Centered Cybersecurity

We asked participants a series of questions to understand
their experiences with and thoughts related to HCC in general.

1) Familiarity with Human-Centered Cybersecurity: Sur-
vey participants rated their familiarity with HCC on a 5-point
scale ranging from “not at all familiar” to “very familiar”
(Fig. 1)1. Over half (59%) said they were moderately or very
familiar with HCC, with only 8% saying that they were not
familiar. There were no significant differences for researcher
experience or years of experience.

2) Frequency of Considering Human-Centered Cybersecu-
rity: Participants indicated the frequency with which they
considered aspects of HCC in their work on a 5-point scale
ranging from “never” to “always” (Fig. 2 ). HCC was often
or always considered by 78% of survey participants, with no
participants indicating that they never consider it. There were
no significant differences for the variables of interest.

3) Importance of Human-Centered Cybersecurity: We
asked participants to rate the level of importance of considering
HCC in their work on a 5-point scale ranging from “not
important” to “extremely important” (Fig. 3). Most (91%)

1Percentages in figures depicting Likert scale responses are rounded to the
nearest whole number.
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7% 20% 70%

0% 20% 40% 60% 80% 100%

Not Important Slightly Important Somewhat Important

Moderately Important Extremely Important

Fig. 3. Participants’ ratings of the importance of considering human-centered
cybersecurity in their work

20% 34% 36% 7%

0% 20% 40% 60% 80% 100%

Strongly Disagree Disagree Neutral Agree Strongly Agree No Experience to Judge

Fig. 4. Agreement with the statement “Information about human-centered
security has made a positive impact on my work.”

selected moderately or extremely important. More experienced
career participants rated HCC as significantly more important
than those with less experience (z = -2.70, d = 0.40).

4) Positive Impact of HCC: Participants also rated their
level of agreement with the statement: “Information about
human-centered security has made a positive impact on my
work” on a 5-point scale ranging from “strongly disagree” to
“strongly agree” with an additional “no experience to judge”
option (Fig. 4). A majority (70%) either agreed or strongly
agreed with the statement, while less than 3% disagreed
or strongly disagreed. About 7% selected “no experience to
judge.” Excluding “no experience to judge” responses in the
statistical tests, we found no significant differences for the two
variables of interest.

B. Challenges When Considering HCC

We explored challenges practitioners face when consider-
ing HCC in their daily work by asking them to rate their level
of challenge, then describe their challenges.

1) Challenge Rating: Participants rated the level of chal-
lenge they experience when considering HCC in their work on
a 5-point scale ranging from “not challenging” to “extremely
challenging” with a “no experience to judge” option (Fig. 5).
Although many participants had rated HCC as important and
frequently-considered in their work, 76% nonetheless found
the consideration to be moderately or extremely challenging.
Inferential statistical tests (excluding “no experience to judge”)
found no significant differences for the variables of interest.

2) Barriers: We asked participants an open-ended question
“What are the barriers to you, as a practitioner, being able to
integrate human-centered security into your work?” From the
108 responses, we identified six overarching themes.

Awareness and knowledge. Lack of awareness and knowledge
about HCC was mentioned as a barrier by 36 participants. On a
basic level, some practitioners may not consider HCC because
there is a “Perception that security is a technology issue, and
not human-centered” (P141). A participant working in the
government sector noted this barrier as “Understanding (many

36% 41% 16%

0% 20% 40% 60% 80% 100%

Extremely Challenging Moderately Challenging
Somewhat Challenging Slightly Challenging
Not Challenging No Experience to Judge

Fig. 5. Level of challenge participants experience when considering human-
centered cybersecurity in their work

don’t really understand the taxonomy of human involvement
so it’s hard to focus others from whatever their incoming
mental models were)” (P138). An educator/trainer working in
private industry wrote that practitioners are not trained in HCC:
“[Human-centered security is] not basic of IT/cybersecurity
education. . . It would take longer time and supportive resource
for awareness” (P86).

Even if there is awareness, some practitioners may lack the
knowledge to take action. An industry practitioner mentioned
“lack of knowledge by stakeholders (clients and auditors)”
(P148). Several participants admitted their own lack of knowl-
edge in this area. For example, one participant expressed they
were “not sure where to start” (P56), and another said, “I don’t
know what I don’t know” (P73).

Organizational support and change. Lack of organizational
support and acceptance (mentioned by 20 participants) was
cited as a barrier to integrating HCC into practice. Commonly,
this deficiency originated from leadership specifically. For
example, a security practitioner in an academic institution
described the barrier simply as “lack of commitment from top
levels of the organization to make this a priority” (P69). Lack
of support can also come from customers, as illustrated by
an IT practitioner who mentioned, “There is a lack of value
placed on involvement from companies we work for to include
a human element to security operations” (P103).

Organizational staff members, especially participants’ own
cybersecurity practitioner peers, may not support HCC in-
tegration because of “change resistance” (P93) (mentioned
by 10 participants). One participant noted a challenge of
“Fighting against outdated mindsets and security team culture
that end users or business/non tech people are not treated with
the respect they deserve as professionals and teams” (P144).
Another responded that a barrier is “people’s resistance to see
the user as an all[y]” (P104).

Lack of support and resistance to change are often
grounded in a weak value proposition for HCC. Having to
“very clearly be able to articulate the value and the process”
(P53) can be daunting. A security practitioner commented that
the “disruption of introducing cybersecurity controls, protocols
and policies is already a tough sell. There’s some basic
understanding and concern for the protection provided by
these controls, protocols and policies that is required before
it becomes a value proposition.” (P67). The introduction of
HCC into these controls, protocols, and policies faces similar
challenges. Convincing organizations of the value of HCC is
made even more difficult when practitioners cannot cite con-
crete evidence that HCC improves cybersecurity. An industry
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security practitioner cited “providing objective evidence that
the solution lives up to the promises” as a challenge (P27).
A government IT practitioner wrote, “critical reflections on
the application of HCD [human-centered design] are lacking”
(P54). A participant working in private industry believed there
was a lack of credible research:

“Not enough substantiated, verifiable, credible re-
search documentation that cites sources and provides
access to research data and methodology, to the
extent possible, so that the conclusions presented
in the research could be recalculated to confirm
or refute the conclusions from an independent and
objective standpoint” (P75)

Resources. The lack of awareness and absence of organiza-
tional support, particularly among leadership, often manifests
itself in lack of resources (mentioned by 37), including fund-
ing, staff, and time. A participant described this barrier simply
as “Resources (seen as nice to have not essential)” (P138).
An industry security practitioner and policy maker stated,
“Personnel in organizations may not be aware of the value of
human-centered security, and therefore don’t understand, have
confidence in, or allocate time or resources to it” (P44).

In addition, practitioners are simply quite busy, so may not
have the time to dedicate to learning about and integrating
HCC. For example, a participant cited a barrier as the “Time-
frame required to do the research and implementation” (P17).
A manager/executive working in private industry said, “this is
not an area that I have been officially tasked with researching
so most of what I have learned has been on my own time”
(P125). A government security and IT practitioner wrote that
“practitioners often are not given the time to work as closely
with the people performing the business/research processes as
they need to” (P133).

Guidance. HCC standards and guidance might help overcome
insufficient awareness and knowledge of HCC. However, 14
participants thought these resources were lacking. For example,
one practitioner cited a barrier being “Lack of generally
accepted and widely known principles and recommendations
for practitioners” (P15). Further, HCC concepts may not be
integrated into cybersecurity standards and guidance, which
may lead to a de-emphasis of the value of HCC. A govern-
ment participant blamed the technical focus of widely-used
guidance: “Lack of a comprehensive framework that includes
human-centered security aspects with the technical aspects.
The current RMF [Risk Management Framework [52]], while
vast and broad, really devolves to policy and technical vs
the human-centered security interactions” (P26). To progress
towards more inclusion of HCC considerations, another par-
ticipant recommended, “I believe there needs to be a bridge
to include psychology based expertise in addition to security
SMEs [subject matter experts] when considering creation or
adding an addendum to standards, frameworks that include
this human centered security” (P118).

Problematically, guidance does not always reflect the state-
of-the-art in HCC. A participant remarked that there was “Not
enough info on current topics of concern, information tends
to be old/out of date” (P61). A lack of current information
is particularly concerning when included in policies. For
example, a participant said a barrier was “Audit requirements

for outdated practices or controls (e.g., password complexity
vs. passphrases). We know things about human behaviour yet
continue to apply policies that do not align” (P151).

Tools and technology. Tools, systems, and other technologies
may not aid practitioners in integrating HCC (mentioned by 18
participants). A practitioner in private industry commented on
the lack of consideration of HCC when developing technical
solutions: “Technology workflows do not support or involve
the human aspect or context. Technology is treated as a dumb
tool, e.g., a hammer. It’s time to build better tools with human-
centric security built in” (P117). Another wrote that there is
“little ability to change or be flexible in the controls or options
to make them more usable to humans” (P70)

In addition, few tools help identify HCC issues. A devel-
oper commented on the focus on technical cybersecurity risks
within automated tools: “We now rely on tools to identify
any security risks, and if the automated tool does not find
it, it must not be a problem” (P115). Another participant
cited the “Lack of industry leading tools that incorporate
human-centered security into their product offering. Difficult
to custom build it into existing solution offerings” (P127).

Users. Nine participants described the lack of motivation and
knowledge of organizational employees (users) as a barrier to
integrating HCC in their work. One participant commented
on lack of motivation: “others not taking security seriously”
(P30). Moreover, users may not understand cybersecurity or
their responsibility for it. As P41 stated, “The people who need
the most knowledge are often uninterested, at least initially. Al-
ternatively, they’re overwhelmed by the idea of cybersecurity.”
A security practitioner working in private industry commented
that “Convincing users of the importance of their roles in
recognizing vulnerabilities and reporting suspicious events”
(P100) is a barrier. A government practitioner noted, “Our
challenge is engaging employees and users, so they recognize
and respond proactively” (P34).

C. Receiving Human-Centered Cybersecurity Information

Participants selected the means through which they cur-
rently become aware of HCC topics and insights and, in a later
question, how they prefer to receive HCC information. Fig. 6
shows the response percentages for both current and preferred.
In addition to the items in the figure, 5% of participants
indicated that they are not aware of these topics (current) and
one participant indicated that they do not care to learn about
HCC (preferred).

Over half of participants currently become aware of HCC
topics and insights via: discussions with colleagues; papers or
articles in practitioner-focused publications; websites, blogs,
and online forums; and presentations at practitioner confer-
ences or events. Participants with research experience more
often selected discussions with researchers (χ2 = 16.04, V
= 0.32), papers/articles in research-focused publications (χ2

= 8.01, V = 0.23), and presentations at research confer-
ences/events (χ2 = 16.04, V = 0.32) as compared to partic-
ipants without research experience. Less-experienced partici-
pants less often selected social media (χ2 = 4.13, V = 0.16)
and tools (Fisher’s exact p = 0.045, V = 0.17) compared to
their more-experienced counterparts.
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Fig. 6. Ways in which participants currently and prefer to obtain human-
centered cybersecurity information

Preferences for these same avenues differed in magnitude.
At least half preferred to receive HCC information via: papers
or articles in practitioner-focused publications; presentations
at practitioner conferences or events; websites, blogs, and
online forums; and standards documents. Participants with
research experience more frequently selected discussions with
researchers (χ2 = 5.90, V = 0.20), papers/articles in research
publications (χ2 = 8.51, V = 0.24), and presentations at
research conferences/events (χ2 = 5.90, V = 0.20). Those with
research experience less often selected websites (χ2 = 4.07,
V = 0.16). Less-experienced participants more often selected
mailing lists compared to those with more cybersecurity expe-
rience (χ2 = 4.26, V = 0.17).

We further found that gaps between current and preferred
means of obtaining information were significant for most
options, with medium or large effect sizes. As compared
to current means, participants had a statistically significant
preference for receiving information via papers/articles in
practitioner-focused publications (χ2 = 27.0, OR = 7.0), pre-
sentations at practitioner conferences/events (χ2 = 11.0, OR
= 0.33), presentations at researcher conferences/events (χ2 =
5.12, OR = 0.44), videos (χ2 = 5.12, OR = 0.44), mailing
lists (χ2 = 13.71, OR = 0.27), tools (χ2 = 8.40, OR =
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Fig. 7. Agreement that attributes apply to human-centered cybersecurity
research

0.39), knowledge/data repositories (χ2 = 11.76, OR = 0.32),
government publications (χ2 = 4.33, OR = 0.50), and standards
documents (χ2 = 11.26, OR = 0.34). Participants preferred to
receive less information via discussions with colleagues (χ2 =
27.0, OR = 7.0) and news media (χ2 = 8.53, OR = 2.80) than
they currently do.

D. Perceptions of Human-Centered Cybersecurity Research

Recognizing that participants may receive HCC informa-
tion from a variety of sources, we wanted to specifically
explore their perceptions of HCC research. In the survey, we
provided a definition of formal HCC research to differentiate
it from the generic “insights” and “information” referred to
in the rest of the survey: “a systematic investigation (e.g., a
survey, interview, or experimental study) to explore the human,
social, and organizational aspects of security.”

1) Attribute Ratings: We asked participants to rate their
level of agreement on a 5-point scale with a “no experience to
judge” option about whether they think six attributes apply to
HCC research. Attributes included: understandable; actionable
(worded as “something I can take and put into action”); easy
to find (“easy to find and access”); relevant (“relevant to
my organization or situation”); up to date (“up to date with
current issues and technologies”); and defendable (“defendable
to peers and leadership within my organization”). This question
was not presented to the 5% who indicated that they were not
aware of HCC topics, as reported in section IV-C.

Fig. 7 shows the ratings. Participants most often agreed
that HCC research is relevant (85%), actionable (73%), and
understandable (70%). Participants least often agreed that it
is up to date (43%) and easy to find (28%). We did not
find any significant differences for the variables of interest.
Applying a Holm-Bonferroni correction to adjust for multiple
comparisons [1], we did, however, find significant differences
between ratings for all attribute pairs except understandable
and defendable (see Table III). Easy to find and up to date
had lower agreement ratings than all other attributes. All
but one significant pairwise comparison (understandable and
actionable) had medium or large effect sizes.

2) Interest: We asked participants to rate their level of
interest in receiving information about HCC research on a 5-
point scale ranging from “not interested at all” to “extremely
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TABLE III. SIGNIFICANT PAIRWISE COMPARISONS OF

HUMAN-CENTERED CYBERSECURITY RESEARCH ATTRIBUTE RATINGS

Attribute Pair z Effect Size (r)
Understandable - actionable -2.37 0.21
Understandable – easy to find 7.91 0.69
Understandable-relevant -6.57 0.58
Understandable – up to date 4.50 0.40
Actionable – easy to find 8.40 0.73
Actionable - relevant -4.75 0.42
Actionable – up to date 5.63 0.49
Actionable – defendable 2.55 0.22
Easy to find – relevant -9.38 0.82
Easy to find – up to date -3.80 0.33
Easy to find – defendable -6.36 0.55
Relevant – up to date 8.03 0.72
Relevant – defendable 6.56 0.58
Up to date – defendable -4.09 0.36
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Fig. 8. Participants’ own interest in receiving information about human-
centered cybersecurity and perceived researcher interest in producing research
outputs for practitioners

interested.” To glean their perceptions about the research
community’s motivation, we also asked participants to rate
their perceptions of how interested HCC researchers would be
in producing research output for practitioners like them. Fig. 8
shows the ratings for both questions. Over three-quarters (82%)
of participants said they would be moderately or extremely
interested in receiving HCC research information. Significantly
fewer, but still a majority (70%), believed that researchers
would be moderately/extremely interested in producing output
for them (z = 3.76, r = 0.31). We did not find any statistically
significant differences for the variables of interest.

E. Research Topics

We asked practitioners an open-ended question about which
HCC topics they think are most important to research. Table
IV provides an overview of the 104 responses. Security aware-
ness training was the most popular topic area. Three other
topic areas were mentioned by at least 25% of respondents:
security operations and administration; governance, policy, and
compliance; and social engineering and media.

Note that, in the survey, we provided examples in the
question to help guide practitioners’ understanding of what
might constitute an HCC research topic. However, given that
some participants simply referenced the examples in their
responses, we acknowledge the limitations of the response data
for this question. For transparency, we indicate topic areas for
which specific topic examples were included with an asterisk
(*) in Table IV. For example, since the example of phishing
was in the survey, we highlight its potential influence on
the higher-level “Social engineering and social media” topic.
Despite this limitation, many participants included their own

topics or provided more details related to the example topics.
Furthermore, participants’ inclusion of the example topics may
indeed signify areas of most interest or concern. Therefore,
there is still value in reporting this data.

V. DISCUSSION

Our study is a novel investigation of the research-practice
gap within the human-centered cybersecurity field from the
practitioner perspective. In this section, we situate our research
results within existing literature, provide practical recom-
mendations for supporting practitioners, and suggest future
research opportunities.

A. Advancing Research-Practice Gap Knowledge

1) Perceptions and Barriers: Overall, participants had pos-
itive perceptions of HCC and HCC research, with most finding
it to be important and impactful and believing that HCC
researchers want to produce outputs for them. These results are
surprising as they are in contrast to other research-practice gap
studies that found practitioners often view research as hard to
understand and not actionable, and do not believe researchers
are motivated to produce outputs specifically for them [3], [5],
[11], [15]. Part of this discrepancy may be due to the formats
in which our participants receive HCC information, some of
which may have already been tailored to practitioner needs
and not in their original research paper formats.

Despite these positive perceptions, our survey uncovered
areas of concern. Participants generally did not believe HCC
research to be easy to find or access, an observation previously
noted [15]. Participants also often indicated that HCC research
was not up to date with current issues and technologies, a
result consistent with practitioner perceptions in HCI design
practice studies [3], [15]. However, we acknowledge that the
practitioner sources from which participants commonly receive
HCC information may be – unbeknownst to practitioners –
examples of translated research.

We further discovered that our practitioner participants
tended to experience a high level of challenge integrating HCC
into their work. Other literature uncovered similar challenges
for practitioners when applying research, such as difficulty
understanding specialized research terminology and concepts,
not feeling confident in the research topics, lack of translation
into practitioner tools and processes, having little time, and
resistance to change [11], [13], [15].

2) Uniqueness of the Cybersecurity Field: We see evidence
that the nature of cybersecurity may impact perceptions and
experiences perhaps differently than in other fields. Fields
previously studied in the research-practice context – such as
HCI design practice [12], [15], conservation biology [41], and
management [3], [11] – tend to be slow to change. In contrast,
the rapid pace of change in cybersecurity [23] may result in
practitioners believing that HCC research that is even just a
few years old is outdated. This assumption may contribute to
the frustration our participants shared about how cybersecurity
guidance, policies, and standards move at a much slower pace,
potentially resulting in outdated recommendations incorporat-
ing the state-of-the-art in HCC. The constant evolution in the
field may also result in practitioners simply not having the time
to actively look for HCC information (with time constraints
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TABLE IV. HUMAN-CENTERED CYBERSECURITY RESEARCH TOPICS OF MOST IMPORTANCE TO PARTICIPANTS (% OUT OF 104 RESPONSES)

Topic Area Examples n %
Security awareness and training* · “Making folks aware of why these things really should matter to them and making any training contextually

significant to their role(s) in the organization.” (P69)
· “training and awareness at the executive and board levels” (P105)
· “education at middle school, high-school, and undergraduate college-level curriculum that requires courses focused
on living securely in an internet delivered world.” (P135)

44 42%

Incident response and security operations* · “Operating guidance for folks in an adaptive zero trust environment. . . without confusing people” (P10)
· “Most effective methods. . . to identify when something has likely gone wrong (when prevention/avoidance fails),
and to respond promptly and effectively to contain spread and reduce losses when things go wrong.” (P15)
· “Organization, leadership, and individual dynamics during the detection, response, and mitigation of an incident
that develops into a serious breach” (P107)

33 32%

Governance, policy, and compliance* · “policy effectiveness and compliance” (P31)
· “Effective but EFFICIENT security policy. . . i.e., target the key risk areas and incorporate awareness of personnel
time when going farther down the priority list.” (P59)
· “Enforceable / actionable security guidelines and compliance.” (P108)

32 31%

Social engineering and social media* · “We need to validate if phishing training in its current form is more harm than help” (P81)
· “general cyber-hygiene especially with regard to Social Media.” (P67)
· “Practical strategies for work to prepare employees for social engineering attacks that are up to par with new
technologies (i.e., Chat GPT, Cloud, etc.)” (P107)

28 27%

Authentication* · “improved authentication understanding/usability” (P126)
· “Pervasive implementation of passwordless protocols and authentication mechanisms. With a heavy dose of thought
around how non-technical users implement and recover from loss of access.” (P14)
· “Understanding the importance of secure authentication methods” (P141)

24 23%

Workforce development* · “cybersecurity workforce development” (P03)
· “secure software development in all Computer science higher-education courses” (P135)

23 22%

Secure development* · “DevSecOps” (P116)
· “developers: usable and automated mechanisms for implementation” (P62)
· “How can we make developing secure software to be perceived as desirable and interesting than developing a great
feature?” (P92)

23 22%

User behaviors and attitudes · “psychological safety” (P80)
· “Understanding risk-taking behaviors by senior leadership” (P107)
· “Why people resist security controls, seeing it as an inconvenience despite the protections they provide” (P127)

23 22%

Organizational culture · “How to develop a practical culture of security that balances organizational value with the costs, time, and effort
require[d].” (P44)
· “executive buy-in in theory but in practicality it seems to be largely ignored” (P105)
· “how to change the culture in order to minimize cyber incidents” (P13)

8 9%

Risk management · “Research into adapting policy to an organization’s current threat perspective.” (P77)
· “How people think about cybersecurity risk management” (P52)
· “insider risk” (P80)

6 6%

Communication · “how to communicate effectively during a cyber incident.” (P13)
· “Working on making terminology more understandable.” (P41)
· “how to explain cybersecurity risks and countermeasures to people that are not working in a technical area” (P76)

5 5%

Measurement and benchmarking · “cybersecurity self-assessments to bring to bear peer measurement within organizations so people can judge where
they fall within the market” (P45)
· “the human cost of cyber crime” (P47)
· “how to measure the human dimension of cybersecurity. If you can’t measure it, you can’t improve it.” (P119)

5 5%

Data protection · “data loss prevention” (P70)
· “data management and security” (P105)
· “digital footprint” (P80)

3 3%

Other topics · “supply chain” (P83)
· “standardization of human-centered security” (P96)
· “cloud security adoption” (P97)
· “Scenario-based experimentation in cyber ranges” (P119)
· “The role of AI/ML in this field” (P128)

8 8%

* indicates a topic area for which a related example was provided in the survey

noted in our results) or HCC information being lost in the
volume of security information they receive.

Further divergences from previously-studied fields were ev-
ident in participants’ comments about the adversarial relation-
ship between cybersecurity practitioners and employees/users,
which is in contrast to how users are viewed in related fields
such as HCI [27], [62]. This finding may also be related to
practitioners’ de-emphasis of critical sociotechnical factors and
often-singular focus on technology. The lack of awareness
and knowledge of HCC mentioned by our participants may
be attributed, in part, to the phenomenon that cybersecurity
practitioners are missing a piece of their education, as most
are not trained in non-technical aspects of the field [18], [37].

Uncertainty about the effectiveness of cybersecurity solu-
tions was reflected in participant responses about difficulties
providing a value proposition for HCC and gaining organi-
zational support. Determining return on investment (ROI) of

cybersecurity solutions is already acknowledged as challeng-
ing [19], [23]. Establishing a value proposition and proving
ROI of human-element security measures (e.g., training) may
be even harder because organizations are frequently not captur-
ing human-centric measures of effectiveness [40], as evidenced
by participants’ desire for more research on measurement.

3) Receiving HCC Information: We uniquely identify sig-
nificant gaps in how practitioners currently and prefer to
receive HCC information. Participants’ preference for prac-
titioner publications and forums is a potential signal that they
want HCC information to be integrated into their current
information sources and workflows. Interestingly, participants
most often reported discussions with colleagues as a way in
which they obtain HCC information. This may be because
practitioners traditionally find value in learning about others’
experiences [15] or they do not know where else to get
this information. Ultimately, this finding leads to questions
about the credibility and validity of peer-provided information
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and whether other, more credible sources might be preferred.
Indeed, when asked about preferences, participants selected
colleague discussions significantly less often. In addition, there
was a decrease in preference for receiving information via
the news media, which has recently experienced a decrease
in public trust [26]. Although participants remarked that HCC
was not well-integrated into guidance publications, policies, or
standards, the substantial preference for HCC information to
be delivered via these channels may demonstrate a desire to
receive information through official or authoritative channels.
Future research efforts could further explore the idea of source
credibility among cybersecurity practitioners.

B. Supporting Practitioners, Bridging the Gap

Our participants saw the importance of human-centered cy-
bersecurity and were eager to receive and apply HCC research
insights. Based on our results and grounded in supporting
literature, we offer suggestions for how practitioners can better
be supported in accomplishing this integration.

Encourage institutions and individuals to serve as bridges.
The HCC field may benefit from the creation of evidence
bridges between researchers and practitioners [41] to address
the negative perceptions of research findability and currency
found in our study (section D). A bridge could synthesize and
translate research for practitioners who could apply research
insights to improve people’s interactions with cybersecurity.
In addition, bridges could offer practitioners a channel for
providing researchers with their uniquely qualified insights on
HCC research topics having the most potential for practical
impact and how research-informed solutions perform and offer
a value proposition in the real world [15].

Since evidence bridges are typically independent intermedi-
aries between the communities, we raise the question of which
organizations are most qualified, trusted by both communities,
and best positioned to serve as evidence bridges. There may
be a role for government research funding organizations (e.g.,
U.S. National Science Foundation, European Research Coun-
cil, and Natural Sciences and Engineering Research Council
of Canada) to facilitate their funded projects having real-world
impact. Trusted non-profits might also be candidates.

Individuals and organizations can also be full- or part-
time, formal or informal boundary spanners. Science com-
municators and others skilled in translating research infor-
mation to practitioner language can share curated research
evidence, as also suggested by other researchers [16], [61],
in ways preferred by practitioners (section C). Practitioners
with experience and connections in both communities (so-
called “pracademics” [54]) could serve as a bridge since,
as our survey supported (section C), they more often keep
abreast of HCC in research-focused venues. Organizations that
employ both researchers and practitioners could also be a
bridge. For example, one such organization created a public
research library containing HCC resources [17]. This type of
data/knowledge repository was desired by a substantial number
of survey participants and could provide practitioners with a
central location to search for information on topics of most
interest.

Share information via channels practitioners are likely
to use. To address the finding that participants think HCC

research is difficult to find and access (section D), we sug-
gest that HCC information be primarily disseminated through
the practitioner-focused channels (e.g., publications, confer-
ences/events, websites/blogs/online forums, mailing lists) they
prefer and already use. This approach of “pushing” infor-
mation rather than expecting practitioner to “pull” (i.e. seek
out information on their own) respects practitioners’ limited
time – a barrier mentioned in the survey (section B-2) and
consistent with past research about cybersecurity practitioners
being overwhelmed [9], [25]. Taking this approach, we offer
several suggestions for how research can be communicated to
practitioner audiences.

Some practitioner cybersecurity conferences encourage
talks related to HCC. For example, the popular conferences
RSA [57] and Black Hat [7] feature human element/human
factors tracks. However, the tracks are typically dominated by
practitioners and vendors, some of whom may present infor-
mation not well-grounded in research evidence. Researchers
may be hesitant to present at these conferences as travel funds
may be hard to secure. Therefore, conference sponsors could
consider offering grants to attract researchers to these events.

To avoid travel altogether, trusted cybersecurity organiza-
tions in the public and private sectors could offer periodic
webinars on HCC topics, interview researchers for podcasts,
or include mentions of HCC insights in their mailing list
announcements. Publishers of practitioner-focused magazines
and newsletters could include articles grounded in HCC re-
search. Scientific research publishers can provide articles or
special issues geared towards practitioners or provide better
search tools and open access to help practitioners find ap-
plicable research. We note, however, that survey participants
without research experience infrequently preferred to receive
HCC from researcher-focused publications and events (section
C). Therefore, depending on potential reasons for not engag-
ing with these forums (e.g., subscription pay wall, lack of
awareness, disinterest in research formats), attempts to increase
access to pure academic research forums may not be fruitful
in increasing practitioner exposure to HCC research.

To support the desire of participants to receive HCC infor-
mation in government publications and standards documents
(section C), we encourage the developers of these documents to
include considerations for the human-element (e.g., usability,
equity, and communications). It should also be communicated
that these considerations are critical towards assuring cyberse-
curity adoption and success. As an example, the widely-used
Special Publication 800-63 Digital Identity Guidelines from
the U.S. Government includes considerations for usability and
stresses the importance of limiting user burden [51].

Our findings also reveal potential targeting strategies for
practitioners at different stages of their careers (section C). We
see the importance of disseminating teasers of HCC informa-
tion via social media for more-established practitioners. These
individuals have likely developed more extensive professional
networks and are more likely to interact on professional social
media platforms such as LinkedIn [66]. Conversely, less-
experienced participants prefer HCC information be pushed
to them via mailing lists, perhaps indicating a reluctance to
search for the information on their own.

Distill basic HCC principles and benefits. The fundamental
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deficiencies in awareness, knowledge, and appreciation for
the value proposition of HCC lead to limited organizational
support and resources (section B). To address these challenges,
we suggest that researchers, evidence bridges, and boundary
spanners engage in the creation and widespread distribution
of easily-consumable information on basic HCC principles
and the importance of HCC in cybersecurity practice. HCC
primers could be in several forms. Professional training courses
about HCC basics or integration of HCC concepts into existing
professional certification programs could provide a formalized
pathway to learning about HCC. Further, the need to impart
the importance of HCC earlier in people’s careers may be
supported by our finding that less experienced survey partici-
pants rated the importance of HCC significantly lower than
more experienced participants. Thus, we see the need for
more integration of human-centered computing concepts into
traditional computer science and related degree programs.

A second possibility could entail short, targeted publica-
tions that distill HCC concepts discovered through research
into a format more digestible to practitioners and disseminated
through practitioner venues. For example, an article “Eight
Lightweight Usable Security Principles for Developers” [31]
was published in a magazine and then succinctly summarized
in a one-page website targeted at developers [38]. Advertised
via mailing lists and social media, a U.S. government agency
published a two-page handout describing common human-
element misconceptions and suggestions for how to overcome
those [36]. HCC basics could also include tips on commu-
nicating to non-technical audiences and decision makers, a
topic of interest among the survey participants. Guidance for
communicating during specific cybersecurity situations (e.g.,
in the midst of cyber incidents [44]) could also be valuable.

Prioritize the synthesis and reporting of research topics
of most importance to practitioners. We note that there
is a large, existing body of research knowledge in several
of the topic areas listed by participants in section E, for
example security awareness and training (e.g., [42]), social
engineering (e.g., [21]), and secure development (e.g., [65]).
This may imply that practitioners are not aware of the research.
Therefore, our findings identify areas of priority for synthesis
and presentation to practitioners. Researchers and boundary
spanners could produce meta-analyses, literature reviews, or
other evidence syntheses that include research evidence on
these topics (as suggested by [3]). These compendiums may be
more valuable and palatable to busy practitioners. In addition,
because these represent the results from multiple research
efforts, they may hold up better to scrutiny as compared to
single studies.

C. Limitations and Opportunities for Future Work

Our study has several limitations. As is common in self-
report studies with nonprobablity sampling, there may be self-
selection bias. Participants who opted to complete the survey
may have had a pre-existing interest in HCC, which could
explain the high percentages of participants indicating that they
were familiar with HCC or viewed it as important.

Several demographic skews may also limit the wide ap-
plicability of our results. Our participants largely worked in
North American institutions, likely because of the U.S.-based

mailing lists used for recruitment. Therefore, it is unclear as
to whether our results apply to practitioners in other regions.
In addition, a substantial number of participants had prior
research experience. To account for this, we utilized inferential
statistics to determine when this prior experience influenced re-
sponses. Not surprisingly, prior research experience influenced
how participants received HCC information, biasing them more
towards research publications and forums. However, these
significant differences may have limited practicality due to
their small effect sizes. Interestingly, we note that research
experience did not translate into significantly different views
on HCC research or any other perception or experience.

Finally, we acknowledge that, although a sizeable research
community works on cybersecurity projects related to develop-
ers (e.g., [31], [33], [65]), less than 8% of our participants held
this role. Since developers may work under different pressures
and incentives than other practitioners, we see the value of
a similar survey being conducted with developers to better
inform the developer-centered research community.

There are opportunities to build upon our study. Our largely
quantitative results provide insights into practitioner ratings
but offer few explanations into the reasons behind partici-
pants’ responses nor solutions that would be most valuable
to practitioners without requiring extensive effort on their
part. A follow-up study with practitioners to gather in-depth,
qualitative responses could fill these gaps. Additionally, it is
important to explore the researcher perspective to discover
potential areas of conflict and harmony between the two
communities. We leave this exploration to future work.

VI. CONCLUSION

Through a survey of 152 cybersecurity practitioners, we
begin to uncover perceptions, experiences, and challenges that
could enable or hinder the critical application of human-
centered cybersecurity research into practice. Our study adds
to the current research body of knowledge by exploring a
field with unique characteristics and challenges as compared
to previously-studied fields. Based on our results, we provide
researchers, boundary spanners, and cybersecurity guidance
producers with suggestions on how to more effectively dis-
seminate HCC information to practitioners. We also uniquely
capture which HCC research topics are of most interest to
practitioners, providing a roadmap for priority areas warranting
synthesis and future research. These insights can help progress
the integration of evidence-based HCC concepts and actions
into cybersecurity practice, resulting in better outcomes for
individuals and organizations.

DISCLAIMER

Certain commercial companies or products are identified
in this paper to foster understanding. Such identification does
not imply recommendation or endorsement by the National
Institute of Standards and Technology, nor does it imply that
the companies or products identified are necessarily the best
available for the purpose.
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APPENDIX

APPENDIX A: SURVEY INSTRUMENT
TERMINOLOGY

Security will be used as shorthand for cybersecurity.

Human-centered security (sometimes called “usable security”) con-
siders the human, social, and organizational factors related to
security processes, technologies, products, policies, etc. It involves
the relationships and interactions between people and cybersecurity,
including people’s perceptions, the challenges they encounter, and
designing usable systems, products, and services that also result in
improved security outcomes.

INFORMATION ABOUT YOU AND YOUR JOB

1) Which of the following best describes your current position as
a practitioner? Select all that apply. If you are also a researcher,
you will have an opportunity to indicate that later in the survey.

□ Security practitioner
□ IT practitioner
□ Software or hardware developer
□ Manager or executive
□ Policy maker
□ Educator or trainer
□ Other (please specify)

2) How many years have you worked in a job involving security?

◦ 1-5
◦ 6-10
◦ 11-15
◦ 16-20
◦ More than 20 years

3) Which of the following best describes your current, primary
organization/institution?

◦ Academic
◦ Private industry
◦ Non-profit
◦ Government
◦ Other (please specify)

4) In which region is your current organization?

◦ Africa
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◦ Asia
◦ Europe
◦ North America
◦ Oceania
◦ South America
◦ Carribean Islands
◦ Pacific Islands

INVOLVEMENT WITH RESEARCH

5) Have you ever been a researcher?

◦ Yes, in the past
◦ Yes, and I currently still am a researcher
◦ No

6) Have you ever provided input into the conceptualization,
design, or analysis of a research study?

◦ Yes
◦ No

7) Have you ever been a participant in a security-related research
study (for example, as a study interviewee, survey respondent, or
participant in an experiment)?

◦ Yes
◦ No

8) Have you ever given a presentation at a security-related
research conference or other event primarily attended by re-
searchers?

◦ Yes - from a practitioner perspective
◦ Yes - from a researcher perspective
◦ No

HUMAN-CENTERED SECURITY

Please answer the following questions from your practitioner per-
spective (even if you have been or are currently a researcher).

Reminder: Human-centered security considers the human, social,
and organizational factors related to security processes, technologies,
products, policies, etc. It involves the relationships and interactions
between people and cybersecurity, including people’s perceptions, the
challenges they encounter, and designing usable systems, products,
and services that also result in improved security outcomes.

9) How familiar are you with human-centered security?

Not at all Familiar - A Little Familiar - Somewhat Familiar -
Moderately Familiar - Very Familiar

10) What do you think is the level of importance of considering
human-centered security in your work?

Not Important - Slightly Important - Somewhat Important - Moder-
ately Important - Extremely Important

11) How often do you consider aspects of human-centered security
in your work?

Never - Rarely - Sometimes - Often - Always

12) What is the level of challenge you have experienced when
considering human-centered security in your work?

Not Challenging - Slightly Challenging - Somewhat Challenging -
Moderately Challenging - Extremely Challenging - No Experience to
Judge

13) Rate your level of agreement with the following statement:
“Information about human-centered security has made a positive
impact on my work.”

Strongly Disagree - Disagree - Neutral - Agree - Strongly Agree -
No Experience to Judge

14) For what reasons do you disagree that human-centered
security has made a positive impact on your work? (Only asked
if Strongly Disagree or Disagree was selected in Question 13)

15) Through what means, if any, have you become aware of
human-centered security topics and insights? Select all that apply.

□ Discussions with colleagues
□ Discussions with researchers
□ Papers/articles in practitioner-focused publications
□ Papers/articles in research-focused publications
□ Presentations at practitioner-focused conferences, meetings, or

other events
□ Presentations at research-focused conferences, meetings, or

other events
□ Podcasts
□ News media
□ Videos
□ Websites, blogs, other online forums
□ Social media
□ Mailing lists
□ Tools or other software or hardware
□ Knowledge and data repositories
□ Government publications
□ Standard documents
□ Other (please specify)
□ I am not aware of these topics

16) This question is about your opinions related to formal human-
centered security research, which is a systematic investigation
(e.g., a survey, interview, or experimental study) to explore the
human, social, and organizational aspects of security. Rate your
agreement with the following: “Human-centered security research
is .” (Only asked if “I am not aware of these topics” was NOT
selected in Question 15)

Strongly Disagree - Disagree - Neutral - Agree - Strongly Agree -
No Experience to Judge

Understandable
Something I can take and put into action
Easy to find and access
Relevant to my organization or situation
Up-to-date with current issues and technologies
Defendable to peers and leadership within my organization

17) How interested are you in receiving information about human-
centered security research?

Not Interested at all - Slightly Interested - Somewhat Interested -
Moderately Interested - Extremely Interested

18) In your opinion, what is the extent to which human-centered
security researchers would be interested in producing research
outputs for practitioners like you?

Not Interested at all - Slightly Interested - Somewhat Interested -
Moderately Interested - Extremely Interested

19) Through what means, if any, would you prefer to receive
information about human-centered security topics and insights
in the future? Select all that apply.

□ Discussions with colleagues
□ Discussions with researchers
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□ Papers/articles in practitioner-focused publications
□ Papers/articles in research-focused publications
□ Presentations at practitioner-focused conferences, meetings, or

other events
□ Presentations at research-focused conferences, meetings, or

other events
□ Podcasts
□ News media
□ Videos
□ Websites, blogs, other online forums
□ Social media
□ Mailing lists
□ Tools or other software or hardware
□ Knowledge and data repositories
□ Government publications
□ Standard documents
□ Other (please specify)
□ I don’t care to learn about these topics

20) What are the barriers to you, as a practitioner, being able to
integrate human-centered security into your work?

21) What human-centered security topics do you think are most
important for researchers to focus on right now (for example,
how people respond to security attacks, cybersecurity workforce
development, usable authentication mechanisms, phishing, secu-
rity policy compliance, secure development, threat detection tools,
security awareness training)?

APPENDIX B: BARRIER CODES

HCC awareness and knowledge

• Lack of awareness
• Lack of knowledge

Organizational support and change

• Acceptance and support
• Prioritization
• Resistance to change

Resources

• Funding
• Time and staff

Guidance

• HCC principles
• Integration of HCC into technical documents
• State of the art

Tools and technology

• Tool and system design and coding
• Toolsets for HCC

Users

• Motivation - taking security seriously
• Knowledge
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