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Bugs Framework (BF)

Formalizing Software Security Bugs, Weaknesses, and Vulnerabllities
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Motivation

® Crucial need of a formal classification system allowing unambiguous specification of software
security bugs and weaknesses, and the vulnerabilities that exploit them.

Objective

® Create bug models, weakness taxonomies, and vulnerability models with causation and
propagation rules; and an unambiguous formal weakness/vulnerability specification language.

BF Bug Models

® Bug/Fault Type related software execution phases with non-overlapping operations
» Causation between weaknesses — by operation flow
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BF Weakness Taxonomies

® Weakness Types with valid cause-operation-consequence relations — e.g., the BF MUS class:
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BF Vulnerabllity Model

BF Vulnerability Model ® Chains Of Weaknesses
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BF Formal Language

® BFCFGlisaG=(V, 2, R,S) tuple with finite sets of tokens £ ={ a | a.is BF taxon} U { @, lookup() },
variablesV, rulesR={A—-w | A€V, w € (VU Z)*}, and a predefined start S € V

® BF LL(1)? Attribute CFG?3 is BF CFG derived via left-factorization and left recursion elimination

Syntax Rules ® BF formal language is the BF LL(1) CFG
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1 CFG — Context-Free Grammar; 2 LL(1) — Left-to-right Leftmost-derivation One-symbol-lookahead; 3 Attribute CFG — adds attributes, and semantic and predicate functions.

Potential Impact

® Models and a formal language for unambiguous bug, weakness, and vulnerability specifications —
for use by professionals, Al algorithms, and systems for training, data generation, and research.
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