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Abstract—Harnessing the benefits of blockchain, such as decen-
tralization, immutability, and transparency, to bolster the credibil-
ity and security attributes of federated learning (FL) has garnered
increasing attention. However, blockchain-enabled FL (BFL) still
faces several challenges. The primary and most significant issue
arises from its essential but slow validation procedure, which selects
high-quality local models by recruiting distributed validators. The
second issue stems from its incentive mechanism under the trans-
parent nature of blockchain, increasing the risk of privacy breaches
regarding workers’ cost information. The final challenge involves
data eavesdropping from shared local models. To address these
significant obstacles, this paper proposes a Blockchain-enabled
Incentivized and Secure Federated Learning (BIT-FL) framework.
BIT-FL leverages a novel loop-based sharded consensus algorithm
to accelerate the validation procedure, ensuring the same security
as non-sharded consensus protocols. It consistently outputs the
correct local model selection when the fraction of adversaries
among validators is less than 1/2 with synchronous communi-
cation. Furthermore, BIT-FL integrates a randomized incentive
procedure, attracting more participants while guaranteeing the
privacy of their cost information through meticulous worker selec-
tion probability design. Finally, by adding artificial Gaussian noise
to local models, it ensures the privacy of trainers’ local models.
With the careful design of Gaussian noise, the excess empirical
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risk of BIT-FL is upper-bounded by (’)(1"’3‘% + 27 where n
n

n

represents the size of the union dataset, ann(li“:nmin represents the
size of the smallest dataset. Our extensive experiments demonstrate
that BIT-FL exhibits efficiency, robustness, and high accuracy for
both classification and regression tasks.

Index Terms—Federated learning, blockchain, incentive mecha-
nism, consensus protocol, differential privacy.

1. INTRODUCTION

ITH the dramatic development of machine learning

(ML), it has been widely applied to various areas in
our daily life. However, training a centralized ML model is
difficult due to rapidly increasing model scale and required
data volume. Therefore, federated learning (FL), a distributed
learning paradigm that can also preserve the privacy of local data,
is proposed [1]. In a typical FL framework, the ML model (e.g.,
Multilayer Perceptron (MLP), Convolutional Neural Network
(CNN)) is distributed to a plethora of workers, who train this
model with their local data and then update the model weights
to a central server without divulging the private data, a setup
referred to as centralized FL, or update the weights to other
distributed workers, known as decentralized FL.

While FL offers significant advantages in terms of pri-
vacy preservation, several challenges continue to hinder its
widespread adoption [2], [3], [4], [5], [6], [7], [8]. With regard
to centralized FL, the biggest challenge is brought by the central
server. Since the global aggregation relies on a central server, it
is usually exposed to many cyber attacks, such as the single point
failure. In contrast, the biggest challenge in decentralized FL is
that without the trustworthy central server, no one validates the
quality of local models resulting in many potential attacks on
learning model brought by malicious distributed workers, such
as the random-gradient attack and sign-flipping attack.

As shown in Fig. 1, in order to alleviate these aforementioned
drawbacks of traditional FL, some new blockchain-enabled fed-
erated learning (BFL) frameworks [9], [10] have been proposed.
In such frameworks, with the help of blockchain, the central
server is substituted by a set of distributed miner nodes. In
fact, blockchain works as a decentralized and distributed digital
ledger that records the training information across multiple
workers in a way ensuring the security, transparency, and im-
mutability of recorded information.
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A. Motivation

Although blockchain enhances the security of FL, it also
introduces many new challenges.

The primary and most significant challenge stems from the
necessary yet sluggish validation procedure. To mitigate the
risk of potential attacks on the learning model introduced by
malicious workers during model training, blockchain implemen-
tations rely on validators to conduct local assessments of mod-
els provided by distributed trainers. Subsequently, validators
consistently select certain local models for global aggregation
using consensus algorithms within the blockchain network. A
prevalent approach involves each validator validating all lo-
cal models, followed by collective determination of selected
models using consensus algorithms like the Practical Byzantine
Fault Tolerance (PBFT) algorithm [11]. However, the valida-
tion process incurs linear increases in time with the growing
number of validated local models, resulting in significant time
consumption, particularly when dealing with large volumes of
data, extensive learning model scales, and numerous trainers.
Additionally, achieving consensus among validators is neces-
sary due to potential adversaries aiming to disrupt the model
selection process. However, existing consensus algorithms in
BFL typically involve all validators, leading to substantial time
overhead for achieving consensus. To address these challenges,
an alternative method is to partition validators into smaller
shards, enabling parallel validation of different models. How-
ever, this method presents challenges in ensuring accurate model
selection, as the presence of adversaries in smaller shards may
compromise the validity of the selection process.

The second challenge arises from the incentive procedure
within the transparent nature of blockchain. In order to incen-
tivize more participants to engage in blockchain for executing
training tasks, incentives play a crucial role. Consequently,
various auction-based incentive mechanisms have been pro-
posed, where workers are required to report their actual costs
as bidding prices to maximize rewards. Based on the reported
bidding prices, a smart contract selects some workers to execute
the training tasks. However, due to the transparent nature of
blockchain, the list of selected workers must be published, allow-
ing every participant in the blockchain to access this information.
Nonetheless, this operation may lead to the leakage of cost
information in BFL [17]. For instance, consider a price-based
incentive mechanism involving three workers, wy , wo, w3, with
corresponding bids by = 1, by = 2, b3 = 3. In this mechanism,
at the start of each training round, two workers with the lowest
bidding prices are selected to execute the training task. However,
in scenarios involving multiple training rounds, a worker like
ws could repetitively decrease their bidding price until selected.
This process enables w3 to infer the bid of another worker, such
as ws. Since this mechanism ensures bids equal actual costs, the
cost information of ws is inadvertently disclosed, resulting in
whatis known as an inference attack. Although this attack can be
mitigated using anonymity approaches based on cryptography
technologies, such as zero-knowledge proofs, these approaches
typically entail significant time overhead.

The final challenge stems from privacy preservation in the
training procedure. While FL can safeguard trainers’ privacy
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by transmitting local models instead of local data, studies have
revealed that sensitive information can still be inferred by ana-
lyzing these models [18]. As a result, some existing approaches
employ homomorphic encryption on local models. However,
computational operations involving ciphertexts incur significant
time overhead, particularly in blockchain environments where
models need validation by numerous validators. Another alter-
native involves introducing artificial noise to local models to
achieve differential privacy (DP). Nonetheless, this introduces
accuracy loss in the learning model due to the added noise,
necessitating the design of appropriate noise levels and the se-
lection of suitable trainers to mitigate performance degradation.
Despite existing research on FL with differential privacy, direct
application to our scenario is not feasible due to the integration of
multiple procedures, notably the incentive mechanism. Existing
works typically assume uniform random selection of workers to
ensure the accuracy of their proposed frameworks theoretically.
However, BIT-FL requires worker selection based on a specific
probability distribution due to the randomized incentive pro-
cedure, rendering existing approaches inadequate for ensuring
performance in our scenario.

Therefore, in order to build a secure, efficient, credible,
and accurate BFL framework, it requires us to consider all of
the above challenges together. To address the first challenge,
the validators are divided into small shards so that they can
validate the model quality in parallel. Furthermore, to prevent
incorrect model selection, a novel loop-based sharded consen-
sus algorithm is proposed. The proposed consensus algorithm
not only improves validation efficiency but also achieves the
same security guarantee as non-sharded consensus protocols.
It can always output the correct decision when the ratio of
adversaries among validators is less than % under synchronous
communication. To tackle the second challenge, a randomized
incentive mechanism is proposed, where each worker is selected
according to a probability distribution. By meticulously design-
ing the selection probability, it can achieve differential privacy
(DP) on workers’ reported bids, preventing malicious workers
from inferring cost information from the published winner list.
Finally, to address the third challenge, the privacy of workers’
local models is protected by adding artificial Gaussian noise.
After meticulously designing the shape of the noise distribution,
we can guarantee the accuracy of FL. For convenience, we
summarise the performance comparison of existing works in
Table L.

B. Contributions

To address these aforementioned challenges, we propose a
novel framework, called BIT-FL. The main contributions of this
paper are as follows.

e Framework Design: Unlike existing works, we propose

a novel framework for BFL, namely, BIT-FL, to provide
secure, accurate, and efficient FL training on blockchain. It
consists of three procedures: Incentive Procedure, Training
Procedure, and Validation Procedure. The Incentive Proce-
dure utilizes a randomized incentive mechanism to attract
more workers while protecting the privacy of their cost
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TABLE I
PERFORMANCE COMPARISON OF EXISTING BLOCKCHAIN-ENABLED FEDERATED LEARNING
Metric (s) BIT-FL (Ours) SPDL Refiner BEFL BCFL BAFL PBFL
Incentive Guarantee v X v X X v v
Poisoning Security v 4 v v v 4 v
Privacy Protection v 4 X X v X v
Sharding Construction v X X X X X X
Byzantine Tolerance [(k—1)/2] [(k—1)/3] [(k—1)/3] [(k—1)/2] [(k—1)/2] [(k—1)/3] [(k—1)/2]
Runtime Short Moderate Long Moderate Long Long Moderate
SPDL: a blockchain-enabled secure and privacy-preserving decentralized learning framework [11], refiner: a reliable and efficient incentive-driven federated learning framework powered by

blockchain [12], BEFL: a lightweight blockchain-empowered secure and efficient federated learning framework [13], BCFL: a fast blockchain-based communication-efficient federated learning
framework [14], BAFL: a blockchain-based asynchronous federated learning framework [15], PBFL: a privacy-preserving byzantine-robust federated Learning framework based on blockchain

[16].

information. The Training Procedure applies a disturbance-
based training approach by adding artificial noise to guar-
antee the privacy preservation of workers’ local models.
Additionally, the Validation Procedure employs a loop-
based sharded consensus algorithm to improve the effi-
ciency and security of model validation.

® Validation Procedure: To improve the efficiency of model
validation, BIT-FL integrates a novel validation procedure,
where validators are divided into small shards, allowing
validators in different shards to validate models in parallel.
Additionally, it employs a loop-based sharded consensus
algorithm to ensure the correctness of model selection
with [ (8 — 1)/2] malicious validators under synchronous
communication, where & is the number of validators. This
achieves the same security guarantee as the non-sharded
consensus protocols. To the best of our knowledge, this
is the first sharded consensus algorithm that achieves the
same security as the non-sharded consensus algorithm
while maintaining reasonable performance, greatly im-
proving the efficiency of local validation in BIT-FL.

® [ncentive Procedure: In order to attract more workers to
join the model training, BIT-FL integrates an incentive
procedure. It achieves DP on workers’ reported bids by
implementing a randomized incentive mechanism with
meticulous design of selection probability. This not only
attracts workers’ participation but also defends against
false reporting and inference attacks. To the best of our
knowledge, this is the first incentive mechanism that con-
siders the defense against interference attacks caused by
the transparent nature of blockchain.

® Training Procedure: To address privacy concerns regard-
ing workers’ sensitive information, BIT-FL integrates a
training procedure. This involves adding artificial Gaus-
sian noise to local models to achieve DP. Furthermore,
by meticulously designing the Gaussian noise, it limits
the excess empirical risk of BIT-FL to (’)(“;7;7/2 + lomy,

where n is the size of the union dataset andmﬁmin is the
size of the minimum dataset. As far as we know, this
represents the initial endeavor to ensure the accuracy of FL
from a theoretical perspective under non-uniform worker
selection.

C. Organization

The remaining part of the paper proceeds as follows. Section IT
summarizes related works, and Section III introduces necessary
preliminaries. Then, the system model and threat model are

introuduced in Section IV, after which, the detailed framework
illustration of BIT-FL is provided in Section V, with the cor-
responding theoretical analysis elaborated in Section VI. Next,
we conduct extensive experiments and show the experimental
results in Section VII. Finally, this paper is concluded in Sec-
tion VIII.

II. RELATED WORKS

In this section, some related works are introduced, mainly in
terms of incentive-based and DP-based BFL frameworks.

Incentive-Based BFL Frameworks: To attract more partic-
ipants for executing BFL training tasks, numerous incentive
mechanisms have been proposed, employing game-theoretic,
contribution-based, or other models, while considering various
factors such as the quantity of data [19], [20], [21], [22], [23].

Xu et al. [19] proposed an incentive mechanism based on
the local model’s contribution, facilitating the quantification
of each worker’s impact using diverse clustering algorithms.
Gao et al. [20] designed an incentive governor aiming to fairly
and reliably distribute profits to workers by considering both
the contribution and reputation of workers. Wang et al. [21]
investigated resource allocation in the BFL framework and sub-
sequently designed an incentive mechanism to offer rewards for
both training and mining activities. Wang et al. [22] established
economic incentives in blockchain to prevent disturbance by
untrustworthy participants and enhance data privacy measures
in hierarchical FL.

Differential Privacy-Based BFL Frameworks: There have
been many existing works [11], [24], [25], [26] in BFL frame-
works, focusing on privacy-preserving issues, typically leverag-
ing DP methods for their excellent efficiency compared to homo-
morphic encryption and secure multi-party computation [27].

Xu et al. [11] proposed a privacy-preserving and robust
BFL system adeptly orchestrating the decentralized learning
procedure, exploiting a DP-based approach along with model
aggregation techniques drawn from [28]. Riickel et al. [25]
proposed an FL framework that incorporates blockchain, local
DP, and zero-knowledge proofs to achieve fairness, integrity,
and privacy preservation for all participating workers. In terms
of DP, Wei et al. [29] introduced the concept of user-level DP,
incorporating various scales of noise into the model updates of
individual workers. Furthermore, due to the potential presence of
Byzantine nodes among the workers in the BFL system, these
nodes may maliciously submit fabricated local models in an
attempt to undermine the integrity of the training process. In
response to this challenge, numerous studies have focused on
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designing Byzantine-resilient FL systems, with the primary goal
of effectively safeguarding the system against attacks from such
Byzantine nodes [30], [31], [32], [33], [34], [35], [36], [37].

III. PRELIMINARIES

The preliminaries introduced in this section include
blockchain, consensus algorithm, federated learning, and dif-
ferential privacy.

A. Blockchain and Smart Contract

Blockchain, initially proposed by Nakamoto as an append-
only distributed database, serves as a foundational technology
for Bitcoin’s operation. Functioning as a decentralized ledger,
blockchain is maintained and replicated by all participants in the
network. When data is written onto the blockchain, it triggers a
state transition, which is recorded as a transaction. Furthermore,
transactions are collected in the form of blocks, which are then
broadcast, synchronized, and confirmed across the blockchain
network. Utilizing a peer-to-peer (P2P) network, blockchain
technology ensures the secure, transparent, and decentralized
recording of transactions.

Smart contracts, initially implemented by Ethereum in
2014, enable the execution of complex transactions within the
blockchain. In smart contract-supported blockchain systems, a
transaction can carry arbitrary computation. Participants send
transactions containing designated program codes to miners for
deploying or invoking smart contracts. Each miner that receives
the transaction will carry out predefined program codes and
verify the legality of the transaction based on the execution
results.

B. Vote-Based BFT Consensus Algorithm

Voting to accept or reject a given input is the most common
vote-based BFT consensus algorithm, which delivers a binary
outcome. Such algorithm requires all participants to vote on only
one input. For example, in a leader-based consensus algorithm,
participants vote on the value put forward by a leader who is
elected according to certain rules. Vote-based BFT consensus
algorithms have been applied to blockchains. However, in such
algorithms, the next leader cannot be elected and propose a new
block until the last block has been voted to accept or reject by all
participants. This limitation slows down the state progression of
a blockchain and increases transaction latency. To improve the
scalability of blockchains, the technique of blockchain sharding
is utilized, while addressing issues such as data availability
and centralization risks. It partitions the network into smaller
units, known as shards, to increase parallelism and reduce the
consensus overhead within each shard. Such blockchains are
referred to as sharded blockchains.

C. Federated Learning

The FL problem, for the union dataset D = U;" ;D; with a

total size of n, where D; = {(x1 ,y§ )), cee (ng), y,(f))} with

asize n; and n = Z’;ll n;, aims to find the model parameter
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vector @ € R? that minimizes the following empirical risk func-
tion with a regularization coefficient ¢, where ¢ > 0:

meinF(B,D), )
for
",
=> —Fi(6 @)
n
=1
where

Zf

¥
<0 y0) S8R @)

D. Differential Privacy

This subsection introduces DP applied to preserve the privacy
of the reported bids and the local models. It is defined using a
specific concept, i.e., the adjacent sets. Informally, two sets B
and B’ are adjacent if they differ by only one element. Based on
the adjacent sets, the (¢, §)-DP is defined as follows, where the
privacy budget ¢ and the failure probability ¢ satisfy 0 < e < 1
and 0 < 0 < 1.

Definition 1 ((€, 0)-Differential Privacy [38]). A randomized
mechanism M : A — R is (¢, 0)-differentially private if for any
two adjacent sets B, B’ C A, the inequality

Pr[M(B) € K] < e“Pr[M(B') € K] + 6, @)

holds, where 0 < ¢ < 1 and 0 < § < 1. Furthermore, A and
‘R are the domain and the output range of the mechanism M,
respectively, and L C R is a set of outputs of M.

Definition 2 (Exponential Mechanism [38]). Given a score
function p : A X R — R and an input set B C A, Mg : A —
‘R is an exponential mechanism if an output r € R is selected
by the probability that is proportional to exp(egu(B, 1)), i.e.,

Pr{M(B) = 1] o exp (epn(B,r)) 5)

where the privacy budget e satisfies 0 < ep < 1.
Definition 3 (Gaussian Mechanism [38]). Given any function
f:A— R<, the Gaussian mechanism is defined as

Mq(B) = f(B) + Z, (6)

for any two adjacent sets 5,8 C A with the privacy bud-
get 0 < e < 1 and the failure probability 0 < §¢ < 1, where
7/ is the additive noise sampled from the Gaussian dis-

tribution A'(0,021y) with ¢ > VZUUI2RIRG g A =
supg g |[f(B) — f(B)]].

IV. SYSTEM MODEL AND THREAT MODEL

In this section, we introduce the system overview, threat
model, and desirable goals.

A. System Overview

We consider a blockchain system with a smart contract
C, which comprises a set W = {wy,...,w;,} of m work-
ers. Each worker w; holds a dataset denoted as D; =
{(x(ll), (1)), (ngl),y,(h)} with size n;, where x( € R?
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Fig. 1. Illustration of blockchain-based federated learning system.

represents the input in the denotation of a d-dimensional sample
vector and yjm represents the output. Let D = Uy, ewD; =
{(x1,91),- -, (Xn,yn)} be the total dataset with a size of n,
where the superscript of each data is omitted for convenience.
At the tth training round, the workflow of BIT-FL is shown in
Fig. 2 and described as follows.

® [ncentive Procedure: The workers in }V obtain the training
tasks from blockchain (Step (1)). Then each worker w;
submits a bid b; to the smart contract C (Step @), which
is her bidding price for executing the task in this training
round. The actual cost for task execution is denoted as ¢;
and is not known to any other workers. After receiving
worker bids, the smart contract C determines the set KC; of
K winning workers for the tth training round (Step (3)).
The winner set &C; is then divided into a set 7; of x trainers
and a set V; of & validators at random (Step (4)). According
to their contributions to model training, smart contract C
further determines the payment p; paid to every trainer in
7; and validator in V; (Step (5)).

® Training Procedure: The winning workers in C; download
the current global model from the blockchain. Based on the
received global model, each trainer ¢; € 7; conducts the
training task locally, and then, submits the local model
updates to every validator v; € V; (Step (6)). The validators
select ¢ models through Validation Procedure to obtain
0"t in global aggregation, where the corresponding se-
lected trainers form a selected trainer set S; (Step (8)).

e Validation Procedure: The validators form a set H; con-
sisting of H shards, each comprising ¢ validators, where
¢ is determined as ¢ = | +-]. Each shard selects | 4] local
models to verify their quality in parallel, utilizing a public
dataset PD that can be accessed by anyone in the system.
Subsequently, a leader within each shard proposes a voting
procedure, known as a block, and broadcasts it to the other
members within the shard (Step (7). This block aims to
determine whether the validated local model meets the
required criteria. Following this, all validators within the
shard submit their votes, denoted as 1 or O representing
“agree” or “disagree”. Finally, the validators select ¢ train-
ers and utilize their local models for global aggregation.

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 24, NO. 2, FEBRUARY 2025

B. Threat Model

Within the framework of BIT-FL, workers are selected from
a broad group of participants (e.g., mobile edge computing
devices), which may result in malicious workers entering this
system. In fact, all of three procedures of BIT-FL are exposed to
security risks. We consider two common attacks in the Incentive
Procedure:

® False Reporting Attack [39]: Workers are required to report
their bidding price b; to compete for the training tasks.
Due to their selfish nature, they may provide a false price
unequal to their actual cost ¢; to maximize utility.

® [nference Attack [17]: Due to the transparent nature of
blockchain, the smart contract requires the publication
of the selected workers. Therefore, when workers report
their actual cost as the bidding price, they are exposed to
inference attacks on their cost information.

During the Training Procedure of BIT-FL, we consider five

potential attacks brought by malicious trainers:

® [nformation Eavesdropping Attack [17]: Although FL can
protect the privacy of sensitive information by allowing
the submission of local models rather than the private data,
it is shown that analyzing local models can also lead to
information leakage.

® Random-gradient Attack [30]: In this context, malicious
trainers generate a random value as the model update
instead of conducting the training process. Specifically, the
trainer samples values from a Gaussian distribution with
mean /., and standard deviation o,, to form their local
models.

o Sign-flipping Attack [30]: Instead of sending the original
model update G;(6'1), malicious trainers set the value
$m - G;(0'1) as the model update, where s,,, is the scaling
factor of this attack, satisfying s,,, < 0. Furthermore, as the
value of s,,, decreases, the magnitude of the sign-flipping
attack increases.

® Adversarial Poisoning Attack [40]: Unlike the aforemen-
tioned untargeted attacks, the adversarial poisoning attack
aims to mislead the ML model into incorrect classification
behavior on specified tasks. Malicious trainers can corrupt
the model in a predetermined manner (e.g., misclassify cats
as dogs) by manipulating the training data. As a result, for
the specified tasks, the model always outputs an incorrect
decision, while for the other tasks, the output is correct.

® Backdoor Attack [41]: The malicious trainers conduct the
training process using contaminated data to create a hidden
trigger within the ML model, introducing a subtle vulner-
ability. When this trigger condition is met, the model’s
behavior is maliciously altered, resulting in a predefined
incorrect prediction.

During the validation procedure, validators need to determine
whether the validated local model can be selected for global
aggregation using a vote-based consensus algorithm. In this con-
text, we consider two common attacks in consensus algorithms.

o LivenessAttack [42]: Tt refers to adversaries deviating from
the algorithm with invalid operations, hence blocking the
progress of the system.
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o Safety Attack [42]: It refers to multiple adversaries col-
luding and aiming to coerce the system into accepting an
incorrect block.

Indeed, consensus algorithms typically utilize liveness and

safety thresholds to measure their security.

Definition 4. Liveness threshold I and safety threshold S rep-
resent the maximum allowable ratio of adversarial participants
within a shard to ensure liveness and safety, respectively, where
S>1.

In fact, the malicious validators implement these two attacks
by simply disagreeing the correct validation result or remain-
ing silent during any voting. To illustrate Definition 4 more
clearly, let’s see an example. In a shard comprising 10 validators
with S = 0.6, it tolerates six adversarial validators in the shard
without compromising safety as long as a decision is reached
when at least seven validators concur on the same outcome.
However, if four or more validators within the shard disrupt
liveness by either disagreeing or remaining silent during voting,
the shard becomes unable to reach decisions, thus undermin-

ing its liveness. In fact, some works set S =1 = %, while

some set S = % > | where & is the number of adversaries in
a shard.

C. Design Objectives

The proposed BIT-FL aims to achieve the following desirable

goals:

o Secure and Fair Incentive: BIT-FL ensures a fair exchange
between task execution and rewards without the need for a
central authority, thereby preventing malicious behaviors
such as false-reporting attacks. Additionally, it safeguards
the privacy of workers’ cost information from inference
attacks.

e Secure and Accurate Training: BIT-FL is capable of de-
fending against attacks in the Training Procedure initiated
by malicious trainers. Moreover, as a learning model, it
ensures high training accuracy.

e Secure and Efficient Validation: BIT-FL ensures security,
encompassing liveness and safety, and maintains high ef-
ficiency during the validation procedure.

ﬁ\[j%@%@%@%@%@%@j@

Blockchain

Ilustration of the system overview, where the circled numbers represent the order of events.

Algorithm 1: BIT-FL — Incentive Procedure.

Input: Worker set W, bid b; of each worker w;.
Output: Winner set K, trainer set 7¢, validator set V¢, rewards p;
of winners._
1 Define a copy set W + W;
2 St < 0 (empty set);
3 while |K;| < K do
4 for each w; € VW do
// Winner Selection:

5 Select worker w; € W with probability shown in Eq. (7);

6 if w; is selected then

7 Add w; to trainer set 7; with probability P and to
validator set V; with probability 1 — P;

8 W+ W\{w;};

9 Utilizing Validation Procedure to obtain the set S; of ¢

selected trainers whose local models will be utilized in
global aggregation;
// Payment Determination:

10 if 7; € S; then

11 L Calculate the payment to 7; by Eq. (8);
12 if v; is honest then

13 L Calculate the payment to v; by Eq.(9);

V. FRAMEWORK ILLUSTRATION

This section presents the design details of BIT-FL and outlines
the algorithm. BIT-FL comprises three procedures: the Incentive
Procedure, which is used to attract more workers to execute
training tasks; the Training Procedure, which aims to train
models in a decentralized manner; and the Validation Procedure,
which is for validating the quality of local models.

A. Incentive Procedure

As mentioned previously, since other workers may infer the
reported bid from the published winner list, it is necessary to pro-
tect the privacy of cost information. Although workers can apply
zero-knowledge proofs to achieve anonymity, which prevents
others from identifying them from the winner list, it consumes a
significant amount of time and space to generate corresponding
proof. Therefore, here, we will apply the exponential mechanism
introduced in Definition 2 in Section III to guarantee the DP of
workers’ cost.
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As shown in Algorithm 1, the Incentive Procedure contains
two sub-phases, namely, Winner Selection and Payment Deter-
mination, which function as follows.

Winner Selection: To employ thls mechamsm the score func-
tion is set to (W, w;) =

W. The score function means that for the input W, once worker
w; is selected to execute the training task, the score is 1 — 3 b’_ .

Then, according to this score function, the selection probability
of worker w; is

_ oxple “’m”b if w; €W
PrMp(W) =w] ={ =, qoo(<(-75)) :
0 otherwise

(7)

where ¢ = ep/(eln(e/dg)) for the given privacy budget 0 <
eg < 1, failure probability 0 < dg < 1. Additionally, b; is w;’s
bid. It can be obtained that A = |1bL < 1. For convenient

explanation, let’s denote Pr[M E(W\) = w;] as Pr(b;).

According to the selection probability determined by specific
criteria, the smart contract obtains the winner set X, comprising
K winning workers. This set is further divided into two subsets
uniformly at random: the trainer set 7; with « trainers and the
validator set V; with & validators. Each trainer 7; € 7; is selected
from /C; with a probability P to execute the training tasks, while
each validator v; € V; is selected with a probability 1 — P to
execute validation tasks.

Payment Determination: The payment p; to each winner w; €
IC is determined according to her role in model training. In each
training round, the smart contract selects a set S; of ¢ trainers
from the trainer set 7; based on the workers’ model quality
validated in the validation procedure. Without loss of generality,
let o denote the number of malicious trainers in 7;, and & denote
the number of malicious validators in V;. The payments are as
follows.

e For the selected trainer 7;, her payment is

fbb Pr(b)db

i =5 | bi 8
Pi=5pg \" T T Py ®)
e For the honest validator v;, her payment is
b max
1 J, e Pr(b)db
p; = bj + =2 ©
2(1-P) Pr(b;)

Note that the unselected trainers and malicious validators will
not obtain the rewards. The details for trainer selection will be
illustrated in the validation procedure.

B. Training Procedure

As mentioned previously, since sensitive information can also
be divulged by analyzing trainers’ submitted local models, it
is necessary to protect the privacy of local models. Although
trainers can apply homomorphic encryption to guarantee pri-
vacy protection, it consumes a lot of time to implement global
aggregation with the ciphertexts. Therefore, in this paper, we will
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Algorithm 2: BIT-FL — Training Procedure.
Input: Trainer set 7, validator set V¢, number of training round 7',
initialized parameter 9.
Output: model parameter 67

1 for 1=1,...,T do
// Local Training:
2 for each trainer T; € T; do
3 |_ Calculate G;(8*~1) by Eq. (10), and send it to validators;
4 Utilizing Validation Procedure to obtain the set S; of g selected
trainers whose local models will be utilized in global
aggregation;
// Global Aggregation:
5 Update the model parameter 8¢ by Eq. (11) utilizing local
models of selected trainers who are in Sg;

apply the Gaussian mechanism, as introduced in Definition 3 in
Section III, to ensure DP on workers’ local models.

As shown in Algorithm 2, this procedure consists of two sub-
phases, namely, Local Training, and Global Aggregation, which
work as follows.

Local Training: At the tth round, after the incentive proce-
dure, each honest trainer 7; € 7; calculates the noisy gradient
G;(0'1) of the local objective function F; (', D;) according
to

Gi(gtfl) —

where F;(0'~!,D;) with trainer 7;’s dataset D; is given by
(3), and Zi' are the added noises for ¢t = 1,...,T, which are
independent and identically distributed (i.i.d) random variables
drawn from (0, 021,). Additionally, d represents the dimen-
sion of the global model parameter 6. Finally, the noisy gradient
G;(0*1) is transmitted to every validator v; € V; for model
validation. In contrast, the malicious trainers in 7; launch the
attacks shown in Section IV by submitting malicious local
models.

Global Aggregation: After the validation procedure, it obtains
alist S; of selected local models. Each validator then calculates
the global aggregation and updates the global model 6% as

Z Gi<9t_1)7

i:w; €Sy

VE(60"',D;) + ZL, (10)

ot =6t — (11)

Zg T ES,:

where 1) > 0 is the learning rate, and n; is the size of trainer 7;’s
dataset.

C. Validation Procedure

As mentioned previously, since malicious trainers may launch
attacks introduced in Section I'V to bring down the model perfor-
mance, it is necessary to employ validators to assess the quality
of local models. However, the time required for model validation
increases linearly with the number of models to be validated. If
each validator is tasked with validating all local models, it will
consume a significant amount of time. Therefore, in the valida-
tion procedure, we divide the validators into small shards, where
different models are validated in parallel across distinct shards.
However, some malicious validators may violate the validation
rules. Moreover, due to the division of validators, some shards
may contain more malicious validators, making it challenging
to accurately validate model quality. Therefore, we propose
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a loop-based sharded consensus algorithm to assist validators
in making accurate decisions and avoiding false positives. In
summary, the validation procedure functions as follows: All &
validators are divided into H shards, each containing ¢ = | 5]
validators. At the /th loop, upon receiving the validation task
for the local model of trainer 7;, each validator in shard Ay,
where (i+!— 1) =/¢ mod H, evaluates the model quality
using a public dataset PD. Subsequently, validators in shard
h¢ exchange their votes with one another. The voting process
concludes when the number of validators in validator set }; with
the same vote surpasses S; X ¢ X [, at which point the validation
process is terminated. If this condition is not met, the process
proceeds to the next loop, involving a new shard hy ;. Here,
S represents the termination threshold, corresponding to the
security threshold S discussed in Section I'V. Specifically, at the
lth loop, S; is calculated as

R(1-R)

S i=R+z
¢ x|

(12)
where R = %, with & denoting the number of adversaries in the
validator set V,. Additionally, z is a variable derived from the
standard Gaussian distribution with a cumulative probability of

— &;, where b represents a security parameter.

In detail, as depicted in Algorithm 3, this procedure consists of
two sub-phases: Local Validation and Global Consensus. Here
is how they operate: Before commencing the local validation,
the validators form a set H; = {h1,...,hy} comprising H
shards, with each shard accommodating ¢ = | 4| validators.
Additionally, each validator v; is allocated ¢ assistants randomly,
responsible for storing messages such as the signed vote of
validator v;. Subsequently, each validator receives all local
models from trainers and computes the accuracy of the global
model 8*~! using the formula

2 —
(Ot 1 PD - Ot 1 X]E;])ay](gj))+5||0t 1||27

3 —
HM:r

13)
where PD denotes a public dataset stored in the blockchain for
model validation, with a size of n.

Local Validation: During the [th loop, each trainer 7;’s local
model undergoes validation solely by the validators in shard
he, where (i +1—1)=/¢ mod H. This validation involves
computing the model 0 ; using the formula

0;,=0""—n -G8 "), (14)

where 7 denotes the learning rate. Subsequently, validator v;
evaluates the accuracy of trainer 7;’s model using

L7

Fy(08;.PD) = = > 7017 y”) + SIl6L,1P ()
k=1

If F;(0; ;,PD) < F(8"',PD), it indicates that trainer 7;’s

local model positively contributes and can be selected for global
aggregation; otherwise, it cannot be selected. Notably, all honest
validators will arrive at the same decision for each trainer 7;,
as their input of F;(@! ., PD) and F (6", PD) are identical.

1,79
Following this, the procedure proceeds to the Consensus
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Algorithm 3: BIT-FL — Validation Procedure.

Input: Trainer set 7; with updated of local models, validator set V¢,
global model parameter 8¢~ 1.
Output: Decision on the selection of each local model.
Each validator v; calculates the model accuracy F(0*~!, PD)
under parameter 8*~1 by Eq. (13);
LOOP [ «+ 0;
3 while Selection of all local model has not been determined do

N

for Each local model G;(6'~1) of trainer T; do
// Local Validation
5 for Each v; in shard hy for (i +1—1) = £ mod H do
6 Validate model quality F}; (9 ,PD) by Eq. (15);
7 if 7(6! ;,PD) > F(G‘ ! PD) then
] | The model G;(6*~1) can be selected;
9 Go to Consensus Implementation;
// Global Consensus
// Consensus Preparation
10 LOOP [+ 1 +1;
1 for Each shard hy for (i +1—1) = ¢ mod H do
12 Select a leader;
13 if LOOP | =1 then
14 Leader proposes a block containing the question
whether G; ('~ 1) is selected;
15 else
16 for Each validator v; in shard hy do
17 Receive vote summaries Uy o1 from all
validators vy, in shard hy_q;
18 Check the summaries and record them to her
vote summary;
19 if More than (1 — S;_1) fraction of
validators in Ujh; disagree then
20 Synchronize the block and latest states;
21 L Go to Local Validation;
// Consensus Implementation
22 for Each vj in shard hy for (i +1—1) = £ mod H do
23 Send her vote to all validators in hp and her assistants;
24 Record all votes of validators in hy in her summary;
25 Go to Consensus Verification;
// Consensus Verification
26 Any validator v; check her vote summary;
27 if No more than S fraction identical votes in Ujh; for
Vj: (i mod H) < j </ then
28 Validator v; broadcasts a command for going to
Consensus Preparation to the all validators in shards
Ujhj for Vj: (i mod H) <j < (£+1)
29 else
30 Validator v; sends the vote summary to the current
shard leader;
31 Go to Consensus Determination;
// Consensus Determination
32 for Leader in shard hy do
33 Request all < validators in shard h, to submit their
vote summaries;
34 Check correction of validator v;’s vote summary
submitted at the end of Consensus Verification;
35 Propose a decision block containing all summaries and
determined correct vote summaries;
36 All & validators in blockchain make consensus on this
decision block by any BFT algorithm;
37 if Decision block is correct then
38 Terminate the voting process and broadcast the
L decision on selection of trainer 7;’s local model;
39 else
40 Go to Consensus Preparation by additionally involving
shard hyyq;

Implementation of the Global Consensus to determine whether
this local model will be selected.

Global Consensus In order to prevent false decisions in the
presence of malicious validators, this paper proposes a new loop-
based consensus algorithm. The algorithm consists of four sub-
phases.

e Consensus Preparation: Before reaching consensus, each
shard h, randomly selects a leader. During the first iter-
ation, this leader broadcasts a block containing the ques-
tion of whether trainer 7;’s local model will be selected.
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Conversely, in subsequent iterations (denoted by [), valida-
tors within shard Ay, indexed by (i +1 — 1) = ¢ mod H,
receive all vote summaries Uy, ¢ from all ¢ validators
vg. These summaries are obtained exclusively from the
last involved shard h,_q, for which (i 4+1—2) = (¢ —
1) mod H, where Vk : v, € hy_;. The vote summary
Uy -1, a matrix authored by validator vy, contains &
rows and two columns representing different voting sta-
tuses (Acceptance (00), Rejection (01), No-voting (10),
Double Voting (11)). Each row stores the voting status of
validator v; € U h., where (¢ mod H) <z < (£ —1),
corresponding to the jth row. Any honest validator v, € hy
diligently checks for conflicting information in all received
U}, ¢—1. In case of discrepancies, such as the vote status of
validator v, recorded in U, o1 differing from other sum-
maries, validator v, resolves the issue by querying the vote
in question from the assistants of validator v, and drawing
her own conclusion. Subsequently, she records all these
votes in her vote summary. If the combination of U}, 41
forallk : vy € hy_ revealsthatatleast (1 — S;_1) fraction
of all voted validators, i.e., the fraction of all validators in
shards U;h; whereVj : (i mod H) < j < (¢ — 1), either
disagree with the majority voting or remain silent, each val-
idator v; € hy synchronizes the block and proceeds to Lo-
cal Validation to implement the (I + 1)th local validation.
Consensus Implementation: Each validator v; € h, sends
their vote to all validators in shard h,. Simultaneously,
they transmit the vote to their assistants, including a block
hash, their decision, and a digital signature. Subsequently,
each validator v; records all received votes from validators
in shard hy in their vote summary. Then, the validators
proceed to Consensus Verification.

Consensus Verification: Any validator v; € hy checks their
vote summary. If no more than S; fraction of validators
cast identical votes and the pre-defined time bound Ajaep
is reached, validator v; broadcasts a command for all
validators in shards U;h;, where Vj : (i mod H) < j <
(¢ + 1), to proceed to Consensus Preparation. Otherwise,
if more than S; fraction of validators in shards U;h;, where
Vj: (¢ mod H) < j < {,castidentical votes, validator v;
sends the vote summary to the current shard leader.
Consensus Determination: Upon receiving the summary
from validator v;, the leader requests all ¢ validators in
shard h, to submit their vote summaries to prevent adver-
sary manipulation. In fact, the leader checks the correctness
of validator v;’s submitted vote summary by comparing
it with the others. If there are discrepancies among the
received vote summaries, the leader determines the correct
votes from the assistants of validators whose votes are
distinct. Finally, the leader proposes a decision block con-
taining all summaries as well as the correct vote summary
determined. Following this, all k validators in the network
reach a consensus on this decision block, which can be
facilitated by any BFT algorithm after simply checking
the contained vote summaries. If the decision is deemed
correct, the leader terminates the voting process in shard
h, and broadcasts the decision on the selection of trainer
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7;’s local model. Otherwise, the voting process proceeds
to Consensus Preparation for the (I + 1)th loop.

Remark 1. In the Validation Procedure, several key consider-

ations arise:

® During Global Consensus, malicious behaviors by adver-
saries may result in a delay in accepting or rejecting a block
(decision of model selection), requiring multiple iterations
involving additional shards. To prevent adversaries from
manipulating the voting process by submitting malicious
votes, validators whose votes (including those opposing
the final decision or remaining silent) are contrary to the
consensus will be expelled from the system.

e Since adversaries may attempt to prematurely terminate
the voting process by sending an incorrect vote summary,
it is necessary for a randomly selected leader to verify
their summary to prevent such malicious behavior. How-
ever, given the possibility that the leader may also act
dishonestly, the leader is required to propose a decision
block for other validators to verify her actions. To ensure
the integrity of this process, a Byzantine Fault Tolerance
(BFT) algorithm is employed in Consensus Determination.
It’s important to note that this BFT algorithm is solely
utilized to validate the leader’s vote checking, which can be
efficiently completed by verifying the contained vote sum-
maries in the decision block without requiring additional
complex operations such as model validation.

VI. THEORETICAL ANALYSIS

In this section, it will be shown that BIT-FL satisfies the
properties introduced in Section IV. In brief, it preserves the
DP of reported bids (Theorem 1) and local models (Theorem 2)
while maintaining security against Byzantine attacks when val-
idators validate models (Theorem 4). Tight bounds on the excess
empirical risk are derived when the empirical risk function is
-strongly convex (Theorem 3).

A. Analysis of Incentive Procedure

Due to the incentive mechanism employed, BIT-FL demon-
strates the ability to thwart the attacks discussed in Section I'V.

Lemma 1. BIT-FL enables all workers to truthfully report
their bids.

Proof. Please refer to the proof in Appendix A, available
online. (]

In addition to defending against false reporting attacks, an
effective incentive mechanism should also provide workers with
incentives to participate and benefit from task execution.

Lemma 2. When there are o malicious trainers in the trainer
set T¢, with a < k — ¢, BIT-FL ensures that both validators and
selected trainers satisfy individual rationality in Payment Deter-
mination. Here, q represents the number of selected trainers in
the trainer set 7;, which has a size of k.

Proof. The conclusion follows from (8) and (9) since work-
ers will truthfully report their bids, implying b, = ¢; for each
worker w;. O
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Furthermore, BIT-FL’s meticulous design of worker selection
probability helps prevent inference attacks on workers’ cost
information.”

Theorem 1 (Differential Privacy of Bids). For any privacy
budget 0 < ex < 1 and failure probability dg € (0, %} BIT-FL
is (eg(e — 1) /e, g)-differentially private on the reported bids,
where e is the base of the natural logarithm.

Proof. Please refer to the details in Appendix B, available
online. (|

B. Analysis of Training Procedure

With the help of the Validation Procedure, BIT-FL can defend
against attacks by malicious trainers, including information
eavesdropping attack, random-gradient attack, sign-flipping at-
tack, adversarial poisoning attack, and backdoor attack. Before
presenting the theoretical analysis, it requires making some
assumptions, denoting the ¢3-norm and the inner productas || - ||
and < -, - >, respectively.

Assumption 1 (G-Lipschitz). A loss function f:C x D —
R is said to be G-Lipschitz over 6 if, for any jth data
point (x;,;) € D and parameters 61,0, € C, where 0 < j <
n and G > 0, the inequality |f(01,x;,y;) — f(02,%;,y;)| <
G||01 — 02” holds.

Assumption 2 (L-Smooth). A differentiable loss function f :
C x D — Ris L-smooth over 8, if for any jth data (x;,y;) € D
and parameters 61,05 € C, where 0 < 7 < nand L > 0, the in-
equality f(01,%;,y;) < f(62,%x;,y;)+ < f(62,%;,y;), 01 —
0, > +%||01 — 02”2 holds.

Assumption 3 (p-Strongly Convex). A differentiable empiri-
cal risk function F' : C x D — R s ¢-strongly convex over 0 if
for all 8,05 € C and a constant ¢ > 0, it satisfies

F(BQ,D) > F(91,D)+ < VF(Hl,D)702 -0, >

+ 21162 - 0] (16)

Lemma 3. BIT-FL can defend against the random-gradient
attack, sign-flipping attack, adversarial poisoning attack, and
backdoor attack from malicious trainers.

Proof. These attacks can be defended by implementing the
Validation Procedure. In this procedure, the local model of each
trainer needs to be validated by distributed validators. According
to the selection rules, only the models that positively contribute
to global aggregation can be selected. (]

To defend against information eavesdropping attacks, BIT-FL
allows different trainers to add artificial Gaussian noise. In fact,
by meticulously designing the shape of the noise, BIT-FL can
achieve DP on trainers’ local models.

Theorem 2 (Differential Privacy of Local Models). For any
privacy budget 0 < e¢ < 1 and failure probability 0 < dg <
1, if the loss function f(@,-,-) is G-Lipschitz over 8, with ¢
selected trainers, BIT-FL is (e¢, d¢ )-differentially private on the
local models by setting the variance o2 of the additive Gaussian
noise according to

In(1 T
2. n( é5c). 2G2 7 (17)
e 4" Min
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where ¢ > 0 is a constant, 7" is the number of training rounds,
and n.,;, 18 the size of minimum dataset.

Proof. Please refer to the details in Appendix C, available
online. O

Remark 2. To ensure the differential privacy of local trainers
in federated learning (FL), many studies add Gaussian noise to
local models by carefully designing the Gaussian distribution’s
shape (i.e., the distribution’s variance). To demonstrate that
their mechanisms protect the differential privacy of local train-
ers, these studies typically use the moment accountant method
proposed in [18]. Moreover, most existing FL frameworks are
based on FedAvg, proposed in [1], where each trainer is selected
uniformly at random. When incentive mechanisms do not affect
the selection probability, the aggregated global model also fol-
lows a Gaussian distribution, allowing the existing analysis to
ensure differential privacy. However, unlike these approaches,
BIT-FL applies a randomized incentive mechanism, meaning
that workers are not selected uniformly at random. As a result,
the aggregated global model follows a mixture of Gaussian
distributions rather than a pure Gaussian distribution, leading
to a more complex analysis. Therefore, it is necessary to design
a new shape for the added Gaussian distribution to generate
artificial noise that guarantees the differential privacy of local
models.

By denoting the random sequences S = Si...S; and
Ziy = Z1... 2, the following theorem is established, where

ZL~N(0,0%1y) and Z, =3, s, s 2} for t=
Jiw €Sy
1,2,...,T. Furthermore, S; is the selected trainer set at the

tth training round, where each selected trainer w; € S; has a
dataset with the size n;.

Theorem 3 (Training Accuracy). Without loss of generality,
assume that the loss function f(6,-,-) is G-Lipschitz and L-
smooth over 6, and that F'(0, D) is differentiable. Furthermore,
assume that F'(0, D) is ¢-strongly convex. For the privacy bud-
get 0 < g < 1 and the failure probability 0 < §g < 1, when
selecting ¢ honest trainers in each training round and setting the
variance o2 of the additive Gaussian noise according to (17)
with the positive learning rate 7 = % BIT-FL satisfies

1n(1/5G) 1n(eanmin)
(eanmin)2

0 < Esppy 20 [F(07,D)] = F* < ¢y

In(1/6¢) In(egqnmin) Inn
+ C2 (Eanmin)3/2 0377 (18)
€2Gq27L2

where T'=1c4-1n (W(l"/gc)) is the number of training
rounds, F* = ming F'(0,D) is the global minimization of
F(6,D),and dis the dimension of . Furthermore, the minimum
data set has the size n,,;, while the union set of all data has
the size n. Additionally, the parameters ¢, co and c3 are some
positive constants.

Proof. Please refer to the detailed proof in Appendix D,
available online. U

Remark 3. The artificial noise added to the local models,
aimed at preserving individual privacy, often results in a loss of
accuracy. In Definition 1, e represents the privacy parameter,
with higher values indicating a greater risk of disclosing private
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information. According to Theorem 2, an increase in e corre-
sponds to a decrease in the variance o of artificial Gaussian
noise. This suggests that smaller noise, typically resulting in
higher training accuracy, is more likely to be drawn and added
to the local models. Conversely, a decrease in e leads to lower
training accuracy. Furthermore, Theorem 3 demonstrates that a
larger e results in a smaller gap between the training loss and the
optimal loss, typically implying higher training accuracy. There-
fore, by considering Theorems 2 and 3, we can design the
Gaussian noise distribution by selecting an appropriate g
to strike a balance between privacy preservation and training
accuracy.

C. Analysis of Validation Procedure

It is known that there are & adversaries in the validator set V.
In order to improve the efficiency of the validation procedure
with a loop-based sharded consensus algorithm, BIT-FL divides
the validator set into H shards, which may reduce the security
of the algorithm since there may be more adversaries in some
shards. Therefore, to guarantee the security of the consensus
algorithm, it is necessary to determine the size of the shard.

Lemma 4. Given a validator set V; with size k& and & adver-
saries such that R = % < % for any R < S; < 1, to guarantee
that the probability of having at least S; x ¢ adversaries in
each of H randomly selected shards is greater than or equal

tol — %, the shard size ¢ must satisfy ¢ > Rs(ll,;Rl,
is a Gaussian variable with a cumulative distribution probability
of 1— % for a security parameter b.

Proof. Please refer to the detailed proof in Appendix E,
available online. O

Corollary 1. With the same condition as in Lemma 4, to
guarantee that the probability of having at least one honest
validator in each of H randomly selected shards is greater than

orequal to 1 — 12" the shard size ¢ must satisfy: ¢ > F21=2)

' (ELE):
for S =1-— %

Lemma 5. The adversary cannot compel the activation of a
new loop if the voting process has terminated in the previous
loop.

Proof. Please refer to the detailed proof in Appendix F, avail-
able online. 0

Lemma 6. An adversarial shard leader can be identified
through additional measures.

Proof. Please refer to the detailed proof in Appendix G,
available online. 0

Theorem 4. The proposed loop-based sharded consensus al-
gorithm achieves the same security guarantee as that of a
non-sharded consensus algorithm. Specifically, when there are
a < [(R — 1)/2] adversaries in the validator set, validators can
always make the correct decision on the selection of local
models.

Proof. Please refer to the detailed proof in Appendix H,
available online. g

where z

VII. PERFORMANCE EVALUATION

We perform the extensive experiments and discuss the exper-
imental results in this section.
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A. Baseline Methods

As previously introduced, BIT-FL consists of an incentive
procedure (IncPro), a training procedure (TraPro), and a vali-
dation procedure (ValPro). Therefore, its performance will be
evaluated from these three aspects.

1) Incentive Procedure: Since no existing works can be ap-
plied to the BFL system examined in this paper, two baseline
methods are considered.

The first method is a modification of the incentive mechanism
proposed in [43], known as the Enabling Privacy-Preserving In-
centive Mechanism (EPPIM). Originally designed for collecting
high-quality sensing data, it has been adapted for our purposes.
In this modified version, when recruiting a fixed number of
workers to execute the training task, the platform randomly
selects a worker set from several possible sets. Each set contains
at least the fixed number of workers. Once a set is selected, each
participant carries out the task at a certain cost. Afterwards, the
platform pays all participants, but only the fixed number of local
models are selected for global aggregation.

The second method is a modification of the IncPro of BIT-FL,
referred to as the Modified Randomized Incentive Mechanism
(MRIM). In contrast to the original Winner Selection, in MRIM,
the selection probability of each w; is proportional to her bid (i.e.,
bfi). The Payment Determination process of MRIM remains
the same as that of BIT-FL.

2) Training Procedure: To evaluate the performance of
TraPro, we compare it with various existing distributed learning
frameworks.

The first distributed learning framework was proposed by
McMahan in [1], known as FedAvg. In FedAvg, trainers submit
local models for aggregation without incorporating any form
of noise. For a fair comparison, we adapt the approach by
introducing noise at the same magnitude used in TraPro.

The second framework, proposed by Blanchard in [28], is
called Multi-Krum. This method aims to enhance the resilience
of distributed implementations of the SGD algorithm against
model attacks, particularly in scenarios where no noise is ini-
tially incorporated. We adopt a similar approach to that used
in the FedAvg framework by introducing noise to ensure the
preservation of DP.

The third framework, proposed by Wei in [29], involves
adding Gaussian noise and is known as User-Level Differential
Private Federated Learning (UDP-FL). This baseline inherently
includes a privacy-preserving mechanism based on DP, elimi-
nating the need for additional interventions.

Note that all of the above baseline methods are fully dis-
tributed learning frameworks, where all workers are recruited
to train the model. To compare them with BIT-FL, we modify
them as follows: In each training round, only some workers are
selected uniformly at random to execute the training task.

3) Validation Procedure: In the design of BFL, many existing
works [11] utilize all workers to validate the local models
and integrate a PBFT consensus algorithm for model selection.
Therefore, we initially compare the ValPro of BIT-FL with sim-
ilar approaches, such as the scheme integrated by a blockchain-
enabled Secure and Privacy-preserving Decentralized Learning
system (SPDL) proposed in [11]. Furthermore, since BIT-FL
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TABLE II
SETTINGS OF PARAMETER INTERVALS FOR EVALUATION

Values
Intel(R) Xeon(R) Gold 5120 CPU, Ubuntu 18.04,
Python 3.7, PyTorch 1.12 library
Substrate with Rust 1.66 programming language
[10, 90] in IncPro,
100 in TraPro,
[100, 1000] in ValPro
MNIST, for classification
CT Slices for regression

Parameters

Environment

Blockchain architecture

Worker quantity m

Dataset D

Size of public dataset 30K B
Worker cost ¢; [5,10]
Learning rate 0.005

Number of Training rounds 7' 200
Regularization coefficient ¢ 0.0005
Lischitz constant G 1
Smooth constant L 1
Privacy bound ep 0.1
Failure probability g 0.25
Failure probability 6 0.001

0.01 in regression,
0.001 in classification
10 in ValPro
40 in an additional experiment
for loop-based sharded consensus algorithm
Security parameter b 2
513 bits compromising
a 256-bit SHA-256 block hash,
a 256-bit digital signature,
a 1-bit indicator of acceptance or rejection

Privacy bound e

Shard quantity H

Vote Size

integrates a loop-based sharded consensus algorithm, we will
further compare its performance with existing sharded consen-
sus algorithms.

The first consensus algorithm is the trivial PBFT, where all
validators require to vote. This algorithm can output correct
decision under | (% — 1)/3] adversaries.

The second is called Gearbox and is proposed in [44]. It is
also a sharded consensus algorithm. It changes I and S to allow
the use of small shards when the ratio of adversarial validators
intending to attack liveness is low. This algorithm can output
correct decision under | (& — 1)/2| adversaries.

The third algorithm is called Reticulum proposed in [42]. It
relies on a two-layer sharding design that does not adjust shard
memberships to restore liveness. However, this algorithm can
only tolerate | (k — 1)/3] adversaries.

B. Experimental Settings

Our experiments are conducted on a machine running the
Ubuntu 18.04 operating system, equipped with an Intel(R)
Xeon(R) Gold 5120 CPU operating at 2.20 GHz, featuring a total
of 56 cores and a memory capacity of 512 GB. The blockchain
application is developed using the Rust 1.66 programming lan-
guage in conjunction with the Substrate! framework to simulate
a blockchain network. The machine learning procedures were
executed using the Python 3.7 programming language along
with the PyTorch 1.12 library. For convenience, the experimental
settings are shown in Table II.

1) Incentive Procedure: In the evaluation of BIT-FL’s IncPro,
we have established specific parameters: T = 1500 training
rounds, K = 80 recruited workers, a privacy budget of ep =
0.1, and a corresponding failure probability of 65 = 0.25. Our

Thttps://github.com/paritytech/substrate
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investigation focuses on understanding the social cost and total
payment achieved by BIT-FL in a single training round. We vary
the number of workers, denoted as m, across a range from 10
to 90. Additionally, we conduct the evaluation under varying
scenarios of training rounds by adjusting 7" within the range of
100 to 1500.

2) Training Procedure: It can be seen that both regular-
ized logistic regression and ridge regression satisfy the condi-
tions outlined in our corresponding theorems and propositions.
For convenience, we summarized their details in Appendix J,
available online. However, it should be pointed out that the
G-Lipschitz property of the loss function f(6,x;,y;) for the
ridge regression holds only when the values of (x;, y;) are finite,
ie., ||xi|| + |yi| < oo.

The following two popular datasets are utilized to evaluate
BIT-FL for classification and regression tasks.

® Classification Tasks: For classification, a regularized lo-

gistic regression model is applied over the MNIST data
set. The MNIST dataset comprises 70,000 samples, with
60,000 samples designated for training and 10,000 samples
for testing. Each sample represents a handwritten digit in
the form of a grayscale image with dimensions of 28 x 28
pixels. The objective of this task is to predict the digit
represented by each of these images.

® Regression Tasks: For regression, a ridge regression model

is trained over the CT Slices [45] dataset, which contains
53,500 samples of CT slices described by two histograms
in polar space. The task is to predict the relative location
of the image along the axial axis based on the histograms
that describe bone structures and air inclusions. We ran-
domly select 42,800 samples as the training set, while the
remaining 10,700 samples are designated as the testing set.

In our experiments, the training set is randomly divided into
100 subsets, where each participant selects one subset, i.e., there
are 100 workers in total. The dataset is not evenly divided, as
the largest subset contains 2,000 samples, while the smallest
has only 200. Furthermore, the experiments set the Lipschitz
constant G = 1, the regularization coefficient ¢ = 0.0005, the
learning rate = 0.005, and the total number of training rounds
T = 200. Besides, in the context of both Multi-Krum and BIT-
FL experiments, only a part of trainers’ local models are selected
for the purpose of global aggregation, while all local models are
selected in UDP-FL and FedAvg.

In regression tasks, the privacy bound s and the failure
probability ér are set to 0.01 and 0.001, respectively, and
both Multi-Krum and BIT-FL involve 50% of local models
for global aggregation. In contrast, in classification tasks, the
privacy bound eg is set to 0.001, and both Multi-Krum and
BIT-FL only involve 24 local models for global aggregation.
To ensure fairness, the number of honest trainers in BIT-FL
is equivalent to the number of nodes conducting local model
training in the other baselines for both tasks.

Furthermore, the experiments also involve four training at-
tacks mentioned in Section IV-B. Specifically, in the random-
gradient attack, the mean p1,,, and standard deviation o,,, are set to
0 and 1, respectively. Meanwhile, in the sign-flipping attack, the
scaling factor s,,, is set to 4. We further conduct mixed untargeted
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attack by allowing adversaries to employ the above two attacks
with a probability of 50% each. For the adversarial poisoning
attack and the backdoor attack, we adopt label flipping strategy
mentioned in [40] and pattern backdoor strategy mentioned in
[46], respectively.

3) Validation Procedure: In order to validate the model qual-
ity, it requires the utilization of a public dataset PD. In the
evaluation, the size of the public dataset PD is set to 30K B,
sampled from MNIST and CT slices datasets, respectively.
Additionally, we assume that there are @ = |(k — 1)/2] or
a = [(k — 1)/3] adversaries among validators, depending on
the tolerance capability of different baselines. When evaluating
the performance of ValPro, we further divide the validators into
10 shards. To guarantee that each shard has a limited number
of adversaries under the security parameter b = 2, there are
at least 10 validators in each shard. The size of each shard
increases from 10 to 100 in the evaluation of ValPro. Due to
the proposed loop-based sharded algorithm, we further evaluate
its performance with the number of validators set to 4000 and
the number of shards set to 50, resulting in each shard containing
80 validators. Furthermore, a vote comprises a 256-bit SHA-256
block hash, a 1-bit indicator of acceptance or rejection of the
block, and a 256-bit digital signature from validators.

C. Experimental Metrics

We measure the performance of BIT-FL by comparing it with
other baselines, using appropriate metrics in the performance
evaluation.

1) Incentive Procedure: We will focus on its financial prop-
erties since IncPro aims to attract more participation. There-
fore, we evaluate the social cost ) ;. s, ¢; and total payment
Zi:w,;e s, Pi- Lower social costs and total payments indicate
better performance.

2) Training Procedure: For classification tasks, we measure
the performance using the average cross-entropy loss of the
global model across all local samples and the prediction accuracy
on the test dataset. For regression tasks, we use the mean squared
error (MSE) as the metric.

3) Validation Procedure: To evaluate the performance of the
Validation Procedure (ValPro) in BIT-FL, we measure the time
consumed for both local validation and global consensus. For
local validation time, we calculate the average time over 1000 re-
peated experiments. Regarding global consensus, we analyze the
average (Avg), minimum (Min), and maximum (Max) times over
1000 experiments. Lower times indicate better performance.

D. Experimental Results

In this subsection, we present the experimental results for
IncPro, TraPro and ValPro, respectively.

1) Incentive Procedure: In this subsection, we present the
evaluation results of IncPro.

Fig. 3 displays the social cost and total payment in one training
round for different numbers of workers. An increasing number
of workers leads to higher total payment and social cost since
more trainers and validators incur costs and receive payments.
As explained in Section VII-A, MRIM’s selection probability is
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Fig. 3. (a) Social cost versus different numbers of recruited workers. (b) Total
payment versus different numbers of recruited workers.
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Fig. 4. Training loss (a) and test accuracy (b) on MNIST dataset versus
different numbers of training rounds, where the selection probability is 0.8 in
baselines.
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Fig. 5. Training loss (a) and test loss (b) on CT Slices dataset versus different
numbers of training rounds, where the selection probability is 0.8 in baselines.

directly proportional to bids, favoring higher-cost workers. This
leads to increased social costs and total payments. Furthermore,
as explained in Section VII-A, unlike BIT-FL, EPPIM selects
a set to perform the training tasks with a size larger than the
required number of workers, leading to higher social costs and
total payments.

2) Training Procedure: In this section, we present the eval-
uation results of TraPro compared to the baseline methods. As
mentioned earlier, in TraPro, winners are selected by the IncPro,
whereas in the baseline methods, winners are chosen uniformly
at random.

In the absence of model attacks, Figs. 4 and 5 show the exper-
imental results of BIT-FL and other baseline methods for dif-
ferent numbers of training rounds on the MNIST and CT Slices
datasets, respectively. In Figs. 4 and 5, the selection probability
in the baselines is set to 0.8. From the above results, it is evident
that when the selection probability is 0.8, BIT-FL outperforms
the other baselines in terms of performance on both the training
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Fig. 6. Test accuracy on MNIST data set (a) and test loss on CT Slices data
set (b) versus different numbers of training rounds in mixed untargeted attack
scenarios, with a selection probability of 0.8 in the baselines.

TABLE III
PREDICTION ACCURACY OF DIFFERENT METHODS VERSUS THREE SOURCE —
TARGET CLASS SETTINGS

Methods 4—=9 | 8—=2|0—=1
FedAvg 82.12 84.60 84.07
UDP-FL 81.72 83.78 82.86
Multi-Krum 83.15 85.26 84.42
BIT-FL 86.52 86.57 86.57

and testing datasets. This observation highlights BIT-FL’s ability
to select superior local models for aggregation, thus enhancing
the performance of the global model. Furthermore, compared to
UDP-FL, the noise added in BIT-FL to preserve model privacy
incurs minimal accuracy loss, while the noise added in UDP-FL
leads to a noticeable degradation in performance.

In the presence of model attacks, it is demonstrated that both
BIT-FL and Multi-Krum have capability to achieve secure and
reliable model aggregation. Consistent with the assumptions
in [1], the local data of workers in classification and regression
tasks are independently and identically distributed. Therefore, in
BIT-FL, for any honest trainer 7;, her local models are computed
based on (3), i.e.,

0! = argmin F;(0, D;). (19)
0

Therefore, for any malicious trainer 7 and her local model 8,

the condition

Elei] =E[Fi(6!,D;)] <E[Fi(6:,D;)] =El[es], (20)
is satisfied, where e; and ¢} are the scores of honest trainer 7; and
malicious trainer 7/, respectively. This signifies that BIT-FL does
not incorporate 8., into global aggregation. Therefore, BIT-FL
achieves robustness against both aforementioned model attacks.
Fig. 6 shows the experimental results in the mixed untargeted
attack compromising random-gradient attack and sign-flipping
attack, where the selection probability is 0.8 in the baselines. We
set the proportion of malicious trainers to 15%. It is evident that,
in the presence of model attacks, both FedAvg and UDP-FL fail
to complete the training process on the MNIST dataset. On the
CT Slices dataset, they exhibit significant performance degra-
dation compared to BIT-FL. Experimental results demonstrate
that, on both regression and classification tasks, BIT-FL exhibits
robustness against untargeted model attacks, achieving higher
accuracy and lower loss on test set compared to Multi-Krum.
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Fig. 7. Source class recall for three different source — target class settings on
the MNIST dataset, with the proportion of malicious workers set to 30%.
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Fig. 8.  Experimental results of three evaluation metrics under backdoor attack
on MNIST data set.

Fig. 7 and Table III show the experimental results in the
adversarial poisoning attack scenario. We utilize the method
in [40] to select three sets of source — target class pairings
(ie.,0— 1,8 = 2, and 4 — 9 ), and change the source label
to the target label of the malicious worker’s training data. We
maintain all parameters consistent with those in the untargeted
attack experiments, except for setting the proportion of mali-
cious workers to 30%. The experimental results demonstrate
that BIT-FL exhibits remarkably high source class recall rate and
prediction accuracy under all three different settings, indicating
that BIT-FL is effective against such model attacks, while three
other baselines are significantly affected.

Fig. 8 shows the experimental results in a backdoor attack
scenario, where the pattern backdoor strategy from [46] is em-
ployed. In comparison to the adversarial poisoning attack, we
set the sample poisoned rate of malicious workers to 30%, while
keeping other experimental parameters unchanged. We evaluate
the prediction accuracy using the clean accuracy (C-Acc), attack
success rate (ASR), and robust accuracy (R-Acc) metrics as
provided in [41]. ASR represents the prediction accuracy of
poisoned samples for the target class, while R-Acc represents the
prediction accuracy of poisoned samples for the original class.
In Fig. 8, from the attacker’s perspective, it can be observed
that the clean accuracy in all four methods is not affected by
the backdoor attack, indicating its stealthiness. However, from
the defender’s perspective, the high attack success rate, coupled
with the low robust accuracy, highlights the vulnerability of the
model aggregation approach to the influence of such attacks.
The experimental results illustrate that even in the presence of
highly stealthy backdoor attacks, BIT-FL still exhibits remark-
able robustness against model attacks.
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Fig. 10. (a) Time delay for local validation with H = 10 shards, where
the number of trainers increases from 100 to 1000. (b) Time delay of global
consensus with 10 shards for selection one local model, where the number in
each shard increases from 10 to 100.

To investigate the impact of e on TraPro, we vary its values
within the range of [10~%,102-5], while keeping the number
of trainers and training rounds fixed at 80 and 200, respectively,
using the MNIST dataset. As outlined in Definition 1, anincrease
in € heightens the risk of privacy breaches for workers. Con-
versely, higher values of e correlate with reduced training loss
and improved test accuracy. These observations are illustrated in
Fig. 9. While the addition of artificial noise to local models aims
to safeguard individual privacy, it often results in accuracy loss.
According to Theorem 2, increasing € decreases the variance
o? of artificial Gaussian noise, implying that smaller noise levels
are more likely to be added to local models, typically leading
to higher training accuracy. Conversely, decreasing ¢ reduces
training accuracy. Furthermore, Theorem 3 indicates that larger
€ values result in a smaller gap between training loss and
optimal loss, typically indicating higher training accuracy. Thus,
with guidance from Theorems 2 and 3, we can tailor the Gaussian
noise distribution by selecting an appropriate eg to strike a
balance between privacy preservation and training accuracy.

E. Validation Procedure

Finally, we demonstrate the time delay of the Validation
Procedure (ValPro). In Fig. 10(a), it illustrates the time taken
for local validation. It can be observed that with the increasing
number of trainers, the validation time increases linearly. This
is because different validators take the same amount of time
to validate each local model, regardless of variations in com-
puting power among devices. BIT-FL divides the validators in
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TABLE IV
CONSENSUS TIME OF SELECTING ONE LOCAL MODEL OVER 1000 EPOCHS FOR
DIFFERENT METHODS
Metric (s) PBFT GearBox Reticulum BIT-FL
[(F=1)/3] | (F=1)/2] | [(R—=1)/3] | [(F—1)/2]

Avg 12743.852 1986.034 162.363 52.528
Max 19602.623 2106.471 486.261 11488.738
Min 8712.532 1718.628 82.416 31.245

the blockchain network into many small shards so that model
validation in different shards can be implemented in parallel.
In contrast, the validation of each model in SPDL requires
all validators, leading to significant time delays. Similarly, as
depicted in Fig. 10(b), the consensus in BIT-FL begins from a
small shard and involves one more shard only when they cannot
make a decision. However, SPDL requires all validators to vote
for the final decision, resulting in serious time delays.

At the conclusion of the evaluation, we further demonstrate
the superior performance of the proposed loop-based sharded
consensus integrated into the global consensus of ValPro. As
depicted in Table IV, BIT-FL exhibits the best performance
compared to the baselines. This superiority can be attributed
to several factors. First, Gearbox modifies parameters [ and S,
enabling the utilization of small shards when the proportion of
adversarial nodes aiming to disrupt liveness is low. However,
when this proportion increases during runtime, shards can be
regenerated after losing liveness with larger shard sizes, in-
creased I, and decreased S. Despite this, since Gearbox only
enlarges dead shards without altering the number of shards,
overlaps between shards may occur. The process of recon-
structing a shard is time-consuming, and frequent adjustments
triggered by adversaries can halt the system. Second, Reticulum
relies on a two-layer sharding design that does not adjust shard
memberships to restore liveness. Consequently, it involves more
validators in each loop. Additionally, as a synchronous com-
munication protocol, Reticulum can practically withstand only
a = |(rk — 1)/3] adversaries.

Apart from the minimum and average consensus times, the
maximum consensus time of BIT-FL is significantly longer than
those of Reticulum and Gearbox. Unlike BIT-FL, Reticulum not
only has process shards where validators carry out the voting
process but also control shards where validators handle the
finalization. Similar to the process shards, each finalization in
Reticulum involves only one control shard, with each shard
comprising 200 validators. In contrast, BIT-FL’s finalization
process requires the participation of all 4,000 validators, which
naturally leads to longer consensus times. Moreover, as outlined
in Algorithm 3, each validator in BIT-FL has ¢ assistants to
record their vote, enabling the network to promptly identify and
expel malicious validators by cross-referencing the vote sum-
maries from these assistants. However, to explore the maximum
consensus time, we relaxed the expulsion rules: if an adversary
engages in only one malicious act during 7 consensus loops,
where 7 is a predefined parameter, they are not expelled from
the network. This tolerance of malicious behavior necessitates
more consensus loops and introduces complex cross-shard com-
munication, ultimately resulting in a longer maximum consensus
time for BIT-FL compared to Gearbox.
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Fig. 11.  Maximum consensus time of BIT-FL versus different tolerance 7 of
malicious behaviors.

Finally, we further investigate the impact of expelling mali-
cious validators. As previously mentioned, each validator has
assistants that enable the immediate detection and expulsion of
validators engaging in Byzantine behavior. To study the effect
of this expulsion process, we allow each malicious validator to
perform one Byzantine action within 7 voting processes. This
means a validator will only be expelled from the network if they
commit more than one Byzantine attack during the 7 voting
processes. In our experiment, we vary the value of 7 to observe
its effect on the corresponding consensus time.

As shown in Fig. 11, the maximum consensus time decreases
as the tolerance 7 increases. Tolerance 7 represents the number
of malicious behaviors that can be overlooked during the con-
sensus process. A higher 7 means fewer malicious actions are
tolerated. Specifically, when 7 approaches infinity, validators
who submit dishonest votes are immediately detected and ex-
pelled, leading to fewer adversaries and shorter consensus times,
which aligns with the requirements of BIT-FL. Conversely, when
7 = 1 dishonest validators are not expelled, resulting in more
adversaries and longer consensus time.

VIII. CONCLUSION

In this paper, we proposed a novel incentivized and secure
BFL framework called BIT-FL. This framework effectively in-
centivizes workers to participate in training tasks while guaran-
teeing the privacy of their cost information. We also established
provable privacy guarantees for local models in BIT-FL by incor-
porating meticulously designed Gaussian noise. To efficiently
select high-quality local models for global aggregation, BIT-FL
integrates a validation procedure where validators can assess
model quality in parallel using a loop-based sharded consensus
algorithm. We proved that the proposed consensus algorithm
ensures the same level of security as non-sharded consensus
protocols with synchronous communication. Furthermore, the
designed noise enables tight upper bounds on the excess empir-
ical risk of BIT-FL. Experimental results consistently demon-
strate that BIT-FL outperforms existing methods, confirming its
superior performance.
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