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Abstract—This paper introduces a microservice-based archi-
tecture designed to enable automation of network programma-
bility and management. Amid the complexity of today’s networks
and the diversity of equipment, achieving efficient and reliable
network programmability poses a significant challenge. Our
architecture leverages the OpenConfig YANG models and the
NETCONF protocol to simplify network configuration, automate
tasks, and avoid errors. We demonstrate how our solution
streamlines the collection and configuration workflows, enabling
network operators to efficiently manage complex networks. The
paper further presents a performance evaluation of the proposed
design, which confirms its efficacy in handling complex configu-
rations and its fault tolerance capabilities.

Index Terms—Network management; Network automation;
Network configuration; OpenConfig; YANG model; NETCONF

I. INTRODUCTION

Network programmability is essential to provide operators
with flexibility in configuring and managing the network.
However, the complexity of modern networks and diversity of
equipment makes network management challenging, requiring
standardized models and protocols to achieve efficient and
reliable network programmability. The use of standardized
models and protocols such as the OpenConfig YANG (Yet
Another Next Generation) models [1] and the NETCONF
protocol [2] simplifies network configuration and enables
operators to automate tasks while reducing errors.

OpenConfig YANG models provide a standardized, vendor-
neutral, and understandable data descriptions for device con-
figuration, while NETCONF protocol carries YANG data in
efficient and secure manner between the devices and the
management system [2].

In this paper, we present a microservice-based architecture
that efficiently automates programmability of configuration-
based networks for management purposes. The architecture
provides network state collection, device configuration and
real-time notifications using NETCONF protocol and the
OpenConfig YANG models. Our approach facilitates the de-
velopment of automated network management functions by
simplifying the collection and configuration workflows. It also
allows network operators to achieve efficient and reliable
network programmability in complex networks.

The proposed design is evaluated on a testbed network to
assess its efficiency in handling complex configurations and
providing fault tolerance.

This paper is organized as follows. Section II describes
network programmability concepts and appraoches, and re-
ports on recent related work. In Section III, we introduce the
design and implementation of the microservice architecture for
efficient network programmability. In Section IV-B, a perfor-
mance evaluation of the architecture is presented. Section V
concludes with a discussion on implications of the proposed
architecture and outlines research perspectives.

II. RELATED WORK

OpenConfig YANG models [1] and NETCONF protocol [2]
are two key standards that have emerged in recent years to
address network programmability challenges.

NETCONF protocol is an industry-standard network man-
agement protocol widely supported by equipment. It provides
a programmatic interface for configuring and managing net-
work devices. The protocol allows network administrators to
automate network management tasks such as device discovery,
configuration, and monitoring, using standardized data models.
The protocol uses the YANG data modeling language to
describe the data exchanged between network devices and the
management system, allowing for a standard representation of
network configuration, state, and notification [3].

OpenConfig YANG models are a set of vendor-neutral data
models developed by network operators. These models provide
a standardized representation of network devices and services,
enabling uniform management access across different vendors.
OpenConfig YANG models are designed to be modular, ex-
tensible, and easily understandable.

Leveraging OpenConfig YANG models and the NETCONF
protocol for automated network programmability offers no-
table advantages. These standards streamline network man-
agement tasks by offering a uniform framework for network
configuration, minimizing complexity and enhancing automa-
tion. The risk of errors is reduced due to standardized data
models, which promote consistency and accuracy. The NET-
CONF protocol’s transactional operations, validation, and roll-
back features ensure uniform device updates. Furthermore, the
combination of OpenConfig YANG models and NETCONF
improves network reliability and scalability by reducing hu-
man errors and facilitating remote management for large-scale
networks.
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Network programmability provided by YANG models and
NETCONF can be automated in different ways. For example,
Ansible [6] can be used in conjunction with NETCONF for
automated network management. Ansible is a popular open-
source automation tool for IT infrastructure management. It
allows users to automate the deployment, configuration, and
management of applications and systems, as well as orches-
trate complex workflows. The tool is widely used in DevOps
and IT operations to automate repetitive tasks and streamline
operations. Ansible, with its simple and robust framework, is
a powerful tool for network configuration and management.
It allows IT administrators to automate routine tasks, promote
efficiency, and reduce human error. While Ansible does offer
some level of verification via its idempotent nature and check
mode, these features may not provide a comprehensive so-
lution for complex network management tasks. However, for
extensive validation, performance optimization, or policy com-
pliance checks, network engineers need to employ additional
tools or manual checks. This could add to the complexity and
time-consuming nature of network management.

Automated network programmability has been considered
mainly in Software Defined Networking (SDN), especially
next-generation SDN controllers which natively support device
configuration in addition to flow control (e.g., OpenFlow).
For example, ONOS (Open Network Operating System) has
been updated to a modern cloud-native ecosystem called
micro-ONOS, also referred to as µONOS [4]. µONOS aims
to provide an industrial-grade platform that can drive the
transformation of network infrastructures by meeting the key
requirements of modern networked systems, including network
control, configuration, packet-level network telemetry, run-
time verification, diagnostics, and support for 5G functions at
the network edge. Teraflow [5] is another cloud-native SDN
controller for flow control and integration with optical and
microwave network equipment. TeraFlow also incorporates
security using Machine Learning (ML) and distributed ledgers.
These projects demonstrate the growing interest and impor-
tance of network programmability and automation in mod-
ern network management. TeraFlow’s focus on performance
testing and measurement highlights the need for automated
and scalable solutions in network management. The micro-
ONOS/ONOS project emphasizes the importance of an open-
source platform for network programmability and automation,
providing a flexible and customizable solution for network
operators.

In the realm of optical networks, an insightful study ti-
tled ”Software-Defined Networks for Optical Networks using
Flexible Orchestration” [7] addresses the challenges brought
about by the complexities of modern optical networks. The
paper reviews existing solutions that leverage software-defined
networks (SDNs) and network service orchestrators to tackle
issues related to network flexibility, reliability, and quality of
service. Moreover, it identifies gaps within these solutions
and delves into the improvements introduced by custom-
tailored SDN implementations. The proposed orchestration
architecture, which incorporates the ONOS SDN controller,

dockerisation, and Kubernetes clusterisation, demonstrates en-
hanced flexibility, reliability, customizability, and quality of
service compared to existing approaches. This contribution
serves as an advancement in the ongoing efforts to optimize
optical network performance and functionality.

III. PROPOSED APPROACH

A. Overview

The proposed approach is based on a microservice archi-
tecture to enable automated network management and con-
figuration verification while maximizing software agility and
scalability.

The microservice approach provides isolation and decou-
pling of management functions during design, development,
testing, and deployment stages. This improves scalability as
containerized microservices can independently and automati-
cally scale up and down as the network size and the manage-
ment loads change. It also procudes more resilient systems;
a failure in one microservice doesn’t necessarily impact the
whole system. Moreover, since microservices are independent
entities, different development teams can work on different
services at the same time, potentially reducing time to market.

The decoupled microservice architecture is further improved
by adopting an event-driven interaction among microservices.
This allows the architecture to react instantly to events, facili-
tating real-time responses. Improved performance is achieved
through asynchronous event processing, enabling the system
to handle high loads without hindering user interactions.
The architecture also promotes real-time data synchronization
across services, minimizing data inconsistency, and parallel
development by different teams becomes feasible due to the
independence of microservices.

However, this architecture also presents challenges, such as
managing data consistency and complex inter-service commu-
nication, necessitating careful consideration before implemen-
tation.

Instead of the path-value representation derived from YANG
models, our design utilizes an internal and intuitive model
of the network that reflects multiple levels of network ab-
stractions, including network elements, physical and logical
topology, configurations, and data plane information. This
allows for easy implementation of configuration verification
and network state analysis without the necessity to translate
path-value information into a more expressive model. Hence,
configurations can be verified before applying then to the
devices, thereby avoiding potential errors and reducing the risk
of network downtime.

When a network administrator issues a command using
the NETCONF protocol, the command is encapsulated in an
XML message and sent to the network device. The device
then processes the command and sends a response message
back to the controller, also in XML format. The controller
can then process the response message and perform further
operations if needed. The OpenConfig YANG models are used
to define the data models that are used in our solution. These
models define the structure and semantics of the data that



is exchanged between the controller and network devices.
By using standardized data models, our solution simplifies
network management and reduces the risk of errors.

B. Microservice Design

The proposed design is composed of several microservices
(see Figure 1) responsible for different tasks and all interacting
with the inventory microservice.

The inventory microservice provides access to the network
data repository via an encapsulation of the network model. The
network data is an SQL database that persists the network
state and pending configurations. The inventory microser-
vice exposes a RESTful API to external clients such as the
Graphical User Interface (GUI), and streams events to the
other microservices when changes are made to the network
repository.

The collection microservice gather status and configuration
data from network devices, and pushes it into the inventory
service. This data includes device status, interface configura-
tions, routing tables, etc.

The notification microservice receives real-time notifica-
tions from network devices via NETCONF for port/link status
and alarms. The service then updates the network state ac-
cordingly via the inventory service and may notify operations
via the GUI.

The configuration microservice receives pending configu-
ration changes inserted via the inventory service and tries to
apply them to the appropriate device. It can rely on specialized
YANG-adapter microservices to translate the internal events
into the appropriate XML format according to the supported
YANG model, before applying the configuration to the de-
vice’s NETCONF server.

Intelligent services such as VLAN and routing configuration
can be deployed to automatically configure the network by
inserting desired changes via the inventory service. Similarly,
analysis services such as configuration verification and fault
management may access network state via the inventory
service and provide feedback on the network behaviour and
troubleshooting.

Fig. 1: Microservice architecture design

Figure 2 shows the communication between the proposed
architecture and the network devices.

Figure 3 summarizes the network concepts currently sup-
ported by the system.

Fig. 2: The NETCONF protocol layer

Fig. 3: The service design with supported operations

C. Implementation

The proposed architecture has been implemented with Java
Vert.x and Python for the backend services, and Vue3 for the
GUI. The microservices and the GUI are deployed as Docker
containers and managed via Docker Compose.

The configuration process begins with the events generated
by the inventory based on the changes inserted from the
GUI or from an automated configuration microservice such
as BGP (Border Gateway Protocol). After receiving the event,
the configuration microservice calls the corresponding YANG-
adapter to translate the configuration into the appropriate XML
message format. An example of such translation is shown in
Figure 4. The XML command is then sent to the device to be
applied.

Fig. 4: Example of the XML message created based on the
event



IV. EVALUATION AND RESULTS

A. Testbed Description

In order to examine the primary functionalities of the
system, we established a testbed illustrated in Figure 5 which
comprises of numerous switches and routers that are com-
patible with the Netconf protocol. the switches and routers
are interconnected and configured to achieve complete con-
nectivity. The target routers and switches are reachable to
the different system microservices through an out-of-band
management switch.

Each microservice interacts with the routers to either collect
up-to-date information about the network or apply a new
configuration and then update the database when needed, these
updates are then reflected on the web interface which end users
utilize to interact with the system.

Fig. 5: The testbed design

B. Evaluation

To assess the performance of our solution, we conducted
a series of experiments on a testbed network. We focused on
three key metrics: throughput in messages per second,delays
of configurations per events and the size of the NETCONF
messages in bytes.

To evaluate the performance of our solution, we measured
the maximum throughput in messages per second for differ-
ent types of configurations. Figure 6 illustrates the achieved
throughput for each configuration type.This metric encapsu-
lates the combined impact of configuration processing and
NETCONF communication delays. Subsequently, we juxta-
posed this throughput data against the configuration processing
throughput, as showcased in Figure 7, thereby facilitating an
insight into the individual effects of these components.

We employed a comparable methodology to assess latency.
Figure 8 offers an overview of the total process-induced
latency, encompassing all relevant factors. Conversely, Fig-
ure 9 provides a focused depiction of the latency attributed
specifically to configuration processing. These visualizations
also clearly illuminate the distinct impact of each element.

To gain insights into the size of NETCONF messages
generated by our solution, we measured the size of the
messages in bytes. Figure 10 provides a visualization of the
message size distribution. The graph shows that the majority of
NETCONF messages are within a certain size range, indicating

the efficiency of our solution in generating compact and
concise messages.

Fig. 6: Configuration throughput in messages per second for
different resources

Fig. 7: Configuration processing throughput in messages per
second for different resources

Fig. 8: Configuration delay per resource in seconds

Our comprehensive evaluation underscores the robustness
and efficacy of our proposed solution in addressing the chal-
lenges of network programmability and management. Our



Fig. 9: Configuration processing delay per resource in
seconds

Fig. 10: Size of NETCONF messages in bytes

detailed examination of the metrics demonstrates that our solu-
tion performs well across different aspects. and also highlights
the notable efficiency in generating NETCONF messages,
signifying the practical viability of our approach. For instance,
the achieved processing configurations throughput, averaging
around 1000 messages per second, aptly meets contemporary
demands. Furthermore, the compact message size ensures
an economical utilization of network resources, exemplifying
our solution’s ability to streamline network operations and
minimize resource consumption.

V. CONCLUSION AND FUTURE WORK

In this study, we developed and showcased a microservice-
oriented architecture that effectively automates network pro-
grammability, while also enabling configuration validation
and network analysis. Our design utilizes the NETCONF
protocol and OpenConfig YANG models to achieve vendor-
agnosticism. The efficacy and efficiency of our approach,
particularly in managing heavy configuration operations and
ensuring fault tolerance, are confirmed by our performance
evaluation.

Despite encouraging outcomes, there is room for enhance-
ment and further exploration. We aim to broaden our evalua-

tion to include larger and more intricate network topologies to
assess the scalability of our solution. In addition, we plan to
study the incorporation of other programmability protocols,
such as RESTCONF and gNMI (gRPC Network Manage-
ment Interface), to offer greater adaptability and compatibility
across varying network environments. We further plan to
enrich our system with automation services for routing and
VLAN configuration and explore the application of machine
learning methods for network state analysis services.

VI. DISCLAIMER

Any mention of commercial products or reference to com-
mercial organizations is for information only; it does not imply
recommendation or endorsement by NIST, nor does it imply
that the products mentioned are necessarily the best available
for the purpose.
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