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Abstract. Ontology enables semantic interoperability, making it highly
valuable for cyber threat hunting. Community-driven frameworks like
MITRE ATT&CK, D3FEND, ENGAGE, CWE and CVE have been de-
veloped to combat cyber threats. However, manually navigating these
independent data sources is time-consuming and impractical in high-
stakes situations. By adopting an ontology-based approach, these cyber-
security resources can be unified, enabling a holistic view of the threat
landscape. Additionally, leveraging semantic query languages empowers
analysts to make the most of existing data sources. This paper explores
how through the application of a semantic query language (SPARQL)
on a unified cybersecurity ontology, analysts can effectively exploit the
information contained within these resources to strengthen their defense
strategies against cyber threats.
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1 Introduction

In an era of unprecedented network expansion, the ever-growing scale of com-
puter networks has paved the way for malicious entities to orchestrate large-scale
attacks, posing a substantial risk to the individuals and organizations that rely
on these interconnected systems. Compounding this threat is the relentless in-
genuity of attackers, who seek out novel methods to infiltrate and compromise
systems, requiring constant vigilance and robust defensive strategies to safeguard
against these evolving cyber risks.

Advanced Persistent Threats (APTSs) represent a category of highly sophisti-
cated cyber threats carried out by known groups of actors, who have been identi-
fied by the tactics, techniques, and procedures (T'TPs) they use [20]. While APTs
pose significant challenges due to their evolutionary nature [10], the security com-
munity remains committed to its ongoing effort to improve defense against these
attacks. Information sharing plays a crucial role in this effort; knowledge about
the perpetrators, their methods, and targets is disclosed through various gov-
ernment and industry channels [20]. The frameworks and data sources, MITRE
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ATT&CK, D3FEND, ENGAGE, CWE and CVE offer valuable insights into the
tactics and techniques employed by threat actors, the weaknesses and vulner-
abilities they exploit, and effective countermeasures. However, the information
pertaining to APTs is scattered across these different resources, highlighting
the need for consolidation to facilitate effective analysis and improve mitigation
strategies.

Technical contextualization in cybersecurity is necessary for a prompt, suc-
cessful cyber threat response. Particularly in post-compromise scenarios, the
effectiveness of defending against adversarial behavior significantly improves
when analysts can efficiently narrow down their focus, disregarding irrelevant
information through analytics [21]. The key challenge faced by analysts is the
overwhelming volume of information they need to access in order to effectively
analyze incoming attacks. This information gap can significantly impede ana-
lysts when responding to time-sensitive threats. In our proposal, we introduce
a tool that aims to bridge the information gap by providing analysts with rele-
vant knowledge quickly and efficiently. This is achieved through the creation of
an ontology, which streamlines the process of accessing pertinent information in
just a few steps.

Ontologies are formal representations of knowledge about a domain, and they
provide a structured way to represent the components and relationships of a net-
work. By using ontologies, it is possible to gain a deeper understanding to aid
in identifying and preventing the spread of attacks. We developed a knowledge
base (KB) in the form of an ontology. This knowledge base (KB) serves to estab-
lish connections between various components within the cybersecurity domain.
It links ATT&CK tactics and techniques, weaknesses documented in the Com-
mon Weakness Enumeration (CWE) database, vulnerabilities listed in the Com-
mon Vulnerabilities and Exposures (CVE) database, defensive solutions outlined
in MITRE’s D3FEND framework, and adversary engagement techniques from
MITRE’s ENGAGE framework.

By linking these different elements, the KB provides a comprehensive under-
standing of the relationships between attack techniques, weaknesses, vulnerabil-
ities, defensive solutions, and adversary engagement techniques. This integrated
information allows for a more holistic approach to cybersecurity, enabling or-
ganizations to identify potential threats, assess their impact, develop effective
defensive strategies, and employ adversary engagement techniques to better un-
derstand and counteract adversaries.

Without proper inference capabilities provided by an existing KB, security
analysts may struggle to extract the necessary information for pre-offensive and
defensive tasks. Therefore, our ontology’s inferential capability proves valuable
in cybersecurity scenarios, such as detecting ongoing attack tactics or techniques
and identifying the vulnerabilities that may have contributed to the situation. By
utilizing the association information within our ontology, analysts can identify
and remove the responsible application from other systems, mitigating potential
repercussions.
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To demonstrate the utility of our ontology, we can explore the following sce-
nario. The APT kill chain unfolds in stages, and each stage can be linked to one
or more tactics from the ATT&CK framework. Once the current stage of an APT
campaign is identified, we can leverage SPARQL queries on our ontology to in-
fer the potential tactics and techniques that might be utilized in the subsequent
stages. This information enables us to make additional inferences and retrieve
all the defensive countermeasures associated with these attack techniques. In
the event that a specific attack technique is identified, we can retrieve the corre-
sponding CVE tags, which can further assist in narrowing down the search for
suitable countermeasures. Additionally, by retrieving a list of affected products
that exhibit these vulnerabilities, we can proactively address and remedy the
potential security issues.

Our ontology, coupled with the utilization of SPARQL queries and the in-
tegration of multiple data sources, facilitates a faster response to cybersecurity
incidents.

Our contribution can be summarised as follows:

1. Construction of a Unified Ontology that serves as a comprehensive Knowl-
edge Base encompassing APT tactics/techniques, weaknesses, vulnerabili-
ties, adversary engagement techniques, and defense countermeasures.

2. Investigation of semantic queries (SPARQL) to extract relevant context and
relationships from the Ontology, which can be utilized to draw meaningful
inferences and accelerate the response process.

The rest of the paper is structured into six sections. Section 2 provides an in-
troduction to semantic web technologies and the data sources utilized in building
the ontology. In Section 3, the construction process of our ontology is explained.
In Section 4, we demonstrate the practical use case of our ontology through
example SPARQL queries that extract valuable insights. Section 5 discusses re-
lated work in the field, while Section 6 outlines potential areas for future research.
Finally, Section 7 presents the conclusion of the study.

2 Background

In this section, we provide an introduction to the semantic web technologies
employed for building and exploring our ontology. Subsequently, we present an
overview of the data sources utilized in constructing the ontology.

2.1 Semantic Web Technologies

RDF [26], or the Resource Description Framework, is a versatile framework de-
signed to represent interconnected data on the web. It provides a simple data
model based on subject-predicate-object triples, allowing the description of re-
lationships between resources. RDF’s capacity to integrate data from diverse
sources makes it a comprehensive proposition language, capable of unifying and
consolidating heterogenecous data from multiple origins [23]. OWL [24] is an
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expressive language for creating ontologies. It extends RDF by providing addi-
tional constructs and vocabulary to define classes, properties, and relationships
in a more structured and semantically rich manner. OWL allows for the specifi-
cation of logical constraints, reasoning capabilities, and inference rules to enable
automated reasoning and deduction over the ontology. SPARQL [25], a semantic
query language for databases, is specifically designed to query and manipulate
data stored in the Resource Description Framework (RDF) format. It has been
employed to execute queries on the RDF data generated from the ontology.

2.2 Data Sources

The ontology is developed using cyber threat intelligence sourced from the fol-
lowing MITRE frameworks and datasources — ATT&CK (Adversarial Tactics,
Techniques, and Common Knowledge), DSFEND (Detection, Denial, and Dis-
ruption Framework Empowering Network Defense), ENGAGE, CWE(Common
Weakness Enumeration), and CVE(Common Vulnerabilities and Exposures).

ATT&CK [6] is a comprehensive knowledge base that focuses on adversary
behavior and tactics observed in real-world cyber attacks. It categorizes various
tactics, techniques, and sub-techniques used by threat actors, providing insights
into their strategies and methodologies. The enterprise attack matrix has served
as a foundational resource for constructing our ontology. This matrix provides
an overview of 14 attack tactics, which are further categorized into 196 tech-
niques and 411 sub-techniques. APT attacks follow a seven-stage kill chain [27],
including Initial Compromise, Establish Foothold, Escalate Privileges, Internal
Reconnaissance, Move Laterally, Maintain Presence, and Complete Mission. At-
tackers employ tactics from the MITRE ATT&CK framework throughout these
stages. Understanding these stages and tactics helps organizations defend against
APT attacks.

D3FEND [4] is designed to complement ATT&CK by focusing on defensive
techniques and countermeasures. The DSFEND matrix describes 6 defensive tac-
tics, which are further categorized into 22 techniques and 154 sub-techniques.
These defensive tactics and techniques are directly linked to Digital Artifact Ob-
jects (DAOs), which, in turn, are connected to offensive techniques. The relation-

ship between offensive techniques and defensive countermeasures is established
through these DAOs.

ENGAGE |[7] provides a framework that aligns defenders, vendors, and decision-
makers by capturing real-world adversary behavior and guiding strategic cyber
outcomes. The ENGAGE Matrix is composed of three main components: Goals,
Approaches, and Activities. When adversaries exhibit specific behaviors or tech-
niques from the ATT&CK framework, they inadvertently expose vulnerabilities
or weaknesses. By understanding these weaknesses, we can devise engagement
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activities that exploit these vulnerabilities and enhance our defensive capabili-
ties. Mapping the engagement activities in MITRE Engage to specific ATT&CK
techniques ensures that each activity is directly informed by observed adversary
behavior. For instance, if an adversary demonstrates the Remote System Dis-
covery technique (T1018), they may be vulnerable to collecting, observing, or
manipulating deceptive system artifacts or information. Armed with this knowl-
edge, defenders can strategize and employ tactics such as using lures to elicit
desired behaviors from the adversary, leveraging additional or advanced capa-
bilities against the target, or influencing the adversary’s dwell time within the
compromised environment. [5]

CWE [3] is a collection of weaknesses found in software and hardware. These
weaknesses can arise in various aspects such as architecture, design, code, or
implementation, and can potentially lead to exploitable security vulnerabilities.
The purpose of CWE is to provide a standardized language for describing these
weaknesses, serving as a benchmark for security tools targeting these weaknesses,
and establishing a common standard for identifying, mitigating, and preventing
weaknesses. In essence, a weakness refers to a condition in a software, firmware,
hardware, or service component that, in specific circumstances, could contribute
to the introduction of vulnerabilities.

CVE |[9] is a comprehensive list of publicly known vulnerabilities. Each en-
try in the Common Vulnerabilities and Exposures (CVE) database, includes an
identification number, a description, and references to publicly known cybersecu-
rity vulnerabilities. The entries may also provide additional information such as
fixes, severity scores, impact ratings based on the Common Vulnerability Scoring
System (CVSS), and links to exploit and advisory information. Weaknesses are
errors that can lead to vulnerabilities 3], therefore, a connection can be estab-
lished between CWE and CVE entries. This relationship between CVE and CWE
implies that the Vulnerability is an example of the (type of) Weakness. [11]

3 Ontological Design

Our ontology builds upon the work presented by Akbar et al. [2] and extends its
scope by incorporating the MITRE D3FEND and ENGAGE framework. Fur-
thermore, in contrast to their approach of associating vulnerability information
solely through the CVETag property, our work takes it a step further by integrat-
ing CWE weaknesses and CVE vulnerabilities as distinct classes. This expansion
provides access to additional properties such as CVSS scores and information
about specific products affected by the vulnerabilities. By incorporating these
elements, our approach offers a more comprehensive representation of weak-
nesses, vulnerabilities, countermeasures and adversary engagements, enhancing
the overall knowledge representation within the ontology.
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Fig. 1: Conceptual Representation of the Unified Ontology
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3.1 WAVED: Unified Ontology

Fig[T)illustrates the conceptual representation of our proposed ontology — WAVED
(Weakness, Att&ck, Vulnerability, Engage, D3fend). Our extended ontology
encompasses a total of 14 classes — Stages, Tactics, Techniques, Sub-Techniques,
CWE, CVE, Products, DAO (Digital Artifact Object), Defensive Tactics, Coun-
termeasures, Sub Countermeasures, Engagement Goals, Engagement Approaches
and Engagement Activities. These classes represent different entities within the
ontology and are linked to each other. Table 1 provides an overview of the classes
that were used to build the ontology and the number of instances for each class.
Table 2 provides an overview of the object properties that links these classes
together.
The relationships among the instances of these classes are defined below:

. uses: APT attack employs attack tactics in different stages of the kill chain.
. has: Each attack tactic can be accomplished via different attack techniques.
. contains: Each attack technique may or may not contain sub-techniques.
. relatesTo: This relationship links offensive techniques and sub-techniques
to Digital Artifact Objects (DAOs).
5. isRelatedTo: Countermeasures and sub-countermeasures are linked to DAOs
through this relationship.
6. isPartOf: Digital Artifact Objects (DAOs) form a hierarchical structure,
with certain DAOs being part of other DAOs.
7. analyzes: This provides a direct link between defensive countermeasures/sub-
countermeasures and offensive techniques/sub-techniques.
8. hasSubclass: Countermeasures are a subclass of defense tactics.
9. includes: Countermeasures may be further specified into sub-countermeasures.
10. exploits: Offensive techniques/sub-techniques exploit vulnerabilities docu-
mented in the CVE.
11. affects: A product is affected by one or more vulnerabilities listed in the
CVE.
12. specifies: This relationship links CWE entries to CVE entries.
13. mapsTo: Engagement activities are mapped to attack techniques/sub-techniques.
14. comprisesOf: Engagement activities are organized under engagement ap-
proaches.
15. involves: Engagement approaches are organized under engagement goals.

[N JUI NI
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Table 1: Overview of Ontology classes.

Class

Instances Description

Stages

7

The seven stages of the APT kill chain: 1) Ini-
tial Compromise, 2) Establish Foothold, 3) Escalate
Privileges, 4) Internal Reconnaissance, 5) Move Lat-
erally, 6) Maintain Presence, and 7) Complete Mis-
sion.

Tactics

14

Refers to tactics from the attack matrix. An attack
tactic refers to a high-level category or strategy used
by threat actors to achieve their objectives. It rep-
resents a broad approach or methodology employed
in a cyber attack. .

Techniques

196

The means by which threat actors achieve their tac-
tical objectives. These techniques represent specific
actions, methods, or tools used by adversaries to
carry out their attacks. Each technique is associated
with a particular tactic.

Sub-Techniques

411

ATT&CK techniques can be further categorized into
sub-techniques.

Defensive Tactics

The elements of the DSFEND matrix are classified
into six high-level categories: Model, Harden, De-
tect, Isolate, Deceive, and Evict. These categories
serve as a framework for organizing and classifying
the various techniques and countermeasures avail-
able to defenders.

Countermeasures

22

Each defensive tactic contains several techniques
that describe how to implement appropriate strate-
gies to counter cyber threats.

Sub-Countermeasures

154

Countermeasures can be further classified into sub-
countermeasures.

DAO

521

The D3FEND matrix uses the concept of digital ar-
tifacts to establish connections between the defen-
sive techniques with the offensive techniques from
the ATT&CK framework.

CWE

1395*

List of publicly known weaknesses found in software
and hardware.

CVE

206798*

List of publicly known cybersecurity vulnerabilities.

Products

37465*

List of products that are affected by one or more
vulnerabilities documented in the CVE database.

Engagement Goals

ENGAGE matrix provides 3 engagement goals — Ex-
pose, Affect, and Elicit that describe the desired out-
comes of adversary engagement operations.

Engagement Approaches 7

High-level methods or strategies used to engage the
adversary.

Engagement Activities

23

Concrete techniques or actions used to implement
the engagement approaches.

* To demonstrate the use case of our ontology, only a subset of these instances were
utilized in its construction.
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Table 2: Object Properties of the Ontology

Property Domain Range

uses Stages Tactics

has Tactics Techniques

contains Techniques Sub-techniques

relatesTo  Techniques, Sub-Techniques DAO

isRelatedTo Countermeasures, Sub-Countermeasures DAO

isPartOf DAO DAO

hasSubclass Defensive-Tactics Countermeasures

includes Countermeasures Sub-Countermeasures
analyzes Countermeasures, Sub-Countermeasures Techniques, Sub-Techniques
exploits Techniques, Sub-Techniques CVE

affects CVE Products

specifies CWE CVE

mapsTo Engagement-Activities Techniques, Sub-Techniques
comprisesOf Engagement-Approaches Engagement-Activities
involves Engagement-Goals Engagement-Approaches

4 Querying Ontology for Security Insights

Semantic query language can be used to explore and make inferences from the
ontology. In this section, we showcase examples of sparql queries that can be
applied to our unified ontology to gain security insight and help analysts combat
cyber threats.

SPARQL is a valuable tool for querying ontologies due to its capabilities in
handling complex joins and relationships among entities and properties within
the ontology. It enables the execution of analytic query operations, such as joins,
sorting, aggregation, and filtering. SPARQL’s flexibility and functionality make
it well-suited for querying ontologies and extracting meaningful insights from
the data they represent.

4.1 Simple Queries

In this section, we will explore some simple SPARQL queries that can be used
to retrieve information from classes of a single datasource or to retrieve com-
bined information by joining two datasources. An overview of these queries are
presented in Table |3 The first column presents the queries expressed in En-

glish, while the second column presents the corresponding queries implemented
in SPARQL.
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Table 3: Examples of simple SPARQL queries
Query SPARQL

Q1. Retrieve
CVE tags for a
certain
adversarial
technique
(Command and
Scripting
Interpreter)

PREFIX WAVED: <ontologyURI>
SELECT ?technique ?value
WHERE {
7technique WAVED:CVETag 7value.
FILTER(?technique=<ontologyURI
#Command_and_Scripting Interpreter>).

Q2. Retrieve
products that
might contain a
particular
vulnerability
(CVE-2022-
24663)

PREFIX WAVED: <ontologyURI>

SELECT ?CVE ?Products

WHERE {
7CVE WAVED:affects ?Products.
FILTER(?CVE=<ontologyURI#CVE-2022-24663>).

}

Q3. Retrieve
specifics of a
certain product
(Chrome)

PREFIX WAVED: <ontologyURI>
SELECT 7?Products ?Product_Type ?Vendor ?Product
7Edition ?Language ?Version ?Update
WHERE {
?Products WAVED:Product_Type ?Product_Type.
?Products WAVED:Vendor ?Vendor.
?Products WAVED:Product ?Product.
?Products WAVED:Version ?Version.
7Products WAVED:Update ?Update.
?Products WAVED:Edition ?Edition.
?Products WAVED:Language ?Language.
FILTER(?Products=<ontology URI#Chrome>).

}

Q4. Retrieve
APT stage,
tactic,
technique/
sub-technique
associated with a
specific CVE Tag
(CVE-2019-1943)

PREFIX WAVED: <ontologyURI>
SELECT 7?stage 7tactic ?technique ?sub-technique
WHERE {
7stage WAVED:uses 7tactic.
7tactic WAVED:has ?technique.
?technique WAVED:contains ?sub-technique.
7technique WAVED:CVETag ”CVE-2019-1943”.




The Design and Application of a Unified Ontology for Cyber Security

11

Q5. Retrieve
defensive
countermeasures
that are related
to the same
attack technique

PREFIX WAVED: <ontologyURI>
SELECT ?countermeasurel ?attack_techniquel
WHERE {
?countermeasurel WAVED:analyzes ?attack_techniquel
{
SELECT ?countermeasure2 ?attack_technique2
WHERE {
?countermeasure2 WAVED:analyzes
?attack_technique2.

}

FILTER(?attack_techniquel= 7attack_technique2).

}

Q6. Retrieve all
defensive
countermeasures
for a certain

attack technique
(Boolkit)

PREFIX WAVED: <ontologyURI>
SELECT ?countermeasures
WHERE {
7technique WAVED:analyzes 7attack_techniques.
FILTER(?attack_techniques =<ontologyURI
#Boolkit>).

}

Q7. Retrieve all
connected attack
techniques to a
defensive
countermeasure
(Bootloader
Authentication)

PREFIX WAVED: <ontologyURI>
SELECT ?attack_techniques
WHERE {
?countermeasures WAVED:analyzes Tattack_techniques.
FILTER(?countermeasures =<ontologyURI
#Bootloader_Authentication>).

Q8. Associate
defensive
countermeasures
with attack
techniques
through DAOs

PREFIX WAVED: <ontologyURI>
SELECT ?countermeasure ?attack_technique
WHERE {
?countermeasure WAVED:isRelatedTo ?dao.
7attack_technique WAVED:relatesTo ?dao.

}

Q9. Retrieve
countermeasures
when a specific
attack technique
is detected (Valid
Accounts)

PREFIX WAVED: <ontologyURI>
SELECT ?attack_techniques
WHERE {
?countermeasures WAVED:analyzes Tattack_techniques.
FILTER(?attack_techniques=<ontologyURI
#Valid_Accounts>).
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Q10. Retrieve
engagement
activity mapped
to a certain
adversarial
technique
(Remote System
Discovery)

PREFIX WAVED: <ontologyURI>
SELECT ?technique 7engagement-activity
WHERE {
7technique WAVED:mapsTo 7engagement-activity.
FILTER(?technique=<ontologyURI
#Remote_System_Discovery>).

—

Q11. Retrieve
CWE entry
associated to a
specific CVE
(CVE-2009-1699)

PREFIX WAVED: <ontologyURI>

SELECT ?CWE ?CVE

WHERE {
?7CWE WAVED:specifies 7CVE.
FILTER(?CVE=<ontologyURI#CVE-2009-1699>).

}

Q12. Retrieve
all CVE entries
associated to a
specific CWE
(CWE-611)

PREFIX WAVED: <ontologyURI>

SELECT ?CWE ?CVE

WHERE {
?7CWE WAVED:specifies 7CVE.
FILTER(?CWE=<ontologyURI#CWE-611>).

-

Q1 demonstrates how our ontology enables us to query and retrieve vulner-

abilities that are susceptible to specific adversarial techniques. Conversely, we

can also perform reverse queries to obtain information about adversarial stages,

tactics, techniques, and sub-techniques linked to a particular CVE tag, as demon-
strated in Q4 using the example "CVE-2019-1943”. The result of this query is

presented in Table [4] This highlights the bidirectional nature of our ontology

in providing insights into the relationship between adversarial techniques and

vulnerabilities.
Table 4: Result from SPARQL Query Q4
Stage Tactic| Technique Sub-Technique
Completed Mission|Impact|Data Manipulation|Transmitted Data Manipulation

Completed Mission
Completed Mission

Stored Data Manipulation
Runtime Data Manipulation

Data Manipulation
Data Manipulation

Impact
Impact
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Our ontology also enables the identification of products that may be affected
by specific vulnerabilities. Q2 exemplifies this by querying for such products. By
delving deeper into the information, as shown in Q3, security analysts can obtain
comprehensive details about the involved products. This knowledge empowers
them to evaluate whether a specific version of a product is present in their system
and take appropriate actions if any vulnerability associated with that version is
detected.

Q5 provides a comprehensive list of defensive countermeasures organized by
attack techniques. This query can be further refined to focus on specific attack
techniques of interest. For example, Q6 retrieves the countermeasures associated
with the ”Boolkit” attack technique. By reviewing the list of defensive counter-
measures linked to a particular attack technique, security analysts can explore
alternative approaches if one countermeasure proves ineffective. This query em-
powers analysts to make informed decisions and adapt their defensive strategies
based on the available options and their effectiveness in countering specific attack
techniques. Conversely, Q7 focuses on retrieving all attack techniques connected
to a specific defensive countermeasure, specifically those associated with ”Boot-
loader Authentication”. Table [5] presents a subset of the list of attack techniques
linked to this defensive countermeasure, providing valuable insights into the po-
tential threats that this countermeasure aims to mitigate.

Table 5: Result from SPARQL Query Q7

Attack Techniques

Software Packing

AppCert DLLs

Dynamic-Link Library Injection
Thread Execution Hijacking
File Deletion

Application Layer Protocol

The ontology leverages Digital Artifact Objects (DAOs) to establish connec-
tions between defensive countermeasures or sub-countermeasures and offensive
techniques or sub-techniques. Q8 is designed to retrieve this mapping, showcas-
ing the relationship between countermeasures and attack techniques. A snippet
of the result from this query is provided in Table [0} offering a glimpse into the
interconnectedness of defensive measures and offensive techniques within the
ontology.

By correlating engagement activities in MITRE Engage with specific ATT&CK
techniques, we can determine the appropriate engagement activity to exploit vul-
nerabilities demonstrated by adversaries. Q10 demonstrates this by retrieving
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Table 6: Result from SPARQL Query Q8

Countermeasures Attack Techniques
Credential Compromise Scope Analysis|OS Credential Dumping
Authentication Cache Invalidation Additional Cloud Credentials
Credential Revoking Unsecured Credentials

Decoy Session Token Unsecured Credentials

the engagement activity associated with the use of the Remote System Discov-
ery technique by adversaries.

A CWE entry is associated with a collection of CVE vulnerability entries.
This connection allows for the identification of similar vulnerabilities across dif-
ferent operating systems and applications, which can occur due to shared soft-
ware development practices or coding styles. When anticipating an upcoming
attack stage, it is crucial to not only focus on individual vulnerabilities but also
understand the underlying weaknesses present in the system. By analyzing the
weakness associated with a vulnerability, it becomes possible to proactively as-
sess the potential presence of other vulnerabilities that may stem from the same
weakness. This holistic approach, rather than addressing vulnerabilities in iso-
lation, allows for a more comprehensive understanding of the system’s security
landscape. By querying the ontology, Q11 demonstrates how the weakness asso-
ciated with a specific vulnerability can be retrieved, while Q12 showcases how
all vulnerabilities organized under a particular weakness can be retrieved. These
capabilities enable security analysts to take preemptive actions and mitigate
potential risks before they can be exploited.

4.2 Advanced Queries

To fully unlock the potential of our ontology, having access to a complete and
comprehensive context is vital. This underscores the importance of being able
to execute a single query that can instantly retrieve information from multiple
data sources. In this section, we explore complex queries that facilitate such
capabilities.

The primary use case of our ontology is focused on detecting and mitigating
Advanced Persistent Threat (APT) campaigns. When a specific stage of an APT
campaign is detected in a system, it indicates that the attacker may advance
to the next stage at any time. To effectively mitigate these threats, prompt
identification and patching of vulnerabilities in the system is essential. It is not
only crucial to identify the vulnerabilities that may be exploited but also to
identify appropriate analysis tools to defend against or mitigate an imminent
attack.

Fig[2)illustrates an example query in which the adversary has already estab-
lished a foothold in the system. The next stage anticipated is ”Escalate Privi-
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leges”. By using this query, we can retrieve information about the vulnerabilities
that the adversary is likely to exploit in the next stage. Additionally, the query
allows us to identify the appropriate countermeasures that can be taken to de-
fend against these vulnerabilities and hinder the adversary’s progress.

PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>
PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema# >
PREFIX WAVED: <OntologyURI>

SELECT ?Stage ?Vulnerability 2Countermeasure

WHERE{
?Stage WAVED:uses ?Tactic.
?Tactic WAVED:has ?Technique.
?Techniqgue WAVED:CVETag ?Vulnerability.
?Countermeasure WAVED:analyzes ?Technique.
FILTER(?Stage = <OntologyURI#Escalate_Privileges>).
}

Fig. 2: Retrieve Vulnerabilities and Countermeasures associated with the APT
Stage ”Escalate Privileges”

However, with the proliferation of technology across various domains, the
number of vulnerabilities has significantly increased, posing a challenge in de-
termining which vulnerabilities should be addressed without significant delays.
Our ontology addresses this challenge by providing a list of associated vulnera-
bilities that require immediate attention. By extending the ontology to include
severity scores of CVEs and information on software prone to these vulnerabili-
ties, security analysts can prioritize and address the most critical vulnerabilities
promptly.

Figuredemonstrates how when a weakness (CWE-125) is identified within a
system, we can retrieve the vulnerability, attack technique and countermeasures
associated with it in descending order of CVSS Score so that the most critical
vulnerabilities may be tackled first.

In summary, our ontology plays a vital role in detecting APT campaigns,
prioritizing vulnerability patching, identifying appropriate analysis tools, and
selecting defensive countermeasures and engagement activities to effectively de-
fend against sophisticated cyber threats. Its holistic approach to vulnerability
management and threat mitigation enhances the effectiveness of cybersecurity
efforts in addressing complex and evolving threats.

5 Related Work

Ontologies have proven to be effective and robust solutions for representing
domain-specific knowledge, integrating data from diverse sources, and enabling
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PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns# >
PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema# >

PREFIX WAVED: <OntologyURI# >

SELECT ?CVE ?CWE ?CVSS ?attacktechnique ?countermeasure

WHERE{
?CWE WAVED:specifies ?CVE.
?CVE WAVED:CVSS_Score ?CVSS.
?attacktechnique WAVED:exploits ?CVE.
?countermeasure WAVED:analyzes ?attacktechnique.
FILTER(?CWE = <OntologyURI#CWE-125>).

}

ORDER BY DESC(?CVSS)

Fig. 3: Retrieve CVE, Attack Techniques and Countermeasures for a given weak-
ness (CWE-125) in descending order of CVSS Score

various semantic applications |19]. This is evident in various domains, includ-
ing the Internet of Things (IoT) [16] and Information Selection [13}/14], where
ontology-based approaches have been applied to enhance data integration, knowl-
edge representation, and semantic reasoning.

According to the study conducted by JASON [8], constructing a common
language and a set of basic concepts within the cybersecurity research community
is vital for making significant progress in the field. As cybersecurity deals with
adversaries, these concepts may evolve over time, but having a shared language
and agreed-upon experimental protocols will facilitate hypothesis testing and
concept validation.

Threat intelligence plays a crucial role in enhancing security operations by
providing evidence-based knowledge about current and potential cyber threats.
This leads to improved efficiency and effectiveness in detecting and preventing
such threats. To effectively organize and represent this knowledge, tools like
taxonomies, sharing standards, and ontologies are used. However, upon analyzing
existing taxonomies, sharing standards, and ontologies, it becomes apparent that
a comprehensive threat intelligence ontology is lacking [15]. This underscores the
need for the development of a more encompassing ontology to address this gap
and enable more cohesive and coherent cybersecurity research efforts.

In the domain of network security, several existing ontologies have been de-
veloped to capture domain-specific concepts and relationships. Obrst et al. [17]
proposed a methodology for creating ontologies based on well-defined ones that
can be used as modular sub-ontologies. They emphasized the usefulness of ex-
isting schemas, dictionaries, glossaries, and standards as a means of knowledge
acquisition for defining an ontology.

Oltramari et al. [18] introduced a three-layer cyber security ontology called
CRATELO with the goal of improving the situational awareness of security
analysts and enabling optimal operational decisions through semantic represen-
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tation. They built upon existing ontologies, extending them to include security-
related middle-level ontology (SECCO) and low-level sub-ontology (OSCO) for
capturing domain-specific scenarios related to threats, vulnerabilities, attacks,
countermeasures, and assets.

STUCCO [12] is another notable example of a network security ontology
that collects data from security systems and integrates it into a network secu-
rity knowledge graph. It consolidates information from various structured data
sources and establishes relationships among different entity types, such as soft-
ware, vulnerabilities, and attacks.

The Unified Cybersecurity Ontology (UCO) [22], developed by Syed et al., fo-
cuses on integrating various cybersecurity ontologies, heterogeneous data schemes,
and common cybersecurity standards to facilitate the sharing and exchange of
cyber threat intelligence. UCO aims to unify the representation of threat and
vulnerability data within knowledge graphs and ontologies.

Similarly, BRON |[11] utilizes a single bidirectional graph to connect entries
from different sources, ranging from tactics to vulnerable software. This rela-
tional approach enables the representation and analysis of various aspects of
network security.

Our ontology improves upon existing implementations by integrating a more
diverse and comprehensive range of data sources. It goes beyond just capturing
attacks and vulnerabilities to include countermeasures and adversary engage-
ment techniques, providing a broader scope for analysis. Additionally, our paper
highlights how our ontology enriches the context and enhances inferential ca-
pabilities by leveraging semantic query language to explore the extensive and
diverse data sources integrated within the ontology.

6 Limitations and Future Work

This paper primarily focuses on the modeling and querying of a cybersecurity
ontology. However, there is room for future work beyond the scope of this paper
that could explore semi-automating the construction process of the ontology.
The manual effort required for establishing associations between classes within
the ontology, such as defensive and offensive techniques, as well as linking attack
techniques with CVE tags, does come with its limitations. It’s worth noting
that even existing frameworks like D3FEND rely on manual knowledge base
generation, which demands significant human effort. The challenge becomes more
evident when trying to associate new defensive techniques with existing attack
techniques or zero-day attack methods. This underscores the pressing need for
automation in the association process, where machine learning and data-driven
approaches could offer substantial assistance [1].

Additionally, there may be gaps and missing links within the ontology that
require attention. This presents an opportunity for future enhancement by in-
corporating natural language processing (NLP) techniques. The automation po-
tential of NLP can prove invaluable in predicting and establishing these missing
links within the ontology, significantly boosting its overall completeness and ac-
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curacy. Moreover, NLP can be leveraged to extract pertinent information from
diverse sources such as reports, blogs, and threat report websites. By doing so, we
can enrich the ontology with up-to-date insights and data. Through the synergis-
tic integration of NLP and diverse data sources, the ontology can be expanded
and improved upon.

To bolster the paper’s contributions and provide tangible evidence of the
ontology’s effectiveness in real-world cybersecurity scenarios, empirical studies
are imperative. At present, empirical validation is an aspect that remains unad-
dressed, yet it is absolutely vital for gauging the practical applicability of the
proposed ontology. Looking ahead, we have concrete plans to take action in this
regard. Specifically, we are committed to releasing an all-encompassing tool that
incorporates our current ontology. This tool will be meticulously designed to
assist security analysts in their day-to-day tasks. This practical tool will enable
us to collect empirical evidence regarding the utility and real-world impact of
our ontology.

7 Conclusion

The importance of curated knowledge in the cybersecurity field cannot be over-
stated. In the face of attack incidents that demand immediate and impactful
actions, effective knowledge management plays a crucial role in providing guid-
ance to security analysts. Whether it is an individual or an organization, mini-
mizing the damage caused by cyber attacks hinges on the proper dissemination
of information. Our ontology serves as a valuable tool for curating knowledge
and assisting security analysts in effectively mitigating the continued spread of
ongoing cyber attacks.

Disclaimer Certain equipment, instruments, software, or materials are iden-
tified in this paper in order to specify the experimental procedure adequately.
Such identification is not intended to imply recommendation or endorsement of
any product or service by NIST, nor is it intended to imply that the materials
or equipment identified are necessarily the best available for the purpose.
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