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Abstract. In this paper we introduce a new attack on the multivariate
encryption scheme HFERP, a big field scheme including an extra variable
set, additional equations of the UOV or Rainbow shape as well as addi-
tional random polynomials. Our attack brings several parameter sets well
below their claimed security levels. The attack combines novel methods
applicable to multivariate schemes with multiple equation types with in-
sights from the Simple Attack that broke Rainbow in early 2022, though
interestingly the technique is applied in an orthogonal way. In addition to
this attack, we apply support minors techniques on a MinRank instance
drawing coefficients from the big field, which was effective against other
multivariate big field schemes. This work demonstrates that there exist
previously unknown impacts of the above works well beyond the scope
in which they were derived.

Keywords: Multivariate Cryptography - HFERP - Cryptanalysis - Min-
Rank - Simple Attack.

1 Introduction

With advancements towards widespread quantum computing, the need for accu-
rate analysis of quantum-resistant cryptosystems is of high priority. Multivariate
cryptography offers a possible path forward, providing an alternative to other
post-quantum cryptosystems based on, for example, lattices or codes.

The characteristics of multivariate cryptosystems can be attractive, depend-
ing, of course, on the performance characteristics required for the application.
Multivariate encryption schemes typically have quite fast encryption and rela-
tively short ciphertexts in comparison to other post-quantum schemes. To date,
this efficiency is more than counter-balanced by the extreme decryption times
or decryption failure issues, see [27/I], for example. Additionally, the multitude
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of attacks, even practical attacks [26/612]29], have brought their practicality into
question.

The need for accurate cryptanalysis of multivariate cryptosystems is illus-
trated by the call from the National Institute of Standards and Technology
(NIST) for a supplementary digital signature scheme standardization track as
part of their ongoing post-quantum cryptography project. The aim of this call
is to obtain secure signature schemes whose security does not rely on structured
lattices, which makes multivariate signature schemes of particular interest. While
the scheme we attack in this paper is an encryption scheme, history has shown
that multivariate cryptanalysis in one arena can often be transferred to another;
thus, we expect the analysis completed in this paper to have applications across
multivariate cryptography.

HFERP, which was first proposed in 2018 [I4], is a multivariate encryption
scheme in the lineage of HFE. The basic construction is supported by a cen-
tral map containing polynomials of HFE shape, see [21], Rainbow shape, [I1],
as well as random quadratic polynomials. The performance characteristics of
HFERP are fairly typical for a multivariate encryption scheme; it has public key
and secret key sizes of (93.6KB, 31.7KB) for 80-bit bit security and (552.3KB,
226.0KB) for 128-bit security, has fast encryption and quite slow decryption.

Several recent results inspire the need to reevaluate the cryptographic secu-
rity of HFERP. The attack of [29] illustrates how the use of extra variables can
be mostly ignored for MinRank style attacks. The improvement of [2] shows how
the above attack can be performed with the support minors methodology of [3]
even when coefficients are from an extension field. The attack of [6] demonstrates
how different equation types can be exploited statistically to improve the power
of an attack.

Some of the relevant pieces, however, from the above recent results do not
naturally apply in the case of HFERP. For example, the attacks considered in
[29] and [2] do not consider the effect of other equations that do not have a
component of HFE shape. In the other direction, the attack of [6] relies on the
specific structure of Rainbow, which is not a big field scheme.

1.1 Owur Contribution

We introduce a new attack which considerably reduces the security levels of some
parameters of HFERP. This attack is a MinRank attack boosted with the same
kind of “Simple Attack” observation noted in [6]. While the attack of [6] slices
the public key, viewed as a 3-tensor, in a nonstandard way (i.e., not along public
equations), our attack utilizes the same statistical observation to improve the
standard MinRank attack. Significantly, this attack is insensitive to the degree
of the hidden HFE component; thus, for parameters where this attack is cheap,
HFERP is reduced to a less efficient version of HFE.

In addition to the above attack, we also modify and apply the Big-Field
Support Minors MinRank attack from [2] to HFERP. Support minors techniques
have been shown effective against GeMSS and Rainbow in previous works, which
have central maps polynomials of only single types. We show the far reaching
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potential of the support minors technique by applying it to the central map of
HFERP, which has a central map containing polynomials of HFE, UOV, and
random polynomials. This attack has complexity far below the claimed security
levels.

The article is organized as follows. In Section [2] we introduce some histori-
cally relevant schemes. Next, in Section [3] we describe the updated multivariate
cryptanalyst’s toolkit, including all of the relevant attacks affecting the selec-
tion of parameters for HFERP. In the subsequent section, we apply the “Simple
Attack” approach to HFERP and describe the algebraic methods of the crypt-
analysis. We then compute updated complexities for MinRank cryptanalysis of
HFERP in Section [0} verifying that the security provided by HFERP is signif-
icantly reduced by our methods. Finally, we conclude, reflecting on the recent
changes in multivariate cryptanalysis and suggesting new directions to explore.

2 Schemes

21 C*

The C* Cryptosystem was introduced by Matsumoto and Imai at Eurocrypt
’88 ([I8]) and was the first mainstream multivariate cryptosystem. The scheme
hides the easily invertible central map f : K — K, using linear maps S, T :
Fy — Fy and a vector space isomorphism ¢ : Fy' — K. The central map f
is the F,-quadratic function f(X) = X 4’+1 where 6 is a positive integer such
that ged(1 + ¢%,¢" — 1) = 1. The public key P : Fy — Ty is computed as
P(z)=Tog¢ o fopoS(z). C* was broken in [20] by Patarin.

2.2 HFE and variants

Hidden Field Equations The HFE cryptosystem, introduced in [21], is a big
field scheme which replaces the monomial map of C* with a polynomial with
degree bound D. We once again consider Fg, K, and ¢ as described in Section
Then for degree bound D we define the central map f: K — K as

q'+q’ <D o )
FX) = 3 X 3 X
i<j qi<D

Given invertible affine maps S,T : Fy — Fy, the public key P : Fj — Fy is
defined as
P(x)=To¢p o fogoS(x),

and the private key is (S, f,T).

To encrypt a plaintext message x € Iy, compute P(x). To invert a ciphertext
y € Fy, compute v = T~1(y) then solve ¢(v) = f(s) for s € Fyn using the
Berlekamp algorithm. The plaintext is then x = S~1(¢~1(s)).

The degree bound of the central map is utilized to keep the use of Berlekamp’s

algorithm efficient during decryption. However, a small degree bound D has
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adverse effects on the security. HFE is weak against rank attacks due to the
existence of a low rank linear combination of the public quadratic forms shown
in [4].

HFEv~ After the break of HFE, HFEv~ was introduced in [23]. This scheme
takes an HFE scheme and adds a vinegar and a minus modifier. The minus
modifier removes a small number of equations from the public key and the vine-
gar modifier parameterizes the central map by adding supplementary variables
called vinegar variables which occupy a small subspace of the input space.

The central map f: Fgn x Fy — Fyn is randomly generated of the form

q'+¢’<D  4¢'<D ‘
i, i
f(X x1,ymy) = E a;; X1 Ty E Bi(x1, .t ) X + (21, .0y y)
1,JEN ieN

where a; j € Fyn, 8; : Fy — Fyn are linear maps, and 7y : Fy — Fyn is a quadratic
map in the vinegar variables z1, ..., x,. Two random affine maps 7" : Fjy — Fg—
and S : Fp+? — Fp*Y of maximal rank bookend the central map to hide the
structure of f. This results in a private key of the three maps (T, f,.S).

To generate the public key, we let ¢ be the vector space isomorphism previ-
ously defined. Next, let 1 : IE‘;H‘” = Fgn X Fy be ¢p = ¢~ x id, where id, is the
identity map over Fy. Then, the composition function ¢ o : ]F;”‘” — Fy isa
quadratic multivariate function. The public key P is then defined as

P:TO¢OwaOS:FZ+v4)F27q.

2.3 Unbalanced Oil and Vinegar

The Oil and Vinegar signature scheme was introduced in [22] as another response
to Patarin’s break of C*. The system uses two types of variables, oil variables and
vinegar variables, over a finite field IF,. Originally, the number of oil and vinegar
variables were equal, but Kipnis and Shamir broke the balanced oil and vinegar
scheme [I7]. We now only consider the Unbalanced Oil and Vinegar scheme [16]
where the number of vinegar variables is strictly greater than the number of oil
variables.

Let X = (1, ...; Ty, Tyt 1, -+ Tn) € Fy. The variables 1, ..., z, are the vinegar
variables while x,41, ..., 2, are the oil variables. The central map is defined as
F = (f1, fa, .., fu+1) where each f is of the form

v v v n n
fr(z) = Z Z Q5 RTiT 5 + Z Z Bijrxix; + Z%Ml + 0.
i=1

i=1 j=1 i=1 j=v-+1

Then, to create the public key equations P, we compose F' with an invertible
affine map U : Fy — Fy to get P = FoU.

The map F' is a quadratic map, but it is linear in the oil variables, which is
imperative to obtain a signature for a message m. Inversion of the central map is
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completed by choosing random values from [ for each of the vinegar variables
then setting each equation equal to m and using Gaussian Elimination to solve
for the remaining oil variables. If no solution is found, the process is repeated
with choosing different values for the vinegar variables. The process is repeated
until a solution for the set of oil variables is found. We then apply U~ to find
the final signature.

2.4 Rainbow

The Rainbow signature scheme introduced in [I1] is constructed of L many UOV
layers. Rainbow was the only multivariate signature scheme in the third round
of the NIST standardization process, but has recently faced major attacks [5l6].

Each layer of UOV in the Rainbow signature scheme will have a different
number of vinegar variables. Consider the sequence of integer values 0 < vy <
vy < ... < v = n and a corresponding set of variables Vi = (x1,...,2y,), Va2 =
(X1 ooy Ty s ooy Ty )y ooy VL, = (21, ..., Ty, ) that contain the vinegar variables for
the 1st, 2nd, ..., and Lth layers, respectively. Note, for each layer ¢, the oil
variables will contain Oy = (Ty,+41, ..., Zn). S0, we have the relationships V7 C
VoCc...CcVpand Op C Op_1 C ... C Oy.

Each layer ¢ is composed of n — v, = oy equations. The kth polynomial in
the ¢th layer is of the form

Vg Uy Ve Ve41 n
Fe =Y oy + Y > Byrwir; + Y Yiewi + Ok,
i=1 j—1 i=1 j=ug+1 i=1

where we normally consider §; = 0. The public key is formed by composing the
central map with two affine maps, U and T, to get P =T o F o U. In practice,
we let L = 2. This means that v; = v, and vy = n. To speed up key generation,
it is convention to use homogeneous polynomials f;.

To invert the central map F' = (f1, ..., fn), we peel off the layers in the same
fashion we invert the single layer UOV system. We choose values for the first
layer vinegar variables x1, ..., z,, and substitute these values into the first layer
maps fi,..., fo,- We then solve the resulting linear system in the first layer oil
variables Xy, 41, ..., Ty,. We next substitute the values of these variables into the
central maps fu, 41, fn-

2.5 HFERP

HFERP was introduced in [14] after SRP (introduced in [3I]) was broken in
[24]. The goal of SRP was to add an invertible system to UOV so that there
is a way to uniquely solve for the vinegar variables instead of choosing random
values. SRP used a square map, which left it susceptible to the MinRank attack.
HFERP continues this goal by using an instance of HFE with a higher Q-rank
(defined in Section to protect against the attacks utilizing the low Q-rank
of the Square map. HFERP utilizes a single layer of UOV with v = d vinegar
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variables where d is the degree of the extension field used in the HFE scheme.
HFERP also utilizes a plus modifier, adding p additional random equations to
the central map to secure the system from rank attacks and to make decryption
failures less likely.

Notation We consider d to be the degree of the extension field in the HFE map,
D the degree bound of the HFE central map, ¢ := [log,(D)], o is the number of
oil variables in the UOV map, r a positive integer, and s is the number of added
plus polynomials. For ease of notation, we will define n := d+o0, m := d+o+r+s,
and t :=m —d = o+ r + s. We will sometimes consider the linear maps 7" and
U in their matrix representations, which we will denote as T and U.

Key Generation and Encryption To construct an HFERP system, choose
a finite field F, and a degree d extension F 4 over IF,. Let ¢ : Fg — [, be an
F4-vector space isomorphism and o, and s be non-negative integers.

The central map of HFERP is the concatenation of an HFE map, Fyrg, a
single layer Rainbow map, Fr = (fi,..., fotr), and a plus modifier, F,,. These
maps are defined as follows.

— Fyrp :Fy — ]Fg is the composition of

Td, md P F o' md
Fy —Fy = Fga = Fga — Fy
where F is the map in the extension field described in Section and 7y :
Fy — IFZ is the projection onto the first d coordinates.
— The Rainbow component is an instance of UOV defined as

FR = (f1> ~-~7fo+'r) : ]FZ — FZJ'_T.

The variables z1,...,z4 are the vinegar variables and remaining xg441, ..., Tn
are the oil variables. Each map f; is defined as in Section

— The plus modifier F, = (¢1,...,9s) : Fy — Fy consists of s randomly gener-
ated quadratic polynomials.

To generate the public key, let F = Fypg||Fr||Fp (where || denotes con-
catenation) and let U : Fy — Fj be an affine embedding of full rank and
T : Fy' — FJ' be an affine isomorphism. Then, the public key is defined as
P=ToFoU:Fy—Fg.

Encryption Algorithm Given a message x € Fy, the ciphertext is computed
as P(x) =y € F".

Decryption Algorithm Given a ciphertext y = (y1, ..., Ym) € 7", we start the
decryption process by computing y’ = (41, ...,4.,) = T~ 1(y). The next step is to
then compute Y’ = ¢(y1, ..., y);) € Fya. We then use the Berlekamp algorithm to
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compute the inverse of the HFE polynomials to recover v = (v1, ...,v4), which
will be our vinegar variables. Once we have obtained the vinegar values vy, ..., vq,
we then solve the system of o + r linear equations in the n — d = o variables
Od4-1, -+ O, given by

k /
g( )(Ulv <oy Udy Od4-1, "'7On) = Yd+k>

for k = 1,...,0 4+ r. We denote the solution as (v441,...,v,). The final step is
to compute the plaintext x € Fy by finding the preimage of (v1, ..., V) under
the affine map U. Once a solution is found, check to see if it is consistent under
the plus polynomials. If so, a valid decryption has been found. If not, repeat the

/ /

process for a new solution (v], ...,v!,) until we find a consistent solution.

3 Relevant Attacks

There is a standard suite of attacks commonly used in multivariate cryptography.
In this section we provide a brief summary of relevant techniques.

3.1 Direct Attack

The most generic attack on a multivariate cryptosystem is the direct attack. In
the context of encryption, the direct attack sets the public equations equal to a
ciphertext value and attempts to solve the system algebraically. The complexity
of the direct attack depends on a few factors.

First, by way of specializing some number of variables, one assumes that the
ideal generated by these equations is zero-dimensional. In practice, if the field
size is small, one should specialize more variables, attempting to solve the system
by guessing some correct values of variables. This method is called the hybrid
approach.

Second, the solving degree must be determined. This quantity is the degree
at which the values of all monomials in the system of equations are determined
uniquely. This phenomenon occurs when the number of linearly independent
equations equals the number of monomials. The solving degree for a system of
equations will be specific to each algorithm.

Finally, the complexity is dependent on the algorithm used to solve the sys-
tem. If the system is relatively small (not cryptographic scale), then it is often
beneficial to take advantage of the reduction to normal form occurring in the F4
algorithm [I2]. For larger parameters, we expect it to be better to use the XL
algorithm [9], not only for time complexity, but, perhaps more importantly, for
memory complexity.

Given a system of m equations in n variables over [y, we may specialize k
variables and in the case that n < m we have the complexities of F4 and XL at
solving degree ds to be

w 2
o(#( 1)) o o4 (A )

where w is the linear algebra exponent.
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3.2 MinRank Attacks

Many multivariate cryptosystems have been shown to be vulnerable against Min-
Rank attacks. We can define the MinRank problem as follows:

Problem 1 (MinRank Problem) Given matrices Ay, ..., Ax € FY*N and
R € N, decide if there exists a linear combination yi,...,yx € Fq (not all zero)

such that
K
rank (Z yZ-AZ) <R.
i=1

The goal of MinRank attacks is to try to find linear combinations of the public
matrices that result in a matrix with low rank. This is an effective technique
against schemes such as HFE as it allows an adversary to gain information
about the low rank central maps. The MinRank attack was first introduced
in [I5], and other methods have since followed, including minors modeling and
support minors modeling [I3J3]. The complexity of MinRank attacks are tied to
the complexity of polynomial solvers, such as the XL algorithm [I0].

There are various methods to solve the MinRank problem. These methods
vary from simply enumerating the space of linear combinations to constructing
systems of equations with large sets of variables.

The simplest and most direct is simply exhaustive search. In this model one
simply guesses linear combinations and computes the rank until a solution is
found. The complexity of this version of MinRank is qK N“, where 2 <w < 3 is
the linear algebra exponent.

A simple general improvement to exhaustive search is called the combina-
torial method, or sometimes linear algebra search. In this method, one guesses
[ ] kernel vectors v; and solves

K
Z xjAjvi =0
j=1

linearly for x. Simultaneously guessing two kernel vectors of a rank R matrix
takes approximately q[%m attempts on average. Thus, this technique has com-
plexity

10 (qT%WR (K“ + N“’)) .

The support minors method of MinRank, see [3], is built from decomposition
modeling. Given that the matrix 3 = Zfil r;A; hasrank R, there exist matrices
S e ]FéMXR and C € FqRXN such that 3 = SC. Specifically, the rowspace of C is
the rowspace of X, and so appending a row 7 of X to C results in an (R+1) x N
matrix of rank R. The support minors modeling computes the maximal minors
of such a matrix and solves the system for x.

The complexity of solving the MinRank problem using Support Minors Mod-
eling given K many matrices, M equations, IV variables, and a target rank of R
can be estimated as
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i s~ () (K02 )

where b is the smallest integer such that

(A e () (7))

As indicated in Equation above, the number of columns used can be
optimized to lower the complexity of the attack. One often finds that even a
larger value of b along with a smaller M’ may result in a more efficient attack.

Which MinRank technique is best in which parameter regime is a very in-
teresting and subtle question. In general, smaller field sizes paired with either
small target rank or a small search space offer more opportunities for the combi-
natorial search methods to be superior. If the field size is larger, or if the target
rank is moderate; however, support minors are often more powerful.

The above techniques do not form a complete list of MinRank techniques.
Other well-known techniques include minors modeling [4] and Kipnis-Shamir
modeling [I7]. Typically parameter sets for which these techniques can be effec-
tive are outperformed by support minors modeling.

3.3 Simple Attack

In 2022, the security of Rainbow took a major blow with the release of Beullens’
simple attack from [6]. The Simple Attack is a differential attack, meaning it will
make use of the discrete differential DF(z,y) = F(x+y) — F(x) — F(y) + F(0).
For our purposes in MPK cryptography, we have P(0) = 0 for a public key P.
The simple attack utilizes a few key aspects to the Rainbow trapdoor function.

Recall from Section[2.4] an instance of Rainbow relies on g, the characteristic
of the finite field, n, the number of variables, m, the number of public key
equations, and oo, which is the dimension of both the second layer oil subspace
Oz C Fy and the image of O under the public key P. We will mirror the notation
from [6] and set P(O1) = W C F.

O- C O, C F:;
N\ | |
P P(z,) P P
! \ ! l
{0} C W c Fg

Fig. 1. Structure of nested subspaces.
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From [6], it is known that for any x € [ and any oz € O3 that DP(x,09) €
W and that P(Oz) = {0}. So, for a randomly chosen nonzero x € Fy, construct
the differential map
Dy :Fy —» F" 1y — DP(x,y)

where DP is defined as above. Dy is a linear map which sends Oy to W. We
know that dim(Oz) = 02 = dim(W), so the probability that D, has a kernel
vector in Oj is the same probability that a random oz X 0z matrix over F, is
singular. This probability is known to be

02—1

1= J[a-¢d)=q"

1=0

The goal in constructing this mapping is to find a nontrivial intersection
between the kernel of the Dy, map and the O, subspace. To search for the
possible nontrivial intersection, the simple attack sets up the following system
of equations:

{Dx(o) =0 )

P(o) =0.

The resulting system has m homogeneous linear equations and m homoge-
nous quadratic equations in the n variables of 0. The simple attack then uses the
m linear equations to eliminate m of the variables from the quadratic equations.
This yields a system of m homogenous equations in only n — m variables. Using
Beullens’ notation, let B € IFZLX("_m) be a matrix whose columns form a basis
for ker(Dx). Then the process reduces to finding a solution to o € Fy~"™ such
that P(Bo) = 0. If such a solution is found, then with high probability o € Os.
If no solution exists, randomly choose a new nonzero x € ' and repeat the pro-
cess. Once an Os vector is found, the second layer of Rainbow can be removed
and the complexity is reduced to an instance of UOV with m — o0y equations in
n — 0o variables.

3.4 Other Techniques

The work of Tao et al. in [29] presents a MinRank key recovery attack on HFEv—
cryptosystem with complexity

o <<ﬁ+c§+u+1>“’> |
d+1
where 7 is the degree of the extension field, v is the number of vinegar variables,
d = [log,(D)], D is the degree bound of the central HFE polynomial, and w
is the linear algebra constant. This paper illustrates that the minus modifier
does not increase the security of HFE type cryptosystems as the complexity is

independent of a, the number of public equations deleted. The vinegar modifier
only increases the complexity by a polynomial factor.
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Given the public key P = T o F o S, the attack starts by recovering a map
equivalent to the private map S by solving a MinRank problem over the base
field with target rank d. Equivalent maps to the private T' and F' are then found
by solving a system of linear and nonlinear equations. The work in [2] shows how
to use Support Minors modeling for the problem, and results in a total break of
GeMSS. The GeMSS cryptosystem can be thought of as a specific example of
HFEv~™ and was a candidate in the NIST standardization process.

4 HFERP Simple Attack: Divide and Conquer

We introduce an attack that significantly diminishes the security levels of some
HFERP parameter sets. This attack uses some similar tools as the Simple Attack
against Rainbow, and is thus named accordingly. The goal of this attack is
to find an HFE map hiding in a subspace of the public equations, which is
defined based on the kernel of a linear combination of rectangular slices of the 3-
tensor representation of the public key. Membership in the kernel provides linear
relations that can be used to essentially remove variables from the MinRank
modeling, making it much easier to solve a MinRank instance whose solution is
an HFE polynomial. From there we are able to obtain maps equivalent to the
secret maps U and T and then attack each section of the central map individually.
We describe this attack on HFERP with only a single Rainbow layer (i.e., a UOV
map), but the attack can easily be adjusted for more Rainbow layers.

Although this attack was inspired by the Simple Attack on Rainbow, there
are some subtle differences in technique. In the basic Simple Attack against
Rainbow, an adversary searches for an oy vector by finding a solution to the
system of equations {Dx(y) = 0, P(y) = 0}. Similarly, the combined attack of
[6] on Rainbow, mostly relevant for the larger category III and V parameter sets,
combines the kernel condition (the first equation above) with the rectangular
MinRank attack. This technique essentially removes m of the n distinct n x m
matrices of the rectangular MinRank attack, a significant improvement.

Our attack is similar, but has some notable differences. First, HFERP is an
encryption scheme, and so must have at least as many equations as variables.
Therefore, while we use a rectangular matrix similar to that used in the rainbow
attack, it makes the most sense to consider kernel elements on the opposite side
(corresponding to the output space as opposed to the input space of the HFERP
public key). When the kernel of such a map intersects the subspace of HFE maps,
the vectors contained in the intersection produce low rank linear combinations
of the public maps.

The works of [2902] are also related to this attack, as we are using MinRank
techniques on the public matrices to find equivalent linear transformations as
those used in the secret key. Although both of these attacks are exploiting the low
rank properties of the HFE central map, our attack uses the MinRank techniques
to strategically filter out the Rainbow and plus polynomials.
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4.1 Finding y Vector

Let P; be the matrix representation of the ith public polynomial p; such that
xP;x" = p;(x) for x€ F7. Choose a random row vector z € F' and compute
the m x n matrix
ZPl
ZP2
Az = .
zP,,

We hope to find a z such that the subspace of the rows of A, with the
structure of HFE has nontrivial left kernel. We let Ker(A.) denote the left
kernel of A,. Recall that the set of HFE maps forms a dimension d subspace
of the span of the P; which has support on a d-dimensional subspace of Fy.
Thus for any z, the map A, restricted to the HFE subspace is a map from a
d-dimensional space to a d-dimensional space. Under the heuristic assumption
that this restricted map acts as a random d x d matrix the probability that the
restricted map is singular is

d—1

1-JJa-¢"%,

=0

which for large ¢ is approximately ¢~ .

Our goal is to find a vector y € F;" such that
y € Kerp(A,)
- (4)
Rank (Z yiPi> < d.
i=1

If the maps P; were generic then the probability that even a single map in their
span is of rank d would be very close to zero. We therefore work under the
following heuristic assumption, well-supported by experimental data

Heuristic Assumption 1 The only nonzero maps in the span of the P; that
have rank bounded by d are in the span of the maps UF;UT fori =1,...,d,
i.e. the HFE maps.
Thus, we expect that any such solution y to has the form
yT = (a]|0) =y = (al|0)T ", (5)

where a is a length d vector and 0 is the length ¢ zero vector. Note that for each
public polynomial we have:

D = Ztik(fk oU),
=1
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where fi represents the kth central map. The linear combination in question
then becomes

Z yePp = Z Ye (Z ték(UFkUT)> = Z Z Yotos(UFLUT)
=1 =1 k=1 k=1¢=1
d m
=> a, (UF,UT)+ > 0(UFUT).
k=1 k=d+1

This behavior is illustrated in Figure

To find such a vector y, we will compute a basis {vy,...,v,.1s} for the left
kernel of the m x n matrix A,. For each basis vector v;, we then compute the
matrix

W]‘ = i vjiPi~
i=1

The vector y that we want is a linear combination of the basis vectors, so we
"5 \jv;. We can also write 3_,_, % P; as a linear combination

can write y = > 1]
of the W matrices as follows:

m r+s

ZyiPi:Z Z)\jvj P;
i=1

=1 \j=1 i
m r+s

= Z Z AjvjiPi

i=1 j=1

r+s m

= Z )\j <Z rUjiPi>
j=1 i=1
r+s

=> AW,
j=1

We can then use MinRank on the r + s many W; € Fy*™ matrices with
target rank d in order to find the weights A; that will give us the vector y we
are interested in. When ¢ is small, it appears the exhaustive search version of
MinRank will be the most efficient way to find y. For large ¢, Linear Algebra
Search or Support Minors may be used to find y.

4.2 Inverting U

We will use the obtained y to uncover the oil and vinegar subspaces of the UOV
maps. We will denote the Oil and Vinegar subspaces in the public basis as O and
V, respectively. Recall that O,V C Fy, O+V =Fp, ONV = {0}, dim(O) = o,
dim(V) =d, and for any z € O, fi(z) =0for 1 <i<d+o+r.
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Scalar multiply across —

J Sum the matrices down

Fig. 2. We can consider the m many n xn matrix representations of each f; as a 3 tensor
where each n X n matrix F; is stacked on top of F;y1. We denote zero coordinates as

white, and the gray areas represent nonzero coordinates. Let y be a vector that satisfies
Equation The figure represents the linear combination 1" (yT):F;.

Once a y € Fj" satisfying is found, we then compute the n X n matrix

Py = Z szz
i=1

We note a couple of things about Py,. First, by Heuristic Assumption we have
that Py is in the span of the HFE maps UF,UT fori=1,...,d. Second, since
y € ker(A,), we have that

m m
0= ZinPi = Zzyipi =zPy;
i=1 i=1

therefore, z € ker(Py). Thus, since we do not expect z € O, the rank of Py, is
expected to be d — 1.

Note that O is a corank 1 subspace of ker(Py). Therefore, restricting any
HFE or oil-vinegar map to this subspace results in a map of rank at most 2,
since all such maps are identically zero on the oil subspace O. (Prepending z to
an ordered basis of O provides a projection onto ker(Py ) that sends any HFE or
oil-vinegar quadratic form to an (0+1) x (0+ 1) symmetric matrix with nonzero
entries in only the first row and column.) Thus we may recover multiple maps in
the span of the HFE and oil-vinegar maps by solving easy instances of MinRank
at rank 2.

Finding two such rank 2 maps C and D in the span of the public key restricted
to ker(Py) is sufficient to recover O. Since the kernels of all HFE and oil-vinegar
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maps are interlaced, the (m — s)-dimensional subspace of rank 2 restricted maps
all have their kernels contained in O. Therefore, as long as ker(C) # ker(D), we
have that Span(ker(C),ker(D)) = O.

Let {f1,...,8,} be a basis for the recovered oil subspace O and define B; to
be the o xn matrix whose jth row is 3;. Next, we complete the basis {f1,..., 0}
with some arbitrary linearly independent set {ay,...,aq} C Fy. Let B2 be the
d x n matrix whose jth row is o;. We then vertically adjoin Bz and By to
generate the n x n matrix

B = [E} =[af - a] BT - B]]"

Let G be in the span of the public quadratic forms and consider the matrix
multiplication

[a1Ga] - a1Ga, a1GB{ -+ a1GB]

04dch1r cudGOz;ir adGﬂf adGﬂ;'—

BGB7” =
BiGa] - f1Gay BiGB{ - B1GBL

_BOGO‘I BOGO‘(—; ﬁoGﬁir o ﬂoGB;r_
Consider the case in which G is in the span of UF;U for i =1,...,d, i.e. the
HFE maps. Then the (4, j)th coordinate of BGBT is of the form oziGBjtd when

i < dand d < j < n. Notice that because G is symmetric and each Sy is in O,
and hence in the left kernel of G, we have that

0" =(5/G) =G =GB, .

Thus, these coordinates are all zero. The (i, j)th coordinate of BGBT is zero
for d < i < n, 7 < d by symmetry. Similarly, when d < ¢,5 < n the (¢,j)th
coordinate of BGBT is zero for the same reason. Thus BGBT may only be
nonzero in its upper left d x d block, having the same structure as an HFE map.

Next, consider the case in which G is in the span of the UF;U for ¢ =
d+1,...,d+ o, i.e. the oil-vinegar maps. In this case, the (4, j)th coordinate of
BGBT is Bi,dGﬁj—r_d when d < i,j < n. Since G is identically zero on O, we
have that the coordinate is zero. Thus, G has a lower right o x o block of zeros,
the same structure as an oil-vinegar map. We have thus verified the following
proposition.

Proposition 1 The oil subspace O is invariant under the map U o B.

4.3 Inverting T

Once we have obtained ]§, we effectively have a way to circumnavigate the linear
transformation on the input. Now, we wish to find a map 7" that is equivalent
to the linear transformation on the outputs.
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Consider the structure of the public key.

Furg
P=To FUOV olU

FPlus

We may represent the function compositions as matrix multiplications in the
following way:

p1(x) xUF,U"Tx"
| =Tx :
P (X) xUF,,U'x"

P, = ZtikUFkUT
k=1

P,=U (Z tika> U’
k=1

For each public equation, we have the relationship that

BP,BT = itik (ﬁUFkUTﬁT) = BU (i tika> U'B".  (6)
k=1 k=1

By construction, we know that Fj will have specific traits depending on k.
These properties are listed in Table

1<k<d d+1<k<o+r o+r+1<k<m
Structure of Fy
Rank(Fy) < d n n
Guaranteed zeros| Rows d < i <m |Lower right o X o submatrix None
Columns d < j <m

Table 1. The table summarizes notable properties of the symmetric matrices corre-
sponding to the Furg, Fr, and Fp polynomials.

The next phase of the attack is to invert the output transformation 7. We
will denote P(® := BP,;BT and for any matrix M we will let M|;.;; denote the
submatrix of M containing columns 4 through j. We consider that

PO =3 "1, Fy.
k=1
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Our goal now is to find ¢ € Fi* such that

500
> P 1n = Onxor (7)
=1

If such a c is found, we obtain

50
ZCiP[dH:n] -
=1

NE

i (tiaF1 jas1in) + - + timFon (d1:m))
1

g

30

¢i (tirFart jarim] + -+ timFon [dr1m)) 5

i=1

since F; [441:n] = Onxo. Thus we obtain a c that is in ker (T[d+1:m]) . We can
compute the left kernel of T(q1.,) by finding all solutions to Equation m We
will let {71,...,7a} C Fy® be a basis for the left kernel of T(g1.)-

We will repeat the process described, but now we will consider the lower right
0x 0 submatrix of each P. Notice from Tablethat these submatrices will be zero
in Fr when 1 < k < d+ o+ r. By finding all solutions to the linear combination
of the public key equations that make the lower coordinates zero, we will find the

left kernel of T(q4r41:m]- Notice that {71,..., 74} C ker(T|gqotri1:m])- We can
append o + r linearly independent kernel vectors to extend the set 7y,...,74 to
a basis of the entire space. We will denote this as {71,..., 74, Ta+1,- - -, Tdtotr -

We can take this set and extend it to a basis of F¢". Let I" be the basis matrix
whose jth row is 7;.

This basis acts on the public key equations in such a way that the first d
equations of I' o P o B will be HFE maps, the next o + r maps will be rainbow
maps, and the final s equations are plus polynomials. Let P; be the polynomial
represented by BP;BT. Then,

[ T Py 1 (Toalfie fml ")
5 ’ — B ) T
I'oP = |1a41| |Papr| = |Tat1 (Tarrlfr fm] ")
_Tm _ﬁ:n_ Tm (Tm,*[flfm]T)
Z?:1 {171]01'
: ﬁ'}{FE
= E?:f“ tayr:fi| = | Fr
; Fp
L 27;1 tNm,ifi
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4.4 Divide and Conquer

At this point, we have equivalent keys for every part of the secret key. The
security of HFERP is thus reduced to that of its HFE component effectively
breaking the scheme. Once the HFE maps are recovered, a full message recovery
or key recovery is then reduced to the task of breaking the embedded HFE
instance. Having access to the oil and vinegar spaces, the remainder of inversion
is just as in oil-vinegar.

5 HFERP Support Minors Direct Attack

The prior attack first separates the different layers of the HFERP central map,
and can then break the isolated HFE scheme. Another technique would be to
perform a big-field MinRank attack using Support Minors Modeling directly on
the entire system, without first separating the layers. For many of the proposed
parameter sets, this attack is more efficient than separating the scheme as in the
Simple Attack. The complexity of this attack, however, depends on the degree
bound of the HFE polynomial, §, whereas the simple attack does not. This fact
implies that the scheme is fully broken for all feasible parameter sets.

We will apply the techniques from [2] to implement an attack on the big-
field HFE system within the HFERP scheme. The work of [2] describes a total
break of the GeMSS cryptosystem using Support Minors Modeling. The big-field
support minors technique helps deal with the fact that the MinRank system over
the public keys will not have a unique solution, as the big-field structure will
result in n solutions. This means we cannot directly apply an XL algorithm.
The solution will be the d—dimensional kernel of the Macaulay matrix at the
appropriate degree.

In MinRank attacks against big-field multivariate schemes, the min-Q-rank
is commonly considered. Given a quadratic polynomial f : Fga — Fga, we call
the d x d matrix F the quadratic form of f when

f(X) = (X X1 ...qu*l) F (X X9 ... Xq“‘*l)T

We call the rank of the quadratic form the Q-rank of the polynomial. In the
case of HFERP, the central map of the HFE polynomial will have a Q-rank of
d over the extension field F 4. In this attack, we can directly apply the big-field
MinRank attack with target rank ¢ to find an equivalent HFE central map.

Let U:=U"'o wgl o ¢!, where 7@1 maps an element to a preimage under
74. This can be represented as a matrix U € IFZ;" Denote ¢ := [log, D]. Let
Py,..., Py € F*" denote the symmetric matrices associated with the public
key and let (eq,...,e,) be the canonical basis for Fy. For 1 <i <n we define
the matrix M; € Fy**™ by

eiPl
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Consider the MinRank problem of finding a solution v € ]ng such that

rank (Z viMi> <.
i=1

We see that for any row @ = (uy, ..., u,) of U, Z;;l u;M; is a solution to the
MinRank problem (see Theorem 2 in [29] for details). We define

Z:=) u;M; € Fyfu]™ " (8)
i=1

We consider the Support Minors equations obtained by choosing m’ € [26 4+
1,m] columns in ZT, with coefficients in F, and solutions in F 4. Moreover,
we fix the variables in the support minors system w, = 1 and ¢ 4y = 1.

This system has n( 671/1) affine bilinear equations in n("(;/) monomials, of which

(n—1) ((T}/) - 1) of them are bilinear monomials. We call this Modeling 1.

Using Assumption 1 from [2], when m’ > 2§ 4+ 1, we can expect that the
number of linearly independent equations in Modeling 1 is equal to N7 := n(?) —
d.

The attack continues in two steps. The first step is to form linear combina-
tions between the equations from Modeling 1 to produce a system L of degree
1 polynomials. From Fact 3 in [2], we know that the number of linearly inde-
pendent degree 1 polynomials, N7, that we can generate, is bounded below by
(“g/) +n—d-1.

Once we have these linear polynomials, we can substitute variables in Model-
ing 1 to obtain what we call Modeling 2. Modeling 2 will consist of the quadratic
system in d,, = d—1 linear variables uq, ..., uq—1 obtained by plugging in the lin-
ear polynomials of £ into the equations from Modeling 1. By Proposition 1 from
[2], we find that the solving degree for a Grobuner basis algorithm on Modeling
2 will be 2.

We assume that m’ > 26 + 1 and that the reduced row echelon form of the
Macauley matrix of £ is of the form

In * N (" +n)
£< oCTK>€FqLX .

where n¢;, is the number of minors variables and K € IE‘((INL ~"er)*™ The number

of degree 2 affine equations which remain after the linear algebra step in Modeling

1 is equal to
N1—NL=(TL—1) ((ﬂ;) —1).

We cannot construct more degree falls between the two sets, so the linear span
of the equations contains an equation with leading monomial w;cp for any T,
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#T =6, T#{1...0}andany 1 <i<n—1. Let

I 0 Y IF/\/ X(nc,+n—1)
(h) L ne. L Cr
. ( oTIndW> <

du _
where Y € ]FZCTX and W € Fp dxdu_Tet ¢ denote the row vector whose
components are the minor variables and (u1,...,up—1) := (u4,u—) where u, is

of length d, (remaining linear variables) and u_ is of length n — d,, (removed
linear variables. Then there is a vector of constants a € IFZCT such that

¢l = —Yul —al.

Since Y is of full rank, the linear system can be inverted when n¢, > d, and
therefore all (g) quadratic leading monomials can be found in the span of mod-
eling 2.

To complete step 1, we can either use Strassen’s Algorithm [28] or Wiede-
mann’s Algorithm [30], which give the complexities listed below.

Using Strassen’s Algorithm:

o((«("s1) )

Using Wiedemann Algorthm:

o (dn3(5 +1) (25; 1>2>

The complexity of solving step 2 of the attack is

of((5) e n(3)7)

Note that the complexity of solving the system is heavily dependent on the
degree of the the HFE polynomial.

6 Updated Complexities

6.1 Simple Attack: Divide and Conquer

Here we discuss the complexity of finding equivalent T, F, and U maps. The
general outline of the complexity of the simple attack is

(comp. of finding z) (comp. of finding y) (comp. of solving syst of linear eq) .

We estimate the probability of finding an appropriate z is ¢~', so we will

expect to search for y about ¢ times. The complexity of solving systems of
linear equations and computing kernels is negligible. The most computationally
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expensive part of the attack is using MinRank techniques to find y, which must
be done for each guess z.

Using the complexity estimate formulas for each type of MinRank attacks, we
find that the optimal MinRank techniques for all parameters are combinatorial,
in spite of the high target rank of the MinRank instances. Even more surprising
is the fact that the best MinRank technique for attacking the parameter set
targeting 80-bit of security is the exhaustive search method, which significantly
outperforms the linear algebra search method. For parameters targeting 128-bit
of security, the linear algebra search method performs the best. In particular,
the linear algebra search MinRank technique breaks a parameter set targeting
128-bit security. These results are summarized in Table [2]

Table 2. Complexity of the Simple Attack on proposed parameters of HFERP, where
D =37 +1 is the degree bound of the HFE central map polynomial. See Appendix
for notes on other parameters.

(g,d,0,r,5s) Claimed Simple MinRank
Sec Attack Type
(3,42,21,15,17) 80 bit 3-352.63 ~ 2%° Search
(3,63,21,11,10) 80 bit  3-3%'.84% ~ 2% Search
(3,60, 0; = 40,r; = 23,40) 128 bit 3-3°°(86* 4 140%) ~ 2"  Lin Alg

Naturally, if the security of HFERP is no more than the security of the
embedded HFE instance, the construction is broken. Still, for a full key recovery
it remains necessary to break the embedded HFE instance. The complexity of
this last step is reported in Table [3]

Table 3. Complexity of the HFE attack step on proposed parameters of HFERP.

(¢,d,o0,7,5) Degree Bound Claimed HFE MinRank

Sec Step Type
(3,42,21,15,17) D=3"+1 80bit 2% Support Minors
(3,63,21,11,10) D=3"+1 80bit 2° Support Minors
(3,60,0; = 40,r; =23,40) D=3 +1 128 bit 2% Support Minors

In addition, we performed some experiments of the attack on toy examples of
the scheme. The experiments we performed using the MAGMA Computer Algebra
Systenﬁ see [7], on a 2.3 GHz Intel® Xeon® E5-2650 v3 processor with 10 cores.
The results support our theoretical conclusions, up to the noise expected from
a statistical attack. In particular, since the optimal MinRank method for these
parameters is exhaustive search, the complexity increases by roughly a factor of
q when r + s is incremented, with any discrepancy from this quantity due to

5 Any mention of commercial products does not indicate endorsement by NIST
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the number of vectors z € Fy required to successfully recover a map of HFE
shape. The results of the experiments are reported in Table [d] and confirm the
feasibility of this attack. This toy code can be found at [§].

Table 4. Experimental Results on the entire key recovery. Num. Iter. refers to the
number of vectors z € Fy randomly chosen in the attack.

(¢,d,o0,7,3) Num. Iter. Time(ms) |(q,d,o,7,s) Num. Iter. Time(ms)
(3,42,21,3,3) 2 170 (3,63,21,3,3) 1 450
(3,42,21,4,3) 4 730 (3,63,21,4,3) 2 620
(3,42,21,4,4) 5 2590 (3,63,21,4,4) 3 2500
(3,42,21,5,4) 2 3150 (3,63,21,5,4) 3 7380
(3,42,21,5,5) 4 18870 (3,63,21,5,5) 5 36930
(3,42,21,6,5) 3 43150 (3,63,21,6,5) 3 67270
(3,42,21,6,6) 3 130470 |(3,63,21,6,6) 5 339670

6.2 Big-Field Support Minors MinRank Attack

In Table [f] we summarize the complexity of the direct application of big-field
support minors MinRank attack. We see that the scheme has dropped below
NIST level 1 security levels for every proposed parameter set. See [8] for more
details.

Table 5. Complexity of the Big-Field Support Minors attack on proposed parameters
of HFERP. See Appendix [B] for notes on other parameters.

(¢,d,o0,7,8) Degree Bound Claimed Update Algth

Sec Comp Type
2,21,15,17) D=3"+1 80bit 2% Wiedemann
3,21,11,10) D=3"4+1 80bit 2% Strassen
5,0, = 70,7; = 89,61) D =341 128 bit 25 Strasssen
0,0; = 40,7, = 23,40) D =341 128 bit 2°° Wiedemann

~m
W www
D 0 O

7 Conclusion

Accurate and systematic cryptanalysis of post-quantum cryptosystems is of ut-
most importance as we transition into a world in which post-quantum schemes
are ubiquitous. This maxim is highlighted now that NIST has announced selec-
tions for post-quantum standards to diversify the types of hard problems that
our public key infrastructure is based on and the work towards the post-quantum
transition has already begun.
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Recent work from [6l29/2] have had serious impacts on some of the oldest
multivariate schemes in the literature, rightly causing concern for the viability
of such schemes for widespread use. The field of multivariate cryptography once
again finds itself in a situation in which there is rapid change, both in the devel-
opment of new schemes and techniques for avoiding a collection of new attacks
and in determining ways to extend these new attack ideas into new domains.

In this vein, we draw inspiration from the new “Simple Attack” of [6], extend-
ing the idea into the realm of big field schemes. Interestingly, this improvement
to the MinRank attack, in the case of square n x n matrices, is a super-powered
instance of the type of attack outlined in [25/T9], but was not noticed in the
context of HFERP before now. It is the significance of the “Simple Attack” on
Rainbow that draws attention to these structures in private keys.

We find a completely new context for the application of the Simple Attack.
Specifically, we find that the standard MinRank instance used in attacks used to
set the parameters of HFERP is sufficiently empowered by the Simple Attack to
significantly break most of the parameter sets. The divide and conquer technique
may have further implications on other layered schemes.

Further, we extended the reach of the new support minors technique to a
strong cryptanalysis of HFERP in a MinRank attack with coefficients coming
from the big field. Although past results of [29/2] had only equations of the
HFE type, HFERP has equations of multiple forms (namely HFE, UOV, and
random polynomials). This attack is completely detrimental against all proposed
parameters. This not only has implications against the HFERP scheme, but
speaks to the far reaching power of the support minors technique.
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A Toy Example

We present in this appendix a toy example of the cryptanalysis of HFERP. First,
we derive a public key. We choose the parameters ¢ = 31, d = 4, degree bound
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D = 2% 313 (so, in fact, the HFE map is generic quadratic) and o = r = s = 2.
These parameters establish n = 6 and m = 10.

Public Key Generation

We select two random invertible transformations in GL,,(Fy) and GL,(Fy):

134 8 02810
2921111413 2
16 25 26 25 17 18
11 4 6 1417 4
4242917 6 12
1319 7 6 2 10

T =

[7 1611 8 301727 13 28 25]
1818 7 4 11026231711
22929711146 719 4
02116131413 3 2 25 3
2428 22126222015 1 2
7 330259 18 7 1326 5
14251 4 11426151524
21 7101711261820 1 10
1610241430 0 0 0 11 3
|5 23181815181513 6 14]

After selecting the central map F = Fypg||Fr||Fp, we compose P =T o FoU
producing:

P3

Ps

[2 22 0 4 2919]
22 6 182926 3
018 5 2026 1
42920414 7
29 26 26 14 27 11
(193 1 7 1119

[26 3 1719 0 0]
3201105 7
17 1 14142719
19101423 3 23
0 52732321
|0 719232129

[14 7 151622 4]
7 72710 9 12
1527 5 5 25 4
1610 5 13 12 16
22 92512 1 13

|4 12 4 1613 25]

Simple Attack
The first step of the attack is to randomly select a vector z € Fy. For our example

P,

P,

P

Py

(5123 9 0 17]
1223291911 4
32928 110 4
919 112 3 25
01110 3 2229
117 4 4 2529 24]

[29 5 22 4 26 22]
5 3 5162015
22 5 141622 6
4 16 16 29 21 10
26202221 9 4
12215 6 10 4 20

[28 23 2 18 26 11]
231 2279 30
2 2165 1720
1827 520 5 2
269175 5 0

113020 2 0 6

1424 4 1916 17
24220 0 7 0
4 01318 0 12
19 0 18 2 1019
16 7 0 1010 4
170 12194 7

P,

Py

Py

30 4 2425 4 6]
4 81430 6 8
2414122922 11
25302914 4 1
4 6224 711
|6 8 11 1 1130

[18 1423 6 14 117
1418191723 25
231927 6 1030
6176 2190
14 2310 19 28 18
1112530 0 1830

(5 4 1726 1 16]
42010 6 4 10
1710 26 18 29 15
26 6 182013 4
1 429131110

161015 4 10 8 |
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we select z = [27 201128 12} and compute A, as in Section |4, We compute

1 7243
252 4102515
23 3020 29 30 29
0302 7 3211813

Now, there exists an element in the left kernel of KT that also produces a rank
d linear combination of the public matrices. Creating the system of equations (|4)),
we find a 1-dimensional solution space containing

y=1[232030302332657] .

Setting P, = ZZ_OI y; P;, we obtain the rank d matrix in the span of the
HFE polynomials. To recover a correct input basis, we compute the left kernel

30 0 0 182218
ker(Py)= 0300100 5|,
0 0302227 2

which reveals a projection onto an 0+ 1 dimensional subspace containing the oil
subspace. We solve two MinRank instances at rank 2, recover the oil space as
the span of the left kernels. We extend this basis to cover all of Fy' and obtain
the full basis:

300 0 0 021
0300 0 013
Ul — 0 0300 0 26
000300 5
000 03014
30 23 15 16 20 28

Once an equivalent input basis is known, finding an output transforma-
tion that “unmixes” the key is easy. We merely find linear combinations of
U'~'P,;U'~ T with HFE shape, find additional linear combinations orthogonal
to the recovered HFE maps that have UOV shape and complete the basis. We



recover

H;

[0 1020 8
10 20 16 20
2016 8
8 20 0
000
(000 027

[18 12 25 3 10 27]
122113 2 3011
2513 9 202215
3 2201618 6
10302218 2 3
271115 6 3 28]

[27 1 29 5 20 20]
12427171410
29272417 4 27
51717 2 1024
2014 4100 0

0
0
0
0
6

\)
© Joeooo o

0
8
0
0

20102724 0 0 |

29

Improved Cryptanalysis of HFERP
(24201527 0 0] [0 8 21 6 18 15|
20252522 0 0 8 13 6 7 1328
1525 7130 0 H 21 6 52710 4
27221322 0 0 2 6 7271 1226

0000525
[0 0 0 02524]

[28 27 12 10 12 28]
2730302420 1
1230 3 6 2721
1024 6 2920 12
12202720 0 0
12812112 0 0|

(3 1 141230 19]
110 8 253023
14 8 62921 6
122529 0 5 30
303021 5 2110

11923 6 3010 0 |

Hy

18 13 10 12 28 16
11528 4 26 16 10|

(151329 4 17 2]
131329 8 1013
29291330 6 14
4 830 7 3028
1710 6 30 0 O
(2131428 0 0 |

(1520221317 8]
20 21 27 26 26 19
2227 7 7 2023
1326 7 8 2 3
172620 2 17 17

81923 3 1729

422286 8 0
2219 26 13 27 25
2826213013 4
6 1330 2 2530
8§ 271325 8 14
02543014 7

H) —

and T/ =

[1511 4 201728 0 5 11 1]
16 8 101816 3 4 1711 4
15 1 2813292728 3 2 25
3 522152216251425 6
28 8 2723128 270 7 19
16 8 224 6 9 27131814
16 9 2627251917 3 19 4
161124 251823272325 1
7283025 0 1814 4 1427

20 7 20 0 25 6 11 0 27 22|

One easily checks that P = T" o F/ o U’, where U’ and T" are the linear trans-
formations defined by U’ and T’ and F’ is the map defined coordinate-wise by

the matrices H} above.

B Note on Updated Complexities

It is worth noting that the parameters ¢ = 3, d = 85 o, = 70, r; = 89, and
s = 61 were proposed in [I4] as having 128 bits of security against a direct at-
tack. Upon closer evaluation, it appears a direct attack against these parameters
would actually have bit complexity closer to 187. Using the divide and conquer

approach (Simple Attack) against these parameters we have around 158 bits of

security (3 - 3% (239% + 225%) ~ 21°% using linear algebra search), which beats
the best known direct attack. Furthermore, these parameters provide only 63
bits of security against the Big-Field Support Minors attack.
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