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Disclaimer ok

Presentations are intended for educational purposes only and do not replace independent professional
judgment. Statements of fact and opinions expressed are those of the presenters individually and,
unless expressly stated to the contrary, are not the opinion or position of RSA Conference™ or any other
co-sponsors. RSA Conference does not endorse or approve, and assumes no responsibility for, the
content, accuracy or completeness of the information presented.

Attendees should note that sessions may be audio- or video-recorded and may be published in various
media, including print, audio and video formats without further notice. The presentation template and
any media capture are subject to copyright protection.

© 2023 RSA Conference LLC or its affiliates. The RSA Conference logo and other trademarks are proprietary. All rights reserved.

Throughout the presentation, certain commercial companies or products may be identified to foster
understanding. Such identification does not imply recommendation or endorsement by the National

Institute of Standards and Technology, nor does it imply that the companies or products identified are
necessarily the best available for the purpose.
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The NIST Phish Scale and the Human Element
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Phishing Landscape

Phishing attacks have
15X quintupled since
2020."

Breaches involved the
82% human element in
2021
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$10.2B

74%

Victim losses in 2022.’

Reported spear
phishing attacks in
2022
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Stronger

Phishing Defense

Technology — Process
e Filtering ﬁl « ldentify vulnerabilities

« DMARC, DKIM Limiting publicly available information
e Al& ML * Awareness training

e Multi-factor authentication Easy and clear reporting mechanism
Meaningful metrics

People

* End users

* |T security staff
e Leadership
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Stronger

Phishing Defense

Process

Identify vulnerabilities

Limiting publicly available information
* Awareness training

Easy and clear reporting mechanism
Meaningful metrics

People

* End users

* |T security staff
e Leadership
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Phishing Awareness Training Toset

Training in Practice

% e Simulated phishing emails
‘d e Gamifying phishing
— e.g., phish hunting badges, shark

e S
L m Common Metrics and Behaviors
e Click rates

awards

e Staff profiles

e Repeat clickers
e Protective stewards
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Variability in Click Rates

3.2%

49.3%
4.8% 11.0% 8.7%

9.1%

11 6% 43.8%

20.5% 19.4%

Click rates don’t tell the whole story
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Phishing Awareness Study et

Phishing scams continue...
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j
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Some users click, some don'+. Wihy?
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User Context syonger

Alignment vs.
misalignment with
expectations and
external events

Compelling vs.
suspicious cues

Concern over Reality-checking
consequences strategies

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

RSAConference?2023 12



Participants Said... svonge

Non-clicker

| don't deal with invoices
or anything having to do
with accounts payable
or accounts receivable.

Clicker

| pay invoices so | was
wondering what invoice
this was that did not get
paid.
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Participants Said...

Clicker 4 Non-clicker

The unfamiliar email is
common at work, and
generally not a problem.
Did not trigger anything in
my brain that would
indicate that it was
harmful.

Upon re-reading the email
| became very suspicious.
The email references a
.doc attachment, but the
attachment was a .zip file.
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Participants Said...

Clicker Non-clicker

[The email was] from a [ didn't think | had any
NIST employee, figured unpaid invoices and
she worked in AR and/or then | looked up Jill
finance. Preston in the NIST

user directory and the
person didn't exist.
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Participants Said...

Clicker

| am always interested in
ensuring that | get any
messages and act on
them.
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Non-clicker

| was concerned
something might be
downloaded onto my
computer or | could
get a virus.
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User Context syonger
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NIST Phish Scale

https://www.nist.gov/video/introducing-phish-scale
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The NIST Phish Scale

e Created in 2019 using real-world empirical data

e A metric that incorporates the human element to contextualize click
rates

e Two components
— Email cues
— Premise alignment

e NIST Phish Scale output: detection difficulty rating
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NIST Phish Scale Components toope

4
|

Email Premise Detection
Cues Alignment Difficulty

(& /
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NIST Phish Scale Components toope

|>

Email
Cues
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NIST Phish Scale — Cues syonger

Allways chek four
speling misteaks

CONGRATULATIONS %
YOU ARE WON!

McDowell’s
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NIST Phish Scale Components

NIST|
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NIST Phish Scale — Premise Alighment i

e Characterize relevancy of the email premise for the target audience

— Based on workplace responsibilities and culture, business practice plausibility,
staff expectations

— Knowledge of target population context of work is crucial for accurate
categorization
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NIST Phish Scale — Premise Alignment

1.
2.
3.
4.
5.

Mimics a workplace process or practice

Has workplace relevance

Aligns with other situations or events, including external to the workplace
Engenders concern over consequences for NOT clicking

Has been the subject of targeted training, specific warnings, or other
exposure
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NIST Phish Scale Components toope

Detection
Difficulty

(& /
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The NIST Phish Scale — Detection Difficulty Rsem

VERY
DIFFICULT
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LEAST
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NIST Phish Scale Components toope

4
|

Email Premise Detection
Cues Alignment Difficulty
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Applying the NIST Phish Scale syonger

e Applying NIST Phish Scale to NIST simulated phishing emails

From: Jones, Richard F. [mailto:richard.jonesl@gmail.com]
Sent: Friday. August 31, 2012 8:00 AM \ From: Preston, Jill (Fed) [mailto:jill.preston@nist.gov]

To: Doe, John E. Sent: Friday, August 05, 2016 12:03 PM
To: Doe, Jane (Fed) <jane.doe@nist.gov>

Subject: PLEASE READ THIS
Subject: Unpaid invoice #4806

Dear colleagues - Dear Jane Doe,
Flease see the attached inveice (.doc) and remit payment according to the terms listed
I highly encourage you to read this. at the bottom of the invoice.

Safety Requirements Let us know if you have any gquestions.

We greatly appreciate your prompt attention to this matter!

Best regards,

Jill Preston

| invoice_S-37644806.zip —

v
3KB

Rich
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Applying the NIST Phish Scale syonger

From: System Administrator [mailto:notice@nist.gov]
Sent: Friday, February 21, 2014 1:00 PM

To: Doe, John <john.doe@nist.gov>

Subject: Unauthorized Web Site Access

*This is an automated email*

Our regulators require we monitor and restrict certain website access due to content. The filter
system flagged your computer as one that has viewed or logged into websites hosting restricted
content. The system is not fool-proof, and may incorrectly flag restricted content. The IT
department does not investigate every web filter report, but|disciplinary actionfmay be taken.

Log into the filter system with your network credentials immediately and review your logs
to see which websites triggered this alert.

Web Security Logs

Do not reply to this email. This email was automatically generated to inform you of a violation of our
security and content policies.
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Applying the NIST Phish Scale Broadly

e Designed to use a target audience

e Many organizations conduct phishing training and
exercises as a one-size-fits-all approach

e Question: How to apply NIST Phish Scale to
whole organization accurately?
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e How pertinent is the email to the work of the target audience?

e Different detection difficulty ratings for different job families:
— Administrative support
— Core mission employees
— Facilities — field
— Facilities — office
— Legal
— Management
— Organization support staff
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Applying the NIST Phish Scale — Workplace Relevance " ==

From: Preston, Jill (Fed) [mailto:jill.preston@nist. gov]
Sent: Friday, August 05, 2016 12:03 PM

To: Doe, Jane (Fed) <jane.doe@nist.gov>

Subject: Unpaid invoice #4806

Dear Jane Doe,

Please see the attached invoice (.doc) and remit payment according to the terms listed
at the bottom of the invoice.

Let us know if you have any questions.

We greatly appreciate your prompt attention to this matter!

Jill Preston

invoice_S-37644806.2ip Whole Organization Application

3KB

Workplace Relevance: Low

Premise Alignment: Low

Detection Difficulty: Least to Moderate
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Applying the NIST Phish Scale — Workplace Relevance " ==

Job Family Application

From: Preston, Jill (Fed) [mailto:jill.preston@nist. gov]
Sent: Friday, August 05, 2016 12:03 PM

To: Doe, Jane (Fed) <jane.doe@nist.gov>

Subject: Unpaid invoice #4806

Dear Jane Doe,
Please see the attached invoice (.doc) and remit payment according to the terms listed
at the bottomn of the invoice.

Let us know if you have any questions.
We greatly appreciate your prompt attention to this matter!

Jill Preston

¢+ invoice_S-37644806.zip
3KB

b4
Relevance: High
Alignment: High
Difficulty: Very

Relevance: Low
Alignment: Low

N H T NATIONAL INSTITUTE OF Difficulty: Least
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE
RSAConference?2025 | 35



RSAConferenceZ023 Stronger

Together

Final Parting Thoughts

#RSAC



Summary 2

Multi-Pronged Click rates User context NIST Phish

Scale
Organizational Click rates will not Understand Don’t fish without a
phishing defense go to zero! human element net!

(and stay there) to contextualize
click rates
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Apply What You’ve Learned suonge

* Next week you should:

— Bring members of cybersecurity awareness team up-to-date on premise alignment and
phishing cues

— If you do already have a phishing awareness program:

e examine the context and premise alignment of the phishing emails that have been used
— If you don’t already have a phishing awareness program:

e consider simulated phishing training or training about phishing cues and user context

e |n the first three months following this presentation you should:
— Tailor phishing awareness program to current threats your organization faces

— Contextualize training data results — consider email premises that align with staff roles and
responsibilities

— Reassess impact of phishing program in your organization
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Big Takeaway

In an organization’s phishing defense, consider the human elements of phishing training




Contacts and Additional Resources =

Shanée Dawkins, Jody Jacobs
usability@nist.gov

https://csrc.nist.gov/usable-cybersecurity/phishing

NIST Phishing Research

The NIST Phish Scale is free to use for academic purposes. For any commercial use, companies will need to reach out to our partnership office for a license.
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