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1. INTRODUCTION
Semiconductor technologies are advancing at a rapid pace, with ongoing developments in logic and memory scaling, the introduction of new materials and transistor architectures, and the integration of advanced packaging heterogeneous technologies such as Chiplets, 2.5D, and 3D into mainstream devices. As these technologies evolve, failure analysis (FA) becomes increasingly critical in enabling new innovations. With the complexity of process scaling no longer limited to pure device shrinkage, the challenges of die-level failure analysis have grown significantly. To address these challenges, the Die-Level Roadmap Council (DLRC) Post-Isolation Domain Council was established. The objective of the council is to consolidate the challenges and develop a roadmap for addressing them in a comprehensive and strategic manner. 

2. BACKGROUND
Die level failure analysis typically consists of two sequential steps. The first step is fault isolation, which uses software diagnostics, automated test equipment (ATE) testers, and a variety of optical based fault isolation techniques to narrow down the faulty area. The next step, post isolation, is to further localize the defective structure, and conduct detailed electrical, physical, and chemical characterization and micro-analysis to identify the root-cause of the failure, understand failure mechanisms, and drive corrective actions. Due to the complex nature of the post-isolation domain of die level failure analysis, multiple analytical techniques are involved, and have been proven to be indispensable for successful root-cause analysis. These techniques mainly fall into the following five areas: sample preparation, microscopy, nanoprobing, focused ion beam (FIB) circuit edits, and scanning probe microscopy. The upcoming changes in future semiconductor technology bring many exciting new features, such as continuous device scaling, heterogeneous integration, new transistor architecture such as gate-all-around field-effect transistor (GAAFET), and back-side power distribution networks (BSPDN) as shown in Figs. 1 and 2 [1]. The new features will introduce many challenges on each of the analytical areas and will act as the driving force for innovations in these areas. In this report, the resulting gaps and challenges will be discussed.
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Fig.1: Trend of transistor architecture evolution from Planar FET, FinFET, to GAAFET.
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Fig.2: Buried power rail (BPR) and back-side power distribution networks (BSPDN) integration scheme. TSV (through silicon via), FS (front side), BPD (buried power distribution).
3. TECHNICAL CHALLENGES
The report will address the gaps and challenges faced by different analytical technical areas.
3.1 SAMPLE PREPARATION
Sample preparation is facing the following new challenges.
3.1.1 Removing top dies and packaging in 3D packages
Several factors need to be considered when dealing with stacked-die devices, including packaging type, number of dies, individual die thickness, bonding materials, die attach film materials, etc. Because of the limitless configurations of multi-stacked die devices, different decapsulation and sample preparation procedures need to be developed for the various devices. In general, removing the top die in multi-stack die packages without damaging the underlying die(s) presents multiple challenges depending on the specific techniques used. These techniques can be categorized as follows: chemical etch, mechanical polish, and mechanical removal (laser, drilling) with chemical etch. 
Chemical etch may remove die(s) below due to its isotropic nature. It is essential that chemicals used must not attack other package components (ball grid array (BGA), bumps, bond wires, surface mount technology (SMT) components, substrate, other silicon die(s)) to preserve the integrity of the device as much as possible in case additional electrical testing is required further along the test process. To this end, unique recipes are needed for different stacked die devices depending on which die (middle, bottom) needs FA. Different chemicals are also required to remove different die attach-films without attacking the silicon die(s). 
Mechanical polish may damage top die(s) connection bond wires, or bumps may be removed during mechanical polishing. To avoid damaging the bond wires, drill milling and laser ablation methods may be adopted to remove the mold compound above the top die. Each of the two techniques has its own challenges. The milling tool may cut bond wires accidentally, and a tool integrated with end-point detection capability can preserve those bond wires. Laser ablation may damage the top die if all mold compound above the die is removed. To overcome this challenge, a laser ablation tool with adjustable laser power and at a wavelength that will not damage the die may be used. Often, a several micrometer thick layer of mold compound is left before chemical etch is used to reveal the die. Note that mechanical polish method may cause the top die to crack or break if the remaining mold compound layer is too thin.
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Fig. 3: Schematics of 2.5D and 3D heterogeneous integration scheme with multiple dies or chiplets vertically and laterally integrated into single module [2]. HBM (high bandwidth memory), GPU (graphical processing unit), CPU (central processing unit), ASIC (application specific integrated circuit), SOC (system on a chip), BGA (ball grid array)
3.1.2 Integrated Circuit (IC) Decapsulation
Devices with copper bond wires and copper bond pads or silver wires require a different decapsulation technique compared to those with gold wires. Techniques include plasma etching (oxygen only or oxygen + CF4), laser ablation following by chemical etch, or chemical etching only.
3.1.3 Precision Die Ultra-thinning – Fault Isolation (FI) sample prep 
To serve the need for higher resolution optical fault isolation, silicon die backside ultra-thinning will require uniform thickness profile of <5 mm over the entire area of the silicon die. An automated workflow with a high success rate will be needed to speed up the throughput. Plasma FIB (PFIB) backside sample preparation for electrical fault isolation with sub-micrometer remaining silicon thickness (RST) needs to be explored. A larger milling window spanning the millimeter range will be required. An automated workflow with viable end point detection will be needed to ensure a high success rate.
3.1.4 Silicon die Delayering 
ICs with newer process nodes could have more than 15 metal layers with aggressive metal pitches. Therefore, precision delayering of each layer needs to be consistently achieved for high success rate. One promising technique is PFIB delayering, but there is a limit to the size of the milled area. New structures and integration schemes in advanced nodes such as ultra-low-k dielectric, airgap in middle-of-the-line (MOL) structure, metal-insulator-metal capacitors (MIMCAPs), GAA, and BSPDN present additional challenges in delayering. There is a need to evaluate existing sample preparation methods on their effectiveness and impact on these new structures.
3.1.5 Removing optical elements from image sensors 
Removing optical elements from image sensors while preserving electrical and optical access during the FA process comes with its own set of challenges depending on the technique used. Cured/baked photoresist is resistant to most acids and solvents. Hence it is necessary to develop unique recipes for different color filter array or micro-lens materials. It is often necessary to maintain planarity over large areas (several mm) during mechanical polishing. In addition, mechanical stress can alter the pinned layer, especially in backside pixels and localized heating during mechanical removal may also alter pixel characteristics. 
Typically, two or more sides of a device must remain unaltered during testing and failure verification, often requiring custom submounts and/or fixtures. Furthermore, sub nano-second signal fidelity at 50 A or greater current is necessary for light detection and ranging (LiDAR) devices, requiring controlled impedance and high thermal conductivity for the custom fixture material. The cost of custom fixturing, usually fabricated in ceramic, often exceeds the total FA budget. A universal fixturing solution is needed that would allow high costs to be amortized over many projects.
3.2 NANOPROBING
Nanoprobing is an extremely delicate but indispensable defect localization and device characterization step that requires conductive probes physically touching the tiny, individual device structures, and therefore faces constant challenges due to device scaling and new device architecture. 
3.2.1 GAAFET transition
GAAFET, as shown in Fig. 1, is a new transistor architecture. Existing techniques could still meet the need for GAA transistor level probing as the source, drain, and gate contacts would still be accessible for nanoprobing tips to land on. However, further defect isolation within the complex 3D transistor structures is required and could be challenging using the existing techniques. Electron beam (e-beam) effects in GAAFETs during transistor level probing need to be better understood and mitigated. E-beam absorbed/induced current (EBAC/EBIC) or e-beam induced resistance change (EBIRCH) isolation performed at backend-of-the-line (BEOL) levels often requires higher scanning electron microscopy (SEM) e-beam accelerating voltages and thus needs to be evaluated. Improvements in signal-to-noise ratio of EBAC/EBIC/EBIRCH sensing electronics will also be needed.
Nanoprobing tools need to continuously reduce e-beam impact through improving SEM imaging resolution under lower e-beam acceleration voltage. Depending on the SEM column design, reducing landing energy for GAAFETs may be an issue as the nanosheets are not grounded.
3.2.2 Device scaling 
The shrinkage of transistor devices constantly challenges the limit of nanoprobing tools and operator skills. Smaller nodes with tighter geometry make it hard for 8 probe tips to reach the pre-defined region-of-interest at the same time. Sharper probes with optimized probe geometry will be needed. Low keV landing energy probing capability (<200 eV) needs continuous improvement. Imaging degradation, carbon deposition, and sample drift will need to be addressed. Voltage (Vt) shift at smaller nodes needs to be studied and avoided. 
3.2.3 Increased probing volume
Higher nano-probing volumes are expected due to significantly increased resolution challenges in optical fault isolation as well as the need to isolate a defect to an even smaller area for physically root-causing the defect. Simplified auto-probing with robust automation at low eV and improvement in electrical failure analysis (EFA) isolation and software diagnostics would be needed.	Comment by Scott, Keana C. K. (Fed): As written, it is not clear why the probing volume needs to be increased  - higher resolution and smaller defect area would indicate smaller probing volume.
3.2.5 Probe tip degradation
Each process node scaling requires finer and finer probe tips. However, smaller probe tips degrade faster, impacting probing efficiency at smaller nodes. Therefore, continuous improvement in probe durability will be needed from probe tip suppliers. 
3.2.6 New Device Architecture - BPR/BSPDN 
Fig. 2 shows an example of a backside powervia/backside power distribution network (BPV/BSPDN) integration scheme. The BPV/BSPDN structure leaves multiple transistors interconnected even after delayering to the transistor level from either front-side or back-side. Therefore, nanoprobing on one isolated single transistor may no longer be possible. Parametric probing with backside PDN is also very challenging. The FA industry will need innovative approaches to address this gap.
3.2.7 Single Fin/Nanosheet/Nanowire defect localization
EBIC/EBIRCH isolation has shown promise in isolating defects down to a single fin from multi-fin devices. Techniques for isolating defects down to a single nanosheet or nanowire will need to be developed as well. 
3.2.8 Atomic force probing (AFP) based nanoprobing capability on 3 nm and beyond 
Tip-contact resistance quantification, tip size, drift issue, stability of probe, and surface oxidation of metal contacts will need to be addressed. AFP measurement repeatability needs to be improved. Potentially combining AFP with SEM probing may be explored. For these approaches, in-situ plasma cleaning may need to be added to clean the sample and tip.
3.2.9 Lack of EBIC/EBAC/EBIRCH equivalent capabilities for AFP based probing
Thermal based atomic force microscopy (AFM), electrostatic force microscopy (EFM) and magnetic force microscopy (MFM) are promising but traditional nano-probing AFP is not suitable for EFM/MFM. Further development in AFM instrumentation and AFM probe tips may be needed. 
3.3 MICROSCOPY
3.3.1 Transmission electron microscopy lamella Preparation & Analysis Challenges
Transmission electron microscopy (TEM) lamella preparation and analysis are becoming more challenging as the feature sizes decrease to 5 nm and below.  As gate and fin pitch shrink to 45 nm and below, gate and fin critical dimension shrink necessitates ultra-thin (below 30 nm) lamella with minimal amorphization and Ga implantation. The effect of ion beam accelerating voltage on the thickness of the FIB damaged layer in a TEM lamella is shown in Fig. 4 [3]. Current tools can achieve 0.5 nm per side amorphization. The ability to fabricate TEM lamella with thickness less than 20 nm could be beneficial in mitigating the projection effect. Gate oxide pinhole defect TEM analysis for leaky gates is very challenging since the W contact and TiN must be removed, resulting in a much thinner lamella.  End pointing of lamella at the region of interest would also be challenging since the defect needs to be embedded within the ultra-thin lamella. 
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Fig. 4: FIB damage layer as a function of ion beam energy.
               3.3.2 PFIB Planar Delayering Challenges
PFIB planar delayering has become popular at the advanced node due to aggressive scaling of interconnect layers. A typical layer by layer delayering with SEM imaging is shown in Fig. 5 [4]. However, thick Cu layers in the BEOL stack need to be removed by mechanical polishing. A possible solution for removing these thick Cu layers using PFIB is glancing angle FIB milling, i.e., high negative tilt angle FIB milling at several orientations. However, such a solution should have a secondary imaging mode for a large field of view electron imaging or optical imaging for process monitoring. Additional capabilities for viewing and assessing chip layout, metal line (e.g., power voltage lines Vdd/Vss) density and thicknes,s and fringe cap “imprint” that remain visible on lower levels should also be included. Airgap ultra-low-k delayering at lower metal lines could present challenges for PFIB. Additionally, PFIB ion-beam and SEM e-beam electrical impact on transistors is not well documented and additional work will be needed to better understand the beam-device interactions. Continuous uniformity improvements will be needed. Advanced automation of PFIB delayering, including end-pointing, will also be needed for throughput and success rate. 
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Fig. 5: Plasma FIB Delayering of 14 nm FinFET Devices in static random access memory (SRAM) Array showing localized metal (M) and via (V) layer by layer delayering. Scalebar: 20 mm.	Comment by Scott, Keana C. K. (Fed): I could not read the scalebar on the image clearly.  Please confirm the value.
3.3.3 SEM and FIB Resolution Challenges
For advanced process nodes with ultra-low-k dielectric, aggressively scaled interconnect layers, and metal gate transistors, current electron beam capabilities on SEM and FIB systems are not sufficient to resolve these small features. Resolution enhancements are greatly needed to resolve smaller and subtle defects. There is an urgent need to improve practical resolution limits and drive development for future electron and ion beam systems. Better stage performance, automation, and image processing capabilities such as fast and reliable stitching algorithms will be critical. Scientific community assistance would be helpful to explore the following items: aberration correctors on SEM and FIB as well as TEM; advancements on FIB ion sources; immersion vs. non-immersion SEM designs; and improved detector efficiency at low beam currents. Incorporation of novel detectors such as direct electron detectors supported by an open automation framework can accelerate the research effort to support the FA community needs. 
3.3.4 Workflow Automation Challenges
Seamless workflow between automated sample preparation methods, automated imaging, automated image measurements and analysis, and measurement data analysis will greatly enhance efficiency. Current workflows use both automated and manual processes which further increases complexity in developing high volume throughput workflows as shown in Fig. 6. Development of more robust recipes and methodology to vet new recipes are also needed since incorrect or poor recipes can lead to significant re-work and productivity loss.
[image: ]	Comment by Scott, Keana C. K. (Fed): Update figure to show the full color legend?
 Fig. 6: Schematics of workflow automation.
3.4 FIB CIRCUIT EDIT
The following challenges exist in the FIB Circuit Edit area.
3.4.1 Access for Circuit Edit (CE)
Buried power rail (BPR) blocks backside access to stacked gate-all-around devices.  There may not be sufficient gaps between power rails for high aspect ratio direct editing of logic as suggested in existing graphics. Restoration of local underside power may be required if the remaining grid is disrupted. Embedded multi-die interconnect bridge (EMIB) added to system-in-a-package (SIP) further complicates / blocks access to both the front and backside of the die.  Customized solutions that enable transistor-level wiring access will be needed. Improvements in sample preparation techniques will be required. Taller assemblies of latest generation 3D chips create sample loading challenges through existing load-lock systems. To better support backside editing, improvements in stage and navigation are needed.  For example, local 3-point lock and beam deflection accuracy needs to be improved to land precisely and stay positioned on smaller targets while editing. Chip design with FA in mind would be extremely useful, e.g. CE alignment features in chip design.  An occasional, uniquely shaped fill tile could serve this purpose and not cost much additional chip space. 
3.4.2 Imaging Improvements
Secondary electron and ion imaging detector efficiency needs to be improved to resolve smaller structures resulting from device scaling. Deep hole imaging needs to be improved, especially if it becomes the only solution for working between backside power rails. Sub-1 kV SEM imaging (non-milling) should be reconsidered in addition to the use of low kV ion imaging. Ga ion beam characteristics including spot size, uniformity, stability, mill rate, and depth of penetration/amorphization may need continuous improvement. Other ions sources (metal, inert, and otherwise) may need to be explored. Routine low kV operation that greatly reduces depth of penetration is needed. Amorphous layer formation and transistor damage need to be avoided. IR thru-silicon imaging needs to improve to allow precision computer aided design (CAD) alignment and accurate determination of the RST thickness. 
3.4.3 Insulator & Conductor gases improvements
Improvements are needed in process gas delivery and modulation, in terms of gas partial pressure regulation and delivery systems. Nozzle positioning flexibility is necessary for difficult circuit edit tasks. Additional channels and gas process improvements are needed. Conductor and insulator deposition requires reduced resistivity of deposited conductors and improved contact resistance. This is will be critical as available contact area continues to shrink. Better thin insulator deposition is also needed. New etch precursors are needed to improve materials selectivity, especially for Cu, other metals, and low-k dielectrics. 
3.4.4 Next Generation Tool 
Current tools are not addressing the revolutionary challenges of backside power routing and new packaging. There are few CE tool manufacturers, and the user community needs to engage with them closely for next generation tool development to address these gaps. Based on the gap analysis, the following is a proposal for the next generation FIB CE tool aiming at function effectively beyond the 5 nm node and especially in a backside power plane world. Make the next tool a FIB-SEM dual column instrument with an improved gas management system, expanded selection of process gases, updated IR Imaging hardware, improved stage tracking and accuracy, increased load-lock sample exchange height, and added features to the Chip CAD interface.

3.5 SCANNING PROBE MICROSCOPY
The industry trend of device scaling in front end processes has given rise to the challenges of 3D mapping of active dopant distributions in fine sub-10 nm devices where traditional technology CAD (TCAD) diffusion models are no longer valid. Dopant retention at sub-10 nm node 3D devices such as FinFETs, GAAFETs, and 3D-NAND cells is more critical than in previous generations. High dopant activation requirements demand characterization techniques with:
a. sub-nanometer spatial resolution 
b. extremely high accuracy 
c. precise capability 
for 3-dimensional quantification of active dopant profiles.
Scanning Capacitance Microscopy (SCM) and Scanning Spreading Resistance Microscopy (SSRM) have been defined to address some of these requirements but face challenges in several key areas including active dopant quantification in sub-10 nm thick samples using SSRM and the availability of suitable calibration samples to support analysis of various substrates including polysilicon, SixGe1-x, III-V semiconductors, and sub-10 nm thick SSRM substrates. A major challenge for SPM active dopant characterization is sample preparation of 3D device structures in FA, especially where devices are utilized in a vertical integration technology such as 3D NAND.
    	3.5.1 Sample Preparation for Dopant Profiling
SSRM and SCM quantitative analysis of active dopants in sub-10 nm features used in 3D device technologies is particularly challenging. Regions to be analyzed must be exposed to the probe tip by removing surrounding materials without changing the electrical properties of the regions of interest, e.g., gallium introduction from FIB tool, changing the crystal structure or moving dopants. Sensitivity requires retaining as much of the region of interest as possible and forming an electrical back contact to the ROI for the system operation. Therefore, both SCM and SSRM analyses of such sub-10 nm structures with high accuracy and sensitivity are major challenges.
A straightforward, robust, repeatable cross-section sample preparation process for single plane and tomographic analysis (topography, dopant) on site-specific 3-dimensional devices for sub-14 nm, as shown in Fig. 7 [5], and vertical integration architectures, e.g., 3D NAND as shown in Fig. 8 [6], will be needed. Sample surface requirements for an adequate SCM S/N ratio include RMS surface roughness (Rq) ≤0.5 nm and an amorphous layer depth ≤1 nm.
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[bookmark: _Hlk125105167]                                      (a) 						 (b)	Comment by Scott, Keana C. K. (Fed): Fix the figure label position
Fig. 7: 3D FinFET:  a) Schematic showing critical features of interest.  b) TEM cross-section of FinFET. Scalebar: 100 nm.	Comment by Scott, Keana C. K. (Fed): This value is an estimate.  Please confirm.
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 (a)                                                                           (b)	Comment by Scott, Keana C. K. (Fed): Fix the figure label positions
Fig. 8: (a) Single cross-sectional image from FIB SEM tomography. (b) volume rendering of 3D NAND structure. Scalebars: ≈2 mm.	Comment by Scott, Keana C. K. (Fed): This value is an estimate.  Please confirm
3.5.2 Active Dopant Quantification (SSRM)
Although SSRM is a powerful technique for quantitative 2D and 3D carrier profiling of semiconductor devices with sub-nm spatial resolution, sub-10 nm devices and 3D architectures present major challenges in spreading resistance measurements which can readily be impacted by parasitic series resistances. This is a direct result of device miniaturization resulting in limited amounts of material, the presence of multiple interfaces and confined current paths that increase the measured total resistance beyond the expected spreading resistance, ultimately leading to inaccurate carrier quantification. In order to extract quantitative active dopant data, critical requirements include: a) availability of suitable calibration standard samples that have a dynamic range of at least 5 decades, and include various substrates (Si, Polysilicon, SixGe1-x, symmetric and asymmetric p-n junctions), b) robust calibration methodology to allow extrapolation beyond standard sample limits, c) Improvement in calibration protocols to extend beyond the published minimum silicon thickness of 10 nm below which parasitic series resistances degrade SSRM accuracy because of the confined volume [7, 8]. 
3.5.3 Lateral Resolution
Improvements in SPM spatial resolution for active dopant profiling have traditionally been achieved through advancements in tip technology. To meet the stringent resolution requirements for future device technology analysis, there is critical need for sharp, durable, conductive probe tips. This may be accomplished through extension of existing probe fabrication technologies or development of new and improved sharp, conductive, durable probes.
3.5.4 System Sensitivity (SCM)
Increase in SCM sensitivity to support dopant profiling with finer tip geometries may require more sensitive capacitance sensor technology, possibly through a higher (>1 GHz) capacitance sensor resonant frequency. Challenges associated with increased sensitivity, e.g., an adverse impact on S/N ratio, may also present problems which must be overcome.

4. CONCLUSIONS
The rapid evolution of semiconductor technologies presents significant challenges for the field of die level failure analysis. To address these challenges, innovation in sample preparation, microscopy, nanoprobing, FIB circuit edit, and scanning probe microscopy is required. This report provides a detailed analysis of the current challenges faced by mainstream analytical techniques, making it an invaluable resource for failure analysis practitioners, researchers in universities and institutes, and manufacturers of scientific equipment. The report aims to guide technique developments and inform the development of next-generation analytical tools that are capable of tackling new technologies. Additionally, the report highlights the importance of continued research and development in the field of die level failure analysis, as the rapid pace of technology advancement necessitates a constant effort to stay ahead of the curve.
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ABBREVIATIONS AND ACRONYMS
AFP: atomic force probing
ASIC: application specific integrated circuit
ATE: automated test equipment
BEOL: backend-of-the-line
BGA: ball grid array
BPD: buried power distribution
BPR: buried power rail
BPV: backside power via
BSPDN: backside power distribution network
CAD: computer aided design
CE: circuit edit
CPU: central processing unit
DLRC: Die-Level Roadmap Council
EBAC: electron beam absorbed current
EBIC: electron beam induced current
EBIRCH: electron beam induced resistance change
EFA: electrical failure analysis
EFM: electrostatic force microscopy
EMIB: embedded multi-die interconnect bridge
FA: failure analysis
FI: fault isolation
FIB: focused ion beam
FS: front side
GAAFET: gate-all-around field-effect transistor
GPU: graphical processing unit
HBM: high bandwidth memory
IC: integrated circuit
LiDAR: light detection and ranging
MFM: magnetic force microscopy
MIMCAP: metal-insulator-metal capacitor
MOL: middle-of-the-line
PFIB: plasma focused ion beam
RST: remaining silicon thickness
SCM: scanning capacitance microscopy
SEM: scanning electron microscope
SIP: system-in-a-package
SMT: surface mount technology
S/N: signal to noise ratio
SOC: system on a chip
SRAM: static random access memory
SSRM: scanning spreading resistance microscopy
TCAD: technology CAD
TEM: transmission electron microscope
TSV: through silicon via
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Figure 2. Diagram illustrating BPR technology w/BPD. Si
backside thinned 10 sub-um dimensions and nano-TSVs used
1o connect BPR 1o BPD network. Nano-TSVs also used to
connect signal 1/0s 1o frontside nets (which now face away
from package substrate). Metal on both sides of Si active layer
block NIR and Mid-IR light, obsoleting or significantly
degrading many EFI/EFA techniques.
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