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Abstract. The goal of organizational security awareness programs is to
positively influence employee security behaviors. However, organizations
may struggle to determine program effectiveness, often relying on train-
ing policy compliance metrics (e.g., training completion rates) rather
than measuring actual impact. Few studies have begun to discover ap-
proaches and challenges to measuring security awareness program ef-
fectiveness within compliance-focused sectors such as the United States
(U.S.) government. To address this gap, we conducted a mixed-methods
research study that leveraged both focus group and survey methodolo-
gies centered on U.S. Government organizations. We discovered that or-
ganizations do indeed place emphasis on compliance metrics and are
challenged in determining other ways to gauge success. Our results can
inform guidance and other initiatives to aid organizations in measuring
the effectiveness of their security awareness programs.

Keywords: security awareness · training · government · effectiveness ·
metrics · mixed-methods.

1 Introduction

The goal of organizational security awareness programs is to help employees
recognize and appropriately respond to security issues, improving the overall se-
curity posture of organizations [28]. Various public and private industry sectors
require or recommend annual security awareness training. For example, the Fed-
eral Information Security Modernization Act (FISMA) - a security law for U.S.
Government organizations - mandates the implementation of security awareness
training for all employees [2].

Organizations collect metrics about their security awareness programs to
satisfy mandatory training requirements, show return on investment, or demon-
strate overall program success and value to management [5,14]. The success of
security awareness programs is often measured by the number of organizational
employees completing or attending the training (i.e., compliance to the training
mandates) [5,16]. However, these compliance metrics tell little of how employee
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security behaviors and attitudes have been positively changed [3]. Indeed, prior
literature and industry surveys have revealed that security awareness programs
often fall short in changing behaviors, in part because they struggle with how
to measure program impact [4,9,22,24]. Without insight into impact, security
awareness programs may not be able to identify and plan for improvements nec-
essary for facilitating behavior change and adjusting to ever-changing threats
and organizational needs [5].

Few studies have begun to discover the approaches and challenges to mea-
suring the effectiveness of organizational security awareness programs within
compliance-focused sectors like the government [17,21]. To address this gap, we
conducted mixed-methods research involving U.S. Government (federal) profes-
sionals who implement or oversee security awareness programs. Focus groups
with 29 individuals informed the development of a survey completed by 96 par-
ticipants. While the research looked at multiple aspects of government security
awareness programs, this paper focuses on a subset of research questions (RQs)
about measuring program effectiveness:

RQ1: How do U.S. Government organizations determine the effectiveness of
their security awareness programs?

RQ2: How do government security awareness teams use program effectiveness
data?

RQ3: Which types of effectiveness data do managers find most valuable?
RQ4: What are the challenges government organizations face when trying to

measure effectiveness?

Our study makes several contributions. We provide new insights into how se-
curity awareness programs approach and struggle with measuring effectiveness
within a yet-to-be-explored context (the U.S. Government). This understanding
can inform government security awareness professionals, organizational decision
makers, and policy makers in their efforts to improve security awareness pro-
grams. Results are also contributing to the development of a publication to guide
organizations in building effective security awareness programs [18]. While our
study is U.S. government-focused, findings may be transferable to other sectors
and countries.

2 Background and Related Work

To better contextualize our study results, we provide a summary of prior liter-
ature related to measuring the effectiveness of security awareness programs and
background information on security awareness mandates.

2.1 Security Awareness Mandates

Security awareness programs are meant to provide employees with an under-
standing of security risks and the knowledge and tools to help them take ap-
propriate action, with a goal of achieving long-term behavior change [28]. The
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cornerstone of security awareness programs is awareness training, most often con-
ducted online and annually. U.S. Government agencies are mandated to conduct
this annual training for all employees and contractors in accordance with several
directives, including Office of Management and Budget Circular A-130 Manag-
ing Information as a Strategic Resource [20] and FISMA [2]. Beyond federal
organizations, some U.S. state governments have also adopted security aware-
ness training as a part of their information security program. For example, the
Massachusetts data security law requires ongoing training focused on internal
and external risks to data records containing personal information [27]. Other
countries, such as Canada [10], also have training directives.

Organizations in the private sector may also be subject to security awareness
training mandates. For example, organizations in the healthcare sector are re-
quired to conduct training under the Health Insurance Portability and Account-
ability Act [7], and the financial sector must adhere to the Gramm-Leach-Bliley
Act, which requires similar training to ensure the protection of sensitive client
and financial information [1].

Beyond annual, mandated training, programs – though not required – may
integrate other security-related activities and communications throughout the
year, including newsletters, emails, speaker events, posters, and even novel ap-
proaches, (e.g., virtual reality and escape rooms) [11]. These additional activities
intend to reinforce learning and dynamically to address new security threats,
policies, and processes as they arise.

2.2 Evaluating Security Awareness Programs

Measuring success is a critical, but challenging aspect of security awareness pro-
grams, with many organizations failing to adequately gauge program effective-
ness [4,9]. In fact, in an industry survey of 600 organizations, less than half
reported that their organizations attempt to measure the effectiveness of their
awareness programs [16]. This shortfall may in part be due to reliance on metrics
focused on compliance to awareness training policies (e.g., FISMA) as indica-
tors of success [16]. However, compliance metrics fail to capture overall program
impact (i.e., employee behavior change) and ignore the influence of additional
awareness efforts throughout the year.

Several research and industry groups developed frameworks for measuring the
effectiveness of security awareness programs. Manifavas et al. developed a tool
to automate and formalize the deployment and maintenance of security aware-
ness assessment, including metrics to measure changes in workforce knowledge,
attitude, and behavior [14]. The European Network and Information Security
Agency (ENISA) defined four categories of measures for security awareness eval-
uation: process improvement, attack resistance, efficiency and effectiveness, and
internal protections [8]. The guidelines further recommended that organizations
continually measure and monitor program performance and automate metrics
gathering as much as possible. Rantos et al. developed a methodology for assess-
ing the effectiveness of organizational security awareness programs [22]. They
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identified two major issues that must be considered when measuring effective-
ness: 1) whether the information has reached the target audience (e.g., if and
how information was delivered) and 2) whether the information was absorbed
by the target (e.g., if learning and behavior change has been achieved). In their
survey research, the security training institute, SANS, found that organizations
that assess their programs against peers tend to have greater leadership support
for security awareness training, and, therefore, more success [24]. To provide
this peer benchmark, they developed the five-level Security Awareness Maturity
Model [23].

In a more recent effort, Chaudhury et al. conducted a systematic literature
review towards defining metrics for measuring the success of a security aware-
ness program [5]. The resultant metrics framework consisted of four overarching
categories of indicators measured by quantitative (objective) data:

– Impact indicators measure changes in security knowledge, attitude, and
behavior and can be measured by quantitative surveys, web-based tests,
simulated attacks, or analysis of passive data (e.g., audits, risk assessments,
security incidents).

– Sustainability indicators measure the value-added and impact on organi-
zational policies and regulatory frameworks and can be assessed via changes
in program funding and resources, cost-benefit analysis of the program, and
percentage of awareness processes in organizational policies and processes.

– Accessibility indicators measure topic relevance, quality of training mate-
rials, and the reachability and usability of awareness dissemination channels.
Indicators can be collected with quantitative surveys and analysis of passive
data (e.g., attendance logs and training material hit counts).

– Monitoring indicators gauge the workforce’s interest and participation
in the security awareness program and leadership support. These indicators
can be collected via quantitative surveys and analysis of passive data (e.g.,
attendance logs, training material hit counts).

The value of quantitative versus qualitative data to help measure effective-
ness has been a topic of debate. Some argue for the use of only quantitative met-
rics (e.g., quantitative surveys, percentages of employees performing an action,
analysis of incidents), saying that these are preferred since the data are more
objective, repeatable, and can provide benchmarks for future evaluations [5,14].
However, others (e.g., [8,22]) suggest collecting a combination of quantitative
and qualitative data. Qualitative measures (e.g., observations, detailed reports
from employees, open-ended feedback forms) can be used to gauge audience sat-
isfaction with the program, obtain ideas for improvement, and provide context
and root-cause analysis to quantitative data.

Our study sought to position these prior research findings and frameworks
within a new context: the U.S. Government. We also wished to gather data
from the perspective of those working in security awareness programs, an ap-
proach that is in contrast to the majority of prior studies aimed at measuring
the awareness levels of users [17,21].
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Table 1. Focus group composition

Focus # # Unique
Group Participants Organizations

Department #1 3 3
Department #2 3 3

Sub-component #1 3 3
Sub-component #2 5 4
Sub-component #3 3 3

Independent #1 4 4
Independent #2 4 4
Independent #3 4 4

Total: 29 28

3 Methodology

From December 2020 - July 2021, we conducted exploratory, sequential mixed-
methods research consisting of focus groups followed by a survey. The National
Institute of Standards and Technology (NIST) Research Protections Office ap-
proved the study. Focus groups provided an understanding of security aware-
ness approaches and the concepts and challenges viewed as most important by
participants. These insights informed a follow-on survey distributed to a larger
population.

3.1 Focus Groups

We first collected qualitative data via focus groups. We selected a multiple-
category design [13] with participants from three categories of organizations:
1) department-level organizations (e.g., U.S. Department of Labor1), 2) sub-
component agencies, which are organizations under a department (e.g., Bureau
of Labor Statistics under Department of Labor), and 3) independent agencies,
which are not in a department (e.g., Federal Trade Commission). In the Exec-
utive Branch of the U.S. Government, there are 15 departments, over 200 sub-
components, and just over 100 independent agencies. Participants were federal
employees who had security awareness duties or were managers or executives who
oversaw the programs within their organizations. We identified participants via:
recommendations from security awareness colleagues; our professional contacts;
security-focused government online mailing lists; and internet searches.

We conducted eight virtual focus groups with 29 total participants, repre-
senting 28 unique government organizations. Table 1 shows the composition of
each focus group. Participants provided informed consent and completed an on-
line survey to collect demographic and organizational information. Focus groups
lasted 60-75 minutes and were audio-recorded and transcribed.

1 Organization names are for illustrative purposes only and do not signify the organi-
zations’ participation in the study.
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Following an analysis methodology informed by Grounded Theory [6], each
member of the research team independently coded a subset of three transcripts
(one from each category of focus group) using a preliminary code list based on
the focus group questions. We added new codes as needed and met several times
to discuss codes and develop a codebook. Coding continued until all remaining
transcripts were coded by two researchers, who met to discuss code application
and resolve differences. In accordance with the recommendation of qualitative
methodologists [15], we focused not just on agreement but also on how and why
disagreements in coding arose and the insights afforded by subsequent discus-
sions. When disagreement occurred, we discussed as a group to reach consensus.
In rare cases where agreement could not be reached, the primary coder made the
final decision. The entire research team convened to discuss overarching themes
identified in the data and areas of interest to include in the subsequent survey.

3.2 Survey

Focus group insights informed the development of an anonymous, online survey.
The final survey included questions about security awareness approaches and
challenges. This paper focuses on a subset of questions related to measuring
program effectiveness.

Recruitment methods and participation criteria mirrored those in the focus
groups. The survey was open for 18 days, with 96 survey responses in the final
dataset. Survey participants represented a diverse range of organizations of dif-
ferent types and sizes. Table 2 shows the organizations represented in both the
focus groups and the survey. As indicated in the table, participants reported their
organizations’ type and size (number of government employees), the number of
people (government and non-government contractors) covered by the organiza-
tion’s security awareness program, and the number of individuals tasked with
implementing the security awareness program (team size). We calculated descrip-
tive statistics of quantitative responses. We also calculated inferential statistics
to look for potential differences among organizations of different types, program
sizes, and security awareness team sizes (Kruskal Walls H Test for ordinal de-
pendent variables and Chi-square tests for categorical dependent variables). We
only report significant results. For open-ended responses, two researchers per-
formed qualitative data coding similar to the method employed for the focus
group data.

3.3 Limitations

Although we recruited participants from organizations of varying sizes and types,
our participants may not represent the full range of government security aware-
ness programs. Our investigation is also limited to the U.S. Government, which
may have different security awareness training policies and pressures as com-
pared to other sectors. However, given that security awareness training is com-
mon in many sectors, our findings may be transferable, at least in part, to other
organizations. Similar studies with other populations would be valuable.
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Table 2. Represented organizations

Focus
Groups Survey
(n=28) (n=96)

Independent 42.9% 35.4%
Type Department 21.4% 32.3%

Sub-component 35.7% 31.3%

Less than 1,000 7.1% 17.7%
1,000-4,999 32.1% 29.2%

Size* 5,000-29,999 28.6% 25.0%
30,000+ 32.2% 25.0%
Don’t know 0% 3.1%

Less than 1,000 0% 22.1%
Program 1,000-4,999 25% 25.3%
size** 5,000-29,999 28.5% 26.3%

30,000+ 12.8% 24.2%
Don’t know 3.6% 2.1%

Team 1 - 2 25% 33.8%
size 3 - 4 53.6% 29.7%

6 - 10 10.7% 14.9%
11+ 10.7% 21.6%

*Size = number of government employees. **Program size = number of government
and contract employees covered by the security awareness program.

4 Results

Since participants had the option of skipping survey questions, we report the
number of responses (n) for each survey question. Direct quotes from the focus
groups and open-ended questions in the survey are included to further expand
upon quantitative survey results. We attribute focus group quotes with identifiers
D01-06 for participants from departments, S01-11 for sub-components, and N01-
12 for independent agencies. Survey participants are indicated with Q01-96.

4.1 Measures of Effectiveness

We asked participants how their organizations try to measure the effectiveness
of their security awareness program. Response frequencies are shown in Fig. 1.
Sixty-four percent used at least five different measures, and only 4% selected
just one measure of effectiveness or did not measure effectiveness. Indicators of
compliance to training mandates (training completion rates and audit reports)
were common across both survey and focus group participants, with comple-
tion rates being the most-selected measure in the survey (84%). In the survey,
organizations also frequently utilized phishing simulation click rates (72%) and
reporting of simulated (62%) and real-world phishing (53%) to gauge effective-
ness of phishing-related training.
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Fig. 1. Measures of effectiveness (n = 79)

Some participants looked for demonstrated employee behaviors, for exam-
ple, monitoring trends in user-caused security incidents (41% in the survey) or
employee incident reporting (54%) to determine whether certain security topics
were being translated into action by the workforce. For example, a program lead
in the focus groups said, “I interact with our SOC [security operations center]
to see what types of events and incidents are being reported to see if there’s any
way that I can incorporate some sort of training if the incident is the result of
user behavior within the agency” (N09).

Other participants made use of employee feedback to determine if their se-
curity awareness efforts were perceived as valuable: 52% of survey participants
gauged success via informal feedback, and 24% used surveys. A focus group
participant remarked:

“For all of our virtual events and at the end of our training, we have
surveys. . . It gives them a rating scale and asks them, was the training
effective?. . .Was the delivery or the presenter’s delivery effective? And
we use that feedback to measure our training” (D06).

Other measures, such as event attendance and views of online materials (e.g.,
newsletters or videos) were also used, although by fewer survey participants (less
than 30%). Several focus group participants mentioned that their organizations
routinely track attendance as an indicator of reach across the organization: “We
keep tally of whenever we have a speaker, we make sure that we determine all
the people that are there and sort of use those as some rough stats as to success
with the campaign” (S04).

4.2 Compliance as Indicator of Success

To determine if compliance with government mandatory training requirements
(e.g., as measured by training completion rates) was regarded as the most im-
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portant indicator of program success, in the survey we asked participants to rate
their agreement with two statements on a five-point scale ranging from strongly
disagree to strongly agree (see Fig. 2).

4%

10%

18%

18%

23%

25%

40%

27%

16%

20%

0% 20% 40% 60% 80% 100%

Among leadership, compliance is the most

important indicator of success (n=80)

I think compliance is the most important

indicator of success (n=79)

Strongly disagree Disagree Neither agree nor disagree Agree Strongly agree

Fig. 2. Agreement that compliance is the most important indicator of success

Leadership perspective on compliance: In the first statement, participants
were asked to indicate whether they believed their organization’s leadership
thinks compliance is the most important indicator of security awareness pro-
gram success. Over half of responding participants (56%) agreed or strongly
agreed with this statement, and 22% either disagreed or strongly disagreed.

In the focus groups, several participants commented on how compliance met-
rics garner leadership attention, regardless of how meaningful those might be.
A security awareness program lead commented, “We have found that, yes, man-
agement pays attention to things with compliance. . . Now, that doesn’t identify
effectiveness,. . . but it does help increase management awareness and attention
to supporting these programs” (S11).

Participant perspective on compliance: In the second statement, partici-
pants were asked to rate their agreement related to their own opinion on com-
pliance being the most important indicator of program success. As compared
to the leadership perspective, fewer (47%) agreed with this statement and more
(28%) disagreed.

Despite almost half of survey participants believing compliance is the most
important indicator of success, many participants in both the focus groups and
survey voiced a concern that compliance metrics in the form of training comple-
tion rates, although required, do not demonstrate long-term attitude or behavior
change: “Completion of training is one statistic, but that doesn’t really tell you
whether anything’s sunk in. It tells you that they got through the course” (N11).

4.3 Using Effectiveness Data

We asked participants how their security awareness program uses program effec-
tiveness data (see Fig. 3). Most commonly, programs use the data to demonstrate
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Fig. 3. How programs use effectiveness data (n = 72)

training compliance (78%) or to improve or inform the program (70%). Over half
use the data to demonstrate the value of their program to leadership (58%). Less
than a quarter provide the data to employees to provide transparency about the
security awareness program or pass on the data to inform the efforts of other
groups in the organization.

Participants provided further explanations on how they use effectiveness
data. A security awareness program lead at a sub-component agency used data
to inform leadership and employees within the organization: “We do have com-
pliance metrics that we report. Management does pay attention to that, and
it does heighten awareness with staff” (S11). A survey participant suggested
that security awareness professionals “capture metrics to show where you started
(e.g. phishing susceptibility, training rates, incident data), inform your program’s
strategy and tactics, and show progress” (Q43).

4.4 Manager Preferences

We asked survey participants who were managers an open-ended question about
what data would help demonstrate the value and effectiveness of the program to
them. Twenty-nine participants answered this question (see Table 3). Security
incidents were most frequently mentioned as valuable (59% of those responding
to this question). However, in the previous question on measures of effectiveness,
only 41% said that their program uses security incident data, possibly demon-
strating a gap in current measures. Phishing data (31%), training completion
rates (24%), employee feedback (21%), and other demonstrations of employee
behaviors (21%) were among other frequently-mentioned data.

4.5 Program Support

Perceived support in the form of direct feedback, actions, and allocated resources
can be another effectiveness indicator. While we were not able to collect direct
evidence of support, we were able to gauge how supported our participants felt.
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Table 3. Manager perspective - Data demonstrating security awareness program value
(n = 29). # indicates number of participants mentioned that data.

Type of Data Example Responses #

Security incidents “incidents more granularly analyzed and categorized as
to the types of human actions/inactions that contributed,
and who, so we can adjust both general training and tar-
geted follow-up training with individuals.” (Q43)

17

Phishing data “phishing reporting to the security team or phishing
clicks during a phishing exercise.” (Q74)

9

Completion rates “Metrics for timely completion of training” (Q38) 7

Employee/user feedback “We also review feedback of the training.” (Q39) 6

Other demonstrations “Adhering to the rules of behavior” (Q39) 6

Data relationships “annual CSAT [cybersecurity awareness training], IT
Professional/Role Based Training, and Phishing Click
data graphed with the Network Monitoring data and
Helpdesk reporting data” (Q17)

4

Training topics “Categories of questions pertaining to each area of opera-
tions. . . Topical areas help to identify the practical appli-
cation of cybersecurity across the organization.” (Q38)

4

Employee reporting “The number of staff who actually recognized an incident,
report them, and follow recommended practices.” (Q30)

3

Participation “Event attendance” (Q24) 3

External data “peer agency metrics” (Q83) 3

Knowledge testing “Exam scores, number of times a course is repeated, most
likely failed questions” (Q38)

3

Perceptions of Support. Participants rated their level of agreement for two
statements about perceived support for the security awareness program. Figure
4 shows the agreement percentages.

Leadership support for the security awareness program: A large major-
ity (88%) thought their leadership was supportive of their program. Only 5%
disagreed or strongly disagreed. When participants were asked what advice they
would provide to their colleagues, gaining leadership support was the one of the
most frequently mentioned topics in both the focus groups and survey. A focus
group participant commented on their leadership’s support: “I would say we
have good support from our management and executives. They seem to give us
a lot of flexibility. If we want everyone to have a phishing exercise, they give
us a little leeway to do so. If we draft a newsletter or a poster or something,
they’ll send it out to the user population agency-wide” (S07). However, several
lamented the lack of support. A program lead said, “I don’t think management
would do it unless it was mandated by law. . . At least every few years, I have
to quote the legal basis for delivering this required training” (D05). A survey
participant commented, “Anything that was done in the past was personal ini-
tiative. I’ve done newsletters, websites, tried to get Hollywood movies regarding
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Fig. 4. Agreement that workforce supports the security awareness program
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Fig. 5. Agreement about having adequate resources

security shown with discussion afterwards, tried to get a security game (I was
told that was insulting). Management just didn’t care” (Q34).

Employee support of the security awareness program: Seventy-two per-
cent of survey participants agreed that employees were supportive of their pro-
gram. Just 6% disagreed/strongly disagreed. When asked about successful as-
pects of their program, some participants commented on employee engagement
and interest in the program. One said that their program was “popular with
the people, encouraging engagement and behavior change” (Q56). In contrast,
others remarked that employees may lack the time or motivation to engage with
security awareness information or activities: “A lot of times we’ll find that some-
times our users aren’t engaging with the message, or they may delete it, or they
don’t report it the way that we want them to” (N01).

Program Resources. Survey participants indicated their level of agreement
about two statements about whether the security awareness program has ade-
quate resources in the form of funding and staff. Figure 5 shows the results.

Adequate funding for the security awareness program: Only a little over
one third of participants (35%) agreed/strongly agreed that their security aware-
ness program has adequate funding, with 30% disagreeing or strongly disagree-
ing. There were statistically significant differences between: very small and large
teams (z = -2.445); and small and large teams (z = -2.925). For very small teams
(n = 22), 32% disagreed with the statement and 23% agreed (the remainder were
neutral). For small teams (n = 19), 47% disagreed/strongly disagreed and only
16% agreed/strongly agreed. In contrast, large teams (n = 12) were more likely
to agree/strongly agree that they had adequate funding (67%).
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When asked what could help their programs be more successful, more funding
was a common response. A survey participant remarked, “Finding content is not
the problem– getting funding/approval to purchase it is the problem” (Q43).
A focus group participant commented, “We have a very small budget for our
cybersecurity awareness program. I’ve seen some products in the private sector
that are very slick and customizable, but they’re also expensive” (S06).

Adequate staff dedicated to the security awareness program: When
asked about program staffing, 35 agreed/strongly agreed that they had ade-
quate staff, while 36% disagreed/strongly disagreed. Staff resources were closely
related to perceived lack of funding. There were statistically significant differ-
ences between: very small and large teams (z = -2.198); and small and large
teams (z = -2.758). While a large number of participants with very small and
small teams did not think they had adequate staff (45% and 58%, respectively),
only 8% (one) participant in a large organization disagreed with the statement.

In qualitative remarks, participants often discussed needing more staff to im-
prove their programs. For example, a survey participant expressed the need for
“Additional staff/SMEs [subject matter experts] to help create content other
than only myself” (Q74). The fact that most security awareness team mem-
bers were part-time and had other duties also contributed to the staffing short-
age: “The team. . . who perform the security-related operations for our network,
they’re the same team that helps create and manage the training. So, if we have
an issue or a series of issues, sometimes we may have to either delay training
or make a lighter version of training” (N07). Staff turnover was also viewed as
a disruption for programs: “Frequent staff turnover, including CISO and CIO
positions decrease the long-term success of a program because ideas, funding and
priorities change and ultimately limit program strength and growth opportuni-
ties. Meaning you can’t build a great house, if you keep ripping up the foundation
every year or two” (Q24).

4.6 Challenges

We asked participants to rate their programs’ challenges related to determining
program success on a five-point scale ranging from “very challenging” to “not at
all challenging” with a “does not apply” (N/A) option (Fig. 6). The remainder
of this section provides details on survey results for each challenge and includes
example supporting quotes from focus group and survey participants.

Determining what and how to measure: Forty-four percent of survey par-
ticipants rated determining what to measure and how to measure program effec-
tiveness as very or moderately challenging. Only 14% rated it not at all challeng-
ing. Although most programs make at least some attempt to determine success,
almost half of focus group participants expressed uncertainty about how. A pro-
gram lead remarked, “How do we determine whether or not it is effective?. . . How
are we making a difference when we educate our workforce?” (N04)

Participants expressed a desire for more government guidelines and standards
on how to measure program effectiveness, including what variables to measure
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Fig. 6. Challenges determining program effectiveness

and how to interpret training metrics. For example, a participant saw the poten-
tial benefit of having “something standard that all the departments and agencies
could actually end up measuring” (S01).

Effectively presenting data to leadership: Presenting program data to lead-
ership in an effective way was rated very or moderately challenging by 37% of
survey participants. One focus group participant expressed frustration with not
being able to convince their leadership to help solve challenges faced by the se-
curity awareness team: “I have no idea how to solve the issues and challenges as,
even though I have expressed challenges to the Department, it appears they all
fall on deaf ears” (S09). Other participants recommended developing a robust
plan to garner leadership support:

“Write up some type of training and awareness program plan so that you
can document what it is that you want the program to do and how you
want it to work and all of the players that would be involved so that you
can brief senior leadership on that. Because if you don’t have their buy-in,
then your program is probably not going to go anywhere” (D02).

Integrating/correlating security awareness data with data collected by
other groups in my organization: Being able to bring together data from
multiple groups to inform the security awareness program was rated as very or
moderately challenging by 48% of survey participants. Only 11% rated this as
not challenging at all. Focus group participants commented on how their orga-
nizations were not currently connecting security awareness data with security
incident data. A program lead said, “Ideally, you’d be able to track the incidents
and see based on your security awareness and training and if your incidents are
going down. We are not doing that, probably due to lack of resources” (S06).

Benchmarking my organization against other federal organizations:
Over half (56%) of survey participants rated benchmarking (comparing) their
organization’s security awareness program against programs in other government
organizations to be challenging. Several participants expressed a desire to have
more government-specific information as a comparison point:
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“With our phishing exercise results, I would love to have. . . a standard
way of looking at our agency or across agencies or across departments.
We could judge apples to apples to know where we are, how we stand up
to someone else, and where we could focus our training” (S08).

4.7 Perceptions of Overall Success

We asked participants to rate the overall success of their security awareness
program on a four-point scale ranging from “very unsuccessful” to “very suc-
cessful” (Fig. 7). Over three-quarters (77%) rated their programs as moderately
or very successful. None rated their program as unsuccessful, and only 4% rated
their programs as very unsuccessful. Using Kendall’s Rank Correlation for ordi-
nal data, we found a statistically significant association between the number of
measures of effectiveness employed by organizations and the ratings of program
success (τ = 0.36, p = 0.001); the more measures of effectiveness used, the higher
the rating of success.

4% 19% 43% 34%

0% 20% 40% 60% 80% 100%

Very unsuccessful Unsuccessful Slightly successful Moderately successful Very successful

Fig. 7. Ratings of overall security awareness program success (n = 80)

During the focus groups, participants differed on the ultimate indicator of
success for their security awareness program. Some emphasized compliance: “I
was at 99.9% last year, which is pretty hard when you have between 38 and
45 thousand employees” (S09). However, others saw overall success as being
grounded in a tangible reduction in incidents. One focus group participant re-
marked, “That is really the number of incidents that we end up having and
tracked throughout the year and ultimately, not to be on the five o’clock news
for some type of compromise or breach” (S01). Another explained:

“It is. . . the elimination or. . .mitigation of all those threats and vulnera-
bilities, those incidents that have to be reported and even those that don’t
have to be reported. Just you want to make sure that we have smooth sail-
ing as far as our daily operations, that there’s no impact to. . . the service
that we’re supposed to provide for the federal government” (S08).
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5 Discussion

In this section, grounded in our results and situated in prior research litera-
ture, we offer suggestions on how organizations can be supported in effectively
measuring program impact. We also discuss areas for future work.

5.1 Development of Guidance and Standards

The following are suggestions for supporting organizations (e.g., sector oversight,
standards, and training institutions) that develop security awareness guidance
and policies. Organizations can also individually document their own standards
and lessons learned to aid in repeatability and continuity when program staff
changes.

Develop standards and share lessons learned. Most study participants
said that their security awareness programs were successful. However, this raises
the question of how participants know their programs are successful given their
expressed challenge with determining what and how to measure and a lack of
government guidance and standards, as also confirmed in prior literature focused
on the private sector [17,21]. To address these challenges, guidance could include
concrete advice on deliberate planning of measures of effectiveness and standard-
ized measures. An upcoming U.S. Government document entitled “Building a
Cybersecurity and Privacy Awareness and Training Program” [18], which was in-
formed by our study, will incorporate many of these suggestions. Guidance could
also include how to correlate data from multiple sources (viewed as challenging
by almost half of survey participants). Additionally, because the meaning of ef-
fectiveness metrics can be contextual [5], guidance can include suggestions for
how to tailor baselines of measures to the needs and risk levels of an organization.

Emphasize impact over compliance. Since U.S. Government organizations
are required to conduct security awareness training, it was not surprising that
training completion rates were the most common measure of effectiveness in
our survey and viewed by many as being the most important indicator of suc-
cess. However, as compared to findings by other researchers in the private sec-
tor [3,4,24], we observed a substantial disconnect between the emphasis on com-
pliance and the actual purpose of security awareness: facilitating better employee
security behaviors. To combat this issue, guidance documents should emphasize
the importance of assessing behavioral impacts.

Provide guidance on presenting data to leadership. We also observed
a disconnect in how security awareness professionals present effectiveness data
to organizational leadership. While security incident trends were less commonly
utilized by our surveyed organizations, participants who were also managers
listed incidents as the measure of effectiveness most preferred for helping them
make decisions about the security awareness program, placing less emphasis on
compliance metrics. We also found a dissonance between the high levels of per-
ceived leadership support and the high percentages saying that their programs
lacked adequate funding and staff. This leaves one to wonder why leadership



AUTHOR VERSION: Published in 2023 International Conference on Human-Computer Interaction

Measuring the Effectiveness of U.S. Gov Security Awareness Programs 17

support had not been translated into resources. Therefore, we see a need for
guidance documents to provide examples of what kind of data is most relevant
to organizational decision makers to garner both support and needed resources.
Suggestions on how to effectively present that data to leadership (e.g., using vi-
sualizations and ensuring data is contextually specific [26]) can also help address
participants’ challenge in that area.

Facilitate benchmarking and information sharing. Given that over half
of our participants rated benchmarking as challenging, oversight organizations
could also aggregate and share sector-specific data to allow comparisons across
programs. Also helpful will be the encouragement of security awareness profes-
sionals to utilize maturity models for benchmarking their programs (e.g., the
SANS Security Awareness Maturity Model [23]) and forums for sharing experi-
ences related to measuring effectiveness with their peers (e.g., via the Federal
Information Security Educator’s forum [19] and the SANS Security Awareness
online community [25]).

5.2 Collect Holistic Measures of Effectiveness

Collect data from multiple sources for multiple purposes. For a holistic
perspective, organizations should not rely on only one metric. Rather, they can
leverage and combine a variety of different types of metrics – both quantita-
tive and qualitative – as suggested by prior research [3,8,9,12,22,26]. Ultimately,
measures should be part of an iterative feedback loop to continually identify ar-
eas of concern, refocus, and improve security awareness initiatives. Situating our
findings within the metrics framework suggested by Chaudhury et al. [5], we ob-
served an emphasis on impact and monitoring indicators, but suggest collecting
the following, more comprehensive indicators:

Impact indicators: More than half of participants measured program effective-
ness with phishing click rates, audit reports, and reporting of security incidents
(real and simulated phishing and other incidents). In addition to these, pro-
grams could look at further demonstrations of employee behaviors, such as the
use of secure authentication mechanisms, user-generated security incidents, and
security policy violations.

Sustainability indicators: Sustainability indicators were only addressed tangen-
tially in the survey in the expression of challenge programs encountered when
trying to present meaningful and influential data to leadership. To remedy this
current shortfall, programs could better track changes in program resourcing
and influences on organizational policies.

Accessibility indicators: In addition to who and how many employees were reached
by security awareness training and other communications, programs can track
which types of employees or organizational groups seem to have the most security-
related issues or are less likely to receive or pay attention to awareness informa-
tion. These program teams could then put additional effort into reaching those
populations. Accessibility indicators could also be collected via workforce surveys
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(which were utilized by less than 25% of participants) to gauge topic relevance
and perceived quality of materials. Furthermore, informal usability evaluations
of security awareness information could be valuable in determining whether se-
curity awareness communications are properly tailored to the various workforce
audiences and actionable.

Monitoring indicators: While most organizations collected training completion
rates, other types of data could help assess the workforce’s interest and engage-
ment in the program. Event attendance and online views of awareness materials
were less popular but could be valuable for demonstrating effort in accessing
awareness information. Also helpful is the collection of both informal and formal
feedback from employees about what is working or not working for them (e.g.,
via anonymous surveys and focus groups). Feedback from organizational leader-
ship could also help assess impact and organizational attitudes towards security
awareness initiatives.

Automate metrics collection. Deliberate planning of what measures to col-
lect should be followed by deciding how to collect those measures. For efficiency
and consistency, quantitative metrics should be automated as much as possi-
ble [9,14,26]. For example, organizations can leverage existing technology, such
as learning management systems, automatic phishing reporting buttons on email
clients, or security operations data queries.

5.3 Areas for Future Research

While quantitative data can be especially helpful in identifying issues for man-
agers, unlike Chaudhury et al. [5] and Manifavas et al. [14] who advocated for
the exclusive usage of quantitative metrics, our results indicate that qualitative
indicators may also be complementary as this data can expand upon quantitative
indicators and get at the root cause of workforce challenges and behaviors [8,22].
Additional research is needed to develop recommendations on how programs can
gather robust qualitative data and to explore how quantitative and qualitative
data can be most effectively and efficiently synthesized. We also do not address
potential ethical implications of the collection of effectiveness indicators, espe-
cially if used punitively against employees [5]. Additional investigation is needed
to determine how data can protect the privacy of employees while still being
meaningful and actionable to the organization.

6 Conclusion

Through focus groups and a survey, we provide additional evidence towards de-
veloping standards on how to evaluate security awareness programs, a current
and important gap [5]. We extended prior research focused on the private sector
by exploring the approaches and challenges of U.S. Government organizations
in measuring security awareness program effectiveness. We found that compli-
ance metrics were viewed as a primary indicator of program success as opposed
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to impact on workforce behaviors. Organizations were particularly challenged
in determining what to measure due to a lack of standards, management sup-
port, and resources across the government. Our results are informing guidance
and other initiatives to aid organizations in measuring the effectiveness of their
programs.

Disclaimer

Certain commercial companies or products are identified to foster understand-
ing. Such identification does not imply recommendation or endorsement by the
National Institute of Standards and Technology, nor does it imply that the com-
panies or products identified are necessarily the best available for the purpose.
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