IEEE Open Journal of

Vehicular Technology

Received 3 January 2023; accepted 8 January 2023. Date of publication 16 January 2023;
date of current version 28 February 2023. The review of this article was coordinated by Editor Edward Kwok Shum Au.

Digital Object Identifier 10.1109/0JVT.2023.3237158

IEEE 802.11bf DMG Sensing: Enabling
High-Resolution mmWave Wi-Fi Sensing

STEVE BLANDINO ©1-2, TANGUY ROPITAULT
ANIRUDHA SAHOO

1.2 CLAUDIO R. C. M. DA SILVA ©3 (Senior Member, IEEE),
1 (Senior Member, IEEE), AND NADA GOLMIE

1 (Fellow, IEEE)

(Invited Paper)

!National Institute of Standards and Technology, Gaithersburg, MD 20899 USA
2Prometheus Computing LLC, Cullowhee, NC 28723 USA
3Reality Labs, Meta Platform, Redmond, WA 98052 USA

CORRESPONDING AUTHOR: STEVE BLANDINO (e-mail: steve.blandino@nist.gov).

ABSTRACT IEEE 802.11bf amendment is defining the wireless Local Area Network (WLAN) sensing
procedure, which supports sensing in license-exempt frequency bands below 7 GHz, and the Directional
Multi-Gigabit (DMG) sensing procedure for license-exempt frequency bands above 45 GHz. In this paper,
we examine the use of Millimeter-Wave (mmWave) Wi-Fi to enable high-resolution sensing. We first provide
an introduction to the principle of sensing and the modifications defined by the IEEE 802.11bf amendment
to IEEE 802.11 to enable mmWave Wi-Fi sensing. We then present a new open-source framework that
we develop to enable the evaluation of the DMG sensing procedure accuracy. We finally quantify the
performance of the DMG sensing in terms of the velocity/angle estimate accuracy, and its overhead on the
communication link. Results show that the DMG sensing procedure defined in IEEE 802.11bf is flexible
enough to accommodate a wide range of sensing applications. For the bistatic scenario considered, the
velocity accuracy is in the interval 0.1 m/s to 0.4 m/s, while the angular accuracy is between 1° and 8
degrees depending on the sensing parameters used. Ultimately, the overhead introduced by sensing is limited
with a sensing overhead below 5.5% of the system symbol rate.

INDEX TERMS Millimeter wave communication, radar remote sensing, IEEE standards activities, open

source software.

I. INTRODUCTION
Future wireless networks are envisioned to augment commu-
nication operations with sensing capabilities [1], [2]. Inte-
grating sensing and communication is attractive thanks to its
potential benefits, such as more efficient spectrum and hard-
ware utilization, optimized resource allocation and the support
of a number of sensing services, including human activity
and gesture recognition in smart homes. In addition, in-
vehicle sensing has recently gained traction promising safety
enhancements with applications such as driver sleepiness de-
tection and reckless driving recognition in smart vehicles [3].
Wi-Fi networks, both in the licence-exempt frequency
bands below 7 GHz and in the Millimeter-Wave (mmWave)
above 45 GHz, are the perfect candidates to implement sens-
ing features using existing communications infrastructures

and enabling coordination between multiple devices. Sensing
through Wi-Fi networks aims at utilizing Wi-Fi signals to
detect and sense targets, such as people, animals, objects,
and/or locations of interest. While the feasibility of using
Wi-Fi to enable sensing has been demonstrated over the past
several years [4], [5], [6], [7], [8], [9], the range of applica-
tions that is currently supported is limited due to the lack of
sensing-specific features in the IEEE 802.11 standard, hin-
dering the usage of multiple 802.11 devices from different
vendors for sensing applications. For this reason, Task Group
IEEE 802.11bf (TGbf) started in September 2020 the de-
velopment of an amendment to the IEEE 802.11 standard
supporting sensing [10]. The main contribution of the IEEE
802.11bf amendment is the definition of the Wireless Local
Area Network (WLAN) sensing procedure, which supports
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sensing in license-exempt frequency bands below 7 GHz
(2.4 GHz, 5 GHz, and 6 GHz), and its mmWave (above
45 GHz) counterpart, the Directional Multi-Gigabit (DMG)
sensing procedure, which is the focus of this paper.

Despite conceptual similarities in their operating mode,
the definition of two distinct sensing procedures is neces-
sary because of unique propagation, bandwidth, and hardware
characteristics. For instance, to satisfy the link budget and
provide sufficient coverage, DMG and Enhanced Directional
Multi-Gigabit (EDMG) devices use Phased Antenna Arrays
(PAAs). PAAs may synthesize pencilbeams — beams with a
beamwidth of just a few degrees — dictating the direction of
the propagation. The smaller the beamwidth, the easier to
distinguish two targets apart. Hence, mmWave Wi-Fi has a
superior spatial resolution compared to Wi-Fi, because of its
integration capability to equip large PAAs on a single chip
and also thanks to its large signal bandwidth. Thus, mmWave
Wi-Fi enables use-cases requiring high spatial resolution, for
instance, discriminating fingers in a gesture recognition appli-
cation or obtaining reliable heart rate sensing for in-vehicle
vital sign monitoring.

IEEE 802.11bf aims to reuse existing features of the
IEEE 802.11ad and the IEEE 802.11ay standards [11], [12],
which define the DMG and EDMG Physical Layers (PHY?s),
respectively. For instance, to guarantee uniform coverage
overcoming the intrinsic directional properties of PAAs, IEEE
802 standard defines Training (TRN) sequences and the beam
refinement protocol (BRP), enabling the estimation of the
channel in different directions and thus potentially enabling
the detection of targets in the environment. While these mech-
anisms can be repurposed to some extent, some modifications
need to be introduced to facilitate a sensing framework,
for example, specifying that the channel sounding aims at
performing sensing measurements, extending the Beam Re-
finement Protocol (BRP) for multiple users and enabling
the report of sensing measurements. An overview of IEEE
802.11bf is given in [13], presenting simulation results to
quantify the impact of quantization on the quality of the chan-
nel state information report in the sub 7 GHz bands, however,
to the best of our knowledge, our contribution is the first one
to not only present the main definition and features of IEEE
802.11bf to enable high-resolution mmWave WiFi sensing,
but also providing simulation results to quantify the sensing
accuracy achievable with the DMG and EDMG PHYs of IEEE
802.11bf and the overhead on the data transmission. More-
over, we study the main trade-offs between sensing overhead
and sensing accuracy and the flexibility provided by the DMG
sensing procedure defined in IEEE 802.11bf to solve these
trade-offs.

The remainder of this article is organized as follows. Sec-
tion II introduces the principles of radar and directional
sensing. Section III describes the DMG sensing procedure
defined by IEEE 802.11bf to perform sensing in the mmWave
band. Section IV describes the link level simulation platform
developed to evaluate the DMG sensing. Section V provides
the performance evaluation results of the sensing accuracy and
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FIGURE 1. Generic radar remote sensing geometry.

sensing overhead as well as shedding light on the accuracy
versus overhead trade-off. Finally, Section VI summarizes the
contributions and the main findings of the paper.

II. PRINCIPLE OF RADAR REMOTE SENSING

In this section, principles of radar and directional sensing are
reviewed [14], [15], [16], [17] to motivate IEEE 802.11bf’s
support of sensing applications. Specifically, the fundamental
radar design parameters and measurements are described.

A generic system geometry is shown in Fig. 1 and considers
transmitter (Tx) and receiver (Rx) spatially separated in a
bistatic configuration. The path of length R connecting Tx and
Rx is known as the bistatic baseline, and the angle 8 formed
by the Tx to target range R; and target to Rx range R; is
known as the bistatic angle. The basic function of a radar is
to measure the time delay of the transmit signal within the
main propagation beam of the Tx and the main propagation
beam of the Rx, i.e., the time for a signal to travel a distance
R to reach a target, plus the time for the scattered signal,
generated from the target, to travel a distance R; to reach
the Rx. From the measured delay, the bistatic range R| + R;
is computed. Another fundamental measurement that can be
derived from the range measurement is the target velocity. To
estimate the velocity, a radar system obtains consecutive mea-
surements over a time window to detect variation of the range.
Moreover, the use of pencil-beam antenna patterns enabled by
PAAs for the transmission and reception of signals enables
the estimation of the angular position of the target using the
steering angles of the Tx/Rx beams combination.

Range, angle, and velocity measurements resolution are
constrained by transceiver capabilities; the resolution of a
radar can be defined as its ability to separate different targets
in range, angle, or velocity. In the following, radar measure-
ments and relative resolutions are discussed.

A. RANGE
A fundamental metric of radar sensing systems is range reso-
lution, which is a measure of the ability of a system to resolve
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multiple targets in proximity. For determining the target range,
it is possible to measure the time of flight of the reflected
signal traveling the distance R| + R;. The total range R| + R,
defines an isorange ellipse on which the target is located. The
foci of the ellipse coincide with the positions of the Tx and the
Rx. The bistatic range resolution is defined as the separation,
AR, between two isorange ellipsoid that can be resolved by
the radar. The range resolution depends on the capability to
discriminate delays, hence on the bandwidth of the transmit
signal, and upon the target position. As illustrated in Fig. 1, the
minimun separation between two isorange ellipsoids ARpiy 18
obtained at the extended baseline and the maximum separa-
tion ARpax at the bisector of the baseline. The bistatic range
resolution, AR, measured along the bisector of the bistatic
angle of the inner ellipse, can be expressed as:

c

R= 77, ey
2B cos(B/2)

where c is the speed of light in vacuum and B is the signal
bandwidth. The best range resolution can be achieved for a
monostatic configuration when the Tx and the Rx are co-
located, i.e., when B = 0. For a generic case, when § # 0,
the range resolution depends also upon the relative position
of the target to the Tx and Rx. For large values of g, i.e.,
when the target is close to the baseline, the range resolution
degrades, until a complete loss of range resolution for g =
180°. Hence, depending on the sensing topology, the range
resolution may vary. Monostatic architectures are suitable
to support high-range resolution applications, while bi-static
architectures might achieve a coarser resolution due to depen-
dency to their geometry. The resolution achieved with bi-static
configurations can be improved by intelligently combining
measurements obtained with multiple and diverse links, i.e.,
using multistatic architectures.

DMG/EDMG signals are defined with a 1.76 GHz band-
width, which can be potentially extended with channel bond-
ing. Assuming a 1.76 GHz signal bandwidth, the best range
resolution that can be achieved is AR = 0.17 cm, making
mmWave Wi-Fi a fundamental technology to enable applica-
tions requiring high resolution and high accuracy recognition.

B. ANGLE

Spatial accuracy can be further improved using directional an-
tennas, as targets can be solved also in azimuth and elevation
angle. By combining the azimuth and elevation information at
both Tx and Rx with the bistatic range, the target position can
be estimated by intersecting the bistatic ellipse with the Tx
and Rx main lobes’ directions. The azimuth and the elevation
angles of the target are determined by the pointing angle of
the antenna main beam, when maximizing the power of the
scattering signal of the target. The width of the main beam
determines the angular resolution A6; of the antenna, which is
usually defined as the 3 dB antenna beamwidth. Af; and A6,
refer to the angular resolution of the transmitter and receiver,
respectively.
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In a bistatic configuration, the minimum separation be-
tween two targets lying on the same isorange ellipse that
can be discriminated by the radar in the angular domain,
i.e., cross-range resolution, is usually defined by the beam
with the narrower cross-range resolution. For example, as-
suming the transmit beam to be too large to contribute to
the angular resolution as in Fig. 1, i.e., if 2R; - sin(A6>/2) >
2R - sin(Af1/2), the cross-range resolution ACR can be
defined as:

ACR — 2Ry - sin(A@l/Z). @)

cos (B/2)

In Fig. 1, the intersection between the range resolution area
and the cross-range resolution defines the boundary of a rect-
angular spatial resolution cell. The assumption that the spatial
resolution cell is defined by the narrower beam does not
always holds and more complex and irregular cells may be
created; a general exact expression does not exist but specific
antenna patterns and geometry have been studied [18].

As for the range measurement, fixing the position of the
target and the antennas configuration, the best cross-range
resolution can be achieved for a monostatic configuration,
i.e., when B = 0. However, the cross-range resolution also
depends on the distance of the target from Tx and Rx, since
the resolution improves when the range R or R; is decreased.
Considering a monostatic DMG Station (STA)! equipped with
auniform linear array of 32 antennas, the A6 ~ 3° beamwidth
yields a cross-range resolution ACR = 0.03 m when the target
is 0.50 m away from the STA, and it increases to ACR =
0.10 m when the target is 2 m away. Hence, such a device
would be able to identify gestures and finger movements for
ranges below 0.5 m, more coarse gestures, for instance head
motion, for a range between 0.5 m and 2 m or recognize body
movements and activities for a range longer than 2 m.

C. VELOCITY
Fig. 1 highlights the spatial resolution cell defined by the
range limited resolution and the angle limited resolution. Two
targets in the same cell cannot be resolvable in space, however,
they could be still discriminated against if their radial velocity
falls in two different velocity resolution bins.

Assuming that Tx and Rx are stationary, and the target
is moving with velocity v, the range rate can be obtained
deriving the sum range over time:

d
D= Z(Rl + Ry) = 2|v|cos¢ cosB/2 = 2|v,|cosB/2, (3)

where ¢ is the angle formed between the target velocity vector
v and the bistatic bisector, and |v,| = |v|cos¢ is the radial
velocity equal to the projection of the target velocity vector on
the bistatic bisector. It can be shown that the bistatic velocity
resolution, AV, measured along the bisector of the bistatic

1“A STA is any MAC/PHY entity providing the IEEE 802.11 MAC ser-
vices” [19], and includes both Access Points (APs) and non-AP STAs.
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angle of the inner ellipse, can be expressed as:

_ A
~ 2T.cos(B/2)

where T is the observation time, also known as Coherent Pro-
cessing Interval (CPI) and A the wavelength. As for the range
resolution, the maximum velocity resolution can be achieved
in monostatic configuration. The velocity resolution degrades
as the target approaches the baseline, degenerating to a loss of
resolution when the target is on the baseline.

AV 4

D. DATA CUBE
Achieving a fine velocity resolution, which is key in appli-
cations such as gesture recognition and heart/breathing rate
estimation, requires a long observation interval 7., as de-
scribed in (4). To improve velocity resolution in a pulse radar,
usually, several pulses are transmitted with the antenna beams
pointed in a fixed direction, as shown in Fig. 2(a), because the
observation time of a single pulse might not be long enough
to resolve the motion. In a pulsed radar the observation time
isthus 7, = I - AT, I being the number of pulses and AT the
pulse repetition interval. The pulse number is usually referred
to as slow time domain. For each pulse, a series of echoes
corresponding to different range bins are collected, in the fast
time domain, as shown in Fig. 2(c) and (d). The Tx and Rx
antenna arrays are electrically swept across different steering
angles since the direction of the target is not known, and for
each beam combination a sequence of pulses is sent. The
response for each beam configuration is stored in the beam
dimension. Hence, the radar return of each pulse is collected
in a 3-dimensional matrix, shown in Fig. 2(b), including infor-
mation of the range, evolution over time and antenna beams.
Doppler processing operates on the data cube to obtain
information about the Doppler frequency shift v, which is
related to velocity D as v = D/A; coherent integration of the
returns from many consecutive pulses can be performed using
a discrete Fourier Transform; the discrete Fourier Transform
compensates the Doppler phase shift introduced by the tar-
get motion and coherently sums the multiple measurements.
Using multiple pulses improves the velocity resolution and
increases the Signal-to-Noise Ratio (SNR), which benefits
from the boost of the coherent integration gain. At the end
of the Doppler processing, a range-Doppler (or velocity) map
is obtained, as shown in Fig. 2(f).

1Il. DMG SENSING PROCEDURE
IEEE 802.11bf [10] amendment introduces Medium Access
Control (MAC) and DMG/EDMG PHY modifications to
support mmWave Wi-Fi sensing (i.e., sensing in the bands
above 45 GHz). The DMG sensing procedure is in charge of
mmWave Wi-Fi sensing and enables STAs to:
¢ inform other STAs of their sensing capabilities;
® request and setup transmissions that allow for sensing
measurements to be performed;
e perform sensing measurements enabling Doppler pro-
cessing, i.e., allow to transmit consecutive “pulses” at a
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given repetition interval. In 802.11 context, the “pulses”
are PHY Protocol Data Units (PPDUs);

e exchange either raw or Doppler-processed sensing mea-
surement results;

o release the resources allocated for sensing.

A. DMG SENSING PROCEDURE ROLES AND

SUPPORTED SENSING

The DMG sensing procedure operates with two sets of roles.
First, the STA initiating the sensing (i.e., the STA that supports
the sensing application), is referred to as the sensing initiator,
while the STAs participating to the sensing and responding to
the sensing initiator are denoted as the sensing responder(s).
Then, the STA sending the PPDU used for sensing is desig-
nated as a sensing transmitter while a STA performing the
sensing measurements using this PPDU is called as a sensing
receiver.

The DMG sensing procedure supports the following sens-
ing architectures: monostatic, bistatic, multistatic, monostatic
sensing with coordination, bistatic sensing with coordination,
and passive sensing. As shown in Fig. 3, these architectures
can be differentiated based on the roles of each STA, and
the number of devices used to obtain the sensing measure-
ments. Monostatic architectures involve a single STA, which
is both the sensing transmitter and sensing receiver (Fig. 3(a)).
Monostatic sensing can support short-range high-resolution
applications such as gesture recognition and sleep monitoring.
When the measurements are made by a single sensing receiver
using signals transmitted by a single sensing transmitter,
which is not co-located with the sensing receiver, the architec-
ture is said to be bistatic (Fig. 3(b)). Compared to monostatic
architectures, bistatic architectures can support applications
requiring a wider sensing area, such as people tracking in
a room, and that may require lower-complexity implementa-
tions. When the sensing transmitter and more than one sensing
receivers are distinct STAs (e.g., one sensing transmitter STA
and two sensing receiver STAs), the architecture is said to be
multistatic (Fig. 3(c)). Multistatic architecturse may offer a
wider sensing range and better resolution and accuracy than
bistatic architectures. Thus, multistatic sensing may support
applications such as people counting and tracking in a home.
Coordinated monostatic (Fig. 3(d))/bistatic (Fig. 3(e)) is an
extension of monostatic/bistatic architecture, which allows
coordinating more than one monostatic/bistatic sensing; the
coordination is performed by the AP. The coordination aims
to avoid collisions and optimize the spectrum utilization, and
thus have no impact on range, resolution, and accuracy of the
applications supported. Finally, IEEE 802.11bf defines pas-
sive sensing where the STAs receive PPDUs transmitted by
one or more STAs that are not necessarily intended for DMG
sensing, e.g., DMG Beacon frames (Fig. 3(f)). Since Beacon
frames are sent using the smallest bandwidth supported and
with a period that is relatively long for sensing applications,
passive sensing is particularly adapted for sensing applica-
tions with lower-resolution requirements.
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(f) Example of Doppler range map for a single beam configuration.

For sensing types requiring more than one sensing respon-
der, i.e., multistatic, coordinated monostatic or coordinated
multistatic, the sensing initiator of a DMG sensing procedure
must be an AP STA. Each of the different sensing types is
addressed in [10] except monostatic. As monostatic sensing
involves only one STA, it does not require any communication
or coordination between multiple STAs and therefore is not
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specifically addressed in IEEE 802.11bf besides providing
some constraints on the PPDU to use for monostatic sensing.

B. DMG SENSING PROCEDURES PHASES
As displayed in Fig. 4, the DMG sensing procedure is made
of one or more of the following phases:

® DMG sensing session setup.
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1) DMG SENSING SESSION SETUP

Not all 802.11 STAs will support sensing or all the sensing
types and roles. Thus, the DMG sensing session setup allows
a sensing initiator and a sensing responder to exchange DMG
sensing capabilities such as the sensing type supported (e.g.,
bistatic, multistatic), the roles supported for a given sensing
type (e.g., a STA supports to be sensing receiver for bistatic),
or sensing reports type available (either raw Channel State In-
formation (CSI) measurements or sensing processed results).
The capabilities are exchanged using procedures commonly
used in the IEEE 802.11 standard such as beaconing for AP
and association for non-AP STA. The DMG session setup
helps a sensing initiator to identify the potential STAs that can
be used as sensing responder for a given sensing application
with given requirements.

2) DMG MEASUREMENT SETUP

To configure the sensing parameters and STA roles for a
given sensing application, the DMG measurement setup is
used. It enables a sensing initiator and a sensing respon-
der to exchange and agree on Operational Parameters (OPs)
associated with DMG sensing bursts and DMG sensing in-
stances (defined below). The OPs can include the sensing
roles of the sensing initiator and the sensing responder(s), the
DMG sensing type, the DMG burst configuration, the DMG
measurement report types, and other parameters. The mea-
surement setup is established with the initiator sending a DMG
Sensing Measurement Setup Request frame to a responder,
which replies with a DMG Sensing Measurement Response
frame either accepting, rejecting or proposing new OPs to
the sensing initiator. The sensing initiator repeats this process
as many times as sensing responders involved in the DMG
sensing procedure.

3) DMG SENSING BURST

IEEE 802.11bf organizes the DMG sensing measurements
through DMG sensing bursts and DMG sensing instances as
depicted in Fig. 5. The DMG sensing burst represents the
channel access time dedicated to sensing measurements for
a single Doppler processing, i.e., the measurements used to
obtain a data cube as introduced in II.D. Each DMG sensing
burst is made of one or more DMG sensing instances, which
is the effective period of time where the measurements take
place. Each DMG sensing instance includes one or more PP-
DUs where the PPDU used depends on the sensing type. The
DMBG sensing burst defines two scheduling parameters: the
intra-burst interval and the inter-burst interval. The former
defines the time between the beginning of two consecutive
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FIGURE 5. Organization of DMG Burst and DMG sensing instances.

DMG sensing instances belonging to the same burst, while
the latter is the time between the beginning of two consec-
utive bursts (i.e., the refresh time between two data cubes
if the application requires more than one Doppler process-
ing). As described in Section IL.D, the computation of the
Doppler frequency shift requires to collect / measurements
every AT over a given observation time 7.. IEEE 802.11bf
allows Doppler processing with the intra-burst interval being
AT, the DMG sensing burst duration being the observation
time 7, and the number of DMG sensing instances in a DMG
sensing burst to be /.

4) DMG SENSING INSTANCE

Each DMG sensing instance belongs to a single DMG sensing
burst and might possibly include the following phases: initia-
tion phase, sounding phase, and reporting phase, the sounding
phase being the only mandatory phase. The initiation phase
allows a sensing initiator to check if the sensing responders
participating in the DMG sensing procedure are available
and also to configure information about the sounding (e.g.,
which sensing responder should perform the sounding first for
a coordinated bistatic sensing). The initiation operates with
the sensing initiator sending DMG Sensing Request frame to
each responder which replies with a DMG Sensing Response
frame. During the sounding phase, the sensing measurements
are performed using PPDUs. Three different PPDUs are used
depending on the sensing type:

e DMG/EDMG BRP PPDU as defined in IEEE
802.11ad/ay amendment [11] [12] for bistatic sensing
and bistatic sensing with coordination. BRP PPDU
are traditionally used to perform transmit (BRP-TX),
receive (BRP-RX), or transmit/receive (BRP-RX/TX)
beamforming training. To do so, TRN sequences
(consisting of complementary Golay sequences) are
appended to packets. The TRNs may be used to perform
a fast angular scan covering different directions.

® The newly introduced EDMG multistatic sensing PPDU
for multistatic sensing, extends the design of the BRP
PPDU. This PPDU, as opposed to the legacy BRP
PPDU, allows for multiple sensing receivers to perform
sensing measurements using a single PPDU. The struc-
ture of multistatic sensing PPDU is shown in Fig. 6. The
first change compared to an EDMG BRP PPDU structure
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is the insertion of a Sync field between the data field
and the TRN field for each responder STA. The Sync
field needs to be added as a multistatic PPDU is sent
to a specific STA and thus beamformed for this STA.
As a consequence, the other STAs might not be able
to receive the preamble, header, and data part. Thus,
each sync field is beamformed in the directions specific
to each STA, and allows each STA to obtain accurate
synchronization and to know where the intended TRN
field starts. The second change is the presence of P TRN
subfields per each responder STA, allowing each STA
to track the phase and frequency. Finally, a Sync PAD
subfield is introduced for legacy backward compatibility.
These modifications allow for each responder to perform
sensing measurements using the same PPDU.

® Monostatic PPDU for monostatic and monostatic with

coordination sensing. Any DMG PPDU may be used for
monostatic sensing but IEEE 802.11bf provides some
constraints regarding to the waveform used in the TRN
field portion of a PPDU used for monostatic sens-
ing. These constraints are added to guarantee backward
compatibility with legacy mmWave Wi-Fi devices and
include constraints about the waveform length, transmis-
sion power, spectral density, and transmit mask.

Since passive sensing aims at performing sensing without
allocating dedicated sensing resources, DMG passive sensing
uses conventional PPDU such as the DMG beacon frames.

The reporting phase is in charge of exchanging the sensing
measurements from the sensing receiver(s) to the sensing ini-
tiator. The reporting phase is mandatory only if the sensing
responder is in the sensing receiver role or in the sensing
transmitter and sensing receiver role. There are two types of
reporting:

® “raw” results, i.e., the CSI results using the channel

measurement feedback element. In this case, the sensing
initiator receiving the report(s) will be in charge of the
sensing processing. While the CSI allows for a precise
characterization of the channel, the overhead resulting
in the CSI report is large and can be detrimental to data
communication. Thus, IEEE 802.11bf allows exchang-
ing already processed sensing results.

e sensing processed results. The processing is done by

the sensing receivers. There are two types of processed
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FIGURE 7. Overview of simulation platform.

reports: DMG sensing image report and DMG sensing
targets report. The DMG sensing image report allows to
return Doppler processed results (range, velocity or/and
sensing transmitter/receiver angles) either in 2D, 3D, or
4D, the larger being the dimension, the larger being the
overhead of the report. Thus, the DMG sensing image
report, when configured to 4D, represents the doppler
processing of the data cube depicted in Fig. 2(b) (fast
time being the range, slow time being used for the
Doppler, and beam configuration corresponding to the
sensing transmitter/receiver angles) and a subset of the
data cube when lower dimensions (2D or 3D) are con-
figured. An example of 2D DMG sensing image using
range and Doppler is shown in Fig. 2(f). The DMG sens-
ing targets report processes the results one step further as
it enables to return information per detected target (e.g.,
range, angle and velocity of each target), lowering the
reporting overhead.

5) DMG MEASUREMENT SETUP TERMINATION AND DMG
SENSING SESSION TERMINATION

The DMG Sensing Measurement Setup Termination and DMG
Sensing Session Termination allow to release the sensing re-
sources and are yet to be defined by TGbf.

IV. OPEN-SOURCE MODULAR SIMULATION PLATFORM
This section presents a novel open-source modular simula-
tion platform, suited to simulate the DMG sensing procedure
defined in IEEE 802.11bf. As shown in Fig. 7, the simula-
tion platform integrates two modules, available as part of a
collection of open-source tools to analyze WLAN mmWave
network performance [20], [21].

The first module is the NIST Q-D channel realization
software, i.e., a channel simulation software for Integrated
Sensing And Communication (ISAC) applications [21], [22].
The second module is the NIST ISAC-PLM [23], which
models the end-to-end IEEE 802.11ay PHY processing [24],
including TRN-R and TRN-T fields enabling the evaluation
of the DMG sensing procedure defined in IEEE 802.11bf.

The modular approach is adopted to allow flexibility to
simulate and test a wide range of user requirements, as each of
the modules can be easily replaced or extended. For instance,
respecting the ISAC-PLM input interface, the channel model
realization can be replaced with any other channel model
implementation output or measurement campaigns output.
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FIGURE 8. NIST Q-D channel realization software simulates multipath
components generating from a human body model.

Conversely, the NIST Q-D channel realization software can
be used with any custom signal processing implementations.

A. NIST Q-D CHANNEL REALIZATION SOFTWARE

The geometry of the environment and the topology of the
scenario, e.g., position of the STAs and targets over time
are defined in the NIST Q-D channel realization software,
as shown in Fig. 8(a), depicting a single human target mov-
ing in an empty indoor environment. Using the ray tracing
methodology, the channel multipath components (MPCs) are
returned. The MPCs are a description of the amplitudes, de-
lays and angles of arrival (AOA) and departure (AOD) of
the multipath propagation channel. Some of the MPC mod-
els the radio signals reaching the Rx after interacting with
the environment (farget unrelated MPCs), others describe the
interaction of the signal with the target (target related MPCs).
The ray tracing of a moving scattering center enables space-
time correlation of the scattered signal generating from the
moving target. A complex target, i.e., a target composed of
multiple scattering points, such as a human target can be mod-
eled as a group of individual scattering centers distributed over
the 3-dimensional space. In the NIST Q-D channel realization
software, the target model used is a boulic model [25], shown
in Fig. 8(b), which is a set of parameterized trajectories to
represent the position of a human body in space. The model
describes the motion of 17 joints (16 body segments) and
each joint is considered as a scattering center of a human
target.

B. NIST ISAC-PLM

The NIST ISAC-PLM module simulates an end-to-end
EDMG PHY transmission. At the end of a DMG/EDMG
PPDU or in an DMG/EDMG BRP packet, a sequence of
Golay codes can be sent in a TRN field to train the receiver
(TRN-R), the transmitter (TRN-T) or both (TRN-T/R). IEEE
802.11bf enables the possibility to re-use BRP frames for
sensing purposes as well introducing a dedicated multi-static
PPDU, also consisting of a sequence of TRN fields, as pre-
sented in Section IIL.B.
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FIGURE 9. ISAC-PLM simulates the transmission of TRN fields to estimate
target range, angle and velocity.

1) DMG PHY TRANSMISSION

ISAC-PLM simulates the transmission of a TRN field to
evaluate the sensing performance when using directional com-
munications, as shown in Fig. 9. The TRN field can be
precoded using different Antenna Weight Vectors (AWVs),
such that the sensing information can be extracted from the
channel components that fall into the analog beam created by
the selected AWVs. From a sensing perspective, the channel
estimate can be seen as echoes from the targets and the en-
vironment. The delays of the echoes from the target MPCs
are proportional to the bi-static distance. The channel esti-
mate from consecutive the TRN sequences is collected in a
3-dimensional matrix including information about fast time,
slow time, and angular domains.

2) DMG SENSING IMAGE

NIST ISAC-PLM construct a 3D DMG sensing image con-
sisting of range, velocity and AOA or AOD azimuth and
elevation, from which target parameters are derived. To obtain
the 3D DMG sensing image, a discrete Fourier transform
(DFT) is applied on the slow time dimension of the radar
data matrix for each beam configuration, to obtain information
about the Doppler frequency shift, which is proportional to the
velocity of moving targets. Null Doppler values are consid-
ered as originating from static clutters, hence they are filtered
out.

The obtained DMG sensing image is subject to a de-noise
processing.

A threshold eliminating the noise floor and a low-pass filter
with a 2D Gaussian window are applied to each beam con-
figuration of the 2D range-Doppler image. After that, a peak
detection algorithm is performed by comparing each pixel of
the 2D DMG sensing range-Doppler image to its neighbors.
If the tested pixel has a higher value than the surrounding
pixels, the tested pixel is declared as a local maximum. The
local maxima are thus retained in the de-noised DMG sensing
image. An example of 3D DMG sensing image (range, the
velocity, and the AOD azimuth) obtained with a DMG sensing
burst, using NIST-PLM is shown in Fig. 10(a).

3) DMG SENSING TARGET PARAMETER

The estimation of the target properties, such as range, ve-
locity and angle, is extracted from the DMG sensing image.
To obtain the velocity estimation, DMG sensing images are
summed over the range dimension and beam configuration,
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FIGURE 11. Simulation environment and bistatic geometry.

obtaining the microdoppler spectrum, shown in Fig. 10(b).
The Doppler shift estimate is the point with the highest inten-
sity in the microdoppler spectrum. Similarly, the estimation
of AOA or AOD relies on the sum of the DMG sensing image
over the Doppler and range domain, and the estimated angle
is the highest value in the obtained angular spectrum.

V. DMG IEEE 802.11BF EVALUATION

In this section, we present simulation results in terms of
sensing accuracy and overhead introduced by the sensing pro-
cedure on the communication link to evaluate the achievable
performance of the DMG sensing procedure defined by IEEE
802.11bf and its flexibility to accommodate different sensing
applications. The trade-off sensing accuracy-overhead is also
discussed.

A. SENSING SCENARIO

We study a human motion detection application using a
bistatic sensing architecture. The simulated environment is a
room, shown in Fig. 11; the bottom left corner of the room
is set as the coordinate origin. The sensing Tx is located at
(4, 6.5, 1.6) m above a cabinet and the sensing Rx, on the
TV screen, is located at (6.8, 3.5, 1.5) m. A human target is
following a linear trajectory parallel to the y axis, completing a
1.3 m walk in a simulation time of 1.28 s. During the motion,
the target creates a bistatic angle 8 in the interval between
39.8° and 42.5°. The living room is furnished, thus some of
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the rays impinging on the target or generating from the target
might be blocked by the furniture.

We consider that the sensing initiator is the sensing Rx;
thus the Doppler processing is executed at the Rx and no
reporting phase is required. The sensing Tx uses a PAA with
isotropic radiators, while the receiver is an isotropic radiator;
in this configuration, the Tx sends BRP-TX PPDUs precoded
with different AWVs. To study the impact of the antenna
pattern, several rectangular PAA sizes are simulated. We
consider A, = 4 vertical antenna elements, and we provide
simulations for A;, =4, 8, 16 horizontal antenna elements.
As the beamwidth of the radiation pattern decreases with
the number of antenna elements in the PAA, to measure the
channel uniformly in the full search space, the entries Ncp
of the PAA codebook scales with the antenna elements. We
consider a codebook with a uniform sampling in the angu-
lar domain in both azimuth and elevation. To cover the full
space, the codebook contains Ncp = 81, 153, 297 AW Vs to
test for 4 x 4, 4 x 8 and 4 x 16 antenna elements respec-
tively. The maximum number of possible AW Vs trained in
the EDMG BRP-TX is given by (M - L)/N, where M and
N are the number of TRN subfields indicated in the EDMG
TRN-Unit M field plus one and in the EDMG TRN-Unit
N field plus one within the EDMG-Header-A of the packet,
respectively. The TRN field is composed of a variable num-
ber L of TRN-Units, defined by the parameter EDMG TRN
Length within the EDMG-Header-A of the packet. To pre-
code the TRN field with all the entries of the codebook, the
BRP packet is designed as M = 16, N = 1, and L = 6, 10, 19
for 4 x 4,4 x 8, 4 x 16 respectively. The maximum number
of AWVs that can be trained with these configurations are
96, 160 and 304, thus covering the entries of the designed
codebooks.

To study the impact of the DMG sensing burst Intra-Burst
Interval on sensing accuracy, several Intra-Burst Interval con-
figurations are simulated. To keep the velocity resolution
constant, the DMG sensing burst duration is fixed to T.=
32 ms, while we provide simulations for I =4, 8, 16, 32, and
64 DMG sensing instances per DMG sensing burst. Hence,
the Intra-Burst Interval varies as AT = T, /I =0.5, 1, 2, 4, and
8 ms. We set the Inter-Burst Interval equal to the Intra-Burst
Interval. The Doppler FFT length is set to be twice the number
of sensing instances per DMG sensing burst. The main design
parameters are summarized in Table 1.

B. PERFORMANCE METRICS
The performance of the DMG sensing procedure is evaluated
in terms of accuracy and overhead.

1) ACCURACY

In the following, we use the definition of accuracy as the ab-
solute error €; = |X; — x;|, where %; is the estimated parameter,
x; is the ground truth and i is the index of the observa-
tion. Moreover, to summarize the accuracy over the different
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TABLE 1 Parameters of Simulated DMG IEEE 802.11bf Bistatic Sensing
Architucture.

| Parameter Value | Unit ‘

Signal bandwidth - B 1.76e9 Hz
Bistatic angle 3 [39.77 - 42.47] deg
Range resolution AR 0.09 m
Velocity resolution AV 0.10 m/s
Target velocity - |v| 0.88 m/s
DMG sensing burst duration - T¢ 32 ms
Packet type BRP-TX
Golay Length - TRNpy, 128
EDMG TRN-Unit P - P 2
EDMG TRN-Unit M - M — 1 15
EDMG TRN-Unit-N -N — 1 0

Antenna dependent parameters
Vertical PAA size A, 4
Horizontal PAA size Ay, 4 8 16
EDMG TRN Length - L 6 10 19
Codebook Size - N¢p 81 153 297
Max number of AWVs 96 160 304
Cross Range Resolution - ACR 29 1.5 0.75 m

Intra-Burst Interval dependent parameters

Intra-Burst Interval - AT 0.5 1 2 4 1 8 ms
DMG Sensing Instances - I 64 | 32 | 16 8| 4
Doppler FFT size 128 | 64 | 32 | 16

observations, we use the definition of root mean square er-

ror (RMSE) defined as: RMSE = \/1/K YK €2, being K the

number of observations.

2) OVERHEAD

To evaluate the overhead of the sensing procedure on the
symbol rate f. = 1.76 - 10° symbol per second (sps), we first
compute the length of the EDMG BRP PPDU aiming at
performing sensing measurements. The EDMG BRP PPDU
length is:

Lgrp = Lpmc + Lepmc
+ TRNp, - (P-L-(P+M)), (@)

where Lpyg = 4352 symbols is the length of the legacy part
of the DMG BRP PPDU (L-STF, L-CEF, L-Header) and
Lgpmg = 4608 symbols is the length of the EDMG part of
the EDMG BRP PPDU (EDMG-STF, EDMG-CEF). TRNp,,
represents the length of the Golay sequence used in the TRN
subfields. In this work, we use TRNp; = 128. P is the value
indicated by the EDMG TRN-Unit P field in the EDMG-
Header A of the packet and in this work, we assume P = 2.
The sensing rate in sps is thus computed as:

L
fsenx = % (6)
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FIGURE 12. Impact of Intra-Burst Interval on velocity accuracy.

The antenna pattern and the codebook design influence fies
with the length of the EDMG BRP-TX PPDU, since the num-
ber of TRN-T subfields in the EDMG BRP PPDU depends on
the codebook size; the larger the codebook, the larger is the
number of TRN-T subfields required. The Intra-Burst Interval
determines how often the resources need to be allocated to
sensing tasks.

Finally, to quantify the impact on the symbol rate, the
overhead is computed by normalizing the sensing rate to the
symbol rate, and expressed as a percentage as:

OH = fsens/fc - 100. @)

C. EVALUATION OF SENSING ACCURACY

1) IMPACT OF INTRA-BURST INTERVAL ON SENSING
ACCURACY

Fig. 12 shows the impact of different Intra-Burst Interval con-
figurations on the velocity estimation. Fig. 12(a)-(c) show the
microdoppler spectrum obtained with an Intra-Burst Interval
set to 0.5 ms, 1 ms, 2 ms, respectively. Increasing the Intra-
Burst Interval, the maximum velocity that can be detected
decreases, as shown by the vertical span of the microdoppler
spectrum. The configurations with a value of intra-burst in-
terval of 0.5 ms and 1 ms, can detect a maximum velocity
of 2.2 m/s and 1.1 m/s respectively, providing robustness to
aliasing, as shown in Fig. 12(a) and (b). Instead, the configu-
ration with a value of intra-burst interval of 2 ms, shows some
aliasing, since the maximum velocity resolution is 0.6 m/s,
while the speed of the target is around 0.88 m/s, as shown
in Fig. 12(c). Despite the aliasing, the sensing processing is
able to detect the target and estimate its velocity. Increasing
the Intra-Burst Interval even further is not recommended for
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FIGURE 13. Impact of antenna pattern on angular estimation.

the considered scenario. Quantifying the error of the radial
velocity estimation, Fig. 12(d) shows the cumulative den-
sity function of the velocity accuracy; a median accuracy of
0.05 m/s for Intra-Burst Interval smaller than 2 ms, while in-
creasing the Intra-Burst Interval the accuracy error escalates,
and a median error of 0.3 m/s and 0.4 m/s is observed for 4 ms
and 8 ms respectively.

2) IMPACT OF ANTENNA PATTERN ON SENSING ACCURACY

Fig. 13 shows the impact of different PAA configurations
on the AOA azimuth estimate. We omit the analysis of the
elevation estimate as the target motion considered does not
present any noticeable variation in the elevation plane. Fig.
13(a)-(c) show the azimuth spectrum varying the horizontal
number of antennas as A, = 4, 8 and 16. A larger beamwidth,
such as the 4 horizontal antenna case, yields a lower angular
resolution, a coarser azimuth spectrum, and a worse azimuth
estimation. Increasing the number of antennas, i.e., increasing
the angular resolution, the azimuth spectrum becomes sharper,
and the azimuth estimation improves. The absolute azimuth
error is quantified in Fig. 13(d). A median error of 1°, 3° and
7° is obtained for 4, 8 and 16 horizontal antennas respectively.

D. EVALUATION OF SENSING OVERHEAD

In this section, we quantify the overhead introduced by the
sensing procedure and how it scales with the intra-burst inter-
val and with the length of the EDMG BRP PPDU. Using the
definition in (6) and in (7), Fig. 14 quantifies the overhead
in both absolute value, i.e., sensing rate in Msps, and as a
sensing overhead expressed as a fraction of the symbol rate.
As expected, the sensing rate increases linearly with the Intra-
Burst Interval, since halving the Intra-Burst Interval doubles
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the overhead. The sensing rate also increases linearly with the
size of the PAA, however with a smaller rate compared to the
Intra-Burst Interval; for instance, increasing the antenna size
from 8 to 16, the sensing overhead increases from 60 Msps to
90 Msps. This is explained by observing that while the TRN-T
subfields portion of the EDMG BRP PPDU increases, the rest
of the EDMG BRP PPDU remains constant in length. Fig. 14
also shows the impact of dedicated sensing packets on the
communication rate. In the most demanding case considered,
i.e., using an antenna array of 4 x 16 antenna elements and an
Intra-Burst Interval AT = 0.5 ms, the resources occupied by
the sensing packets are below 5.5% of the symbol rate. The
lowest overhead of 0.14% is achieved with AT =8 ms and a
4x4 antenna array.

E. SENSING ACCURACY VS OVERHEAD TRADEOFFS

To analyze the trade-offs between sensing accuracy and sens-
ing resource requirements, we characterize the relationship
between RMSE (velocity and azimuth AOA) and sensing
rate, displaying the possible outcomes combining simulations
with different Intra-Burst Intervals and different PAA antenna
sizes.

1) TRADE-OFF VELOCITY ACCURACY - SENSING RATE

Fig. 15(a) shows the velocity RMSE over the sensing rate.
The RMSE of the velocity estimation improves decreasing the
Intra-Burst Interval, while the antenna pattern does not affect
the trade-off. Hence, the trade-off velocity accuracy - sensing
rate optimality is achieved with the smaller antenna pattern.
Using a 4 x 4 PAA, the sensing rate is minimized using an
Intra-Burst Interval AT = 8 ms, while the RMSE is mini-
mized using an Intra-Burst Interval AT = 2 ms. The RMSE
of the velocity estimation saturates when AT < 2 ms. Thus,
configurations with large antenna arrays (4 x 8 and 4 x 16)
and small Intra-Burst Interval (AT < 2) are inefficient to op-
timize the velocity estimation accuracy - sensing rate tradeoff.

2) TRADE-OFF ANGULAR ACCURACY - SENSING RATE

Fig. 15(b) shows the azimuth RMSE over the sensing rate. The
RMSE AOA estimation improves, increasing the number of
antennas, thanks to the smaller angular resolution. The Intra-
Burst Interval does not affect the trade-off since the angular
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FIGURE 15. Sensing overhead - sensing accuracy tradeoffs.

variation for a human walk is negligible when considering
Intra-Burst Intervals in the order of milliseconds. Hence, opti-
mality is achieved with the largest Intra-Burst Interval. Using
AT = 8 ms, the sensing rate is minimized using a 4x4 antenna
pattern, while RMSE is minimized using the 4x16 antenna
array. The configurations with faster Intra-Burst Interval are
thus inefficient to optimize the angle estimation accuracy vs
sensing rate tradeoff.

VI. CONCLUSION

IEEE 802.11bf amendment is defining the WLAN sensing
procedure, which supports sensing in license-exempt fre-
quency bands below 7 GHz, and the DMG sensing procedure
for license- exempt frequency bands above 45 GHz. The dis-
cussion presented in this paper provides a concise introduction
to the principles of sensing and how these principles are be-
ing integrated by the IEEE 802.11 MAC and DMG/EDMG
PHY. We also provide an open-source framework, following
the standard, to simulate its performance. In this paper we
quantify the performance of the EDMG sensing procedure
defined by IEEE 802.11bf in terms of sensing accuracy of
velocity and angle estimation, and in terms of the overhead
introduced by the sensing procedure. Based on an end-to-end
simulation, we find that the DMG sensing procedure defined
by IEEE 802.11bf provides a wide range of flexibility to
accommodate different sensing applications. The RMSE of
velocity can be adapted depending on the use case and we
report a velocity accuracy in the interval 0.1 m/s to 0.4 m/s,
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in the scenario considered. Similarly, the RMSE of the angle
estimate can be adapted with the antenna array configuration
and we measure an error between 1° and 8 degrees, in the
scenario considered. The overhead introduced by sensing is
kept under control, as in the simulated scenarios the overhead
is always below 5.5% of the symbol rate of the system. Hence,
a flexible accuracy-overhead trade-off can be solved based
on the application requirements. As a future work, several
open challenges remain to be studied. For example, the syn-
chronization between transmitter and receiver is shared only
for the monostatic case. In bistatic and multistatic, the Wi-Fi
transceivers are not synchronized and the measured channel
state information might exhibit phase distortions leading to
a degradation of the sensing accuracy. Another open field of
research requires the evaluation of the overhead generated by
the DMG sensing procedure and its impact on the mmwave
Wi-Fi communication as besides in passive mode, the DMG
sensing procedure signaling is acting as a disruption of the
Wi-Fi communication.
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