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Abstract—Advanced persistent threats (APT) have increased
in recent times as a result of the rise in interest by nation-
states and sophisticated corporations to obtain high-profile
information. Typically, APT attacks are more challenging to
detect since they leverage zero-day attacks and common benign
tools. Furthermore, these attack campaigns are often prolonged
to evade detection. We leverage an approach that uses a
provenance graph to obtain execution traces of host nodes in
order to detect anomalous behavior. By using the provenance
graph, we extract features that are then used to train an
online adaptive metric learning. Online metric learning is a
deep learning method that learns a function to minimize the
separation between similar classes and maximizes the separation
between dis-similar instances. We compare our approach with
baseline models and we show our method outperforms the
baseline models by increasing detection accuracy on average
by 11.3% and increases True positive rate (TPR) on average
by 18.3%. We also show that our method outperforms several
state-of-the-art models performances in comprehensive attack
datasets in both binary and multi-class settings.

1. INTRODUCTION

Advanced Persistent Threat (APT) [16] attacks are attacks
that are usually conducted by nation state actors. These
attacks target the victim’s network in order to gain access
to confidential information for espionage or compromise the
network to destroy the victim’s systems.

APT attacks are stealthy and are designed to avoid detec-
tion. Therefore, it is difficult to detect the APT attacks [12].
This is a significant challenge.

In a traditional machine learning based approach, we may
train a machine learning model with class A and class B
attacks, but a new attack which belongs to a novel class
may suddenly appear. These novel attack classes can be
termed as a zero-day attacks since the new class is not
part of the training data but it may appear in the test class
[25]. In this case, a traditional machine learning approach
may not be able to detect the newly appeared class as a
malicious attack class effectively. Due to the limitation of a
traditional machine learning approach, we use a deep learning
method based on Online Metric Learning (OML) [8] which
learns a function to minimize the separation between similar
classes (attack classes) and maximizes the separation between
dissimilar instances (attack classes versus benign). Therefore,
our method can recognize some of the zero-day attack more
clearly from the benign instances in latent space and it
performs effectively better than traditional machine learning
approach. However, there is no guarantee our method will
always detect all the zero-day attacks.

There has been much work regarding APT detection that
attempt to address this challenge. Different methods have
been proposed. For example, Milajedri et al. [30] propose the
HOLMES system that gathers computer audit data and ranks
the severity of the APT attack in real time. In HOLMES,
an APT attack is classified based on the seven stages of the
APT kill chain: 1) Initial Compromise, 2) Establish Foothold,
3) Escalate Privileges, 4) Internal Reconnaissance, 5) Move
Laterally, 6) Maintain Presence, and 7) Complete Mission.

While much work has been done in the field to identify
certain existing APT attacks, currently, a method to detect
new APT attacks as they are being carried out does not
exist. New APT attacks can only be detected after the
attack had already occurred. Therefore, adversaries can still
inflict significant damage when they conduct a zero-day APT
attack. We propose a method to address this problem that
generates an alert if a novel APT attack occurs. Our method
could prevent damage from the novel APT attacks. More
specifically, we train our model on a subset of the attacks,
for example, shell-shock attack and test on other types of
attack such as database command injection attack.

In addition, most APT attackers leverage traditional non-
malicious tools to complete their attacks [10]. For example,
an attacker may exploit a bash vulnerability to open a back-
door on the victim system without installing any malicious
software and can then perform lateral movement to access
high target systems like the databases to steal data. By
tricking the victim into running a bash script, the attacker
gains access to the victim system. Detecting such attacks is
challenging if the behaviour of the attack flow is not taken
into consideration. In this case, a reverse-shell connection
from the victim’s machine to the attacker’s machine takes
place. A benign network flow will just involve connection to
the database server from a regular network host. Our aim is
to be able to detect when a non-malicious tool is used in a
malicious attack flow. Our contributions include:

e We propose and implement a system that leverages
provenance graphs derived from system events for de-
tection of APT attacks

e« We propose and implement a metric learning based
approach to detect novel APT attacks by learning a
latent space that effectively separates benign classes
from attack classes.

e We show our method OML outperforms traditional
machine learning classifiers in detection of novel APT
attacks by an average of 12 % in detection accuracy.

The rest of the paper is organized as follows. Section II dis-



Browser

ECEIVES

sen
fead
L| Jrelan | ForklM yoinmash
Swecutes Process

reads

Malicious | €and
Process Jete/
shadow

Apache Ivar/log/
Web Server www

Jetc/php/7.2/
apache2/php.ini

Fig. 1. Sample Camflow provenance graph data

(D

0

Apache
Web Server

Apache
Web Server

Php-fpm Php-fpm

cusses the challenges encountered in APT detection systems.
Section II also discusses our approach and gives an overview
of the system. Section III provides a detailed architecture of
our system. Section IV shows our classification method using
online metric learning. Section V presents a summary of our
implementation and Section VII shows the evaluation of our
approach. Finally, Section VIII provides the related work and
Section X provides a conclusion and possible future work.

II. CHALLENGES AND APPROACH

When designing and implementing our method, we en-
countered some challenges that are listed below.

o Limited training data for novel APT attacks: Since
data for novel APT attacks is limited or non-existent,
it will be difficult for us to train our machine learning
model for novel APT attacks due to the fact that neural
network based model demands larger dataset to show
better generalizing performance.

o There is no signature for the zero-day APT attack:
When a novel APT attack occurs, it does not leave a
specific signature that can be used to identify the attack.
For novel APT attack identification, we need to analyze
the victim machine’s log files. Because the log files can
be very large, it is challenging to filter out the attack
activities from benign activities and detect the attacks
in efficient ways in a distinguishable way.

o Real-Time Detection: It is also challenging to detect
the APT attacks in real-time. Our system needs to detect
attacks quickly and alert the system users to prevent the
attack from causing damage.

o Reduce false positives: Events that are benign could
be incorrectly identified as a novel APT attack. Un-
necessary false alarm generation makes a system less
dependable and effective. Our goal is to accurately
detect APT attacks with a low false positive rate.

Figure 1 shows a simplified example of a provenance

graph for an example APT attack. The provenance graph
is usually much larger, but for readability, we have only
depicted a small portion of the graph. In this APT attack, a
user goes to evilsite.com and then downloads a Trojan horse.
The Trojan executes malicious commands in the background
via the malicious executable file evil.exe while also providing
functionality that the user is aware of. For example, a Trojan

could be a malicious calculator that appears to be a normal
calculator but is secretly executing malicious commands
in the background as the calculator application is running.
In this example, the Trojan from evilsite.com is able to
successfully read the /etc/shadow file and a file containing
confidential information that is named ‘Top-secret’. There-
fore, the Trojan is able to successfully spy on the victim
and gain unauthorized access to the victim’s confidential
information.

We generate provenance graphs that look like the graph
depicted in Figure 1. However, the generated provenance
graphs are much larger and show all system activities and
processes instead of a small snippet. For APT attack detec-
tion, we detect vulnerabilities in the provenance graph. For
this, we construct a provenance labeled graph (PLG). Here,
PLG is an undirected graph that is defined as G = (V, E)
where V' is the set of vertices which include processes,
tasks and, network socket events, E C V %V is the
set of undirected edges which include interaction between
system events such as write and read events. Given a set
of training examples T' = (z;,y;) where x; C X is a graph,
and y; C Y = 41, 1 is a target label, the graph classification
problem is to induce the mapping f: X = Y. For this, after
PLG extraction, we need to convert it to a feature matrix
vector by using node2vec [13], GraphSAGE [14], etc. We use
node2vec at our end for each nodes of the PLG and take the
average of all the nodes as the embedding for an entire PLG.
Then, we apply our novel supervised learning technique to
detect APT attacks in the stream of data including novel APT
attacks. For novel zero day attacks, new data points which
belong to different classes might not be well separable in
the actual feature space, thus we use OML for defining the
boundaries well for those novel attacks. More details on our
experimentation are provided in sectionVIIL.

III. ARCHITECTURE

Figure 2 illustrates our approach. Our approach leverages
metric learning based detection to classify unknown APT
attacks in real time. We use the provenance data to visualize
the activity on the machine, and then we filter this provenance
data to target attack traffic. Data provenance is a repre-
sentation of the relationships among entities (data items),
activities (changes applied to the entities), and agents (people
or organizations that are associated with the activities and/or
entities) [34]. We use this provenance to gather information
about all of the activities occurring on the machine that
could be representative of an attack tactic. In our system
level context, data provenance is the story-line of kernel
level objects interacting with each other. Kernel level objects
can be: threads, files, sockets. The interaction among those
objects are represented using provenance graph which shows
the flow of information among the objects. This flow of
information can be specific to certain attacks as which
file is being accessed or modified, whether network level
exfiltration of data is taking place can be identified from
those provenance information. No matter how stealthy an
APT attack is, the story-line of the provenance can depict the
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actual sequence of tasks being carried out in the background.
The provenance graphs are extracted from the system using
the CamFlow tool and the graph information (e.g., nodes and
edges) is further used for generating embedding for training
and testing purpose of the novel attacks

Figure 2 illustrates the steps of our proposed solution.
First, we perform simulated advanced persistent attacks on
the targeted victim machine. The data from these attacks is
transformed into provenance data by CamFlow [34]. Second,
we convert the provenance logs generated by CamFlow to
a provenance graph using the CamQuery tool [35]. Third,
once we have a provenance graph, we filter out sections
of the graph to generate sub graphs that contain the events
that are commands executed on the system. This is one of
the strengths of CamFlow which allows it to configure the
provenance capture in a way which can be used afterwards
accordingly. We filter out extraneous noise that are common
activities that occur on the machine regardless if the events
are attacks or benign. Depending on certain configuration
parameters, objects interacting in the system provenance can
be filtered (captured or not captured). This comes handy in
two different ways: first, it allows certain information to be
dropped which eventually leads to keeping crucial informa-
tion relating to system provenance to be kept. Secondly, it
also creates visualizing, simple provenance graph which does
provide significant information regarding benign or malicious
instances. Compression of provenance graphs is also possible
with CamFlow as it regards multiple similar events as only
one. This might be another good option when it comes to
suppressing provenance graph size for better visualization
or keeping important information. On the other hand, attack
instances like data destruction or exfiltration of data over
the network might not be possible to detect with such
compression. We leave the in need base provenance graph
compression as future work. In this context, if more generally
said, we extract the distinguishing information regarding
benign and malicious traces and build the final representation.
Fourth, we build a supervised model from these training
graphs to detect novel APT attacks, existing APT attacks and
benign events. The key point of detecting novel APT attacks
comes from the fact that how well a model can identify newer
forms of attacks if it has only seen few types of them so far.
For feature extraction, we convert the graph into vectors using
graph embedding by leveraging node2vec. An embedding
vector is learned for each unique node in the graph. The
vectors for the nodes in a graph are then aggregated together
using the average function for each of the instances of the
attack. Our feature extraction method is further discussed in
Section III-B. We train our OML method to detect attacks
based on the extracted features. More specifically, supervised
learning is utilized to incrementally learn from the data. For
supervised learning, we learn accurate models by leveraging
attack and benign data, which are initially gleaned from
benign data, synthetic attacks and existing APT attack traces,
and later from live attack detection for detecting the novel
type of APT attack. We capture the data on a machine. We
capture provenance data using the tool, CamFlow [34]. The

" ABAAAAAAACAIWIAAAAAAETacal+200UAAAAAAAAAAA=": {
Tefrid”: 737,
“prov:type”: “fifo”,
“cf:boot_id”: 1,
"cf:machine_id”: ¢f:515081690,
“ef:version”: 0,
“ef:date”: 72019:08:13T15:50:53”,
“ef:jiffies™: 742949025727,
“ef:uid”: 1000,

”: 1000,

cf:mode”: "0x11807,

“efrino”: 51964,

“prov:label”: "[fifo] 07

Listing 1. Sample node data for a provenance graph with FIFO type

7 of :IAAAAAAAQIADAAAAAAAAAAEAAA=": {
Tefiid”: 737,

Yprov:type”: “write”,

“cf:boot_id”: 1

7 ef:515081690,
019:08:13T15:50:537,
742949025727,

P
“cf:allowed
“prov:activity

“cf:offset”: 707

}

Listing 2. Sample node data for a provenance graph with write type

provenance data is a record of all of the activities occurring
on the machine, specifically interaction of application with
the kernel and also interaction among different kernel objects.
We then generate a provenance graph using CamQuery [35].
We adopt a similar strategy to HOLMES [30], but we extend
this strategy further to detect novel APT attacks. We generate
existing APT attack data by simulating the attacks on an
Ubuntu Linux Virtual Machine. We simulate these attacks by
performing various malicious activities on the machine such
as downloading vulnerable software and running malicious
programs on the machine. While we attack the machine,
CamFlow [34] and CamQuery [35] capture the provenance
data from the machine in the W3-PROV-JSON format and
the provenance graph respectively.

A. Provenance Graph

The provenance graph is collected as a set of JSON files.
Listing 1 shows an example of a node and write edge. The
nodes contain the provenance type such as fifo, file, or
socket [1]. It contains the machine id, boot id and unique
node ids. The edges contain additional information such as
provenance activity and entity nodes which are interacting
together. In our case, we extract the interaction between the
different provenance event types using CamQuery to form
the nodes and edges in our graph. The Camquery extracts
the node ids from the provenance graph and forms a pairwise
list of the graph interaction nodes which we use as input to
our feature extraction system.

B. Feature Extraction

Node2vec. We use Node2vec [13] to pre-process the prove-
nance graph before classification. Node2vec is a semi-
supervised algorithm for learning features from network
graphs. Node2vec uses a similar approach to skip-gram by
learning a vector that preserves the neighbourhood relation-
ship of graph nodes similar to word2vec. By representing




/ Node2Vec \

Node: {Node Vector}
“ =l Node: {0.1,0.2..}
O M EAR T O Node2: {0.3,0.1...}
rlﬁ Provenance L= Output Event
[ | Capture ™ ©E ® ¥ Type
Ty BEY
I e o A OML Classifier
Victim’s _
Host/Network Provenance Graph \ APT Detection /

Fig. 2. Architecture for Provenance Generation and Advanced Persistent Threat Detection

6 ST O OO ——
COEEEECE IO
OO E OO —

class

() OO OO ‘ ‘ ‘
0 200 400 600 800 1,000 1,200 1,400

number of instances

Fig. 3. Sample distribution of an evolving attack data stream

the graphs by performing a breadth-first search walk on the
graph, a sequence of nodes can be generated similar to words
in a document. We leverage this method to learn a vector for
each node which is used for generating features for attack
detection. For our approach, we extract the node id from
the provenance graph. Since the graph is a representation of
how each process interacts with other processes and tasks, we
model the process task as nodes and the interactions as edges.
The list of edges is then passed to the node2vec algorithm
to generate an embedding vector for each unique node in the
graph. The embedding vector for the nodes in the graph is
then combined by finding the average vector representation
which is used as a feature for the attack instance.

IV. ATTACK DETECTION

A. Emerging Attack Class Detection

Traditional machine learning approach is not effective at
detecting novel attack classes. For example, a traditional
machine learning model may be trained with instances that
belong to class A and class B. However, a new attack
class may emerge over time and the model may not be
able to detect the new attack class effectively. In addition,
in many real-world scenarios of APT attacks, instances of
patterns associated with the attack type may change over
time. Therefore, classifier performance is affected by the
occurrences of instances from unknown or novel patterns.

Figure 3 shows a sample data set with emerging classes.
For example, initial classes 1,2,3 occur in the first 600 data
points while after that, new classes 4,5 and 6 emerges from
points 600, 700 and 800. A traditional machine learning
model trained on the first 600 data points will fail to detect
attacks after this point due to change in the data point with
different emerging classes.

For our novel class detection, we leverage online metric
learning or distance based learning where malicious instance
points can be well separated from benign class instances
so that when novel attack classes emerge, we can detect it
effectively. We provide more discussion in the next section.

Recently, we have proposed techniques [40] [15], [27]
to detect novel class instances or identify emerging patterns
along a data stream. One example is Stream-Based Novel
Class Detection (SNOD) [23] which is a unique data stream
classification technique that can function as a multi-class
classifier and a novel class detector. Existing data stream
classification techniques can only function as a multi-class
classifier—i.e., they are unable to detect whether there is a
new class in the stream. Conversely, techniques for novelty
or anomaly detection [40] [15] can only detect novel classes
in the stream but cannot function as a multi-class classifier.
In other words, it designates one class as a normal class and
assumes all other classes are novel. Therefore, it is essentially
a one-class classifier. In contrast, SNOD is a multi-class
classifier—i.e., it can recognize more than one existing class
as well as recognize a novel class that does not belong to
any existing classes. Furthermore, after a novel class appears
and is detected by SNOD, that class is added to the list of
existing classes of SNOD by updating the SNOD model so
that future instances of that class can be correctly classified.
For our novel class detection, we leverage online metric
learning discussed in the next subsection.

B. Online Metric Learning

Online Adaptive Metric Learning (OML) [11] [4] [3] [6],
[8], [17]-[19] is based on a deep learning architecture that
transforms an instance feature from an original feature space
to a latent feature space. By transforming to a latent feature
space, the metric distance between dissimilar instances is
increased and distance between similar classes is reduced.
The work leverages methods which use pairwise and triplet
constraints.

Our OML method learns a non-linear similarity metric
unlike others which uses a pre-selected linear metric (e.g.,
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Mahalanobis distance [43]). Our OML method overcomes
bias to a specific dataset by using an adaptive learning
method. Our OML leverages neural networks where the
hidden layer output is passed to an independent metric-
embedding layer (MEL). The MELs then generate an n-
dimensional embedding vector as output in different latent
space.

1) Problem Setting: Let S = {(x4,z;,7;)}_, be a
sequence of triplet constraints sampled from the data, where
{wy, 2}, 2,7} € RY, and z; (anchor) is similar to
(positive) but dissimilar to x; (negative). The goal of online
adaptive metric learning is to learn a model F : R — RY
such that ||F(z¢) — F(2])|]2 < ||F(z¢) — F(x;)||2. Given
these parameters, the objective is to learn a metric model
with adaptive complexity while satisfying the constraints. The
complexity of F' must be adaptive so that its hypothesis space
is automatically modified.

2) Overview: Consider a neural network with L hidden
layers, where the input layer and the hidden layer are
connected to an independent MEL. Each embedding layer
learns a latent space where similar instances are clustered

and dissimilar instances are separated.

Figure 4 illustrates our Artificial Neural Network (ANN) .
Let By € {Ey, By, Es, ..., Er} denote the ¢** metric model
in OML (i.e., the network branch from the input layer to the
¢*" MEL). The simplest OML model Ej represents a linear
transformation from the input feature space to the metric
embedding space. A weight a'¥) € [0,1] is assigned to Ej,
measuring its importance in OML.

For a triplet constraint (z;,z;,x; ) that arrives at time ,
its metric embedding f(“)(2}) generated by FEj is

O =nve® (1)

where h(©) = o(WORED) with £ > 1, £ € N, and
RO = xf. Here =} denotes any anchor (x;), positive (:C?_),
or negative (x; ) instance, and h(*) represents the activation
of the /™ hidden layer. Learned metric embedding f*)(z})
is limited to a unit sphere (i.e., || f“)(2})||2 = 1) to reduce
the search space and accelerate training.

During the training phase, for every arriving triplet
(z¢, 7, 2; ), we first retrieve the metric embedding () (x})
from the /™ metric model using Eq. 1. A local loss £ for
FE is evaluated by calculating the similarity and dissimilarity
errors based on f()(z}). Thus, the overall loss introduced
by this triplet is given by

L

ACoverall(mty mzr’ J];) = Z a(@) : E(Z) (ajfn xt+a .1‘;) (2)
=0

Parameters @(‘Z), a(Z), and W® are learned during the
online learning phase. The final optimization problem to
solve in OML at time t is therefore:

minimize L overall
0, W®) o® 3)
subject to 1fO @) =1,v0=0,...,L.

We evaluate the similarity and dissimilarity errors using
an adaptive-bound triplet loss (ABTL) constraint [11] to
estimate £(©) and update parameters ©©), W© and o®).

3) Why OML works: A typical machine learning algo-
rithm like k-NN will misclassify the instances shown in
Figure 5, since z; is closer to x; and further from z;. In
our case, most APT attacks use non-malicious software to
complete their attack activities making the attack events and
traffic look non-malicious. To overcome this challenge, we
use ABTL.

Figure 6 illustrates the main idea of ABTL. The objec-
tive is to have the distance D' (z¢,2;) of two sim-

update
ilar instances z; and x;" to be less than or equal to a
similarity threshold dili)m(a:t, z;) so that the attractive loss
,Cl(l?tr(xt,x:“ ) drops to zero; on the other hand, for two
dissimilar instances x; and z;, we desire their distance
fo; date(Zt, T; ) to be greater than or equal to a dissimilarity
threshold dgi)s (¢, x; ), thereby reducing the repulsive loss

Egle)p(cct,xt_) to zero.



4) Adaptive-Bound Triplet Loss: Here y, € {+1,—1}
denotes whether x; is similar (+1) or dissimilar (—1) to z}
and b € R is a user-specified fixed margin. While triplet
loss simultaneously learns both similarity and dissimilarity
relations, the pairwise loss can only focus on one of the
relations at a time, which leads to a poor metric quality. In
addition, triplet loss requires a proper margin be specified. In
addition, the selected margin is highly dependent on the data
and it requires extensive domain knowledge. Our aim is to
automatically learn the margin for our triplet-loss constraint
irrespective of the available data.

Wwith 7 € (0, %), by optimizing the proposed adaptive-
bound triplet loss, different classes are separated in the
metric embedding space. Let D(c1,c¢z) denote the min-
imal distance between classes c¢; and co, i.e., the distance
between two closest instances from c; and co respectively.
Consider an arbitrary quadruple (z1, 2, x3,24) € Q where
{z1,22} € c1, {®3,24} € co, and Q is the set of all
possible quadruples generated from class c; and cp. Suppose
(z2,x3) 1s the closest dissimilar pair among all possible
dissimilar pairs that can be extracted from (1,2, 3, 24).
We first prove that the lower bound of D(cq, ¢2) is given by

min DO (zy,24) — DU (21, 25) — DY (23, 24).

(z1,72,73,T4)€

D(l)(xl, x4) < D(Z)(rl, x2) + D(l)($2,$4)

(C))]
< D<l) (1‘1, 1,'2) + D(l) (1‘27 1‘3) + D(l>(m3, 1'4)

D(er,c2) = min D(l>(m2,m3)
(z1,z2,23,24)EQ
> min DW(zy,24) — DV (21, 32)
(z1,z2,23,24)EQ
—D(l)(acg,am)

(&)

By optimizing the ad%iptive—bound triplet loss, the following
constraints are satisfied.

D(l>($1,l‘2) S dg?m(l‘l,lé) S T(l)

sim

(z3,24) < T (6)

sim

D(l) (.’E3, I4) S d(l)

sim
DO(ar,22) > dY), (21, 24) > TLY

D(c1,c2) > D(l>(m1,x4) - D(l>($1,l‘2)

min
(z1,22,23,24)€Q

—DW(x3,24)
> 7:1(_1) _ 27—(!)
=2—7—-27
=2-3r
(7
if 7 € (0, %), we have 37 < 2. Therefore,
D(cr,e2) >2—37>0 ®)

Equation 8 indicates that the minimal distance between class
c1 and co is always positive so that these two classes are

separated.

Note that our whole proof is solely based on the triangle
inequality, which is correct as long as the triangle inequality
holds. As Ly-norm is utilized to measure the distance, the
metric space learned by our framework is indeed a normed
vector space. The triangle inequality is a natural property in
this space.

Moreover, our framework does not require the learned
metric space to be convex, i.e., for any two distinct instances
z and y in the metric space, there exists a third instance z in
this space lying between z and y (d(x, z)+d(z,y) = d(x,y)).
Whether or not the equality strictly holds does not affect the
correctness of our proof, since it only considers the upper-
bound of a distance. In our case, even the non-convex metric
space is a valid solution, as the triangle inequality still holds
in this space.

V. IMPLEMENTATION

We developed an implementation of our system for the
64-bit Ubuntu Linux operating system with 128 GB space
of RAM. Our system consists of the data generation and the
machine learning detection module. For the data generation,
we used bash scripts which consist of 100 lines of code. We
leveraged the CamFlow tool [34] installed on VirtualBox
using Vagrant. We modified the CamQuery module [35] to
extract the ID of the provenance graph nodes and to generate
edges of process interactions.

For the machine learning detection module (e.g. kNN,
Decision Tree, SVM), we leveraged scikit-learn [37] for
our baseline evaluation and the OML components were
implemented with approximately 500 lines of Python code
using the PyTorch [36] library.

Model Parameters. For our experiments, Support Vector
Machine (SVM) uses Radial Basis Function (RBF) kernel
with Cost = 1.3 x 10° and gamma is set to 1.9 x 10~5. OML
uses a Rectified Linear activation Unit (ReLU) network with
embedding n = 200, number of hidden layers L = 5, k = 1,
learning rate = 0.3, learning rate decay = 1 x 10~%, and uses
ADAM (A method for stochastic optimizer) optimizer.

VI. TACTICS DRIVEN SYNTHETIC DATA GENERATION
AND DATA COLLECTION

A. Attack Description

Table I shows the contents of our dataset. We name our
dataset as the ’synthetic dataset’. This dataset consists of
different APT activities such as exfiltration of data, illegal
login and access, opening of a reverse shell for command and
control access, and illegal network scanning using nmap for
the discovery of services on victim’s network. All the classes
were used for both benign and malicious scenario generation.
For example, command line injection attacks were considered
malicious when some third party injected some commands
and executed them. Benign scenarios were mimicked with
normal command execution flow which consists of usual
executed commands within the system from the user. Table
II shows properties of the provenance graph of our synthetic
dataset based on the trace of a single execution of an attack
instance. A sample provenance graph contains an average of
10 332 edges for data ex-filtration attack events labeled as
class 1, while the average in-degree is 48 and the average out-
degree is 153 for the same class. For our ’synthetic dataset’,
we collect the provenance graph which contains information
such as provenance type and task type as discussed in section
III-A. Benign instances include web browsing activities on



TABLE I
SUMMARY OF ATTACK WORKLOAD

Class Description

Software

1 Data exfiltration

2 lllegal network scanning

3 Tllegal network mapping

4 Reverse shell for Command and Control
5 Data Leakage Attack

6 Remote Webservice P ion (Shell: ck) and Pass

7 Command Line injection Attack

rd Cracking

scp
ping
nmap
nc
Deployed Through Mimicking Real-World Scenario
Deployed Through Mimicking Real-World Scenario
Deployed Through Mimicking Real-World Scenario

Attacks emulated from MITRE APT collection.

TABLE I
PROVENANCE GRAPH PROPERTIES OF OUR SYNTHETIC DATASET

Class | Avg # of out-deg | Avg # of in-deg | Avg # of edges
1 153 48 10 337
545 13 9796
325 5 9781
511 96 10 236
561 922 9783
2,084 1,437 10 638
7 300 52 10 106
benign websites, normal login activity with Secure Shell
(SSH) and benign connection from a client machine to a
database server. We collected 100 traces for each attack type.
Our dataset consists of activities derived from previously
known APT attack campaign steps. We collect multiple traces
of attack sequences to gather diversified training data and
test on single instance of the attack sequence. We generated
7 benign cases and 7 attack cases since each attack type
has a corresponding benign activity variation. For several
attacks, we collect data against both benign and malicious
case and for some other ones, we only collect malicious
samples. When client end is compromised by an attacker,
the behavior from client end should be pretty different from
the norm as this particular session will be conducted by the
attacker. Based on this point, we extract benign and malicious
instances depending on when the client end is compromised

or not.
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B. Attack Generation

Table I shows that the Data Leakage Attack & Remote
Webservice Penetration (Shellshock) and Password Cracking
attack are deployed through mimicking real-world scenarios.
A server end user, a client end user, and a user playing the
role of an attacker are required to mimic the attack. In the
data leakage attack scenario, a server consists of a database
and owns it and has given access to its client to access
data from the database through queries. In the server end,
postgresql database is used for such service. If a database
is dumped from the server end into any sql file or any other
file format, a client can reconstruct the database or restore the
database by having that file from the server end. In the attack
scenario, a third user who is essentially the attacker makes
the client download some malicious program (e.g., spear
phishing e-mail (from outside) to open a backdoor or sending
the software to the client end by any other means) and run it
in the client’s computer. With the execution of that specific
software, the attacker gets access to the client’s system
(control over client’s computer) and can now communicate
with the server as if the client itself was communicating.
The attacker can now make queries to the server and can
even restore the database in its own end but it will make the
behavior seem like a client as it will be doing these tasks from
the client’s system. Thus bulk data can be compromised in
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Fig. 7. Data Leakage Attack Scenario

this way and private data can get exfiltrated from the server
end as the usage behavior is shadowed by victimizing client
end.

The Remote Webservice Penetration (Shellshock) and
Password Cracking attack is deployed when the client’s
system is somewhat hacked or deliberately used to attack
the server end. In this scenario, an attacker exploits a remote
shellshock vulnerability by sending crafted input to the CGI
(Common Gateway Interface) service implemented using
bash. Thus the attacker leverages the shellshock vulnerability
as a backdoor to run malicious commands such as executing
a password cracking tool.

C. Data Collection

1) Data Collection for Data Leakage Attack: Figure 7
illustrates the steps required to complete this attack. For the
data leakage attack, data was captured in both the server
and client end. For the attack scenario, the attacker sends
an email with some malicious executable attached with it
to the client’s mail. The client downloads the attachment,
executes the executable in the machine, and thus opens
the backdoor for the attacker without any knowledge of it
being taken place. The attacker now mimics the behavior
of the client but from its own end and performs all the
database queries and restoration. When the client executes the
backdoor program, it goes straight to a vulnerable state and
from that time Camflow provenance data is collected both at
the server and client end. The benign set of data corresponds
to when the server and client are communicating regularly.
No other connection is established in the meantime. The
server receives database requests from the client in a regular
manner in benign scenario data collection. The reason for
collecting benign and malicious data both at server and client



end is to differentiate between usage behavior of usual client
and attacker who communicates with the server from the
client end only but can mimic different command execution
or query submission pattern. This can substantively help to
identify malicious query perform from benign ones.

2) Data Collection for Password Cracking Attack: We
carried out a password cracking attack using the John the
ripper tool which implements a dictionary password attack.
For the password cracking attack, the normal behavior or
benign scenario simply involves a client connecting with the
server using a curl command with no malicious payload.
Benign data is collected while these normal operations take
place using a Camflow provenance graph. For the attack
scenario, the attacker exploits the shellshock vulnerability
and then downloads a password cracker and executes a shell
script for the backdoor creation. The attacker then executes
commands for password collection and cracking password
from the victim’s end. While these steps take place, data was
collected at the victim’s end using a Camflow provenance
graph.

3) Data Collection for Command Line Injection Attack:
For the command line injection attack, we only collected data
for the attack scenario. The victim host (e.g., say embedded
/ 10T device that runs Linux) runs Mediaplayer (Kodi client),
and it exports a remote control Application Program Interface
(API) as a web service. One of its input sanitizations has an
error that fails to filter invalid input from the outside, in turn
allowing attackers to inject arbitrary commands blended in
one of its requests. This vulnerability allows any arbitrary
input to invade the remote control application as it does not
know which input request is from actual user and which one
is from outside world. This attack is inspired by the Jeep-
Cherokee attack case where the attacker from remote gains
control over the vehicle. In parallel to the above steps, the
data collection was done at the victim host using a Camflow
provenance graph. If the input behavior is significantly differ-
ent from a regular user, the malicious attack scenario should
be distinctive enough than that of the benign scenario.

D. Stage Based Comprehensive Data Collection

In the work [33], a comprehensive dataset is collected
mimicking normal traffic seen on read-world cyber systems.
We use this dataset directly from their github repository to
analyze our method, OML’s performance.

VII. EVALUATION

A. Results

Table III and IV show the results of our experiment on
our synthetic dataset. Table VII and VIII show the results of
our experiment on the DAPT 2020 dataset which we describe
in a brief later in this section. The specification about these
two different dataset can be described as: our synthetic data
is tactic based data of advanced persistent threat whereas
the DAPT 2020 is stage based data. For this part of our
experiment which involves our synthetic dataset, we trained
incrementally on the attack classes and tested on all the
remaining classes which includes the benign class instances.
This is the key idea behind identifying or detecting novel

TABLE III
RESULTS BASED ON NOVEL APT ATTACK DETECTION

[ Metric Classes # OML KNN  SVM_RBF  Decision_Tree |
Accuracy 1 54.76 48.02 40.03 47.95
2 64.99 56.67 40.03 66.64
3 73.18 72.66 50.2 60.7
4 75.96 72.85 61.36 66.91
5 86.06 79.52 68.03 73.51
6 92.07 86.2 71.0 80.52
7 98.08 92.87 77.48 87.45
8 98. 96.37 91.88 93.66
9 99 99 91.88 99
Metric Classes # OML KNN SVM_RBF Decision_Tree
F2 1 28.92 16.12 0 15.99
2 47.13 32.44 0 49.94
3 60.72 59.86 22.02 39.67
4 65.13 60.18 42.62 50.38
5 80.5 70.69 5391 61.25
6 89.14 80.7 58.77 72.2
7 97.43 90.25 68.98 82.53
8 97.46 95.09 90.09 91.36
9 99 1 90.09 99
TABLE IV

RESULTS BASED ON NOVEL APT ATTACK DETECTION

[ Metric  Classes # OML KNN SVM_RBF  Decision_Tree |
FPR 1 0 0 0 0
2 0 0 0 0
3 0 0 0.0231 0
4 0 0 0.0281 0
5 0 0 2.81 0
6 0 0 2.81 0
7 0 0 2.81 0
8 0 0 2.81 0
9 0 0 2.81 0
Metric Classes # OML KNN SVM_RBF Decision_Tree
TPR 1 24.56 13.33 0 13.22
2 41.63 27.75 0 44.38
3 55.29 54.41 18.5 34.47
4 59.91 54.74 37.44 44.82
5 76.76 65.86 48.57 55.84
6 86.78 76.98 53.52 67.51
7 96.81 88.11 64.32 79.07
8 97.96 93.94 88.33 89.43
9 99 1 88.33 99

class attacks adopted in our experimentation phase. Please
note that the training data and the test data consists of the
benign data instances. With this approach, we can determine
if our algorithm can detect unseen novel attack classes. First,
we train on all the benign classes and a single APT attack
class and test on all the benign and APT attack classes.
Second, we train on all benign classes and two APT attack
classes and tested on all attack classes. Third, we train on all
benign classes and three APT attack classes and tested on all
attack classes. Lastly, we train on all benign classes and all
the APT attack classes and tested on all attack classes. We
measured our performance by using the following metrics:
Accuracy, True Positive Rate, False Positive Rate, and F2
Score.

In the experiments, we measured the true positive rate
(tpr), where true positive represents the number of correctly
classified seen and novel APT attacks classes; false positive
rate (fpr), where false positive represents the number of
incorrectly classified seen and novel APT attacks; and Fj
score of the classifier, where the F% score is interpreted as
the weighted average of the precision and recall. The F2
score ranges between the values 100 and O where 100 is the
best value and O is the worst value. The results show our



TABLE V
EXECUTION TRAINING AND TESTING TIME FOR OML

No of Training Train time(s) Test time(s)
700 55.8 1.94
800 559 1.95
900 55.4 1.96
1000 55.5 1.96
1100 54.7 1.91
1200 55.9 1.97
1300 58.9 1.98
1400 59.5 2.00
1500 59.6 2.08

approach performs better than traditional machine learning
based classifiers such as £-NN, SVM and Decision tree. The
accuracy of detection of novel attacks with our approach is
86 % compared to 79 % for k-NN, 68 % for SVM and
73 % for Decision Tree when we train on only five attack
classes. Similarly, the TPR is 76 % for OML compared
to 65 % for k-NN and 55 % for Decision Tree when we
train on only five attack classes. The F'2 is 80.5 % for OML
compared to 70.69 % for k-NN and 61 % for Decision Tree
when we train on only five attack classes. The accuracy
increases to 98 % for OML and 96 % for k-NN, 91 % for
SVM and 93 % for Decision Tree when we train on 7 attack
classes. Our approach improves classification performance
on average by 6.8 % for accuracy, 10.19 % for TPR and
11.4 % for F'2 when compared with k-NN method, while
the performance improves by 17 % for accuracy, 28 % for
TPR and 26 % for F'2 when compared with SVM. Likewise,
our performance improves by 10 % for accuracy, 17 % for
TPR and 16 % for F2 when we compared our method with
Decision Tree. Our approach detected novel APT attacks with
higher accuracy than k-NN, SVM or Decision Tree even with
limited training on a subset of the APT attack classes. This is
possible because OML can learn to minimize the distance in
feature space for similar instances and maximize the distance
for dissimilar instances as shown in Theorem IV-B4.

B. Execution time for OML

Table V shows the summary of the execution time required
to train our OML approach and then perform inference on the
test data. The execution time for training the OML algorithm
is approximately 60 seconds while the testing or inference
execution time is approximately 2 seconds. As discussed
in subsection IV-B, OML learns a latent embedding space
vector to satisfy a constraints. As a result of this algorithm,
OML training time is higher than at inference. As we can
see from the execution timing information, the testing time
is fast as a result of just using the learned embedding vector
to classify the test data. In addition, we only show the number
of instances used for the training since the number of testing
instances is always constant as discussed in section VII.

C. OML Performance in Comprehensive Datasets

In the work [33], a comprehensive dataset has been in-
troduced as part of a contribution to Advanced Persistent
Threat identification and response research which is named as
DAPT 2020. Compared to UNB-15 and CICDS dataset, this
particular dataset named DAPT 2020 has data covering all
the crucial stages of Advanced Persistent Threat campaign.

TABLE VI
DAPT DATASET STATISTICS
APT Stage Total ici Benign
i 29254 4405 24849
Foothold 17486 8632 8854
Lateral Movement 4051 4 4047
Data Exfiltration 2617 6 2611

TABLE VII
BINARY CLASSIFICATION RESULTS

Metric OML SVM SAE SVM (Modified)
Accuracy 0.984 | 0.7196 0.59 0.4292
Macro-Precision 0.978 0.3711 | 0.4033 0.4253
Macro-Recall 0.9796 | 0.4797 | 0.4183 0.4004
Macro-F1 0.9788 | 0.4185 | 0.4098 0.3886

Myneni et al. have conducted experiments on all these three
datasets using SAE (Stacked Auto-Encoder), SAE-LSTM
(Stacked Auto-Encoder-Long Short Term Memory) and 1-
SVM (Support Vector Machine). The best performing model
among them was SAE for all three datasets. We apply our
method OML in this comprehensive dataset and our method
outperforms the state-of-the-art in terms of binary classifica-
tion. This DAPT 2020 dataset does not contain provenance
graphs, thus it does not require node2vec for generating
feature embedding. The data embedding of this dataset are
directly used in our OML model for classification purposes.
The results for the binary classification are reported in table
VII. The binary classification in the work with DAPT 2020
dataset [33] is done between benign data and considering
all stages of APT as attack data and so is our experiment
performed. We also report multi-class classification results
in table VIII considering all the stages of APT as individual
classes in the DAPT 2020 dataset. The SVM result is reported
using the RBF kernel function and the SVM (modified) result
is reported using the polynomial kernel. We can see the effect
of data-imbalance from the numerics for macro-precision and
macro-recall (data-imbalance is prominent in table VI). To
answer for the numerics related to precision, recall, and F1
score for multi-class classification, we also provide the data
statistics in table VI which prominently indicates to the data-
imbalance issue of this DAPT 2020 dataset. Due to this data-
imbalance, it is imperative to have a proper separation of
data points in feature space, thus, our use of OML model is
justified for this dataset too.
VIII. RELATED WORK

Traditional graph-based approaches like [38] coined an au-
tomated technique to generate attack graphs using symbolic
model checking algorithms [29]. Later on [41] proposed a
robust, flexible graph based approach for network vulnera-
bility analysis which allows attacks from both outside and
inside the networks. This method suffers from the scalability
issue when state increase occurs. [2] proposed scalable attack
graphs which do not require the idea of backtracking from
the attacker side relying on the idea of monotonicity.
HOLMES [30] uses a set of manually generated rules to
describe different APT information flows from an attack
provenance graph. Our approach uses a deep learning based
approach to learn the attack patterns without the need for



TABLE VIII
MULTI-CLASS CLASSIFICATION RESULTS

Metric OML
Accuracy 0.9528
Macro-Precision | 0.5544
Macro-Recall 0.5682
Macro-F1 0.561

manual generation of rules. [9] propose a method for APT
detection based on unusual or unknown domains that a
malicious user could visit while conducting an APT attack.
However, the work only detects APT attacks based on
unusual domains visited but not APT attacks of other types.
Our work detects other types of APT attacks rather than just
those APT attacks that have unknown domains. Our work
involves the implementation of an APT detection tool rather
than proposing an APT detection method.
There are additional machine learning and deep learning
based works that propose various methods for APT detection.
For example, [5] proposes a novel deep learning stack for
APT detection. In this method, they propose using deep learn-
ing for outlier detection to detect APT attacks and novel APT
attacks. However, this method has not been implemented in
practice and this method does not utilize provenance graphs
generated from system logs. Cho et al. [31] proposed an
idea based on decision tree to prevent APT attacks. Ghafir
et al. [12] uses machine learning based correlation analysis,
but the approach does not focus on detection of novel
attacks. In [21] authors have proposed STREAMSPOT , a
clustering based anomaly detection method in heterogenous
graph. Anomaly detection is a leading problem in security,
finance, medicine and so on. The authors have considered
heterogenous graphs with nodes and edges, where the inputs
are streams of typed edges and destinations are also typed.
Through this method anomalous graphs those are promi-
nently different from others are identified. Tian et al. [42]
proposed a deep learning representation for graph clustering.
Ma et al. [20] learns a latent representation of social data
features by using matrix factorization. [32] uses a deep auto-
encoder to learn features for novel class detection. Our work
differs from these works by using provenance graphs, which
take into consideration the information flow for the attack
events.
[24] uses host and network data for anomaly detection. Meth-
ods such as [26] [28] [40] [15], [27] [23] detect malware
in an evolving data streams. [7], [22] extract features from
sequences of system call events based on co-occurrences of
such events. In addition, Shu et al. uses long call sequences
to detect attacks hidden within long execution paths [39].
IX. LIMITATION AND FUTURE WORK

In this work, we have not focused on multi-stage at-
tack detection, however, our framework is able to detect
a single stage in an APT attack as shown in the experi-
ments. However, our method may not always detect all the
zero-day attacks. In future work, we plan to address the
challenge of multi-stage attack detection. Data collection
is still challenging in cyber-attack space as the amount of

standardized training data is limited. In future work, we opt
to collect more data to train our machine learning models.
In addition, we will perform experiments with real life
attack data. Our work currently focuses on attacks based
on Linux operating system, we plan to address attacks in
other operating systems e.g. Windows operating systems
platform. We will also scratch the surface to see if some
other platforms or computational domains (e.g Internet of
Things or Aerial Vehicles) are threatened by the existence of
Advanced Persistent Threats.

A further extension will be about how to dynamically seg-
ment data (system interaction traces) to efficiently identify
each stages of the attack. Bulk data makes it more challeng-
ing to analyze data in real time and crucial to detect zero-
day attacks promptly. Moreover, a more robust system would
require evident information about a single instance of some
attack phase (a single technique or a whole tactic) to identify
it correctly. If system traces are overlapped across different
technique or tactic based instances, then efficient detection
of Advanced Persistent Threat can become somewhat random
and sometimes not even possible. As an ablation study, we
intend to provide with the ablation study that overlapped or
cropped system trace can be misleading about any specific
attack trace (techniques or tactics based) and thus can provide
with random instances to train the models on.

As part of correlating different stages of APT attack cam-
paign, we intend to find out patterns in successfully com-
pleting APT attack stages so that we can predict which
stage the attacker is going to target next. As same set of
strategies are sometimes used as part of different tactics
or stages of APT attack, it is important to analyze the
flow of information so that the exact stage which has been
achieved by the attacker recently can be identified. Efficiently
correlating different stages of APT attack and predicting
future behavior will be one of our major future tasks. We
will work on correlating events in real-time manner so that
we do not have to overwhelm the stored data provenance in
the system to link system events taking place long back in
timeline. We also intent to address the mapping of lower
level system data which helps to understand or identify
different stages of advanced persistent threat or even simple
intrusion detection to high level description of such attacks
tactics and techniques. In recent research, this mapping is
almost wholly done manually which requires intense human
intervention. We want to, at least, semi-automate this process.
An another problem in streaming data setting is to determine
the boundary within which an attack or benign instance is to
be searched for. As data burst can be an immense problem
when we are dealing with bulk system data to generate
data provenance, a fine line to generate the graphs might be
required to particularly identify different stages of APT. As
our future work, we will be determining dynamically shifting
window technique in such issue handling.

X. CONCLUSION

Detecting APT attacks is a challenging task based on the
approach deployed by malicious actors. The different tactics
and techniques are evolving at a great pace which makes it



imperative to look for methods for identifying novel attacks.
In this work, we focus on a machine learning based approach
to detect novel APT attacks. We leverage provenance graphs
for the collection of event data from host systems. We apply
OML: a novel machine learning technique for detecting APT
attacks. Our results show our approach has a higher detection
accuracy compared to traditional machine learning techniques
in detecting novel class attacks. In our future work, we will
explore more novel detection machine learning methods to
detect novel APT attacks. We will also address the most
difficult challenges such as: detecting zero day attacks from
streaming system provenance, correlating different stages of
APT attack campaign in real-time while attaining such high
performing methods and thus make a generalizable and robust
system.
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