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Disclaimer NIST

Throughout the presentation, certain commercial companies or
products may be identified to foster understanding. Such
identification does not imply recommendation or endorsement by
the National Institute of Standards and Technology, nor does it

imply that the companies or products identified are necessarily the
best available for the purpose.



Presentation Overview

* Who we are
* Phishing threat landscape
e Our research

* How to spot a phish



Our Mission

* NIST: To promote U.S. innovation and industrial competitiveness by
advancing measurement science, standards, and technology in ways that
enhance economic security and improve our quality of life

* Information Technology Lab: To cultivate trust in IT and metrology.




Championing the Human in I.T.
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Phishing Threat Landscape
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Phishing Overview
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Phishing Threat Landscape
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Phishing Defense
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Phishing Defense

Technology Process

* Filtering * |dentify vulnerabilities

* DMARC, DKIM * Awareness training

e Al& ML * Reporting & early warning

* Meaningful metrics
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Phishing Awareness Training

* Simulated phishing emails that mimic
real-world attacks

* Click rates, reporting rates, reporting
times

* NIST, and many other government
agencies do this
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OUR RESEARCH
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Our Research — Phishing Awareness Study

* 15 training exercises over 4.5 years
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Our Research — Phishing Awareness Study NIST

49.3% 3.2%

158 11.0%
8.7%

- 43.8%
11.6%

20.5% 19.4%



Our Research — Phishing Awareness Study

) Sowme users click, some dow’t. Why?




Our Research — Phishing Awareness Study

* 15 training exercises over 4.5 years
» Corresponding survey data for last 3 exercises
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Our Research — Phishing Awareness Study

Alignment vs. Compelling vs.
misalignment with suspicious cues
expectations and
external events

User

Concern over Reality-checking
consequences strategies
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Our Research — NIST Phish Scale

https://www.nist.gov/video/introducing-phish-scale

Image credit: NIST

NST
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How TO SPOT A PHISH

NST



How to Spot a Phish — Investigate Email

Check if the email is a threat:

e Does it contain a link?
e Does it contain an attachment?

* Does it request information?

No Yes
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How to Spot a Phish — Where to Find Cues NIST

Jane Doe (Fed) <jane.doe@nist.gov>
Header Mon 3/27/2021 12:55 PM

Doe, John (Fed)

Subject _| Interesting data for the presentation
Info.fil
Attachment — KB
Hi John,
Here’s a file | found with really interesting data. Check it out. Overall
Regards,
Message — Jane

Jane.Doe@nist.gov

NOTICE: This message is intended solely for the individual to whom this e-mail is
addressed. The contents of this message and any files transmitted are confidential.
Notify the sender immediately if you have received this e-mail in error.
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How to Spot a Phish — What Cues to Look for  NIST

* 5 Types of Cues
* Errors
* Technical indicators
* Visual presentation indicators
* Language and content

e Common tactics



How to Spot a Phish — What Cues to Look for  NIST

* 5 Types of Cues

* Errors

From: Order Confimation [mailto:no-reply@discontcomputers.com]

Sent: Thursday, December 01, 2016 11:50 PM
To: Doe, Jane (Fed) <jane.doe@nist.gov>
Subject: Jane DoeYour order has been processed
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How to Spot a Phish — What Cues to Look for

NST

* 5 Types of Cues

e Technical indicators

From:|Preston, Jill (Fed) [mailto:jill.preston@nist.gov]

Sent: Friday, August 05, 2016 12:03 PM
To: Doe, Jane (Fed) <jane.doe@nist.gov>
Subject: Unpaid invoice #4806
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How to Spot a Phish — What Cues to Look for

From: Order Confirmation [mailto:auto-confirm@ discontcomputers.com]
Sent: Thursday, December 01, 2016 11:50 PM
To: Doe, Jane (Fed) <jane.doe@nist.gov>

o 5 Ty p e S Of C u e S Subject: Jane DoeYour order has been processed
VA farloang
oA L o
i ¥ e

Order Confirmation

Thank you for crdesing with us. Your onder nas been processed. We'll send a confemation e
mail When your Rem ships

Oder #:

* Visual presentation indicators

a5 0

Order Total; $64.02
Manage order

Trank you fof your ofser. We Rope you Febuin 000 for Mol amazng deals

- Mead it m lirme for the holidays?
TE O bafore Dacemb |
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How to Spot a Phish — What Cues to Look for

* 5 Types of Cues

e Language and content

NST

Yo

A secret admirer wished you a Happy Valentine's Day!

Some of you may have heard about our employee greeting cards that can be used to acknowledge fellow
employees.

Click on the link below to view yours.

Your Card is Waiting

If you are having trouble viewing the e-card please click here.

Would you like to send an e-card? Visit our site.
Making someone's day, one e-card at a time...
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How to Spot a Phish — What Cues to Look for  NIST

* 5 Types of Cues

e Common tactics

From: Dawkins, Shane [mailto:Shane.Dawk@gmail.com]
Sent: Friday, August 05, 2016 12:03 PM
To: Doe, Jane (Fed) <jane.doe@doe.gov>

Subject: Unpaid invoice #4806
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How to Spot a Phish — What Can You Do?

* Be wary of common phishing tactics:
* Contains a scare tactic
* Sense of urgency or threat
* Poses as friend, colleague, supervisor
* Promise of money
* You’'re special or limited offer
* Wants information
* Mimics a work process
* Your context that could be scraped from browsing history
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How to Spot a Phish — What Can You Do?

* Be vigilant

e Consider your context. Does it make you vulnerable?
* Are there links, attachments, or requests for information?
* Look for cues
* Inspect carefully

Use bookmarked links/favorites instead of clicking
Use a search engine, don’t click on ads

Consider calling the sender

Clicking is the last resort!
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How to Spot a Phish — What Can You Do?

* You are the last line of defense against a phishing attack
 Malware can make it past firewalls and filters

* Phone, postal mail, and in-person social engineering attempts can’t be detected
with tools

* You are the Detective and Judge
* Every questionable email should be considered guilty until proven innocent
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How to Spot a Phish — What Can You Do?

* What if you see a potential phish? e Don’t:

* Click on links
 Download attachments

* Provide any requested
information

* Do:
* Follow agency guidance for
reporting suspicious emails

e Contact sender through an
alternative route
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Additional Resources

Shanée Dawkins, dawkins@nist.gov

Jody Jacobs, jody.jacobs@nist.gov

https://csrc.nist.gov/projects/usable-cybersecurity

D

NIST Phishing Research

https://csrc.nist.gov/usable-cybersecurity/phishing
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