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Abstract 

There is a growing recognition of the need for a transformation from organizational security 

awareness programs focused on compliance − measured by training completion rates − to those 

resulting in behavior change. However, few researchers or practitioners have begun to unpack the 

organizational practices of the security awareness teams tasked with executing program 

transformation. We conducted a year-long case study of a security awareness program in a United 

States (U.S.) government agency, collecting data via observations, interviews, and documents. Our 
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findings reveal the challenges and practices involved in the progression of a security awareness 

program from being compliance-focused to emphasizing impact on workforce attitudes and 

behaviors. We capture transformational organizational security awareness practices in action from 

multiple workforce perspectives. Our study insights can serve as a resource for other security 

awareness programs and workforce development initiatives aimed at better defining the security 

awareness work role. 

Keywords. cyber security, awareness, training, compliance, measures, case study 

 

INTRODUCTION 

Compliance − aligning organizational processes and programs with external rules and standards − 

is a significant driver for security (cyber security) programs in various sectors, such as healthcare, 

government, and financial services. Compliance can be helpful in setting a minimum bar of security 

expectations for an organization. While training employees for policy compliance influences their 

awareness, unfortunately, it has minimal impact on promoting actual compliant behavior1. Addressing 

this gap between knowledge of and practice of, is the purview of security awareness training. 

Security awareness training purports to having an important role in helping organizational 

employees achieve a common understanding of security threats and acceptable security-related 

actions2.Various public and private industry sectors recognize the importance of this role by requiring or 

recommending annual security awareness training. For example, U.S. government agencies implement 

training mandated in the Federal Security Modernization Act (FISMA)3. The European Union’s General 

Data Protection Regulation encourages organizations to provide similar training4.  

These training requirements intend that compliance will result in positive impacts on workforce 

security behaviors, thus improving the overall security posture of organizations. While training can be 

helpful, superficial compliance metrics indicating number of employees completing the training tell little 

of deeper impact: how security behaviors, understanding, and attitudes have positively changed5,6. Indeed, 

prior research and industry surveys reveal that security awareness programs often fall short in changing 

behaviors7. Security awareness programs typically consist of some kind of online training offered 

annually8, which may have a poor reputation for being boring and ineffectual9. This ineffectuality may be 

due to an organization’s failure to provide engaging materials that motivate employees to practice good 

security habits, unrealistic expectations of what employees can do, and over-reliance on punitive, fear-

based tactics that may not have a positive impact on sustainable behavior change10,11,12,13.  

Measuring program success is a critical aspect of security awareness programs. Further, the 

security training institute SANS found that organizations that benchmark their own programs against 

peers – for example by using the five-level Security Awareness Maturity Model14 – tend to have greater 

leadership support for security awareness training, and, therefore, more success15. However, organizations 

may struggle to evaluate their progress and measure impact, often failing to collect a combination of 

measures (e.g., user-generated security incidents, employee feedback, phishing simulation click rates) that 

could provide a more holistic view of their programs’ strengths and weaknesses16,17,18. Subsequently, 

organizations are left uncertain about whether training is worth the investment, especially in light of 

reports from the U.S. Government19 and industry20 indicating that over half of security incidents in recent 

years are due to the “human element.” 
Considering this sobering evidence, there is a growing recognition of the need for transformation 

from security awareness programs that are merely compliance-focused to those facilitating behavior 

change. While various research studies have examined the impact of security awareness efforts from the 

end user perspective21,22, few have begun to unpack the organizational practices of security awareness 

professionals tasked with executing program transformation. These professionals often perform security 

awareness duties on a part-time basis without a job title that reflects their duties, and they may lack 

sufficient professional skills (e.g., ability to tailor communications) viewed as essential in security 

awareness roles23,24,25,26. 
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To address this shortfall, we conducted a year-long research case study of a team of professionals 

implementing a security awareness program at a U.S. Government agency. We found a team engaged in a 

deliberate progression of the program from being focused on training compliance to becoming dedicated 

to achieving employee empowerment and behavior change. In this article, we describe the skills the team 

employed, their approaches to security awareness, and their efforts to measure program effectiveness. Our 

study insights can serve as a resource for other security awareness programs wanting to undergo a similar 

evolution as well as workforce development initiatives aimed at better defining the security awareness 

work role. 

 

 

CASE STUDY METHODOLOGY 

Over the course of one year, we conducted a case study of a security awareness team and program 

at a U.S. Government agency, referred to as Agency Q. A research case study is a bounded, in-depth 

investigation of an object of study (“the case”). The case study methodology has been a staple of social 

science research for decades and is particularly appropriate when in-depth explanation of a phenomenon 

is required27, as it involves the use of multiple data collection and analysis methods to form a more 

holistic understanding28,29. 

We selected Agency Q as the object of our case study for two main reasons. Due to a 

preponderance of government security mandates, government agencies tend to be compliance-oriented, 

offering an opportunity to explore how an agency balances security awareness compliance pressure with 

achieving actual impact. Additionally, Agency Q’s program was in an active state of transformation that 

we could observe and describe real-time.  

The study was approved by our institution’s research protections office. In addition, Agency Q’s 

Chief Information Officer (CIO) provided a signed letter of support.  

 

Data Collection and Analysis 

 

To examine security awareness from different perspectives, we gathered data via interviews, 

observations of security awareness events, and document collection during 14 on-site visits, email 

exchanges, and phone conversations spread out over the course of one year.  

We conducted interviews of the entire security awareness team: the program lead (a career 

government employee) and two contracted staff. Interview questions covered work practices, approaches, 

motivations, and challenges. To obtain a management perspective, we also interviewed two managers in 

the team’s chain-of-command: the Chief Information Security Officer (CISO) and the direct supervisor of 

the team lead.  We asked them about their views of the security awareness program, how program 

resource decisions were made, thoughts about security challenges to the organization, their roles, and 

experience at Agency Q (both had about 10 years). Additionally, we interviewed nine agency employees 

who were “consumers” of the awareness program’s events and materials. The awareness team selected 

and recruited the employees via email and face-to-face contact based on our request to include individuals 

in both information technology (IT) and non-IT roles. Employees were asked about their views of the 

security awareness program, the security information they received, and the impact of that information on 

their behaviors. The employees’ tenure at Agency Q ranged from 11 – 30+ years. Five employees were in 

non-IT roles. Employees also assessed their own security familiarity, with three indicating low 

familiarity, three moderate, and three high. Table 1 provides employee demographics.  

Throughout this article, we refer to individual interview participants using anonymous identifiers: 

security awareness team members are indicated with an “S” (S1-3), managers with an “M” (M1-2), and 

employees with an “E” (E1-9).   

 

ID Role 
# Years at 

Agency 
IT Familiarity Security Familiarity 
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E1 Research librarian 12 Moderate Moderate 

E2 Manager of an information security 

organization 

12 High High 

E3 Team leader of a research and 

technology resources organization 

14 Moderate Moderate 

E4 Engineer 12 Low Low 

E5 Attorney 30+ Low Low 

E6 Attorney 12 Low Low 

E7 IT specialist, information systems 

security officer 

11 Moderate High 

E8 Information systems security 

officer 

17 Moderate High 

E9 IT specialist 13 Moderate Moderate 

 

Table 1. Demographics of interviewed employees 

 

To see the team’s approaches in action, we captured a complete annual cycle of Agency Q’s 

security awareness events via in-person observations, attending at least one of each of the three security 

awareness event types: three lunchtime events, one security officer forum, and two security days 

(described later). During the events, we took notes documenting techniques, the security information 

presented, and audience engagement.  

Further, we collected and analyzed agency security awareness documents to augment and support 

interview and observational findings. We reviewed over 25 electronic and physical copies of security 

awareness materials disseminated during events and campaigns to determine which security topics the 

team deemed important to distribute and how they leveraged third party resources. A review of 20 post-

event reports from the previous two years and year of the study provided a deeper understanding of past 

security awareness events, including attendance, topics, and how events were portrayed to agency 

leadership. Event feedback from six surveys during the same timeframe offered insight into how the 

events were viewed by attendees and how feedback contributed to subsequent events.  

As additional questions arose, we collected other data as needed via email exchanges or phone 

conversations with the team. For example, one phone conversation revolved around learning more about 

the agency’s simulated phishing exercises. 

We analyzed the bulk of the data (interview transcripts, observation notes, emails, conversation 

notes, and document content) using widely accepted qualitative data analysis methods that included 

coding (labeling excerpts of data by topic) and identification of themes and relationships across the multi-

source data 30. 

Limitations 

When conducting research, it is important to acknowledge potential limitations. We note that the 

case study, which was valuable for exploring security awareness in practice, was bounded in scope as it 

focused on a team working in the government sector. As such, we cannot generalize findings to all 

employment sectors and types of awareness programs. However, given corroborating results in prior 

research and other projects focused on security awareness training and professionals, we believe the 

findings from our study may be transferable to similar contexts. Secondly, although we requested a 

diverse sample of work roles, we acknowledge the possibility that employees more familiar with and 

favorable towards the awareness program and security may have agreed to be interviewed, with four of 

nine employee participants in a security role. However, without our own access to internal email 

addresses, the selection was the most practical avenue given resource constraints that prevented the 

awareness team from assisting with large-scale recruitment. While the employee interviews did provide 
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interesting insights, we note that our limited sample was not enough to make general inferences across the 

entire workforce 

 

CONTEXT 

As context for our findings related to security awareness program evolution, we provide an overview of 

the security awareness team, awareness events and initiatives, and challenges.  

 

Agency Q 

Agency Q is a medium-sized U.S. government agency of about 5000 government and contract 

employees with a mission focused on producing guidance and regulations for critical infrastructure 

stakeholders. Most employees are stationed at agency headquarters, with smaller contingents in regional 

offices throughout the U.S. Employee roles are diverse, ranging for scientists and engineers to IT 

professionals to business and support personnel. Sensitive information is routinely produced, 

disseminated, and stored by agency employees. At the time of the study, employees were authorized to 

telework one day per week using government-owned resources.  

Agency Q fell prey to three different coordinated spear-phishing attacks several years prior to the 

study. The attacks resulted in about a dozen employees disclosing their account and password information 

and two others infecting their computers with malware. Afterwards, there was a concerted effort to 

educate the workforce on detecting phishing emails and appropriately using email.  

 
Security Awareness Team 

The security awareness team is in a security oversight organization under the CIO’s office. The 

program dated back at least 10 years prior, at which time it focused on annual training compliance with 

few in-person events. The current team assumed responsibility for the program three years prior to the 

start of our study and had expanded the program to three primary responsibilities: 1) implementing and 

tracking the completion of online, mandatory, annual security training; 2) planning and executing 

initiatives to increase employee awareness of security issues and appropriate actions, and 3) managing 

role-based training required for employees with a security role (not a focus of our study). 

The security awareness lead (S1) had over 30 years of IT and security experience with degrees in 

business administration and computer programming. S1 spent 50% of work time leading the security 

awareness program, which was viewed as “the most important thing I’m doing right now.” S1 also 

worked with information system owners on system authorizations and served as a subject matter expert 

for other government security initiatives.  

The other team members (S2 and S3) were contractors supporting the program full-time. Neither 

had formal backgrounds in a technical field but brought business skills that enabled them to be heavily 

involved in the creative and logistical aspects of event planning. S1 appreciated the discipline diversity 

within their team, admitting that, although S1 had the security and technical knowledge, “I am not a 

subject matter expert in the marketing and…the organizational skills. I need [S2 and S3] to do that. 

They’re also brilliant when it comes to the ideas and how we’re going to make things happen.”  

Security Awareness Initiatives 

The team implemented several initiatives (activities) throughout the year: three types of 

synchronous, in-person events (lunchtime events, security officer forums, and security days) and two 

types of asynchronous activities (campaigns and phishing exercises). Table 2 provides an overview of 

these. Most initiatives had themes. For example, a “Safety Tech Check” event helped attendees get the 
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most out of their smartphones, laptops, and tablets while operating them safely and protecting personal 

information.   

The team developed their ideas during brainstorming sessions informed by their own explorations 

of security awareness techniques and topics. Their expertise developed from via attendance at external 

security events, information exchanges with other security awareness professionals, vendor security 

training, self-study, current events, and subscriptions to online security forums. The team also routinely 

considered agency mission priorities, workforce feedback, and organizational security incidents and risks.  

Initiative Description 
Target Audience & 

Typical Attendance 

Number 

per year 

Lunchtime 

Events 

These were informal, drop-in events held in an exhibit area located 

in a main thoroughfare. Typical events had an information fair 

atmosphere with multiple tables staffed by agency employees, 

representatives from community organizations, or other 

government agencies. However, alternate, performance-based event 

formats had recently emerged for these events.   

General workforce 

~100 employees  

4-5 

Security 

Officer 

Forums 

The 2.5-hour forums focused on providing information to help 

security staff in their roles. Forums were held live but were 

broadcast to the those in remote locations and recorded for later 

viewing. Forums typically featured security leaders providing 

agency security updates and 4-5 talks by internal or external 

speakers. 

Agency staff with 

security roles (but 

anyone can attend) 

~100 employees  

2 

Security 

Days 

The half-day events took place in a large auditorium and were 

aimed at all agency employees with a goal of providing security 

and technology information applicable to at both home and work. 

There were typically four talks during the events. The events were 

remotely broadcast with recordings and presentation slides posted 

for later viewing.  

General workforce 

~200-300 employees  

2 

Campaigns Focused campaigns and security awareness material distribution 

addressed specific security issues emerging as agency challenges. 

Branded campaign posters were displayed throughout agency 

buildings, and handouts outlining mitigative actions were 

distributed to the workforce. 

General workforce As needed 

Phishing 

Exercises 

Simulated phishing attacks to test the workforce’s susceptibility to 

phishing emails and raise awareness. The security awareness team 

set the strategy for these exercises, but a contractor executed the 

exercises and collected statistics on click rates.  

General workforce 4 

Table 2. Agency Q’s security awareness initiatives. 

 

 

 

Challenges 

Interviews revealed challenges that hindered security awareness efforts and the agency 

workforce’s willingness and ability to practice good security habits. To set the context for exploring how 

the team tried to overcome these challenges, the most frequently mentioned issues are described here. 

Lack of buy-in. The team was challenged by employees not in IT or security roles who did not recognize 

the value of security, how it related to them, or their own security responsibilities. S1 discussed 

difficulties convincing non-technical staff to attend awareness events because “we’re still in our silos.” 
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An engineer said that security was not a concern in their group because “we don't do that for a living” 

(E4). Security may be de-prioritized as employees are “busy doing their work” (M2). Several interview 

participants discussed the need for better alignment between the security awareness program and the 

agency’s mission elements to facilitate understanding of the connection to security. 

  Cognitive biases may also affect buy-in. For example, employees may be overly optimistic in 

believing they would not be a victim of a security attack because they do not do anything important 

enough to be targeted. A security officer felt people may not “take it seriously until it personally affects 

them” (E7).  

Lack of support for security training was especially problematic when some agency leaders “see 

it as a nuisance” (S1), rather than setting an example for the workforce. S1 commented, “I just happened 

to have a training course with some leadership in the mission office. And they’re like ‘Why do I have to 

take this course? Why do I care about cybersecurity?’” (S1). With this attitude, managers may not 

support employees attending events because they feel “I can’t afford to send my people there…They need 

to be here at their desk” (S1). 

 

Compliance-driven training. Compliance to government security mandates, such as those specific to 

employee security awareness, is an important metric for government organizations, including Agency Q.  

However, the security awareness team recognized that “just because you’re compliant doesn’t mean that 

it’s an effective program” (S1). Compliance metrics failed to show how impactful the training was in 

changing workforce behavior: “Everyone will check the box saying ‘Yeah, we’re 100% trained.’…Even if 

you are, what good is it if you don’t have people applying what they learned?” (S1).   

Annual security awareness training might be the same every year and was viewed by employees 

as burdensome. S1 commented, “People do it because they have to. You have the online training where 

it’s like ‘Click, click, click, click, done’…rather than paying attention to the words they’re seeing on the 

screen” (S1).  The team observed that employees completed training to avoid punitive measures so “their 

supervisor will get off their back” (S3), rather than as a learning opportunity.  

 

Resources. In addition to organizational and staff challenges, the team was faced with resource shortages. 

The program budget was just enough to pay for the two supporting contractors. Without additional 

resources, the team was not able to expand their efforts, as confirmed by the CISO: “I don't know how 

much more we can do to increase our activities with the budget pressure that we've got” (M1). 

 

WHAT WE FOUND 

Over the prior three years, the security awareness team made a concerted effort to transform their 

program with a renewed focus on engaging and empowering employees to make sound security decisions 

rather than simply on enforcing compliance. In this section, we detail findings based on our observations 

of the strategies and activities that demonstrated the program’s ongoing evolution. 

 

Leveraging Non-technical Skills 

Our exploration of program progression towards behavior change is, in part, illustrated by how the 

agency’s awareness team members utilized their own interpersonal and communication skills to relate to 

the workforce.  

Beyond maintaining technical credibility by keeping up-to-date on security topics, the team 

demonstrated interpersonal skills critical for building relationships and trust.  S1 felt that, for security to 
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resonate on an individual level, a personal touch is required, so preferred face-to-face interactions 

whenever possible. During security awareness events, we directly observed that the team members were 

enthusiastic and positive, projecting their service-oriented motivation to help people navigate the 

complexities of security “so they can just be aware of what’s going on and what they can do to make 

their life easier and protect themselves” (S1). For example, during a lunchtime event, we observed S3 

facilitating a cybersecurity trivia game. They praised contestants for correct answers. If participants 

answered incorrectly, S3 was non-judgmental and explained the answers in an easy-to-understand way. 

Attendees visibly responded positively. Employees also expressed confidence in both the team and the 

information in the interviews, further illustrating the team’s success in establishing trust. For example, an 

employee said that team members “are knowledgeable…They’re the experts…They are incredibly 

energetic” (E3). Another thought the team was approachable: “They’re friendly. They're open to 

suggestions. They are open to questions” (E9).  

The team also viewed communications skills as critical to their program. To communicate effectively, 

the team had a solid understanding of organizational context, which aided them in selecting appropriate 

communication mechanisms and styles.  For example, at the observed security officer forum, S1 injected 

organizational context when talking about cybersecurity role-based training, including information about 

the federal directives mandating the training, who it applies to within the organization, why it is important 

to the organization, and how agency employees can complete training. 

To impact employees with diverse work roles, the team translated technical topics into plain 

language. S1 recognized the necessity of tailoring communications to employees’ security knowledge and 

skill: “I can sit up there and speak to the technical aspects of things and bore everybody except for the 

few techno-geeks in the back. Or I can try to make things more generalized” (S1). Employees expressed 

positive perceptions of the team’s communication abilities. When asked about the content of the security 

awareness information, a staff member said it was beneficial “having the information presented in a 

manner to where it's not intimidating,…in a way that you can embrace it and take away information” 

(E3).  

 

Engaging and Empowering the Workforce 

The agency’s program transformation entailed a shift from an extrinsic motivation of security 

being an organizational compliance requirement to intrinsic motivation where security becomes a habit 

and something employees want to do because of its inherent value. S1 viewed effective security 

awareness as going beyond compliance: “I’m not going to force anybody to change but give them the 

opportunity to see that they can.” S1 likened this goal to the development of dental hygiene habits: 

“knowing that you have to brush your teeth, to actually brushing your teeth and then not 

even thinking about brushing your teeth every day. That’s what I’m trying to push for in 

our program, where security awareness is now second nature” (S1). 

The shift involved changing workplace security culture by first facilitating recognition 

(engaging), then instilling a sense of personal responsibility and self-efficacy (empowering). The team 

recognized the importance of involving the workforce as active participants and contributors to the 

security of the organization, believing that “Human beings are the most important cybersecurity tools” 

(S1). This section describes ways in which the team engaged and empowered the workforce. 

 

Making security relatable. Engagement was grounded in the personalization of the security message and 

bringing awareness of security issues and their relevance to individuals. At the observed security officer 

forum, S1 told the audience, “We don’t want to make you paranoid. We just want to make you aware” 

(S1). During the two observed security days, at the conclusion of each talk, S1 asked a question of each 

speaker to link the topic to Agency Q’s mission and make the connection to attendees’ jobs.  
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To make security relatable, the team included topical information during events, campaigns, and 

communications. Focus areas and event themes might be related to the season of the year or current news. 

For example, an event held shortly before the American football Super Bowl was entitled “Cyber Kick-

off.” Recent organizational security needs, threats to the agency, or hot security topics in the government 

also frequently drove topics. S1 provided an example: 

“We just had an inspection where we found a bunch of people that were leaving their 

[smart cards] in their readers when they weren’t at their desks. So, we’re going to be 

talking at the forum about that” (S1). 

To ensure events were of interest, the team involved the workforce in deciding which topics to 

address via post-event surveys, personal interactions, email, and focus groups. The lead described how 

their team had increased attendance at the security officer forums: 

“We brought a bunch of [security staff] together and asked, ‘What do you want? What 

would make these more efficient and effective?’…We started bringing in people they 

wanted to hear, subjects they wanted to hear that meant most to them” (S1). 

Beyond topicality, the team strove to shift the mindset of employees to want to make informed 

security decisions and follow safe security practices regardless of context. This involved a shift of the 

locus of concern from just the security of the organization to also include the security of the individual. 

At most awareness events, there was a “mix of cybersecurity at work and home” (S1). For example, at a 

holiday-themed lunchtime event, a table called “Information Station Holiday Edition: Are your gifts 

vulnerable?” was popular with attendees who learned about security and privacy considerations for 

devices like smart speakers and fitness trackers. 

S2 commented that incorporating the home aspect gets people’s attention because, at work, 

people might feel like someone else is responsible for security, but at home they are responsible. We 

asked employees how the information they received at work had helped them make security decisions at 

home. They discussed being able to recognize and act upon security issues regarding phishing emails, 

online shopping, and smartphone usage. An IT specialist appreciated the work-home emphasis: 

“Some of the information, [the team] will pass out and say, ‘You can send this and share 

this with family’…I definitely have thought about several of the talks going home. And I 

have sent information that was approved to my parents saying, ‘You need to read this’” 

(E7).  

 

The awareness events did not just focus on topics related to cybersecurity; rather, the team also 

tried to provide information related to other types of security affecting work and home life, such as 

personnel and physical security. The CISO commented on this approach: “We want to secure the person, 

and we want everyone to think about all aspects in which they could secure themselves” (M1). For 

example, a summer “Traveling Cyber Safe” lunchtime event featured a personnel security officer 

providing information about foreign travel safety. 

Of note, while the team endeavored to create engaging material and interactions, they 

acknowledged that their agency offered few tangible incentives for demonstrating good security 

behaviors (e.g., official recognitions or awards), in large part due to a lack of budget and staff available to 

progress any incentive initiatives. The agency was more apt to take negative measures, for example 

account suspension of employees who failed to complete their mandatory training. 

 

Employing engaging communication techniques. To engage the workforce, the team disseminated 

security information using a variety of in-person and online communication techniques throughout the 

year to reinforce the message, rather than solely relying on once-a-year training. They took care in 

selecting topics of interest to the workforce and endeavored to find engaging, external speakers for 

security awareness events who were “exciting for people to listen to. They’re just hearing another 
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perspective and another point of view that’s not from our agency” (S2). To overcome complacency and 

garner attention while operating with a limited budget, the team recognized the need for creativity in their 

approaches: 

“You want to just put a different spin on it because people just see stuff all the time: 

‘Have a good password. Lock your computer’…Be creative and think outside the box for 

different reasons or different tactics to make people think” (S3).  

 

A manager affirmed the need for security awareness efforts to creatively adapt to employees’ 

preferences and constraints: “We need to keep making it as user-friendly as possible, not having it be a 

big commitment of people's time. And doing it in such a way that people want to keep coming back to the 

program” (M1). As an example, during the agency’s “Click with Care Campaign” that encouraged safe 

email behaviors, the team wanted to ensure that all members of the workforce viewed important anti-

phishing tips. Hearing from employees that email reminders were typically not read, the team devised an 

alternative: “We have a little phishing handout…We want to put it on half a piece of cardstock and go 

around at like 4:00 when everyone’s gone and put it on everyone’s desk with a little lifesaver [candy]” 

(S3).  

The team focused on making security awareness memorable, often by holding events that were 

entertaining. Most lunchtime events included gamification, such as security-themed trivia with candy 

prizes. A team member discussed the team’s frequent use of humor: “If we can get five eye rolls at an 

event, we can call it a win. Because especially in this industry, everyone’s so business and serious. So, we 

like to have a little fun” (S3). One creative approach was observed when the team executed a campaign to 

encourage employees to complete their annual security training early by distributing “Now and Later” 

candies on people’s desks with postcards that said, “Take your training now and not later.”  

During the study timeframe, the team took the lunchtime events into new directions beyond the usual 

information fair setup. One observed event entitled “Late Night Cyberside Chat” was a humorous parody 

of a late-night television show. Various guests joined S1 “on stage” to discuss security and IT topics.  

An observed Shakespeare-themed event was entitled “To Send or Not to Send.” The impetus for the 

theme stemmed from recent security issues observed within the agency in which employees were sending 

personally identifying information to their personal email accounts: 

“We were brainstorming, and someone said, ‘Oh, to send or not to send’…They’re not 

paying attention to emails, they’re not paying attention to posters. Maybe we’ll do a little 

show about it and put our own cybersecurity spin on it” (S3). 

Attendees were given a playbill containing the performance script and security tips (see excerpts in 

Figure 1) and were offered a bag of popcorn. During the performance, S1 donned a Shakespearean-era hat 

and proceeded to read through three “acts” based off popular Shakespeare plays but re-written by the 

team to incorporate security themes.  
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Figure 1. “To send or not to send” lunchtime event handout excerpts.  

Original handout has been modified to anonymize the agency. 

 

Although the team was not afraid to try new approaches, “not everything works” (S2). The team 

members described a lunchtime event in which they designed a “cyber passport” for attendees: 

“Everyone…could go and get a signature from each table [on the passport]…and put it 

in the box to win a gift card. And we thought it would be great, but it was just hard 

logistic-wise…And then a lot of people are kind of like ‘Oh, I don’t know I want to do 

this.’ And when they found out it was a gift card to the cafeteria, they’re like ‘Oh, I don’t 

want that.’ …Not many people were filling them out and putting them in the box. So, that 

idea kind of fizzled” (S3). 

Less-successful events were viewed as learning experiences as they provided valuable 

information about workforce preferences.  

Providing practical recommendations and tools. Empowerment involves providing actionable steps, 

increasing feelings of self-efficacy, and encouraging individuals to be more reflective about their security 

behaviors. The team felt that bringing awareness of security threats was important but did not necessarily 

lead to behavior change. Therefore, people needed practical, actionable steps to counter threats and 

protect themselves and their organization. As expressed by S1, “Cybersecurity awareness is not always 

‘The bad guys are coming to get you,’ but ‘Here are some better tools to use’.” S1 believed that people 

could take small steps that have a large, long-term impact: “You need to just be aware of the little things 

you can do to protect yourself from the little things that are going to happen that are going to end up 

being a big pain” (S1). An employee commented on the synergy between bringing awareness and 

encouraging action:  

“The more we know about it [security] and the more we know people that we can reach 

out to that can help us if we have a question about it, I think that can make you feel more 

empowered and more comfortable in doing it the right way and protecting yourself as 

well” (E3). 

 

The team tried to ensure awareness information included recommendations that were achievable 

given employees’ skillsets, described in terms they understand, and were accompanied by points of 

contact for more information. Recommendations were often offered by event speakers and in security-

related handouts provided at all events. For example, at the lunchtime “To Send or Not to Send” event, 



AUTHOR PREPRINT VERSION 

after each act, the team lead described the security issue in plain language and offered concrete steps 

attendees could take. The accompanying handout also included a list of agency resources for more 

information.  

 

Measuring Success 

Gauging the impact of security awareness training on workforce attitude and behavior change was 

essential for determining program effectiveness. The development of meaningful measures of 

effectiveness could be non-trivial but was still a goal for S1, who viewed compliance and effectiveness 

metrics as being complementary: “I’m coming up with different ways of measuring how we’re making 

that impact as well as making sure we’re hitting all the right checkboxes for compliance. So, it’s kind of a 

balancing act” (S1). Compliance served as a once-a-year indicator of coverage across the entire 

workforce while effectiveness measures provided continuous evaluation. Towards this ongoing 

assessment, the team utilized a combination of quantitative and qualitative measures.  

Compliance metrics. Compliance metrics revealed how many employees fulfilled their mandated annual 

security awareness training. These metrics were reported to agency leadership and government oversight 

organizations. Compliance, although sometimes deceiving, was one indicator of progress as expressed by 

the team lead: “Seeing our training numbers, meeting our goals for the training numbers, even though 

that’s just compliance, it’s still showing that people realize that they have to take this, start making that 

awareness” (S1). Not meeting compliance goals could be disappointing. The team lead was upset when 

recent training compliance numbers were lower than desired due to an issue with employee rosters not 

being updated. 

Event attendance. Event attendance was an indicator of program popularity: “I think we’re starting to 

make a difference. I can see that by the numbers of people who come to our events and look forward to 

it” (S1). Although saying little about the impact, attendance was often the only immediately available 

measure. Since taking over the program, the team had seen an increase in attendance. Referring to 

security days, S1 compared the trend of 200-300+ attendees in the most recent three years with 

attendance prior to the team becoming involved: “We’ve also seen some after action reports from some of 

the other cybersecurity events that took place…They were excited to get 50 people.”  In addition to event 

attendance, there was an increase in the number of people who viewed online posted content after the 

event. Whether because of improvements in quality or better marketing of events, the team and their 

leadership interpreted these numbers as a positive sign. 

Event attendance was not just assessed by number of attendees but also by who attended as an 

indicator of reach across the agency. The team had observed an increasingly diverse audience beyond 

those with security roles. However, there was still a large portion of the agency population who chose not 

to attend events.  

To increase reach, the team was considering new approaches. Because employees may be reluctant to 

step away from work to attend events, ideas for future improvement centered on the team visiting staff. 

M2 suggested that the team consider occasionally attending group meetings to talk about security. 

Because of thin resources, M2 also discussed the possibility of having security “ambassadors” within 

each mission organization. These ambassadors could serve as an extension of the security awareness team 

by passing on security tips and reminders to coworkers. 

 

Employee feedback. Employee feedback was another way in which the team gauged the effectiveness of 

their program. After every security day and security officer forum, the team invited attendees to complete 

an anonymous, post-event survey. Although results may be subject to self-selection bias, surveys 

provided a useful mechanism to obtain feedback. Respondents rated the quality of topics and 

presentations, event organization, and communications and could provide additional feedback and 
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suggestions for future events. Overall, survey respondents viewed the events positively. Out of 43 

respondents in two security officer forum surveys, 93% rated the quality of speakers and topics as above 

average or excellent. Out of 109 respondents in three security day event surveys, 95% rated the quality as 

above average or excellent. For the second security day we observed, the survey additionally asked why 

people attended the event. Out of the 21 respondents, two-thirds indicated that they wanted to earn 

training credit, while over 85% said that the advertised talks looked interesting. Just over half attended 

because they thought the information would be helpful in their jobs. These reasons provided insight into 

employee motivations for attending and their perceived value of the events. 

In addition to survey responses, the team often received feedback directly from employees (face-to-

face, email). Although not quantifiably measurable, direct feedback provided anecdotal evidence that 

security awareness was shifting security attitudes and generating interest. Staff members told S3 how 

much they enjoyed past events: “We were still hearing things about speakers we had a couple years ago, 

and people saying, ‘Oh can we get them back, can we get someone similar?’…The fact that we still hear 

feedback months and years later is very rewarding” (S3). Even managers in the team’s chain of 

command received feedback: “I'm getting a lot more positive feedback from the agency, from the user 

community, than I had in the past. And before, when we thought not getting negative feedback was good, 

getting positive feedback is even better” (M1). 

Our interviews with agency employees also shed light on the program’s impact. Several employees 

with security roles commented on the value of information presented at the security officer forums, with 

an IT specialist mentioning that one talk “made me think more about my system... [It] was something that 

I could apply to my own systems going forward” (E7). Over half the participants discussed the personal 

impact of awareness efforts related to phishing and appropriate email behaviors. An employee 

commented, “I didn't have that awareness before… I am much more educated now than I used to be… 

That by itself is a big deal” (E4). Others demonstrated that their awareness also translated into action, for 

example, being empowered to report potential phishing emails. An attorney remarked on how agency 

security awareness efforts led to increased vigilance:  

“You can get messages from the agency, and I go like, ‘Is this real?’ And I send it to the 

cybersecurity team to say, ‘Am I supposed to be answering this?’ So, basically, as a 

result of my training here, I am very, very suspicious of everything” (E5). 

 

User-generated incidents and reporting. Trends in employee-involved security incidents served as 

additional evidence that the workforce was becoming more security-aware: “Are they [incidents] going 

up? Are they coming down? Are we seeing more people going to the training and does that mean we’re 

seeing fewer events?” (S1). For example, indicators of behavior change might include decreases in the 

number of incidents of badges being left unattended in computers or fewer incidents of employees 

emailing unencrypted personally identifiable information.   

A decrease in phishing exercise click rates (number of employees clicking on the phishing email link) 

and number of repeat clickers (those who click on phishes in two or more consecutive exercises) also 

provided useful information. When click rates dipped lower, S1 wondered if this was because the phishes 

were too easy or if the security culture was improving. To test this, the team increased the sophistication 

of phishes sent during quarterly exercises. The subsequent click rates remained low, implying that 

employees were indeed informed about phishing and making sound decisions.  

Employee reporting of security issues was also viewed as a success indicator. When asked what 

measures of effectiveness were most meaningful, the CISO commented, “Once upon a time, I would have 

said fewer incidents. Now, I'm saying more better-reported incidents. So, people are recognizing that 

they've done something, recognizing that there's a problem” (M1). For example, the agency saw an uptick 

in phishing reporting for both phishing exercises and suspected real-word phishing emails. 

 S1 wanted to take a more holistic approach to measuring program effectiveness. S1 expressed the 

desire to work with security staff to examine agency security data (e.g., logs, incident reporting, real-

world phishing emails) and physical security data (e.g., badge incidents) to explore potential relationships 
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to awareness efforts and identify areas where new or different training might be beneficial. Phishing was 

discussed as an exemplar of how a holistic approach might work:  

“We’re trying to…be able to tie in together the people who take their training to the 

people who get caught with phishing exercises, the people who are really getting caught 

with phishing exercises with people who are losing their badges to people who send out 

information they shouldn’t to see what’s the correlation here. Are these people just too 

busy? Are they not paying attention? Is there a training problem?” (S1).  

Unfortunately, despite having solid relationships with other agency security groups, the team had 

not been able to make much progress on these goals because of limited resources. 

Evidence of leadership support. Another indicator of success was the increase of support from senior 

leaders. S1 believed, “If we can get the leadership to look forward to what we’re doing and show some 

interest rather than just being another line on a report, I think that’s very good. I think we’re making 

some progress” (S1). In years past, the leadership viewed the program as “just kind of this small little 

program. I don’t think it had that much spotlight on it” (S3). However, that had changed: “Now I’ve got 

the CIO and the deputy CIO and the CISO and the deputy CISO sitting in the crowd and watching the 

whole [event] rather than just showing up to give their opening remarks and then leaving” (S1). The 

interviewed managers were pleased with the progress the team had made. S1’s immediate supervisor 

complimented, “I think we're doing a fantastic job with the resources we have” (M2). S1 also engaged 

with senior leadership outside their chain of command: “I also do the senior executive training, and I’m 

trying to make them more aware of what we’re doing and why we’re doing it. And so far, I’ve gotten a lot 

of positive feedback” (S1).    

 

STUDY IMPLICATIONS 

Progressing Security Awareness Programs 

The case study further contributes to the existing body of knowledge about security awareness 

programs as well as informing practical implications for organizational security awareness programs. 

 
Advancing security awareness knowledge. Our findings provide observable evidence that validates the 

challenges of security awareness programs identified in prior self-report surveys and studies. For 

example, Agency Q’s security awareness team sometimes struggled to overcome negative perceptions of 

awareness training31,32 and faced resource issues exhibited by a constrained budget and S1 performing 

awareness duties part-time33,34. 

The team attempted to overcome these challenges in a real-world demonstration of approaches 

previously recommended (but not often observed) by researchers and industry experts: reinforcing 

security awareness throughout the year35, tailoring communications to the audience’s knowledge and 

emotional response to security; soliciting and acting upon employee feedback36; developing creative and 

varied ways to engage the workforce37,38,39; collecting a variety of measures of effectiveness40,41; and 

gamification42,43. 

Our case study also confirms and provides real-world examples of the influence of habit, fear 

(influenced by threats and self-confidence), and role value (tasks and nature of work roles) – elements of 

the Unified Model of Information Security Policy Compliance (UMISPC) – on employee intentions to 

follow information security policies44. Agency Q’s team facilitated habit by providing information 

applicable to both work and home so that good security behaviors become ingrained in daily life. Fear 
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was approached by presenting honest perspectives on security threats while tempering that by building 

employee self-efficacy via concrete guidance and resources. The team addressed role values by tailoring 

and making their communications relatable to different employee groups.  

We further discovered real-world implementation of the three dimensions of security awareness 

identified in prior research: perception (gaining knowledge of the existence of a security threats), 

protection (knowing what measures to take to counter threats), and behaviors (taking active and effective 

steps to reduce security incidents)45. The team facilitated perception by providing information about 

specific security threats and protection by providing practical recommendations. Behaviors were reflected 

to a certain degree by phishing simulation metrics and employee feedback; however, the team 

acknowledged that they have more work to do to gather and synthesize additional behavior-based 

measures. 

Agency Q’s team did little in the way of providing external, positive incentives, such as employee 

recognitions or competitions, which have been anecdotally cited as helpful in promoting positive security 

behaviors and attitudes46. However, there is debate on this topic since other researchers found that such 

rewards had no significant impact on security behavior intentions47. Regarding punishments, the agency 

suspended accounts of employees who failed to complete annual training. While effective in the short 

term to achieve compliance, prior work has shown that punishments and excessive fear appeals can be 

counterproductive in establishing long-term positive attitudes towards security, so should be used 

carefully48. 

 

Practical takeaways for programs. Our findings can serve as a resource to guide the work of security 

awareness professionals in transforming their own programs. While acknowledging that these approaches 

may not be suitable for all organizations, our observations afforded a unique opportunity to witness how a 

security awareness team goes about rethinking and progressing their program.  

As a basis of comparison for other organizations, we situate this transformation along the five 

increasing levels of maturity in the SANS Security Awareness Maturity ModelError! Reference source not found.: 

• Level 1, Non-existent program 

• Level 2, Compliance-focused - program focused on meeting annual training requirements 

• Level 3, Promoting Awareness and Behavior Change - program includes topics that directly 

impact the organization’s mission; awareness activities conducted continuously throughout the 

year 

• Level 4, Long-term Sustainment and Culture Change - program has processes, adequate 

resources, leadership support, and positive impact on  security culture 

• Level 5, Metrics Framework - program collects metrics, including behavioral impact, resulting in 

continuous improvement and demonstration of return on investment 

 

The case study revealed specific examples of how a security awareness program can evolve beyond 

Level 2 (found in many organizations) by translating the intent of the training policy into organization-

relevant approaches aimed at changing attitudes and behaviors of individuals. For example, the team 

demonstrated meeting the threshold for Level 3 by picking topics relevant to the organization and its 

employees. The team also distributed security information throughout the year using a variety of engaging 

formats − informal drop-in events, structured security days, and physical materials − to accommodate 

differences in employee preferences. The program’s use of gamification and humor further attracted 

attendees to events, embodying security expert Adam Shostack’s view that “Security is very serious stuff, 

but that doesn't mean that we can't be playful, creative, or engaging as we work”50. 

 Through its efforts, the program further demonstrated most elements needed to advance to Level 

4 by facilitating shifts in organizational security culture, garnering more leadership support, and starting 

to gauge behavior change by collecting a variety of measures. However, they still struggled in that some 

employees did not see how security relates to their jobs. 
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 The agency program had not yet attained the highest maturity level, as the team recognized that 

there were still challenges and improvement opportunities for measuring effectiveness, largely due to 

resource shortfalls.  They implemented some of recommended measures in Chaudhary et al.’s security 

awareness metrics framework51. The team collected accessibility indicators to measure relevance, quality, 

and reachability via employee feedback surveys and attendance reports of which groups most frequently 

attended events.  Monitoring indicators to gauge organizational support came via surveys, leadership 

involvement, and informal feedback. They implemented impact indicators in the form of phishing click 

rates; however, security incidents were not correlated to the extent they would have liked. The team also 

did not measure sustainability indicators of the impact on organizational policies and program funding 

over time. 

 We also note another shortfall that can serve as a lesson learned for other programs: the lack of 

utilization of established instructional design principles or learning (e.g., Experiential Learning Theory)52 

and behavioral theories (e.g., Protection Motivation Theory, Theory of Planned Behavior)53,54, which can 

be valuable in informing awareness approaches. Part of this issue may be attributed to the research-

practice gap common to many disciplines, including human-centered cybersecurity55. In addition, the lack 

of involvement of learning experts and communications and marketing staff – whose practices are based 

on enduring behavioral theories – may have put the agency team at a disadvantage. 

 

Progressing the Security Awareness Role 

Our findings provide additional insights and understanding of security awareness professionals as a 

unique work role. 

 

Advancing knowledge of the security awareness role. Program transformation was facilitated by the 

Agency Q security awareness team transitioning from being compliance managers to becoming 

organizational security influencers in the form of risk communicators, change agents, and cybersecurity 

advocates. We find that security awareness professionals are risk communicators since they need to 

effectively communicate security risk and assist people in seeing the consequences of their decisions with 

a goal of enabling positive security behaviors56,57,58. They may also be a type of change agent, described 

in Diffusion of Innovations Theory as someone who actively influences people’s technology adoption 

decisions59. Security awareness professionals are also cybersecurity advocates, security professionals who 

actively promote and facilitate the adoption of security best practices and technologies as an integral 

component of their jobs60,61.  

 Through direct observations and multi-stakeholder perspectives we illustrate the desired 

knowledge and skills for these security influencers in a real-world context. The team displayed not just 

technical acumen but also non-technical, professional skills (e.g., interpersonal skills, listening, 

communication skills, context awareness) previously identified as necessary for risk 

communicators62,63,64, change agents65, and cybersecurity advocates66,67 to establish trust and credibility 

with recipients of their communications. For example, the team regularly solicited employee feedback, 

were viewed as friendly and approachable, and took special pains to communicate in plain language. 

They also had the multi-disciplinary composition advantageous in cybersecurity advocacy68 and security 

awareness69 teams. Although only the team lead had a technical background, the skills brought to bear by 

the other two team members (e.g., interpersonal, creative, planning) contributed to the program’s 

progression and demonstrated the benefit of having diverse skillsets in awareness teams.  

 

Practical implications for supporting the security awareness role. Evidence of professional 

competencies can contribute to industry efforts to formally define a security awareness role within 

security work role frameworks, including the widely-adopted National Initiative for Cybersecurity 

Education Workforce Framework for Cybersecurity (NICE Framework)70. The NICE Framework 

includes Work Roles consisting of tasks, knowledge, and skills. Private and public sector organizations 
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have utilized these Work Roles to hire security workers, build teams to achieve specific objectives, shape 

career paths, and discover critical workforce gaps71. Currently, the Framework lacks a Work Role that 

adequately captures the duties and necessary knowledge and skills of security awareness professionals72. 

To remedy this, SANS proposed a new Work Role called “Security Awareness and Communications 

Manager,” which places less emphasis on technical skills and more on professional skills such as 

communications, partnering, and project management73. Our case study provides further evidence of the 

skills needed by these important security professionals. 

CONCLUSION 

Our discoveries contribute to the research body of knowledge on security awareness by providing 

evidence from a real-world context, validated by the perspectives of multiple stakeholders. In addition, 

the approaches and program progression demonstrated by the studied security awareness team can serve 

as a valuable example and resource for security awareness professionals in other organizations as well as 

industry and government groups developing guidance on building effective security awareness programs 

and defining the security awareness role. 

Ultimately, organizations should be cautious about the potential pitfalls of having a strict 

compliance mentality in which success is solely measured by training completion rates. Rather, security 

awareness programs should strive to go beyond compliance to engage and empower employees to be 

informed, responsible cyber citizens no matter where they are. 
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