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Abstract—This study focuses on the analysis of propagation of
Regular, Extended, and Large Communities in the Border Gateway
Protocol (BGP). Once added, these communities are often intended
to be transitive by default, meaning that they should be propagated
from one autonomous system (AS) to the next in the propagation
path of BGP Update messages. There are evolving specifications
in the IETF for route leak detection, Distributed Denial of
Service (DDoS) mitigation, and other applications that use these
communities, and depend on the transitivity to work. Relative
to prior studies, this paper attempts to significantly advance the
accuracy in measurement and analysis of the propagation behavior,
especially for the Regular Communities. This is accomplished by
performing the measurements against known applications. This
work also provides measurements of the propagation of Extended
and Large Communities which have not been studied before to
the best of our knowledge. These propagation measurements and
analyses provide insights on whether these communities adequately
propagate in the current Internet to benefit evolving applications
and also whether they propagate beyond their intended scope thus
reflecting poor hygiene and clutter on the Internet control plane.

Index Terms—BGP, BGP Community, Measurement, Analysis,
Regular Community, Extended Community, Large Community

I. INTRODUCTION

Currently, three types of Border Gateway Protocol (BGP)
communities have been standardized by the Internet Engineer-
ing Task Force (IETF). One is simply called Community [11]
but we often refer to it as Regular Community (RC) in this
paper to clearly distinguish it from the other two types. The
other two are called Extended Community (EC) [7] and Large
Community (LC) [RFC8092]. In the rest of this document, in
many instances, the three types of communities will be simply
referred to by their abbreviated names, i.e., RC, EC, and LC.
These communities are used to share application-specific policy
information between autonomous systems (ASes). For example,
information about peering relations is encoded and signaled
using the LCs in an evolving IETF standard for route-leak
detection and mitigation [14] [15]. ECs are proposed to be used
in an evolving Flowspec 2.0 specification [16] that facilitates
DoS/DDoS mitigation. These Internet security solutions depend
on the transitivity of the LCs and ECs to work at least over a
few AS hops.

The landscape of BGP Community usage and awareness
has continued to evolve. There is work in progress on Wide
BGP Communities (sometimes called the “BGP Community
Container” attribute) to enhance what can be expressed with
communities [30]. Krenc et al. [31] introduced a method to
classify BGP communities as action or information oriented
based on their path characteristics and routing context, providing

essential semantic insight that complements ongoing efforts to
better structure and interpret community usage.

This study focuses on the analysis of propagation character-
istics of the communities of all three types. Once added, these
communities are intended to be transitive by default meaning
that they should be propagated from one AS to the next in the
propagation path of BGP Update messages. However, there are
variations in how network operators view and treat BGP com-
munities. Relative to prior studies [1] [2], this paper attempts
to advance the accuracy in measurement and analysis of the
propagation behavior, especially for the Regular Communities.
This is accomplished by performing the measurements against
specific known applications. The need for such analysis was
expressed in IETF working groups [19]. Focusing on specific
applications, it is possible to know the expected behaviors and
the measurements can be performed against that. There is also
strong interest in the IETF Inter-domain Routing (IDR) and
Global Routing Operations (GROW) working groups about the
propagation behaviors of LC and EC [17] [18]. So, our study
also provides measurements on the propagation of Extended and
Large Communities1. These propagation measurements provide
insights on whether these communities propagate adequately to
benefit the applications they serve. We also study whether they
propagate beyond their intended scope thus possibly reflecting
poor hygiene and clutter on the Internet control plane. For
example, Blackhole Communities (which are examples of RCs)
used for remote triggered blackhole (RTBH) must propagate
to the RTBH provider AS but not beyond that. RTBH is a
mechanism that allows network operators to discard unwanted
or malicious traffic as close to the source as possible to prevent
congestion or mitigate DDoS attacks. The topic of Blackhole
Community propagation was studied before in [1] [2] but our
study probes further and aims to provide additional insights
(described in Section IV-A). The overall results in this paper
should be helpful for people in R&D and standards develop-
ment organizations (SDOs) working on future Internet routing
protocols and applications that utilize BGP communities (RC,
EC, or LC).

1To the best of our knowledge, measurements of ECs and LCs have not been
published before in existing literature except for our presentation of a very
preliminary version of this work in an IETF meeting [18]; it was only a slide
presentation.



II. DATA COLLECTION AND MEASUREMENT
METHODOLOGY

The results presented in this paper are derived from detailed
analyses of historic BGP Update datasets from the RIPE Rout-
ing Information Service (RIPE-RIS) [3]. Routeviews [4] data
was also used for additional analyses and cross-checking our
results. We downloaded all Updates from RIPE-RIS generated
on July 15, 2021, from collector RRC03 (one file every 5
minutes). In total, we have 288 files with more than 19 GBytes
of data consisting of over 52 million BGP Updates. In this
study, we focused on updates with community attributes. This
includes all three BGP community types (RC, EC, and LC). One
purpose RCs can be used for is to convey information necessary
for Blackholing services. To identify Blackhole Communities
(BCs), we used a process similar to that presented in [2]. We
started by generating the whole list of unique RCs from the
BGP Update data. Then, for each ASN (i.e., Community ID)
in each RC, we searched the AS’s registration record either
from the well-documented communities lists in Internet Routing
Registry (IRR) (we use the IRR records in Merit RADb [5])
or from AS’s (or ISP’s) web page (e.g., [20] to [28]). BCs
are identified by searching with keywords such as ‘blackhole’
or ‘null route’. To identify other Regular Communities (RCs)
that are not Blackhole, we searched with keywords such as
‘customer’, ‘peer’, ‘non-customer’, etc. In addition, we also
searched for keywords that specifically indicate that the RCs
are indeed propagated to customers2. This allows us to identify
RCs that are intentionally propagated to customers rather than
used only internally within the AS. By making this extra effort
(compared to previous studies [1] [2]), it is possible to measure
the propagation of RCs against known applications where
propagation is required. The measurement methods applied for
EC and LC will be described in later sections while presenting
the results.

III. HIGH-LEVEL STATISTICS OF REGULAR, EXTENDED,
AND LARGE COMMUNITIES

Table I provides high-level statistics related to the measure-
ments of RCs, ECs, and LCs. The reported results were obtained
from the analysis of a total of over 52M Updates from RIPE-
RIS (see Section II). The table is organized into seven parts.
In the top four parts, the measurements are provided for each
of the community types (RC, EC, LC) in terms of the #unique
routes (i.e., {Prefix, Path, community} triples), #unique routes
with Absent AS (i.e., ASN in the community (or global) ID is
absent in the AS path), #unique{Prefix, community} pairs, and
the #unique communities. The count of # unique {Prefix, Path,
RC} triples is higher than the # Updates because there are often
multiple prefixes carried in an Update due to prefix packing.
Some distinctions are also made in the presented measurements,
e.g., between transitive 2-octet AS EC and transitive 4-octet
AS EC [9]. The non-transitive EC is not mentioned in the
table because none were observed in the trace data. This
transitive/non-transitive distinction does not exist for RCs and

2RCs declared to be propagated to lateral (i.e., non-transit) peers is another
specific application that can be part of future study.

LCs at present (per IANA registrations). The table also shows
that a total of 3,872 ASes (out of a total of about 70K ASes)
propagate some instances of the RCs, ECs, or LCs studied.
This is in the sense that these ASes appeared in a path segment
in a BGP Update through which a community (of any type)
has propagated. We also observe that 22 (out of a total of 24
[29]) Tier-1 ASes propagate RC, EC, or LC. Measurements on
some miscellaneous RCs are reported as well. These include,
for example, 0:0 which is known as ‘Internet community’ meant
to signal that the RC should propagate without being stripped.
The data reported in the last part of Table I related to Blackhole
Communities will be discussed in more detail in Section IV-A.

TABLE I: High-Level Statistics of Regular, Extended, and Large
Communities.

# Updates (raw) 52,765,351
RC, EC, LC Statistics
Unique routes
# Unique {Prefix, Path, RC} 69,643,850
# Unique {Prefix, Path, Transitive EC} 1,143,809
# Unique {Prefix, Path, Transitive 2-Octet AS EC} 826,575
# Unique {Prefix, Path, Transitive 4-Octet AS EC} 98,507
# Unique {Prefix, Path, LC} 12,802,541
# Unique {Prefix, Path, LC} LC with Global ID = 0 12
Absent: ASN in Comm. ID is Absent in AS path
# Unique {Prefix, Transitive RC} with Absent AS 16,539,684
# Unique {Prefix, Transitive EC} with Absent AS 313,147
# Unique {Prefix, Transitive LC} with Absent AS 4,366,977
Unique {Prefix, community} pairs
# Unique {Prefix, RC} 40,431,120
# Unique {Prefix, Transitive EC} 518,532
# Unique {Prefix, Transitive 2-Octet AS EC} 496,517
# Unique {Prefix, Transitive 4-Octet AS EC} 22,015
# Unique {Prefix, LC} 5,725,244
Unique community
# Unique RC 49,782
# Unique Transitive EC 2,659
# Unique Non-Transitive EC 0
# Unique LC 2,363
Propagating Autonomous Systems
# ASes that Propagate RC (at least once) 3,298
# ASes that Propagate LC (at least once) 262
# ASes that Propagate EC (at least once) 527
# ASes that Propagate RC or LC or EC 3,872
# Tier-1 ASes that Propagate RC or LC or EC 22
Miscellaneous
# Unique {Prefix, Path, RC=Any:666} 264,557
# Unique {Prefix, Path, RC = 0:0} 18,583
# Unique {Prefix, Path, RC=0:Any} 10,293,308
# Unique {Prefix, Path, RC=Any:65535} 195,462
Blackhole Community (BC)
# Unique BC 21
# Unique {Prefix, BC} 876
# Unique {Prefix, Path, BC} 2,512
# Unique {Prefix, Path, BC} 65535:666 WKC 21
# Unique BC (ASN:666 Blackhole) 9
# Unique BC (ASN:not-666 Blackhole) 12
# Unique RC (ASN:666 that are not Blackhole) 4

IV. ANALYSIS OF REGULAR COMMUNITIES

Signaling a Blackhole request using a Blackhole Community
(BC) is an application of the Regular Community (RC). Other
applications of RC include signaling customer or peer routes in
Update messages sent to customers. Here “customer routes” and



“peer routes” mean the routes learned from customers and those
learned from lateral (i.e., non-transit) peers, respectively. Here,
we report on the measurement and analysis of BCs (Section
IV-A) as well as other RCs corresponding to applications such
as signaling a customer or peer (Section IV-B).
A. Blackhole Communities

Blackhole Community (BC) of the form ASN:x is used to
request Remote Triggered Blackholing (RTBH) service. Here,
the ASN field (2-octets size) is called the Community ID and is
typically the ASN that offers the Blackholing service, and the
value of x denotes Blackholing request. Many operators use x =
666 for BC. However, some operators use an x value different
from 666 for BC. Examples of this are 3356:9999 (Level 3)
[23], 1299:999 (Telia) [21], and 3257:2666 (GTT) [27]. Some
operators use the ASN:666 community for an application other
than Blackholing. For example, AS 3356 uses 3356:666 to
signal a peer route [23]. So, care is needed to prepare an
accurate list of BCs. Sometimes the Well-Known Community
(WKC) 65535:666 [6] is also used for BC. In such cases, when
the ASN offering the RTBH is not used as the Community ID,
it is not possible to determine which AS in the path is the
RTBH service provider. The Updates in such cases are ignored
in performing the measurements on BC propagation. However,
such BCs are counted and reported as ‘Absent’ meaning that
the ASN in the Community ID of the BC is absent from the
AS path (see Table I).

We assume that the origin AS in the BGP Update message
attaches the BC since it originates the prefix that is under a
Denial of Service (DoS) attack. (Note: Discussions on the IETF
GROW list [19] have clarified that it is unusual or rare for
an AS other than the origin AS to request Blackholing.) We
measure the number of hops (excluding prepends) from the
origin AS to the AS offering RTBH service and this metric
is called #hops propagated to RTBH provider. We also measure
the total number of hops propagated from the AS offering RTBH
service to the last AS in the AS path. This metric is called the
#hops propagated beyond the RTBH provider. When a server (or
servers) in a subnet is under DoS/DDoS attack, the AS which
announces the prefix can originate a route with a Blackhole
Community attached. This route is usually for a more specific
prefix (subsumed under the normally announced prefix) and
contains the address(es) of the server(s) under attack. The route
is intended to transitively propagate to an AS one or multiple
hops away that offers the RTBH service. Sometimes the route
only needs to propagate in iBGP within the originating AS if
the egress router(s) in the originating AS happens to be the
RTBH provider. In this case, the ASN in the BC matches the
origin AS and the #hops to RTBH provider is counted as zero.

We believe that the distinction of the metrics ‘#hops prop-
agated to RTBH provider’ (from the origin AS) and ‘#hops
propagated beyond the RTBH provider’ (see above) is useful
and novel (relative to [1] [2]). Note: AS prepends are eliminated
in our study as well as other cited studies [1] [2] so the AS path
consists of only the unique ASNs.

We created a listing of Blackhole Communities (BCs) using
the Whois information from the Merit RADb [5] as well as
websites maintained by networks (e.g., [20] to [28]). These

websites describe the Communities that the networks use or
require their customers or peers to use to facilitate various
applications or services. From this search, we found a total of
214 unique BCs having the form ASN:x that fall into one of two
types: (1) x is 666, and (2) x is not 666. We created lists of 96
BCs that are of Type 1 and 118 BCs that are of Type 2. As noted
earlier, some networks do not use their ASN value in the BC;
examples are 65535:666 (WKC per [6]), 0:666, and 0:66. These
are included in our results obtained from searching Merit RADb
and the web. The number of unique BCs that we found is higher
than those obtained in [2]. That is expected in part because the
number of networks using BCs increases over time. We looked
for the presence of the BCs from the lists mentioned above in
the RIPE-RIS Update data. Tables II and III list (for Type 1 and
Type 2, respectively) the BCs that were observed in the RIPE-
RIS Update data and the number of unique routes observed for
each BC. A majority of the BCs from our Type 1 and Type 2
lists mentioned above were not observed in RIPE-RIS. Only 21
(out of the 214) were observed as listed in Tables II and III. That
is considered to be good because BCs should not be visible to
RIPE-RIS or Routeviews in large numbers. The reasons behind
this are: (1) BCs are short-lived (lasting only for the DDoS
mitigation period), (2) they typically propagate very few AS
hops to reach RTBH provider, and (3) most BCs are associated
with highly specific prefix announcements that get blocked by
eBGP routers unless appropriate Blackhole route policies are in
place.

TABLE II: ASN:666 that are Blackhole Communities

ASN:666 that are BC #Unique routes
9002:666 883
8595:666 24
49544:666 24
65535:666 21

0:666 7
12714:666 2
13101:666 1
41722:666 1
21056:666 1

TABLE III: ASN:x (x ̸= 666) that are Blackhole Communities

ASN:x (x ̸= 666) that are BC #Unique routes
0:66 724

3491:999 716
43267:9999 24
25478:9999 24
50384:6666 24
3356:9999 10
1299:999 8
3257:2666 6

33891:33890 5
31133:999 3

12389:55555 2
20485:65535 2



TABLE IV: ASN:666 that are not Blackhole Communities

ASN:666 that are not BC #Unique routes
3356:666 208,308
2603:666 39,170
5511:666 6,983

34145:666 1
5650:666 0
6128:666 0
7385:666 0

Table IV lists the RCs found from the IRR and websites
in which ASN:666 is used for purposes other than BC, and
also shows the number of unique routes observed for each.
There RCs are not included in the BC analyses, and are instead
included in the RC (non-Blackhole) analyses in Section IV-B.

In our study of BCs, we consider only the BCs that have
been declared to be BCs by the network operators. By doing
so, we accurately measure the propagation against known RTBH
application instances.

Fig. 1 shows the distribution (in raw numbers) of the #hops to
the RTBH provider (from the origin AS), and Fig. 2 shows the
corresponding empirical cumulative density function (ECDF).
The two figures also show the plots for the #hops propagated
beyond the RTBH provider. The figures show that a fairly large
fraction (69%) of unique routes with BCs is associated with
BCs for which the ASN in the BC is absent from the AS
path in the Update message. This data point is represented by
‘Absent’ in the plots. ‘Absent’ also includes the cases where
the ASN in the BC is 65535 or 0. These key observations can
be made about Figs. 1 and 2: (1) The number of routes with
BCs seen in the wild is minuscule compared to the number of
routes seen with other types of RCs (also see Table I); (2) The
distribution of #hops propagated to RTBH provider has most
of its mass at either zero or one hop; and (3) The distribution
of #hops propagated beyond RTBH provider has most of its
mass at one and two. BCs are meant to propagate only to
the RTBH provider(s) which are generally either zero or one
hop away from the AS requesting RTBH service. Hence, BGP
collectors (e.g., Routeviews or RIPE-RIS) should rarely observe
them. The observations also indicate reasonably satisfactory
results that are consistent with good hygiene about BCs. ASes
should not normally allow BCs to propagate beyond the RTBH
provider(s). In some cases, a primary RTBH provider forwards
the Blackhole Update to some immediate peers for their help
in making RTBH even more effective.

Fig. 3 shows the distributions of # unique routes with BCs
and # unique BCs vs. the prefix length of the Blackhole prefix
for IPv4. The # unique routes measure is the count of unique
{Prefix, Path, BC}. It is instructive that the bulk of the routes
(or BCs) occur at prefix length 24. A few routes even have
/32 IPv4 prefixes. BCs are expected to be associated with
prefixes with long prefix lengths. Prefixes more specific than
/24 are normally not propagated beyond the originating AS or
an immediate neighbor (with Blackhole service agreement). If
propagated accidentally, they should normally be blocked by
ASes along the way because of their route filtering policies.
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Hence, the highly specific routes with BCs are not likely to be
detected at the collectors. Thus, the low measured numbers, as
well as the distributions in Fig. 3, appear consistent with the
expected behavior of routes with BCs.

Distribution of prefix lengths in Blackholing Community
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B. Other Regular Communities (Non-Blackhole)

Some high-level statistics about RCs, in general, were stated
and described earlier (Section III, Table I). Now, we turn our
attention to Regular Communities (RCs) that are not Blackhole
Communities (BCs) but belong to other known applications.
These RCs are defined by network operators to serve various
functions, such as tagging routes based on geography, origin
type (customer vs. peer), routing policy control (e.g., local
preference adjustment), or traffic engineering (e.g., AS-path
prepending). These communities offer transparency and control
within the operator’s ecosystem and across their customer cones.



Our strategy in this paper is to find the RCs that are unambigu-
ously declared to belong in an application category with certain
expected propagation behaviors. We narrow our focus to RCs
that are used by some major ISPs to signal peer and customer
routes and are propagated to customers. Specifically, we analyze
communities defined by three major global transit providers, AS
174 (Cogent) [20], AS 2914 (NTT) [22], and AS 1299 (Telia)
[21]. Each of these ASes declares in public documentation that
they tag routes with certain communities before propagating
them to their customers. These tags often encode information
such as region, city, or source relationship (e.g., whether the
route was received from a peer or a customer). For example:

• AS 2914 states, “Communities marked on routes sent to
customers”, and lists over 70 community values along with
their meanings, such as regions (e.g., 2914:420 for North
America), interconnection type, and peering source [22].

• AS 1299 (Telia Carrier) likewise declares, “Telia Carrier
offers origin BGP communities to all IP Transit customers
as a standard service feature”, providing a robust set
of community tags to help customers identify the origin
region and relationship of routes [21].

• AS 174 (Cogent) provides a more concise but still clear set
of communities, stating, “Routes announced to customers
by Cogent will have one of the following communities
associated with them.” [20]

The direct customers of these ISPs should propagate said RCs
to their customers and the propagation should continue down
the entire customer cone. Since RCs are transitive by defintion
[11], we expect to observe their propagation over multiple hops.

For illustration, Table V presents the specific community
values used by AS 174 and includes their descriptions and
route counts as observed in our dataset. These four RCs provide
valuable metadata about the route’s geographical origin and
whether it was learned from a customer or non-customer,
allowing for nuanced traffic engineering and policy enforcement
downstream. This table highlights how AS 174 leverages a small
but meaningful set of communities to classify route origins,
which not only helps with internal policy enforcement but also
benefits downstream customers by exposing valuable routing
context.

TABLE V: AS 174 RCs in routes announced to customers.

RC string Description #Unique routes
174:21100 Route is learned from

Europe (EU) non-customer 396,799
174:21001 Route is North America

internal or customer route 254,368
174:21101 Route is a EU internal or

customer route 156,994
174:21000 Route is learned from

North America non-customer 134,276

Other major ISPs also list the RCs that they use to signal peer
and customer routes but often do not make it explicitly clear
whether they use them only internally or propagate in eBGP to
their customers. So, for now, we have decided not to include
these ASes in the analysis. But in reality, often the RCs that
belong to them are observed in the Routeviews/RIPE-RIS data
to propagate multiple hops in large numbers of routes. Chances

are that these RCs are purposely propagated to customers
and/or peers, but to be conservative we focus on measuring
and analyzing only RCs that are unambiguously declared to be
announced to customer ASes. Thus, we consider the three major
ISPs – AS 174, AS 2914, and AS 1299 – as mentioned above.
This enables us to adhere to our strategy of measuring RCs
against known applications.

Fig. 4 shows the distribution of #hops propagated (from
the AS that matches the RC) for the RCs identified above
corresponding to AS 174, AS 2914, and AS 1299 applications
combined. These RCs should propagate down the respective
customer cones. The #hops propagated range from 0 to 7. The
ASes 174, 2914, and 1299 are major ISPs and they tend to
have multiple levels (or Tiers) in the hierarchy in their customer
cone. That explains why the #hops propagated can be easily 2
or 3. The key observation from this figure is that RCs used for
applications that benefit from transitive propagation, often do
propagate across multiple ASes. This contradicts the common
assumption that functions that rely on transitive RCs are not
viable in the current Internet.
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Fig. 4: Distribution of #hops propagated for {AS174, AS1299,
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Fig. 5 compares the ECDFs of #hops propagated for {AS174,
AS1299, AS2914} RCs sent to customers vs. all RCs (excluding
BCs). In the latter case, the measurement is naturally not
against specific known applications. However, we thought the
comparison may be of interest. The figure shows that ‘all RCs’
propagate farther than the selected application-specific RCs.
This is intuitively explainable as follows. It is possible that ‘all
RCs’ may include many more similar application-specific RCs
from other top-Tier ASes with deeper customer cones. Many
other such RCs perhaps even propagate one hop up to a Tier-1
AS (or laterally from one Tier-1 AS to another) and then down.
These situations can result in larger hop distance propagation
by said RCs. So, as part of future studies, many more such
application-specific RCs should be identified (if possible) and
included in the measurements.

V. ANALYSIS OF EXTENDED COMMUNITIES

Some high-level statistics about ECs, in general, were stated
and described earlier (Section III, Table I). Here, we present
additional details. Fig. 6 shows the distribution of #hops prop-
agated for Extended Communities (ECs) in terms of #unique
routes. The #hops propagated measure is from the ASN in the
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Fig. 6: Distribution of #hops propagated for ECs.

path that matches the ASN in the EC. Here we assume that the
AS in the EC is the AS that added the EC. This provides a
conservative estimate of the propagation distance. The spike at
zero hops is contributed by one single AS and it corresponds to a
transitive EC of type 00. The first 0 indicates ‘transitive’ but the
second 0 (subtype for applications) is currently unassigned by
IANA [9]. The figure shows that ECs do transitively propagate
multiple hops, even up to 7 hops. Fig. 7 shows the distribution
of EC types in terms of #unique routes. EC types 00, 01, 02,
and 03 are all Transitive Two-Octet AS-Specific ECs [9] and
they have the highest values in terms of #unique routes seen.
All ECs observed and shown in Fig. 7 are of the transitive type.
No non-transitive ECs [9] are observed.
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VI. ANALYSIS OF LARGE COMMUNITIES

Some high-level statistics about LCs, in general, were stated
and described earlier (Section III, Table I). Here, we present

additional details. Fig. 8 shows the distribution of #hops propa-
gated for Large Communities (LCs) in terms of # unique routes.
The #hops propagated measure is similar to that described for
ECs above, i.e., from the ASN in the path that matches the
ASN in the LC. Here again, we assume that the AS in the LC
is the AS that added the LC to obtain a conservative estimate
of the propagation distance. Unlike that for ECs, there is no
IANA registration of LCs at present. LCs are transitive per RFC
specification [12]. From Fig. 8, it can be observed that LCs
propagate in substantial numbers up to 5 hops. And at higher
numbers of hops, LCs propagate in much smaller proportions,
even reaching up to 10 hops. The applications associated with
LCs do not seem to be published openly at this time, although
the route-leak mitigation draft [14] requests well-known LCs
to be allocated by IANA. Measuring LC propagation against
known applications is planned as part of future studies.
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Fig. 8: Distribution of #hops propagated for LCs.

VII. CONCLUSIONS AND FUTURE WORK

In this paper, we studied the propagation behaviors of Black-
hole Communities and Regular (non-Blackhole) Communities
used for signaling customer/peer routes in Updates sent to cus-
tomers. These communities have specific known applications. In
future studies, other known applications such as the RCs sent to
lateral peers to signal customer/peer routes can be included. The
measurements of propagation of Extended Communities indeed
show that only the transitive ECs propagate on the Internet
and the non-transitive ECs do not. That is rationally expected
behavior for ECs. Our study provides some evidence of good
hygiene being practiced by network operators about propagating
(or discarding) of at least some of the community types (e.g.,
BCs, ECs, and RCs of known applications). There is more
information needed about the emerging applications of LCs and
ECs. More measurements of the EC and LC propagation against
known applications are planned as part of future work.
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intended to imply that the services or practices identified are
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