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Abstract—The challenges of the Internet of Things (IoT) 

sensor networks include connectivity, interoperability, security, 

and privacy. The Institute of Electrical and Electronics 

Engineers (IEEE) P1451.0 standard is being revised based on 

these challenges and requirements to achieve sensor data 

interoperability and security for IoT applications. This paper 

analyzes the security requirements of sensor networks for IoT 

applications and proposed security solutions for IEEE P1451.0-

based IoT sensor networks. It specifies security policies and 

levels of IEEE P1451.0-based sensor networks to meet the 

security requirements and defines security transducer 

electronic data sheets (TEDS) to describe security protocol 

information for IEEE P1451.0-based sensor networks. An 

implementation of the security TEDS for IEEE P1451.0 and 

P1451.5-802.11 wireless sensor networks is provided to illustrate 

how to access security TEDS that contain detailed security 

parameters and information to achieve sensor data security and 

interoperability. 

Keywords—IEEE P1451.0, security, sensor network, Internet 

of Things, TEDS. 

I. INTRODUCTION 

The Internet of Things (IoT) is a system of uniquely 
identifiable “Things” or devices that are interconnected to the 
Internet and can share sensing and actuation data and 
information. The challenges of IoT sensor networks include 
connectivity, interoperability, security, and privacy. IoT 
cybersecurity is the act of securing IoT devices and the sensor 
networks they are connected to.  Along with the growth of IoT, 
new security issues arise while traditional security issues 
become more severe. The main reasons are the heterogeneity 
and the large scale of connected objects [1]. As a fusion of 
heterogeneous networks, IoT not only encounters the same 
security problems with sensor networks, mobile 
communication networks, and the Internet but also more 
particular ones, such as privacy protection problems, 
heterogeneous network authentication, access control 
problems, as well as information storage and management [2]. 

Networked sensors connected using wired or wireless 
means can be used in many applications in IoT, such as 
aerospace, smart homes, and industrial automation [3]. To 
address the requirements of IoT, Industrial Internet of Things 
(IIoT), smart grid, and cyber-physical systems (CPS) 
applications via different types of network interfaces, the 
Institute of Electrical and Electronics Engineers (IEEE) P1451 
family of standards on smart transducer interfaces for sensors 
and actuators have defined standards specifications for device-
level and network-level interfaces to fulfill these needs. 

 The IEEE P1451 family of standards architecture is 

shown in Fig.1. The family of standards is uniquely defined 

with device-level interfaces, such as the mixed-mode 

transducers interface (P1451.4), wired (P1451.2) and 

wireless interfaces (P1451.5), and Radio-frequency 

identification (RFID)-to-sensor interface (P1451.7). And it is 

also defined with network-level interfaces such as P1451.1.4 

extensible messaging and presence protocol (XMPP), 

P1451.1.5 simple network management protocol (SNMP), 

and P1451.1.6 message queue telemetry transport (MQTT) 

for IoT applications (1451 clients) to access sensor data and 

metadata information to and from the devices as well as 

P1451.99 (network harmonization interface) to exchange 

these P1451 data and information with other non-1451 IoT 

networks. All these interfaces shown in Fig. 1 are based on 

the core of the family of standards, IEEE P1451.0, which 

provides common functions, network services, transducer 

services, and transducer electronic data sheets (TEDS) 

formats for members of the IEEE P1451 family of standards 

to be interoperable in both network interfaces and transducer 

interface [4]. It defines the common functions and 

characteristics that are to be performed by a network-capable 

application processor (NCAP) that is a 1451 server or a 

gateway of IEEE P1451.0 standard-based sensor networks. It 

defines a set of network services application programming 

interface (API) that includes a set of requests and responses 

to access sensor data and TEDS data from the NCAP (1451 

server) for IoT applications (1451 clients). It also defines the 

common functions and characteristics that are to be 

performed by a transducer interface module (TIM). It defines 

a set of transducer services that include a set of commands 

and replies to facilitate the setup and control of the TIM as 

well as reading and writing the data used by the system. APIs 

are defined to facilitate communications with the TIM and 

with applications. It also specifies the TEDS formats. These 

standards also define global identity, security, and time  

 

Fig. 1. Architecture of suite of IEEE P1451 standards. 
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Fig. 2. IEEE 1451 NCAP and TIM combination showing real-time control 

of an inverted pendulum. 

synchronization for IEEE P1451.0-based local-area network 

(LAN) and wide-area network (WAN) sensor networks. The 

objective of IEEE P1451.0 is to achieve sensor data 

interoperability in the network interface and transducer 

interface. IEEE P1451.0 enables the access of sensors and 

actuators data and information and passes them to IoT, IIoT, 

and CPS clients and applications via all these network 

interfaces mentioned above. An IEEE 1451 NCAP and TIM 

combination has demonstrated a real-time control of an 

inverted pendulum, which is a pendulum with its center of 

mass above its pivot point. The inverted pendulum is unstable 

and it needs to be controlled to stay up vertically and stably 

by a motor control system. This IEEE 1451-based motor-

controlled, inverted pendulum system shown in Fig. 2 [5] has 

illustrated a typical high-speed control application in IoT with 

sensors and actuators. Thus IEEE P1451 standards work well 

to support sensing and actuation functions for IoT and its 

control bandwith is mainly based on the capability of 

controller hardware selected. The IoT applications of IEEE 

P1451.0-based sensor networks can reduce human errors by 

using TEDS to perform self-configuration, improve and 

maintain sensor measurement accuracy by using calibration 

TEDS data, ease field installation, upgrade, and maintenance 

by the plug and play of replacement devices, and thus 

reducing the total life-cycle costs of IoT sensor systems. 

The deployment of IEEE 1451 smart transducers and 
sensor networks for IoT can help achieve sensor data 
interoperability and plug-and-play capability. Standardized 
messaging can be used to access sensor data in a standardized 
format and to command actuation in IoT systems. IoT 
applications can access sensors and actuators connected to the 
TIM (or simply referred to as 1451 sensor/actuator node) via 
the NCAP (referred to as 1451 server or network node). Like 
other IoT systems, IEEE P1451.0-based sensor networks 
could be exposed to increased security threats that have 
potential impacts in the areas of confidentiality, integrity, and 
availability of the networks. Therefore, there is a need to 
develop security requirements and specifications for the 
secure operation of IEEE P1451.0-based sensor networks.  

This paper focuses on the security of IEEE P1451.0-based 
sensor networks, including security requirements of IEEE 
P1451.0-based WAN interfaces and LAN interfaces, the 
proposed security solutions for IEEE P1451.0-based sensor 
networks, and the implementation of IEEE P1451 security 
levels. This paper is organized as follows. Security 
requirements of IEEE P1451.0-based sensor networks are 
analyzed in Section II. Section III describes proposed security 
solutions for IEEE P1451.0 sensor networks. The security 
TEDS implementation of IEEE P1451.0 and P1451.5 - 802.11 
wireless sensor networks is provided in Section IV. Section V 
provides the conclusion.  

II. SECURITY REQUIREMENTS OF IEEE P1451.0-BASED 

SENSOR NETWORKS 

A. Architecture of Security for IEEE P1451.0-Based Sensor 

Networks 

 Fig. 3 shows an architecture of security of IEEE P1451.0 

standard-based sensor networks for IoT applications [5]. As 

shown in Fig. 3, an IEEE P1451.0 and P1451.1.X standards-

based WAN consists of a few of IoT applications (1451 

clients), and a set of NCAPs (1451 server, or network gateway 

node). These NCAPs are connected with the IoT applications 

via Internet/Intranet (e.g., Ethernet or cellular). The 

communications between IoT applications and NCAPs are 

based on IEEE P1451.0 network services and IEEE 

P1451.1.X interfaces. Also, an IEEE P1451.0 and P1451.5.X 

standards-based wireless LAN (WLAN) consists of an NCAP 

(1451 server) and a set of wireless TIM (WTIM). These 

WTIMs are connected with the NCAP via wireless mediums 

defined in IEEE P1451.5.X interfaces (e.g., 802.11, Bluetooth, 

ZigBee, 6LowPAN, NB-IoT, SigFox, and LoRa WAN). The 

communications between the NCAP and WTIMs are based on 

IEEE P1451.0 transducer services and IEEE P1451.5.X 

interfaces. 

B. Security Requirements of IEEE P1451.0-Based Sensor 

Networks 

IEEE P1451.0-based sensor network security is the act of 
securing IoT devices and the networks they are connected to. 
The key requirements for any IoT security solution are device 
and data security, including the authentication of devices and 
confidentiality and integrity of data [6]. 

1) Security Requirements of IEEE 1451 WAN Interfaces 

The WAN interfaces have a large number of devices, and 

each has to be authenticated to ensure the right devices are 

using the network. 

a) Application: The application will be software 

installed on a computer to provide command and control 

information to the sensors via the NCAP (gateway) and to 

receive and process sensor data for monitoring and control 

applications and display results. The security requirements of 

the applications are: 

• The integrity of application software can be verified. 

• The identity of applications connected to the NCAPs can 

be authenticated. 

• The integrity of the received data can be verified [7]. 

• The source of the received data can be authenticated as a 

legitimate NCAP. 

 

Fig. 3. Architecture of security for IEEE P1451.0-based sensor networks. 
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• Applications need to make sure the traffic is not 

overloaded. 

• Data stored in application need to be protected. 

• Data transferred in application need to be encrypted. 

b) NCAP in WAN: The NCAP will forward sensor data 

to the application (1451 client) for processing. Similarly, the 

NCAP may receive command and control information from 

the application (1451 Client) to send to the appropriate TIM. 

The security requirements of NCAPs are: 

• The identity of NCAPs connected to the IoT applications 

should be authenticated by applications.  

• NCAPs should make sure the network traffic is not 

overloaded. Data transferred in NCAPs need to be 

encrypted. 

• The source of the received data can be authenticated as a 

legitimate application or NCAP [8]. 

• NCAPs authorize IoT applications and ensure 

applications only get the data they are authorized to 

access [9].  

2) Security Requirements of IEEE 1451 LAN Interfaces 

a) TIMs: The TIMs mainly refer to 1451 wireless 

sensors and actuators with resource-limited. The security 

requirements of TIMs are: 

• The integrity of the LAN  firmware, configuration, 

software, and hardware circuits can be verified [10]. 

• The identity of TIMs connected to the NCAPs can be 

verified by NCAPs.  

• TIMs only respond to messages from authenticated and 

authorized devices. 

• TIMs only transmit data to the desired and authorized 

devices. The data is secure and accessible only to 

authorized users [11]. 

• TIMs do not allow the collected data to be accessed by 

neighboring nodes [11]. 

b) NCAP in LAN: The NCAP will be a wireless radio 

configured to receive and aggregate signals from the WTIMs. 

The NCAP will forward sensor data to the application (1451 

client) for processing and data fusion. Similarly, the NCAP 

may receive command and control information from the 

application (1451 Client) to send to the appropriate TIM. The 

security requirements of NCAP in LAN are as follows: 

• The payloads of the packets in the LAN interface should 

be encrypted [12]. 

• The identity of NCAPs connected to TIMs should be 

authenticated by TIMs.  

• The source of the received data can be authenticated as a 

legitimate TIM or NCAP [8]. 

• Ensure the data transmitted to TIMs or the other NCAPs 

is within the scope that they are authorized to access [13]. 

• The LAN interface resiliency maintains a given security 

level over the network even when a TIM is compromised 

[14]. 

III. PROPOSED SECURITY SOLUTIONS FOR IEEE 1451.0 

SENSOR NETWORKS 

A. Security Policies of IEEE 1451.0-based Sensor Networks 

IEEE 1451 sensor networks' security policies are divided 
into three main categories: encryption, authentication, and 
authorization. 

1) Encryption: Encryption is the process of encoding 

information. Since data may be visible on the IoT, sensitive 

information such as passwords and personal communication 

may be exposed to potential interceptors. On the IEEE 1451 

sensor networks, the application of encryption is to ensure the 

data security of the communication channel. In addition to 

encrypting the primary data, it is also important to encrypt 

data of any available secondary communication channels. 

2) Authentication: Authentication mechanisms in IEEE 

P1451.0-based sensor networks include identity verification 

and integrity checking mechanisms. Identity verification 

mechanisms are to verify the identity of sensor network 

components, i.e. TIMs, NCAPs, and applications (1451 

clients) that can be authenticated with each other. Integrity 

checking mechanisms are used to verify software, firmware, 

and information integrity [6]. 

3) Authorization: Authorization determines and enforces 

the access rights of an IoT entity, allowing the entity to use 

specific resources. Authorization provides a mechanism to 

bind a specific device to certain permissions. IoT devices use 

the authorization process to do role-based access control and 

ensure that devices only have access and permission to do 

exactly what they need. Only authorized devices can interact 

with other devices, applications, and cloud accounts. 

B. Security Levels of IEEE P1451.0-based Sensor Networks 

Based on the security policies, six security levels of IEEE 
1451 sensor networks are shown in Table I. Except level 0, 
which means no security, each security level is a combination 
of the three security policies. Generally speaking, higher 
security levels including more criteria are considered more 
secure than low security levels.  

1) Level 0: Sometimes embedding security standards can 

bring a serious load that could affect the performance of low-

capability sensor networks. Meanwhile, security problems 

are not necessarily needed in some sensor network 

applications. That means some sensor networks do not 

require any security policies. Thus security level 0 represents 

no security policies that need to be deployed in the specific 

IEEE 1451 sensor network.   

2) Level 1: Security level 1 supports only encryption, 

which is used to keep IEEE 1451 sensor network data 

encrypted. For example, security level 1 can ensure the 

collected data in the NCAP is protected at rest or in transit. 

Especially, devices’ sensitive information should be 

protected from being leaked by encryption in the progress of 

storage, transmission, and access. Security level 1 is suitable 

for sensor networks whose security requirements contain 

only confidentiality. 

TABLE I.  SECURITY LEVEL FOR IEEE P1451.0-BASED SENSOR 

NETWORKS 

Security 

Level 

Encryption  Authentication Authorization 

0     

1 x   

2  x  

3 x x  

4  x x 

5 x x x 
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TABLE II.  SECURITY TEDS. 

 

3) Level 2: In some sensor network scenarios, data 

integrity and availability instead of confidentiality are 

considered. Only authentication is provided in security level 

2. Users can choose this security level when access control or 

integrity of data has to be ensured. For instance, when the 

identity of NCAPs connected to the IoT and the applications 

connected to the NCAPs must be authenticated, this security 

level can be very helpful. 

4) Level 3: In most cases, sensor networks require both 

encryption and authentication to ensure security. Security 

level 3 is a combination of these two policies i.e., encryption 

and authentication. By adopting security level 3, the network 

traffic can be encrypted and the access authentication can be 

conducted by NCAPs to certain TIMs or applications. 

5) Level 4: Authentication and authorization are often 

used together. Thus security level 4 combines authentication 

and authorization to provide a higher security level for the 

operation of sensor networks. Authentication realizes access 

control by a certificate or a key, while authorization controls 

the resources’ access rights in the form of permissions. 

Security level 4 requires NCAPs to provide an authorization 

identity to other authenticated devices, therefore allowing 

them to get access to data in a broader network. 

6) Level 5: When IEEE 1451 sensor networks are 

deployed in some important scenarios such as health 

condition monitoring, smart grid, and aerospace, security 

level 5 needs to be applied to satisfy the highest security 

demands. This security level is made up of encryption, 

authentication, and authorization in order to protect sensor 

networks from malicious attacks. 

C. Security TEDS 

TEDS is used to describe the characteristics of the 
transducers in IEEE 1451 sensor networks. The amount of 
detail held within the TEDS varies with each application, but 
critical information is always present. The content and 
structure of this TEDS are defined in the IEEE P1451.0 
standards, including standard protocol name, version, profile 
name, and main characteristics of the protocol. The security 
TEDS is accessed using a Query TEDS command, a Read 
TEDS segment command, a Write TEDS segment command, 
or an Update TEDS command. The content and structure of 
security TEDS are shown in Table II. Security TEDS first 
indicates how many security protocols are employed through 
the entry NumOfProtocols, and then provides detailed 
information of each protocol, respectively, by 
SecurityStdName entry and SecurityStdVersion entry. 

IV. SECURITY TEDS IMPLEMENTATION OF IEEE P1451.0 

AND P1451.5 - 802.11 WIRELESS SENSOR NETWORKS 

A. Architecture of IEEE P1451.0 and P1451.5 - 802.11 

Wireless Sensor Network 

An experimental system shown in Fig. 4 was put together 
to demonstrate the proper access of a security TEDS in an 
IEEE P1451.0 and P1451.5-802.11 based wireless sensor 
network. Table III shows a number of security protocols for 
IEEE P1451.5 - 802.11, which will help to set up security level 
for IEEE P1451.5-802.11 based on different security policy 
criteria listed in Table III.  It showed that an NCAP can get the 
information of the security protocol deployed in the IEEE 
1451 sensor networks. This security information can be 
obtained by sending a request for a security TEDS to the TIM 
where the TEDS is stored. The architecture for this system is 
shown in Fig. 4, and the implementation is made up of the 
following steps. 

• The NCAP obtains the security TEDS used in this sensor 
network by sending a Read TEDS request command to 
the TIM. The command argument values are stored in the 
command header. 

• According to the command arguments, the NCAP can 
choose which TIM, if more TIMs are used in the system, 
to send the command to. Then the NCAP encodes both 
the command header and command body into a binary 
code and then sends the message to the selected TIM. 

• Once the TIM receives the call function message, it 

decodes the message and starts to prepare a reply message. 

After verifying the TEDSAccessCode, the TIM encodes 

the stored security TEDS and reply message header, and 

finally sends the entire packet to the NCAP, by which the 

security TEDS is forwarded. 

B. Security TEDS Implementation 

 In the implementation system, we use two connected 
Ubuntu** hosts to simulate an IEEE P1451.0-based sensor 
network, one as a TIM (server) and the other as an NCAP 
(client). Since the communication protocol used between the 
NCAP and TIM is Wi-Fi, the security TEDS stored in TIM is 
the Wi-Fi Protected Access (WPA) TEDS. In this WPA TEDS, 
the security standard is WPA3-Enterprise 192-bit mode. This 
protocol can realize encryption by advanced encryption 
standard (AES)-256- galois/counter mode protocol (GCMP)  

Field 

type 
Field name Description 

Data 

type 

# 

oct

et 

M/

O 

Rang

e 

—   Length UInt32 4   

0-2 — Reserved — —   

3 TEDSID 

TEDS 

Identification 

Header 

UInt32 4 

M  

4-9 — Reserved — —   

Security related information   

10 Level Security level UInt8  M 0-5 

11 
NumOf 

Protocols 

Number of 

Security Protocols 
Uint8  

M/

O 

0-10 

12 
SecurityStd

Name1 

Security standard 

Name 1 
UInt8 1 

M/

O 

0-

100 

13 
SecurityStd

Version1  

Security Standard 

Version 1 
UInt8 1 

M/

O 

0-10 

14 
SecurityStd

Name2 

Security Standard 

Name 2 
UInt8 1 

M/

O 

0-20 

15 
SecurityStd

Version2 

Security Standard 

Version 2 
UInt8 1 

M/

O 

0-10 

 …  …         

2*N+1

0 

SecurityStd

NameN 

Security Standard 

Name N 
UInt8 1 

M/

O 

0-20 

2*N+1

1 

SecurityStd

VersionN 

Security Standard 

Version N 
UInt8 1 

M/

O 

0-10 

2*N+1

2-127 
— Reserved — — 

  

128-

255 
— 

Open to 

manufacturers 
— — 

  

—   Checksum UInt16 2   
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Fig. 4. Architecture of IEEE P1451.0 and P1451.5 - 802.11 wireless 

sensor network. 

TABLE III.  SECURITY PROTOCOLS FOR IEEE P1451.5 - 802.11 

Security 

Policy 

No Security 

scheme 

Encrypt

ion 
Authentication Authorization 

Encryption 

0     

1 AES  x   

2 AES-CCMP x   

Authentication 

0     

1 extensible 

authentication 

protocol (EAP)  

 x  

2 light EAP 
(LEAP)  

 x  

3 EAP- transport 

layer security 

(TLS) 

 x  

4 protected EAP 
(PEAP) 

   

5 WPA  x x  

6 temporal key 
integrity 

protocol (TKIP)  

x x  

7 wired equivalent 

privacy (WEP) 
x x  

Authorization 

0     

1 WLAN 

authentication 
and privacy 

infrastructure 

(WAPI) 

x x x 

TABLE IV.  READ TEDS COMMAND MESSAGE STRUCTURE  

Command class (1) 

Command function (2) 

Xdcr service message type (1) (command) 

Length 

TIM ID 

Destination TransducerChannel Number (0) 

UInt8 TEDSAccessCode : TEDS access code (16) 

UInt32 TEDSOffset: TEDS Segment offset. 

TABLE V.  REPLY MESSAGE STRUCTURE 

Command class (1) 

Command function (2) 

Message type (2) 

Length 

Error code (Success/Fail Flag) 

Source TransducerChannel Number (0) 

UInt32 TEDSOffset : TEDS Segment offset (0 to 

[current size – 1]) 

OctetArray RawTEDSBlock:TEDS data octets. 

and authentication by secure hash algorithms (SHA)-384, thus 
the TEDS security level is set at level 3. 

C. Security TEDS Access based on IEEE P1451.0 

Transducer Services 

In the implementation system, the NCAP can get the 
security TEDS by sending the Read TEDS command to the 
TIM. As shown in Table IV and Table V, both command 
message and reply message consist of a message header and a 
message body. For a Read TEDS command, The value of each 
argument is specified in Table IV, and the TEDS access code 
for security TEDS is 16. The content of WPA TEDS is 
contained in the reply message body and the message header 
is specified in Table V. 

 For message transmission, a client-server TCP connection 
is established between the NCAP and TIM. In this case, the 

NCAP is a client that sends a command message to the TIM, 
the server. Respectively, the TIM sends a reply message back 
to the NCAP via the Wi-Fi connection. 

According to the argument TIM ID, NCAP decides which 
TIM to send the command message to, then the command 
message is encoded by the NCAP, and transmitted to the TIM 
through a TCP packet. After the TIM receives the command 
message, it decodes and verifies the command parameter 
value and TEDS access code. If the verification is correct, the 
TIM encodes the reply message and sends it back to the NCAP 
by a TCP packet. At the end of this communication exchange, 
the NCAP receives the reply message and decodes it to obtain 
the security TEDS information. 

D. Testing Results of Security TEDS Implementation 

The message transmission process between the NCAP and 
TIM is presented in Fig. 5 and Fig. 6. The NCAP sends an 
encoded command message to the TIM for the security TEDS. 
Then, TIM decodes the command message and verifies the 
parameters. After the verification is confirmed, the TIM sends 
an encoded reply message which contains the WPA TEDS to 
NCAP. Finally, the NCAP decodes the reply to the message 
and gets the WPA TEDS. 

The specific information of the Wi-Fi security protocol 
used in the sensor network can be obtained from the WPA 
TEDS, which can enable secure plug-and-play. For example, 
the client can check its security requirements to ensure that the 
security standard version used in the network can fulfill the 
requirements, then decides whether to connect to the sensor 
network or not. Besides, the client can install a SHA-384 suite 
to match the security standard known from the TEDS. 
Otherwise, it can’t be authenticated successfully in the Wi-Fi 
network. 

In Fig. 5, the TIM is the server in the TCP connection. It 
receives a Read TEDS command message from the NCAP. 
After verifying command parameters, the TIM sends an 
encoded reply message containing the WPA TEDS back to 
NCAP. In Fig. 6, the NCAP is the client in the TCP connection. 
It sends an encoded Read TEDS command to the TIM and 
receives the reply message. The NCAP gets the WPA TEDS 
from the TIM and then decodes the reply message.  

 

Fig. 5. Screenshot of TIM communication with NCAP. 

 

Fig. 6. Screenshot of NCAP communication with TIM (server). 
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Fig. 7. WPA TEDS content. 

 Fig. 7 shows the security TEDS contents that include 
security level: 3, security protocol name: WPA (5), and 
security protocol version: 3. Security level 3 includes 
encryption and authentication as shown in Table I, which are 
provided by the WPA 3 security protocol. The TEDS ID 
consists of four fields: 1451 family (5), security TEDS access 
code (16), Version of IEEE 1451.5 (1), and tuple length (1). 

V. CONCLUSION 

This paper describes the security requirements for the 
IEEE P1451.0-based IoT sensor networks. Security 
requirements of the IEEE P1451.0 WAN and LAN interfaces 
are analyzed. Then security solutions of IEEE P1451.0-based 
IoT sensor networks are proposed according to these security 
requirements, which include security policies (i.e., encryption, 
authentication, and authorization) and six security levels 
based on different criteria and their combinations of these 
security policies. The various security policies and levels 
provide users a wide range of options for their desired security 
solutions based on their application specific security needs. 
The implementation of the security TEDS of IEEE P1451.0 
and P1451.5-802.11 wireless sensor network was described in 
the paper. The operation of the NCAP obtaining the security 
TEDS information from the TIM by sending a command 
request for the security TEDS to the TIM via the IEEE 
P1451.5-802.11 wireless interface was explained and shown 
to be functioning properly. As an example, the security TEDS 
information of the IEEE P1451.5-802.11 security protocol 
between the NCAP and TIM is also described in the paper. 

** Certain commercial products or company names are identified here to 
describe our study adequately. Such identification is not intended to imply 
recommendation or endorsement by the National Institute of Standards and 
Technology, nor is it intended to imply that the products or names identified 
are necessarily the best available for the purpose. 
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