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Abstract. Network attacks have become a major security concern for organizations worldwide. A category of network attacks
that exploit the logic (security) flaws of a few widely-deployed authentication protocols has been commonly observed in recent
years. Such logic-flaw-exploiting network attacks often do not have distinguishing signatures, and can thus easily evade the typ-
ical signature-based network intrusion detection systems. Recently, researchers have applied neural networks to detect network
attacks with network logs. However, public network data sets have major drawbacks such as limited data sample variations
and unbalanced data with respect to malicious and benign samples. In this paper, we present a new end-to-end approach based
on protocol fuzzing to automatically generate high-quality network data, on which deep learning models can be trained for
network attack detection. Our findings show that protocol fuzzing can generate data samples that cover real-world data, and
deep learning models trained with fuzzed data can successfully detect the logic-flaw-exploiting network attacks.
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1. Introduction

Cyber attacks happen constantly with growing complexity and volume. As one of the most prevalent
ways to compromise enterprise networks, network attack remains a prominent security concern. It can
lead to serious consequences such as large-scale data breaches, system infection, and integrity degra-
dation, particularly when network attacks are employed in attack strategies such as advanced persistent
threats (APT) [1, 2]. Among the different types of network attacks, the logic-flaw-exploiting network
attacks are very commonly seen.

Logic-flaw-exploiting network attacks refer to network attacks which exploit the logic flaws within
the protocol specifications or implementations. Such attacks are very different from other attacks such
as memory corruption for code reusing, command and control (C&C) over HTTP/HTTPS, and (dis-
tributed) denial of service with/without botnet, etc. Memory corruption is more about the server rather
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Server sends back challenge

E Attacker sends answer calculated from challenge, credentials, etc.

Server verifies answer, and then grant or deny access

Attacker
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Fig. 1. PtH illustration.

than the protocol; C&C over HTTP/HTTPS assume the HTTP/HTTPS is running in a normal way; and
(distributed) denial of service is usually accomplished by exhausting the server’s resources instead of
exploiting a logic flaw within a protocol.

To illustrate logic-flaw-exploiting network attacks, we present one motivating example in Fig. 1. As
shown in Fig. 1, pass the hash (PtH), which has been observed to be used in more than ten APT cam-
paigns in the recent years [3], exploits the weak authentication mechanism during remote login. The
figure shows four stages during the PtH attack, which happens at the authentication stage during Win-
dows remote login using the Server Message Block (SMB) protocol, or a newer version of it, referred
to as SMB2. The authentication stage can be viewed as a sequence made up of client’s authentication
request, server’s challenge, client’s challenge response and server’s authentication response. The client
first sends a session setup request to the server; then the server responds to the client with a challenge;
on receiving the challenge, the client uses the challenge and hashes to do calculations and sends back the
result in challenge response packet; finally, the server verifies the result and sends back authentication
response indicating whether authentication succeeds or not. This authentication logic assumes that only
legitimate users have access to the hashes, which is not always the case in reality, and this makes PtH
one of the logic-flaw-exploiting network attacks.

Detecting logic-flaw-exploiting network attacks is very important considering their common presence
in APT campaigns. However, it is still a very challenging problem. Network attack detection methods
can mainly be classified into two categories: host-independent methods and host-dependent methods.
The host-independent methods solely rely on the network traffic, while the host-dependent methods
[4-9] depend on additional data collected on the victim hosts. The host-dependent methods have some
evident drawbacks: they have fairly high deployment costs and operation costs; they are error-prone
due to necessary manual configuration by human administrators. Therefore, host-independent detection
methods are highly desired as they can decrease deployment and operation costs while reducing the
attack surface of detection system.

However, we found that the existing host-independent methods, including the classical intrusion de-
tection approaches, often fall short in detecting some well-known and commonly used network attacks,
such as the PtH, ARP poisoning, and Domain Name Service (DNS) cache poisoning attacks. Some tra-
ditional methods include signature-based, rule-based, and anomaly-detection-based methods, but they
all have significant drawbacks, which will be explained later. Such drawbacks prevent them from being
practically deployed in the real world.

Recently there is a trend for using machine learning (ML) and deep learning (DL) techniques to detect
network attacks involved in APTs. Nevertheless, the deep learning approaches could also achieve mixed
results [10, 11], if they do not address the following two challenges. The first challenge is the generation
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of useful data sets. Neural networks require high-quality network traffic data and correct labels, which
are hard to obtain in real world. The main reason is that real-world network traffic is often flooded with
benign packets, which makes it difficult to label malicious network packets. Since lack of ground-truth
is a challenge widely recognized in the network security community, how to assign correct labels to
network packets in real-world network traffic is still an open problem. Although public data sets [12—
16] for network attacks are available, they are barely useful in detecting logic-flaw-exploiting network
attacks due to the following reasons: 1) Most data sets are generated (and synthesized) with various
simulated or emulated types of benign and attack activities, and each type of attack is only launched
for a few times. Therefore, these data sets are highly unbalanced and have limited variations, which
downgrades the trained neural networks. 2) The malicious activities included in the public data sets,
such as C&C, worm, and denial of service, etc., do not exploit logic flaws in the protocol specifications
or implementations, and thus cannot be employed to detect the logic-flaw-exploiting network attacks.

The second challenge to apply the deep learning approaches is to identify appropriate neural networks
and train the models. There are a variety of neural network architectures, including multi-layer percep-
tron (MLP) [17], convolutional neural network (CNN) [18], recurrent neural network (RNN) [19], etc.,
which have different characteristics and capabilities. Questions such as which architecture works best
for network attack detection, and how to tune the hyper-parameters within models for optimization, are
yet to be answered.

In this paper, we propose an end-to-end approach to detect the logic-flaw-exploiting network attacks.
The end-to-end approach means it starts with acquiring data and ends with detecting attacks using the
trained neural networks. To address the data generation challenge mentioned above, we propose a new
protocol fuzzing-based approach to generate the network traffic data. Protocol fuzzing means the client
generating mutated network packets in a specific protocol as input to feed into the server program. Using
protocol fuzzing for data generation has the following benefits: 1) With protocol fuzzing, a large variety
of malicious network packets for a chosen network attack can be generated at a fast speed. 2) Since the
network packets are all generated from the chosen network attacks, they can be labeled as malicious
packets automatically without much human efforts. 3) Protocol fuzzing can generate data with more
variations than real world data, or even data that are not yet observed in real world. 4) Protocol fuzzing
can generate and cover malicious data samples which may otherwise be overlooked when applying deep
learning. In deep learning, the changed values for the fuzzing fields may make the malicious data samples
misclassified as benign. With protocol fuzzing, if the malicious data are generated in attacks, they will
be labeled as malicious automatically, so they will not be omitted in the malicious data sets. In addition,
the above-mentioned merits remain when protocol fuzzing is leveraged to generate the needed benign
network packets. It should be noted that our method is different from data synthesis. Data synthesis is to
enhance existing data [20], while our method is to generate new data.

To address the neural network model training challenge, we propose the following procedures: 1) For
network attacks that we can identify fields of interest, such as PtH attack, we directly examine the data,
and then propose the suitable data representation and neural network architecture. 2) For other network
attacks that the field of interests are not obvious, such as DNS cache poisoning and ARP poisoning
attacks, we apply different neural network architectures to find out the ones with best performance. We
propose to use accuracy, F1 score, detection rate, and false positive rate as the metrics to evaluate the
neural networks from not only the performance perspective, but also the security perspective — the
attack detection effectiveness. All models are trained on the data set with fuzzing involved. We then
select the models that work the best, and evaluate them further on both the fuzzing data set and real
attack data set with no fuzzing involved.
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The main contributions of this work include: 1) We propose a deep learning based end-to-end approach
to detect the logic-flaw-exploiting network attacks; 2) We propose to use protocol fuzzing to automati-
cally generate high-quality network traffic data for applying deep learning techniques; 3) We propose a
systematic procedure to evaluate and select the neural network models for logic-flaw-exploiting network
attack detection; 4) We demonstrate the effectiveness of our approach with three classical logic-flaw-
exploiting network attacks, including the PtH attack, DNS cache poisoning attack, and ARP poisoning
attack. Some preliminary results have been published in Conference on Data and Applications Security
and Privacy 2021 [21]. This paper includes new experiments and results not presented in the conference
version, especially impacts of different data representations and probability thresholds, and interpreta-
tions on the model and generated data.

This remaining of the paper is structured as follows. Section 2 presents the related works. Section 3
discusses the network attack types that our approach can be applicable and the three specific network
attacks used to demonstrate our approach. In section 4, we present the details for data generation using
protocol fuzzing. In section 5, details about the neural network models trained with the generated data
are provided. Section 6 evaluates the trained models. Section 7 presents the interpretations of our models.
Section 8 discusses limitations of our experiment and approach. Section 9 concludes the paper.

2. Related Work

The research community has been tackling the network attack detection problem with both classical
and novel approaches. In this section, we will discuss the research works related to network attack
detection from different perspectives.

Traditional network attack detection approaches. Traditionally, people usually detect network at-
tacks with approaches like signature-based, rule-based, and anomaly detection-based methods, some of
which are still in use today. In the past, signature-based intrusion detection system (IDS) usually man-
ually crafted signatures [22], which heavily depends on manual efforts. Nowadays, people focus more
on automatically generating signatures [23]. However, signatures need to be constantly updated to align
with newer attacks and signature-based detections can be easily evaded by slightly changing the attack
payload. For some network attacks, signatures may not even exist. Similar problems also exist for rule-
based methods [24, 25], which constantly need updates to the rules. As for anomaly detection-based
methods, though they require much less manual efforts for updating, they tend to raise more false pos-
itives [26]. The reason is that anomaly detection-based methods fall short in distinguishing malicious
activities and shifted normal user activity patterns, because such methods are often focusing on recog-
nizing the previously-seen normal user activities. As a result, shifted normal user activity patterns often
get misclassified as false positives which distract organizations’ normal operations.

Traditional machine learning and deep learning for network attack detection. Network attacks
are essential for APTs. The MITRE ATT&CK repository [27] includes some of the most famous and
commonly used APT tactics and techniques. Tactics represent the purpose of techniques, such as initial
access, privilege escalation, and lateral movements, etc. Techniques represent the approach by which an
adversary achieves his/her goal, such as exploiting public-facing services, abusing valid accounts, phish-
ing, etc. In some tactics, most techniques rely on network attacks. For example, for initial access [28],
out of the nine listed techniques, six (drive-by compromise, exploit public-facing application, external
remote services, phishing, supply chain compromise, and valid accounts) are related to network attacks.
Another example is the lateral movement tactic [29], where all but one (replication through removable
media) out of the nine listed techniques are network-related.
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Table 1
UNSW-NBI15 data set record distribution.
. Malicious
Type Benign - -
Fuzzers | Analy- | Back- DoS Exploits| Generic | Re- Shell- Worm
sis doors con- code

nais-
sance

Number of | 2,218,761 | 24,246 | 2,677 2,329 16,353 | 44,525 | 215,481 | 13,987 | 1,511 174
records

Generally speaking, common network attack types include probing, DoS, Remote-to-local (R2L), etc.
To detect those attacks, some works focus on just one type of network attack and perform binary classi-
fications. For example, MADE [30] employs machine learning to detect malware C&C network traffic,
Ongun et al. [31] employs machine learning to detect botnet traffic, and DeepDefense [32] employs deep
learning to detect distributed DoS (DDoS) attacks. Others [10, 11, 33-35] try multi-class classifications,
which include one benign class and multiple malicious classes for different kinds of network attacks.
The above-mentioned research works all use public data sets.

Network data sets for training and testing detection models. To apply deep learning for network
attack detection, a data set is required on which the model can be trained. Raw data in the real world, un-
fortunately, is not good for applying deep learning, because real-world network traffics are flooded with
benign data. Commonly used public data sets include KDD99 [15], NSL-KDD [13], UNSW-NB15 [14],
CICIDS2017 [16], and CSE-CIC-IDS2018 [12]. The public data sets are all generated in test-bed envi-
ronments, with simulated benign and malicious activities.

However, these data sets often have unbalanced number of benign and malicious data samples. Even
for only malicious activities, multiple attack types may be included and the amount of malicious data
samples for each type also varies a lot. For example, the NSL-KDD [13] contains 812,814 normal
records and 262,178 malicious records in its training set. The benign to malicious rate is about 3.10:1.
The UNSW-NB15 [14] contains 2,218,761 benign records and 321,283 malicious records (benign to
malicious ratio is about 6.91:1), and the malicious records contain multiple types, which are highly un-
balanced as well (i.e., some attack types hold a significantly greater number of records than other attack
types). More importantly, we found that a main “missing piece” in these public data sets is that they
do not focus on logic-flaw-exploiting network attacks such as PtH. Rather, they focus more on worms,
Botnets, backdoors, DoS/DDoS, and so on.

Protocol fuzzing. Fuzzing is originally a black-box software testing technique, which looks for im-
plementation bugs by feeding mutated data. A key function of fuzzers is to generate randomized data
which still follows the original semantics. There are tools for building flexible and security-oriented
network protocol fuzzers, such as SNOOZE [36]. Network protocol fuzzing frameworks such as Aut-
oFuzz [37, 38] have also been presented. They either act as the client, constructing packets from the
beginning, or act as a proxy, modifying packets on the fly.

In this paper, we use protocol fuzzing for a different purpose, which is to directly generate high-quality
data sets that can be used to train neural networks. However, typical fuzzing methods aim to trigger
program bugs, and it is not important to them whether sessions are complete or not. An interrupted
session may actually indicate successful triggering of bugs. For example, boofuzz [39], a successor to
the once preeminent open-source protocol fuzzer Sulley [40], sends out packets incrementally. In another
word, if boofuzz is to fuzz three successive packets A, B, and C, it will send out packets in patterns like
[A], [A, B], and [A, B, C], without putting the session’s completeness in consideration. However, we need
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The attack can be detected largely, if
not solely, based on network logs.

The network packets” The network packets’
contents are trivial to contents are critical
the attack. to the attack.

i1

Data other than network logs are
essential for attack detection.

Fig. 2. Network attack categories.

to collect data for complete sessions, because complete sessions are necessary for either network attacks
or benign activities. Therefore, instead of using the tools/frameworks mentioned earlier, we prepare our
own fuzzing scripts for our specific requirements.

3. Problem Formulation

In principle, whether deep neural networks can play an essential role depends on the characteristics
of the particular network attack in concern. To provide a more general guideline, we categorize network
attacks into four categories like a Cartesian coordinate system as presented in Fig. 2. All network attacks
are categorized into four quadrants, based on two criteria: (a) whether the network packets’ contents are
critical to the attack; (b) whether network logs are the key for network attack detection and whether they
are sufficient, which means, whether some data other than network logs also plays a critical role for the
detection.

We argue that the network attacks that fall into Region I are most likely to benefit from a carefully
trained deep neural network. Accordingly, the protocol fuzzing for data generation is most useful for
detecting the network attacks with the following characteristics: 1) The attack can be detected largely, if
not solely, based on network logs. 2) The network packets’ contents are critical to the attack. 3) There is
not a distinctive signature for detecting the attack.

The rationale behind is as follows: (a) Protocol fuzzing is to generate fuzzed network traffic. If using
solely network traffic is not sufficient and some other data is essential to detect the network attack,
then protocol fuzzing has limited contribution to the attack detection. (b) Protocol fuzzing is to fuzz the
network packets’ contents, which means mutating the data in the packets. If the packets’ contents are
not important, then again fuzzing does help much with the attack detection. For example, if an attacker
launches lateral movement attacks with stolen account username and password, the attack detection is
more about monitoring the abuse of accounts. Network traffic is not helpful in this case because the
attacker is using legitimate credentials and valid tools. Another example is resource exhaustion DoS
attacks. The network traffic can be used to detect such attacks, but the packets’ contents are of little use.
The attack can be achieved by sending huge amounts of packets in a short time period, without changing
packet contents significantly. (c) Lack of distinctive signature means traditional signature-based network
attack detection mechanisms will fall short, while machine learning techniques become more appealing
in this case.

Therefore, this paper will answer the question: is protocol fuzzing an effective approach in generating
comprehensive data and trustworthy labels for applying deep learning to detect Region I attacks?
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Without loss of generality, we have selected three representative network attacks in Region I, which
are PtH attacks, address resolution protocol (ARP) poisoning attacks, and domain name system (DNS)
cache poisoning attacks. PtH is a well-known attack for lateral movements, and has been reported to be
used in more than ten APT campaigns in the recent years [3]. ARP poisoning attacks and DNS cache
poisoning attacks are difficult to be identified by traditional approaches because both attacks involve
spoofing. That is, attackers intentionally make the packets seem to be benign.

The three attacks can be detected by traditional approaches to some extent. For example, PtH may be
detected by monitoring user login and login methods; ARP poisoning may be detected by monitoring the
ARP table. However, such approaches are only effective after the attacks have succeeded, and they need
to access certain log data on the victim machine. If the attacks can be detected at the network level, we
can deploy the detection model to proactively raise alarms at an early stage. Other tools like Snort [25]
may be able to detection those network attacks at the network level, but they are hardly effective against
unknown attacks even of the same category, and their rules or signatures need to be constantly updated.
To demonstrate the effectiveness of our approach, we have applied protocol fuzzing to generate network
logs, trained and evaluated neural networks to detect the three attacks respectively based on the collected
network traffic.

4. Generating Comprehensive Data

Because the available public data sets are barely useful for detecting the logic-flaw-exploiting network
attacks, this paper will generate comprehensive data sets from scratch, including benign and malicious
data sets. We have performed data generation for all three demonstration attacks including PtH, DNS
cache poisoning, and ARP poisoning. ARP poisoning attack only requires one malicious packet for a
successful attack, so we call it the single-packet attack. PtH and DNS cache poisoning attacks, however,
need multiple malicious packets for one successful attack, so we call them multi-packet attacks. Below
subsections discuss the general approach and implementation principles of protocol fuzzing followed by
attack-specific details. All attacks are carried out thousands of times so that a fair amount of malicious
data can be collected. Benign data generation also lasts long enough to gather the commensurate amount
of data compared to malicious data. The network packet capturing is performed at the victim’s side.

4.1. Protocol Fuzzing and The Implementation

In client-server enterprise computing, the server side protocol implementations are often complex and
error-prone, and the clients are usually designed in accordance with the server. Hence, there is a need to
achieve thorough testing of the server side implementation. That is why protocol fuzzing tools [36—38]
are usually functioning at the client side, sending mutated network packets to the tested server programs,
or acting as a proxy modifying packets on the fly and replaying them, so that unexpected errors on the
tested server programs may be triggered. A main difference between protocol fuzzing and software
fuzzing is that the protocol specification, especially its state transition diagram, will be used to guide the
fuzzing process. In this way, fuzzing tests could be performed in a stateful manner.

In this paper, we leverage protocol fuzzing to change the contents of network packets, specifically, the
values of some fields in the packets. If we are to fuzz a field, we will assign values chosen by ourselves,
instead of the values chosen by the network client program. The fields to be fuzzed are chosen based on
the following steps, as shown in Algorithm 1: 1) We list the fields in the packet of the attack-specific
protocol. 2) We pick one field on the list and fuzz it by assigning values of our choices, rather than values
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that are normally provided by the network programs. 3) We monitor how the attack goes after fuzzing
the field. If the attack success rate is above 50%, we confirm that this field can be fuzzed. 4) After one
field is fuzzed, we move on to the next field on the list, while keeping the already fuzzed field(s) still
fuzzed. Though this algorithm seems naive, it requires minimum expert knowledge and is faster than a
complete search. As for how the values are assigned (how the fields are fuzzed), details will be provided
in the later paragraphs.

Result: BL1ist, which stores fields to fuzz
input AList of all available fields;
initialize an empty BList to store fields to fuzz;
foreach fieldin AList do
fuzz field;
fuzz all fields in BList;
launch the attack for hundreds of times;
count successful attacks and calculate success rate;
if attack success rate is over 50% then

‘ add fieldtoBList;
end

end
Algorithm 1: Select fields to be fuzzed.

To ensure the fuzzed packets are valid, we need to firstly make sure AList, the list of all candidate
fuzzing fields, does not contain fields that will affect the packets’ integrity, such as fields of checksum
values and packet lengths. The values of those fields should not be arbitrarily changed. Furthermore,
when we choose the fields to be fuzzed, we need to make sure the attack success rate after fuzzing this
field is always above 50%. We use 50% as the threshold because the minimum field we tune is a bit,
which only has two possible values, which are 0 and 1. Accordingly, if the attack success rate is below
50%, we assume that the attacker is likely to be concerned with the corresponding bit flipping. In another
word, flipping this bit makes the attack (relatively) less successful than not flipping it, especially when
the attacker has some other bits to flip with higher than 50% success rate.

We implemented a number of Python scripts to fuzz most fields and send the fuzzed network packets
with open-source libraries such as scapy [41]. The fields are fuzzed by assigning values randomly in their
valid ranges, so that the packets’ integrity can be maintained. We will first take a look of the unfuzzed
packet structure and corresponding documents, learn the valid range of that field, and then assign random
values within that range. For example, one of the fields that are often fuzzed is the time to live
value in the IP layer. By looking at the genuine packets and related documents, we learn that it is an
8-bit field, and the valid values are integers within [0, 255]. Hence, a random integer is generated from
the range [0, 255] and assigned to that field when fuzzing it. If the field to fuzz is a binary flag field, then
the valid values only include 0 and 1, so we randomly generate an integer from range [0, 1] and assign it
to that field. Sometimes, binary flags are adjacent bits in the network packet, such as the f1ags field in
the IP layer. For these, we treat all adjacent bits as one field and assign values to the entire field, instead
of performing fuzzing to each individual bits respectively. Take the f1ags field as an example. It is a
3-bit field, and the first bit is reserved and must be 0, so the valid values are 0, 2,4, 6. When fuzzing
those flags, we assign the whole 3-bit field with a randomly chosen value from the valid range, rather
than assigning values to the last two bits separately.
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However, some fields, such as the MAC addresses and IP addresses, may not be fuzzed as mentioned
above using the Python scripts. 1) One reason is that we want to assign values in those fields in a way
that the attacker machine itself can accept, such as MAC addresses. Though we can alter MAC addresses
within Python scripts when crafting network packets, MAC addresses there will not be recognized by
the machine itself. For those fields, we have created some additional scripts to complete the fuzzing. For
MAC addresses, we will have another Bash script to randomly generate a MAC address, shut down the
target network interface, re-initialize the network interface with the randomized MAC address, and then
bring up the network interface. This Bash script is configured to auto-run periodically with a given time
interval, so that the MAC address can be fuzzed in different network sessions. 2) Another reason not
to use python scripts for some fields is that special procedures may be needed to assign valid values to
these fields. For example, the IP addresses are not fuzzed using the Python scripts, even though they are
accessible in the Python scripts. The IP addresses cannot be fuzzed by simply choosing a value randomly.
Instead, a procedure is needed in order to assign valid values to the IP address field. Therefore, we deploy
a Dynamic Host Configuration Protocol (DHCP) server in the local area network (LAN) to distribute IP
addresses to machines connected to the LAN. If we are to fuzz the IP address of a host, we will connect
it to the LAN, and make the DHCP server restart at a given time interval. Meantime, we’ll flush the
DHCP records with Bash scripts, so that the host will need to communicate with the DHCP server often
for a new IP address.

4.2. ARP Poisoning Data Generation

ARP Poisoning Attack. When an Internet Protocol (IP) datagram is sent from one host to another
in a LAN, the destination IP address must be resolved to a MAC address for transmission via the ETH
layer. To resolve the IP address, a broadcast packet, known as an ARP request, is sent out on the LAN to
ask which MAC address matches the destination IP. The destination host possessing this IP will respond
with its MAC address in the ARP reply. ARP is a stateless protocol. Machines usually automatically
cache all ARP replies they receive, regardless of whether they have requested them or not. Even ARP
entries that have not yet expired will be overwritten when a new ARP reply packet is received. The
host cannot verify where the ARP packets come from. This behavior is the vulnerability that allows
ARP poisoning to occur. By spoofing ARP responses, the attacker can trick the victim into falsified
mappings between IP addresses and MAC addresses, and thus intervening the network communication.
For example, a machine within a LAN usually sends packets to the outside network through a router. By
ARP poisoning, the attacker in the LAN may be able to redirect all traffic from and to the user machine to
its own attacker machine. For example, at the user side, the attacker may map the router’s IP address with
the attacker’s MAC address so that the traffic sent to the router is redirected to attacker. Similarly, at the
router side, the user machine’s IP address is mapped with the attacker’s MAC address so that the traffic
sent to the user machine is also redirected to the attacker. The attacker only needs to forward packets
from the user machine and router to their intended targets, so that the attacker capture all network traffic
without interrupting the network communication. One ARP poisoning attack illustration is presented in
Fig. 3.

Data Generation for ARP Poisoning. For this attack, our test bed constructs a LAN that contains an
Ubuntu machine configured as a router with DHCP server enabled, another Ubuntu as the user machine,
and a Kali Linux as the attacker machine. Fuzzed fields include MAC address and IP address.
The attacker machine is configured to send out fuzzed ARP responses with randomly generated IP
addresses and MAC addresses periodically. The MAC address and IP address fuzzing methods was
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User machine . .
Router 192.168.1.10 Router Attacker machine User machine

192.168.1.1 192.168.1.1 192.168.1.20 192.168.1.10

Without attack: :/Ii With attack: i

Pretend to be 192.168.1.10 with the Pretend to be 192.168.1.1 with the
attacker machine’s MAC address. attacker machine’s MAC address.

Fig. 3. ARP poisoning illustration.

discussed in Section 4.1. The victims (“router” and user machine) are configured to flush the [IP-MAC
mapping periodically. The IP addresses in spoofed packets are randomly generated from the same IP
ranges distributed by the DHCP server, because the attacker is only interested in directing the traffic to
an IP which actually exists in the LAN. On the user machine, we periodically run command arp — a
to print out the MAC-IP table. If MAC address in the table is not a valid machine in the LAN, then the
attack is successful.

For benign data set generation, the user machine is configured to probe the presence of other machines
by sending out ARP requests to all IP addresses within the LAN’s IP range periodically so that enough
data can be generated. In both the malicious and benign scenarios, the DHCP server is configured to
flush the IP assignments to all machines within the LAN periodically, so that all machines’ IP addresses
within the LAN, except the DHCP server itself, will be changed in different iterations.

ARP poisoning can be achieved with one single malicious packet, and the detection neural network
is also based on data samples constructed from individual packets. Therefore, one attack corresponds to
one malicious network packet, and also one malicious data sample. In another word, the data sample’s
label directly indicate whether there is an attack or not.

4.3. PtH Data Generation

PtH Attack. PtH is a well-known technique for lateral movement. In remote login, plain text pass-
words are usually converted to hashes for authentication. Some authentication mechanisms only check
whether hashes or the calculation results of them matches or not. PtH relies on these vulnerable mech-
anisms to impersonate normal users with dumped hashes. We assume that: (a) normal users use benign
client programs that are usually authenticated through mechanisms other than just using hashes, and that
(b) attackers cannot get the plain text passwords and have to rely on hashes to impersonate a normal
user. We can capture the network packets at the server side and find out which kind of authentication
mechanism is used. Login sessions that use those vulnerable authentication mechanisms can then be
identified as PtH attack.

No. Source Destination Protocol  Length Info

| 26 172.29.36.125 172.29.151.231 SMB2 239 Session Setup Request, NTLMSSP_NEGOTIATE

1 27 172 ..29,351.231 172.29.36.125 SMB2 435 Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHALLENGE
| 28 172.29.36.125 172.29.151.231 SMB2 576 Session Setup Request, NTLMSSP_AUTH, User: CORP\Administrator

1 3@ 172.29.151.231 172.29.36.125 SMB2 151 Session Setup Response

Fig. 4. A subset of network packets during PtH attack.

Windows remote login processes, if not properly configured, can use such vulnerable authentication
mechanisms. Windows remote login can be divided into three stages, protocol and mechanism negotia-
tion (initial communication), authentication, and task-specific communication (afterwards communica-
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tion). Each stage contains multiple network packets, and hashes are used in the authentication stage for
impersonation, the details of which have been explained in section 1.

Data Generation for PtH. We set up a Windows 2012 Server R2 as the victim server machine, a Win-
dows 7 as the user client machine, and another Kali Linux as the attacker machine. The data sets are au-
tomatically generated by protocol fuzzing, and the protocol of interest here is SMB/SMB2. SMB/SMB2
provides functions including file sharing, network browsing, printing, and inter-process communication
over a network. In our data generation, more than 15 fields are fuzzed in each SMB/SMB?2 packets, in-
cluding SMB flags, SMB capabilities, and fields in SMB header, etc. Fig. 5 shows the fuzzing
process for generating malicious data. We leverage the PtH script in Metasploit Framework to launch
the attack. Boxes connected with solid lines are what happens at foreground, and boxes in the dash line
area happen behind the scene. The process is to start the Metasploit Framework, set exploit parameters,
start the exploitation, and then wait 25 seconds while monitoring the attack status. Waiting is necessary
because the exploitation needs some time to complete. If the waiting time is too short, the attack may be
stopped before completion. While the console is waiting at the foreground, the exploitation is on going
at the background with fuzzed network packets. Network packets in all the three stages, initial com-
munication, authentication, and afterwards communication, are fuzzed. After the exploitation, based on
whether the attack succeeds or not, we may continue to establish C&C, like what a real attacker will
do. (The C&C network traffic are mainly TCP packets, which are not used for attack detection. Details
are discussed in subsection 5.2.) Finally, we quit all possibly established sessions and the Metasploit
Framework, and then either start another fuzzing iteration to generate more data or stop. The sign of a
successful PtH attack is an established reverse shell, which can be observed at the attacker’s side.

The same fuzzing method has also been applied in the generation of benign data from normal network
traffic. For the benign scenario, we first prepare a list of normal commands, including files reading,
writing, network interactions, etc. For each benign fuzzing iteration, we first randomly choose a com-
mand from the list, and then use valid username, plain-text password, and tool to log in to the server and
execute the command.

All the network packets from malicious and benign network traffic are captured using Wireshark at the
victim server’s side. Due to fuzzing, not all PtH attempts or benign access attempts can be guaranteed
to be successful. For failed PtH attempts, we remove them from malicious data because they do not
generate real malicious impact. These packets cannot be categorized as benign either because they are
generated with attacker tools for malicious purpose, rather than for legitimate access. For failed benign
accesses, we keep them in benign data, because normal user can also have failed logins due to typos,
wrong passwords, etc.

In one PtH attack, there are packets for initial communications, authentication and afterwards commu-
nications. One data sample consists of multiple packets, and those packets may come from one, two, or
all of the three stages above. Besides, one complete PtH attack or benign activity most certainly contains
more packets than one data sample can represent. When labeling, if the session is malicious, then all
data samples generated from this session is labeled malicious, and the same is also true for the benign
cases.

4.4. DNS Cache Poisoning Data Generation

DNS Cache Poisoning Attack. A major functionality of Domain Name Service (DNS) is to provide
the mapping between the domain names and IP addresses. When a client program on a user machine
refers to a domain name, the domain name needs to be translated to an IP address for network commu-
nication. The DNS servers are responsible to perform such translation.
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Fig. 5. Fuzzing process for generating malicious PtH network data.

The DNS system has a hierarchical structure that contains root name servers, top-level domain name
servers, and authoritative name servers. Some examples are the public DNS servers 8.8.8.8 and 8.8.4.4
provided by Google, and recently released 1.1.1.1 by Cloudflare. These name servers, referred as the
global DNS servers, provide records that maps the domain names and IP addresses. Due to the geological
distance between user machines and the global DNS servers, it is very costly to contact the global DNS
servers every time when mapping is needed. To reduce the cost, organizations often deploy their own
DNS servers, referred as local DNS servers, within the LAN to cache the most commonly used mappings
between domain names and IP addresses. Generally, when a user machine needs to make connection with
a destination machine, it will contact the local DNS server first to resolve the domain name. If the local
DNS server does not cache the DNS record for this domain name, it will send out a DNS query to the
global DNS server to get the answer for the user machine. The user machine gets to know the IP address
after receiving the response.

DNS cache poisoning attack can target local DNS servers. When the local DNS server receives a
query which it does not have the corresponding records (first stage), it will inquire the global DNS
server (second stage). On receiving the response (third stage), the local DNS server will save this record
in its cache, and forward the response to the user machine (fourth stage). However, the DNS server
cannot verify the response at the second stage, and this is where the attacker can fool the local DNS
server. Pretending as the global DNS server, the attacker can send a spoofed DNS response to the local
DNS server with the falsified DNS record. As long as the fake response arrives earlier than the real one,
the local DNS server will forward it to the user machine and save the falsified record to its cache, as
illustrated in Fig. 6. When new queries about the same domain name come in, the local DNS server will
not send a query to the global DNS server again because the corresponding record has been cached.
Consequently, it will answer the user machine with the falsified record, until the record expires or the
cache is flushed.

Data Generation for DNS Cache Poisoning. For this attack, ten fields, such as time to live
values in different layers and resource records, are fuzzed in IP and DNS layers. The testbed contains
three machines: a local DNS server whose DNS cache is flushed periodically, a user machine which
sends out DNS queries to the local DNS server periodically, and an attacker machine which sniffs for
DNS requests sent from the local DNS server and answer them with spoofed responses in the attack
scenario, and does nothing in the benign scenario.

In the malicious scenario, we let the user machine to ask for the IP address of one specific domain
name from the local DNS server using command dig. The domain name is one that does not have a
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Global DNS server
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Fig. 6. DNS cache poisoning illustration.

corresponding record on the local DNS server, thus enabling the DNS cache poisoning attack towards it.
The attacker machine sniffs for DNS queries with that specific domain name sent out from the local DNS
server, and responds them with fuzzed DNS responses with falsified IP addresses. Then, the DNS cache
gets poisoned, and the user machine gets the falsified DNS record. We keep the user machine to send
out DNS queries periodically, so that the above process happens lots times and a large amount of data
can be generated. However, as discussed earlier, if the local DNS server has the record for the domain
name in its cache, it will not send out DNS queries for it, which is why we also flush the DNS cache
of the local DNS server periodically, so that it remains vulnerable in different iterations. If the attack is
successful, the falsified IP addresses can be seen on the results of dig.

In the benign scenario, we prepare a list containing 4098 domain names. In each iteration, the user
machine randomly chooses one domain name from the list, and asks the local DNS server for its IP
address. In order to resemble the malicious scenario, the cache of local DNS server is also flushed
periodically so that the local DNS server always needs to communicate with the global DNS server.

The specific domain name used in the malicious scenario and the domain names used in the benign
scenario do not overlap. Both the domain names and the IP addresses (falsified or genuine) are excluded
during neural network training, so that the neural network will not learn the specific domain name or
falsified IP address, which can be treated as signatures by the neural network. Details are provided in
subsection 5.3.

5. Detection Models

In this section, we will discuss the network attacks’ detection models trained with our generated data.
Specifically, we will discuss how the data is processed before fed to the model, the model used, and
some training details.

5.1. ARP Poisoning Detection

ARP is a stateless protocol on top of User Datagram Protocol (UDP), and the attack can be accom-
plished with an individual packet. Therefore, for detecting ARP poisoning attacks, every data sample
represents one network packet. In addition, ARP packets have very simple packet structure, and it is not
clear which fields are critical to detect this attack. For both the malicious and benign data, all the col-
lected ARP packets’ length is either 42 bytes or 60 bytes. For the 60-byte packets, the last 18 bytes are
all zeros, which means that the meaningful data is only the first 42 bytes. Therefore, we select the first
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Table 2
Fields of interest.
Layer Fields Size in Explanation
bytes
Dst_ MAC 6 Destination MAC address
ETH Src_MAC 6 Source MAC address
ETH_type 2 Indicate which protocol is encapsulated in the payload of the frame and is used at the receiving end by the data link layer to
determine how the payload is processe
HTYPE 2 Network link protocol type. For Ethernet, this field is 1.
PTYPE 2 Internetwork protocol for which the ARP request is intended. For IPv4, this has the value 0x0800.
HLEN 1 Length of a hardware address. For Ethernet addresses, the length is 6.
PLEN 1 Length of internetwork addresses. The internetwork protocol is specified in PTYPE. For IPv4 addresses, the length is 4.
ARP OpCode 2 Specifies the operation that the sender is performing: 1 for request, 2 for reply.
SHA 6 Source hardware address. The MAC address of packet sender.
SPA 4 Source internetwork address.
THA 6 Target hardware address. The MAC address of packet target.
TPA 4 Target internetwork address.
Version 4/8 For IPv4, this is always equal to 4.
IHL 4/8 Internet header length.
DSF 1 Differentiated service field, which includes differentiated services code point and explicit congestion notification.
TLen 2 The entire packet size in bytes.
D 2 An identification field which is primarily used for uniquely identifying the group of fragments of a single IP datagram.
P Flags 3/8 3 bits for controling or identifying fragments.
FragOff 13/8 13 bits for specifying the offset of a particular fragment relative to the beginning of the original unfragmented IP datagram.
TTL 1 Time to live field, which limits a datagram’s lifetime.
prot 1 This field defines the protocol used in the data portion of the IP datagram.
chksum 2 Header checksum for error-checking of the header.
src_add 4 Source IPv4 address.
dst_add 4 Destination IPv4 address.
src_port 2 Source port number.
dst_port 2 Destination port number.
seq 4 Sequence number.
ack 4 Acknowledgement number.
TCP hd_len 4/8 Size of the TCP header.
flags 12/8 The first 3 bits are reserved, and the other 9 bits are control bits.
window 2 Size of the receive window.
chksum 2 Checksum field for error-checking of the TCP header.
urgptr 2 Urgent pointer.
src_port 2 Source port number.
UDP dst_port 2 Destination port number.
hd_len 2 The length in bytes of the UDP header and UDP data.
chksum 2 Checksum field for error-checking of the UDP header and UDP data.
TID 2 Transaction ID for synchronization between DNS servers/clients.
flags 2 Control flags
DNS q 2 The number of entries in the question section.
AnRR 2 The number of resource records in the answer section.
AuRR 2 The number of resource records in the authoritative section.
AdRR 2 The number of resource records in the additional section.
cmd 2 The command code of this packet.
SMB/SMB2 flags 4 Indicate how to process the operation
NT_status 4 Status or error code.

42 bytes as input data (ETH and ARP layers’ fields in Table 2). Every byte is treated as a number when
fed to the neural network. As a result, each data sample is an integer list converted from one packet’s
bytes. The labeling is done towards each data sample, which is the 42 bytes generated from each ARP
packet.

The neural network used for detecting ARP poisoning attack is simple with an input layer, a hidden
layer, and an output layer with softmax activation function. We have tried four types of hidden layers
(fully-connected layer, convolutional layer, recurrent layer, and LSTM layer). Thus, four types of neural
networks are trained, namely multi-layer perceptron (MLP) model, convolutional neural network (CNN)
model, recurrent neural network (RNN) model, and LSTM model. For each type of neural network,
we have tried different numbers of units (N_hidden € {15,20,25,30,35}), and for CNN model, we
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Fig. 7. LSTM neural network for PtH detection.

have also tried different kernel sizes (kernel_size € {2,3,4}) and different strides (stride € {1,2}).
Therefore, a total of 45 models are trained.

5.2. PtH Detection

To detect PtH attack with neural networks, we have two key insights that help determine the represen-
tation of data samples: 1) Network communication for authentication is actually a sequence of different
types of network packets in a certain order. An earlier packet can affect the packet afterwards. For exam-
ple, the first several packets between a server and a client may be used to communicate and determine
which protocol to use (e.g. SMB or SMB2), and packets afterwards will use the decided protocol. The
attack is to get authenticated by the server, which requires a sequence of packets to accomplish. There-
fore, each data sample should be a sequence of packets, rather than an individual packet. 2) PtH relies on
authentication mechanisms that legitimate users usually don’t use. The network packets for the benign
and malicious authentication are different. Since both authentication methods use SMB/SMB2 pack-
ets, the differences between them thus exist in the fields of the SMB/SMB?2 layer. Therefore, data in
SMB/SMB2 layer is used for PtH detection. In addition, the differences of field values between benign
and malicious authentication will be helpful to distinguish them.

For this attack, we choose Long-short term memory (LSTM) as the architecture for the neural network.
For each packet, we assign a type number to it to represent this packet as a whole. The packet types
are defined by fields of interest (SMB/SMB2 layer’s fields in Table 2) in the packets. If two packets
have the same values in all those fields, then the two packets are given the same packet type number.
Otherwise, different numbers are assigned. Please note that we only care about the differences of field
values between two packets, but do not care about the values themselves. That’s why we are using
packet type numbers to represent the packets, rather than examining the content of each packet. The
LSTM neural network takes a sequence of network packets’ type numbers and outputs the binary label
representing whether this sequence is PtH network traffic. Our neural network is presented in Fig. 7.
The neural network consists of one LSTM layer, which contains multiple LSTM blocks to take inputs,
and several fully connected layers, which take inputs from the LSTM layer and produce the final binary
output. M stands for input; H stands for each LSTM block’s output; and C stands for each LSTM block’s
state output. Subscripts stand for the time points, in which / stands for the window size. The output layer
uses softmax activation function, so the raw outputs are the probabilities for the data sample to be benign
or malicious, which add up to 1.

Now that each network packet is represented as a packet type number, the network log can be repre-
sented as a sequence of packet type numbers. The next step is to create data samples needed for neural
network training. We complete this by the following steps: 1) We chop the sequence of packet type num-
bers to smaller sequences based on the unit of network communications. By identifying the start packet
for each benign/malicious network communication, we chop the whole sequence into many variate-
length sequences, and the beginning of every sequence is a start packet. 2) We further chop the smaller
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variate-length sequences into one or more fixed-length sequences according to the window size and step
size. The window size decides how many network packets are represented in one data sample, or, in
another word, how many packet type numbers are included. The step size decides the shifting step when
chopping large sequence. For example, if a sequence [1, 2, 3,4, 5, 6, 7, 8] is chomped with window size 4,
and step size 2, then the resulting small sequences are [1, 2, 3, 4], 3,4, 5, 6], and [5, 6, 7, 8]. 3) Depending
on whether the sequence is from a benign traffic or malicious traffic, we assign a binary label to it to
indicate whether this sequence is benign or malicious. This sequence becomes one data sample for our
LSTM neural network. 4) If a fixed-length sequence appear in both the benign and malicious data, this
sequence is removed from both of them because it cannot help with the classification. 5) We remove
duplicate sequences in both the benign data and malicious data. After these two removal processes, all
data samples are finally ready to be used.

We tried different data samples (windows size w_size € {4,8,12,16} and step size st € {1,2,4,6})
and different number of LSTM units (N_LSTM € {10,20,30}) in the LSTM layer. The values of
window size and shift step size can affect the number of data samples, so different neural networks may
be trained and evaluated with data sets of different sizes. Because it is unknown that which combination
will achieve the best results, all combinations, a total of 4 * 4 x 3 = 48 models, are tried.

5.3. DNS Cache Poisoning Detection

Network packets from DNS cache poisoning attack form sessions which consist of queries and an-
swers. Therefore, each data sample should include data from multiple network packets. In addition, it is
not clear which fields may be of importance, so we need to investigate the packet content, rather than
simply generalizing the packets with packet types as we did in PtH detection.

Instead of using the whole packet, we use 40 bytes, from byte 15 to 54, of every packet and convert
them to integers from O to 255 respectively. The first 14 bytes belong to the lowest ETH layer. They
are excluded purposefully to rule out the impact of MAC addresses: the MAC address may be treated as
signatures to detect malicious packets. The chosen 40 bytes include bytes in IP layer, UDP layer, and part
of DNS layer (IP, UDP, and DNS layers’ fields in Table 2). Only part of DNS layer data is used because
the query and records are excluded. Those sections contain the domain names and IP addresses, which
are excluded for similar reasons as above: we don’t want the neural network to learn the “malicious”
domain. After the packet data processing, every packet is represented as a fixed-length sequence of 40
integer numbers ranging from O to 255. The whole captured network traffic is represented as a sequence
of 40-integer sequences.

The packet processing is different from the process in PtH detection. 1) In PtH detection, each com-
ponent in a sequence is a packet type number, while in DNS cache poisoning attack detection, each
component is one 40-integer sequence. 2) The resulting data sample is also different. In DNS cache
poisoning attack, the data sample is a matrix of size k * 40, which represents k packets and 40 bytes in
each packet. Each integer in the matrix ranges from O to 255. Therefore, the matrix can also be viewed
as a grayscale image of size k x40, and each integer at row i column j is the grayscale value of that pixel,
corresponding to the jth selected byte in the ith packet.

Now that the data samples can be represented as images, we use a convolutional neural network (CNN)
to do the classifications, which has been proven to work well in image classification problems. The
labeling is done towards each data sample, which is the entire matrix, rather than an individual packet.
During data processing, the malicious and benign data are processed separately. Matrices generated from
malicious data are labeled as malicious, and matrices generated from benign data are labeled as benign.
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Kernel size: K, Kernel size: K, Pool size: 2*2 Number of units: F Dropout rate: D

Fig. 8. The neural network structure for DNS cache poisoning detection.

Similar to PtH detection, we have trained a series of neural networks with different neural network
hyper-parameters and data samples of different window sizes and window steps. That means we can
adjust the number of packets k included in each data sample and thus change the size of matrix. The
neural network structure is shown in Fig. 8. The output uses softmax activation function as well. Window
size (w_size € {4,6,8,10,12}) and step size (st € {1,2,4,6,8}) will affect the data samples. Besides,
there are three hyper-parameters when constructing the detection neural networks, which are the number
of units in some hidden layers (convolutional layer 1, 2 and fully connected layer, N_hidden € {(C1 =
16,Co = 16,F = 8),(C; = 32,Cy = 16,F = 8),(C; = 32,Cy = 32,F = 16),(C1 = 32,Co =
32,F = 8),(C; = 64,Cy = 32,F = 16),(C; = 64,C2 = 64,F = 16)}), the kernel size (K_size €
{(K1 =2%2,Ky =2%x2),(K; =3%3,Ky =3%3),(K; =4%4,Ky = 4%4)})in each CNN layer,
and the dropout rate (D € {0.05,0.1,0.15,0.2,0.25}) in the dropout layer. Again, since it is unknown
that which values will result in the best results beforehand, so we tried all combinations, and a total of
5% 5% 63 x5 = 2250 models with different combination of values are trained.

5.4. Model Selection

Before model selection, we perform parameter optimization for single-packet attacks, and we perform
data sample and parameter optimization for multi-packet attacks. Data sample optimization means dif-
ferent data samples with different window size and/or step size are tried to select the data samples
generating the best results, while parameter optimization means different model parameters are tried.

For model selection, we use metrics including accuracy (Acc), F1 score (F1), detection rate (DR) and
false positive rate (FPR). Assuming the numbers of true positives, true negatives, false positives and false
negatives are presented as TP, TN, FP, FN, respectively, then Acc = (TP + TN)/(TP + TN + FP +
FN),F1=TP/(TP4+0.5«(FP+FN)),DR =TP/(TP+FN),and FPR = FP/(TN+FP).Acc and FI
are two of the commonly used metrics used for classification problems, and DR and FPR are important
for intrusion detection. DR is defined by the ratio of detected attacks number to the total number of
attacks, so DR directly shows the detector’s ability of detecting attacks. FPR is defined by the ratio of
number of attacks mis-classified as benign samples to the total number of benign samples, so it directly
shows how likely the detector will raise false alarms, interrupting the normal works of organizations and
enterprises. We call the best-performing model as the one that gets the highest average of Acc and F1,
denoted as

p_ Acc+ F1 ’
2
and the best-detecting model as the one that gets the highest average of DR and 1 — FPR, denoted as

_ DR+1— FPR
==

D
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(d) ARP detection F1 score. (e) PtH detection F1 score. (f) DNS detection F1 score.

Fig. 9. Average accuracies and F1 scores of the best-performing models on the training and validation set with respect to the
number of epochs. We limit the number of epochs so that validation results do not downgrade too much.

If FPR cannot be calculated (no benign data sample), we let D = DR. We simply take the average
because all the chosen metrics are important for evaluations and we have no preference on any of them.

The generated fuzzing data set is randomly split into two parts: 80% as the training set, and 20% as the
test set. The training set is then further randomly split into four parts of about the same size, upon which
4-fold cross-validation is employed to avoid over-fitting. All the reported results are the average results
among four folds. The best-performing and best-detecting models are selected based on the average P
and D results on the validation set across all four folds.

6. Evaluations

In this section, we will provide evaluation results on the selected best-performing and best-detecting
models. Besides the training set and test set, which are split from the fuzzing set, we also prepare another
malicious set without fuzzing, referred to as the real attack set. All the deep learning experiments are
done on a Windows 10 machine with Intel Core i7-7820HK, 32 GB of RAM, and a GTX 1080 Mobile
graphics card for acceleration. As for the software, we use Python 3.8.5 and TensorFlow 2.4.1.

For comparison, we have trained traditional machine learning models, including k-nearest neighbor
(kNN) models, support vector machine (SVM) models with various kernels, decision tree (DT) models,
and random forest (RF) models. For ARP poisoning, we have also added one recent work [42] using
deep learning for detection. They are trained, selected, and evaluated on the same data sets. We use R
3.6.1 and several packages for different types of models, including caret for KNN models, e/071 for
SVM models, rpart for DT models, and randomForest for RF models.

The fields and the bytes are defined by the protocol, as listed in Table 2, but the term “feature” has
slightly different meanings in traditional machine learning and deep learning. Because we want to pro-
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vide a unified view of both deep learning and traditional machine learning, we hereby define a feature
as the smallest component in the model input. For PtH and single-packet attacks (ARP poisoning), the
traditional machine learning models’ data samples and features are the same as those for deep learning
models. However, for DNS cache poisoning, the same data sample and feature cannot be used because
the input space is too large for traditional machine learning models to handle. Therefore, we employ
principal component analysis (PCA) for dimension reduction, and only select the top-rated one-fifth
PCA features. On average, they can explain about 97.09% of the original data.

The parameters in deep learning models have been discussed earlier. For KNN models, we optimize
k, the number of neighbors; for SVM model with linear kernel (SVM-Linear), we optimize C, the cost
constant; for SVM model with polynomial kernel (SVM-Poly), we optimize degree, the polynomial
degree, scale, the scaling factor constant, and C, the cost constant; for SVM model with radial basis
kernel (SVM-Radial), we optimize sigma, the precision parameter for the radial basis function, and
C, the cost constant; for DT models, we optimize cp, the complexity parameter; for RF models, we
optimize mt ry, the number of randomly selected features for each tree in the forest.

6.1. Data Set Description

Table 3 shows the data set statistics. The data set contains fuzzed set (split into training set and test set)
and non-fuzzed set (real attack set). A data set that is balanced and large enough in size is essential for
training the models effectively. Lack of training data can result in poor results, while biased data sets may
result in biased models. Although we have collected similar amounts of raw benign and malicious data in
section 4, the number of benign and malicious data samples still varies after processing in section 5. As
a result, the data sets after processing are usually unbalanced. To mitigate such unbalancing, a common
practice is to down-sample the one with more data samples, but this will reduce the size of data set.
To deal with this dilemma, we loosen the criterion of “a balanced data set”: as long as the benign to
malicious ratio is within the range of [%, %], then there is no need for data set balancing. (This means
that both the benign and malicious take up more than 40% but less than 60% of whole data, so the data
set as a whole is adequately balanced.) Otherwise, we perform data set balancing with down-sampling.
Specifically, if the benign data sets have significantly more data samples than the malicious data sets, we
down-sample the benign data sets to match the size of malicious data sets, and vice versa.

6.2. Best-performing Models

Table 4 presents the evaluation results on the best-performing models for each network attack. Rows
highlighted with yellow color indicate the best-performing deep learning models, and rows highlighted
with green color indicate the best-performing machine learning models. All models get acceptable to
good results on training set and test set. For multi-packet attacks, deep learning models are substantially
better than traditional machine learning models, especially on real attack set. In PtH detection, the
LSTM model achieves near 99% accuracy on the real attack set, while machine learning models cannot
reach 1/4 accuracy. In DNS cache poisoning detection, the CNN model’s accuracy on the real attack set
is 100%, while machine learning model can reach about 47% accuracy at most. Selected deep learning
models’ F1 scores are also far better than those of traditional machine learning models. For ARP poi-
soning detection, deep learning models do not have many advantages over traditional machine learning
models, and all models’ performances downgrade on real attack set comparing to those of training set
and test set. The reason is that the real attack set for ARP poisoning is generated on a different LAN,
with different valid MAC and IP addresses.
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Except for LSTM model in PtH detection, in all other cases, the best-detecting model is the same as

Table 3 1
Data set statistics. 5
Attacks Set Size  Benign to malicious ratio 3
ARP poisoning Training 9584 1.005:1 4
Test 2400 0.982:1 >
Real attack 17471 0:1 6
P 7
PtH" Training 3932 1.364:1 .
(best-performing) Test 983 1.329:1 5
Real attack 0:1 10
PtH" Training 0.974:1 11
(best-detecting) Test 0.839:1 12
Real attack 0:1 13
DNS Training 1.003:1 14
cache poisoning” Test 0.988:1 s
16
Real attack 0:1
17
* For multi-packet attacks, we only list the data set statistics corre- 18
sponding to the best-performing or best-detecting models. 5
20
100.00% 100.00% 100.00%
90.00% 80.00% 80.00% 21
80.00% 60.00% 60.00% 22
70.00% | | 40.00% 40.00% I I 23
60.00% 20.00% 20.00%
50.00% 0.00% 0.00% 24
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Fig. 10. Evaluation results on the best-detecting models. 19
. 40
6.3. Best-detecting Models
41
Fig. 10 presents the evaluation results of Best-detecting models. Results are shown as bar charts so 42
that it is easy to compare between different model types and across different data sets. FPRs on real 43
attack sets are not presented because there is no negative data sample, so FPR cannot be calculated. 44
45
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Table 4
Evaluation results on best-performing models.
1 DL or 3 4 5 Training set Test set Real attack set
Attacks ML2 Model type Data sample Model setting v = oo = v &
MLP hidden_units=15 99.91% 0.9991 99.75% 0.9975 72.84% 0.8429
DL CNN hidden_units=35 99.94% 0.9994 99.79% 0.9979 73.02% 0.8441
RNN hidden_units=15 99.91% 0.9991 99.75% 0.9975 72.83% 0.8428
LSTM hidden_units=15 99.91% 0.9991 99.75% 0.9975 72.83% 0.8428
ARP kNN NA k=3 99.90% 0.9990 99.93% 0.9993 81.99% 0.9010
SVM-Linear C=1 99.87% 0.9987 99.90% 0.9990 72.83% 0.8428
ML SVM-Poly C=10, degree=3, 99.96% 0.9996 99.93% 0.9993 72.83% 0.8428
scale=0.01
SVM-Radial C=1, sigma=0.04 99.97% 0.9997 99.93% 0.9993 72.83% 0.8428
DT cp=0.45 99.84% 0.9984 99.90% 0.9990 82.35% 0.9032
RF mtry=4 99.97% 0.9997 99.93% 0.9993 72.83% 0.8428
DL LSTM-P WS=16, SS=1 hidden_units=30 98.45% 0.9865 98.07% 0.9831 98.96% 0.9948
kNN WS=12, SS=2 k=3 96.77% 0.9682 96.53% 0.9658 23.44% 0.3797
SVM-Linear WS=12, SS=2 C=10 96.89% 0.9694 96.72% 0.9674 13.02% 0.2304
PH ML SVM-Poly WS=8, SS=4 C=10, degree=2, 97.75% 0.9779 94.69% 0.9479 23.44% 0.3797
scale=0.01
SVM-Radial WS=8, SS=4 C=10, sigma=0.0115 98.07% 0.9810 93.72% 0.9378 18.23% 0.3084
DT WS=12, SS=2 cp=0.05 94.70% 0.9467 95.44% 0.9533 18.23% 0.3084
RF WS=12, SS=2 mtry=40 100.00% 1.0000 97.99% 0.9798 14.06% 0.2466
DL CNN WS=12, SS=1 Ci = 32,Ca = 99.87% 0.9987 99.73% 0.9973 100.00% 1.0000
32,F = 16,k =
(2,2), Kz =
DNS (2,2),D = 0.1
kNN WS=4, SS=1 k=10 98.67% 0.9867 98.35% 0.9834 0.00% 0.0000
SVM-Linear WS=12, SS=6 C=0.1 96.01% 0.9608 95.17% 0.9527 0.00% 0.0000
ML SVM-Poly WS=12, S§=7 C=0.1, degree=3, 99.63% 0.9963 98.70% 0.9870 0.00% 0.0000
scale=0.02
SVM-Radial WS=12, SS=8 C=10, sigma=0.1647 100.00% 1.0000 98.66% 0.9867 0.00% 0.0000
DT WS=12, SS=9 cp=0.05 87.01% 0.8771 86.88% 0.8754 47.01% 0.6395
RF WS=12, SS=10 mtry=21 100.00% 1.0000 97.50% 0.9752 34.19% 0.5096

! The three attacks are ARP poisoning, pass the hash, and DNS cache poisoning, respectively.

2 DL stands for deep learning, and ML stands for traditional machine learning.

3 For multi-packet attacks, only the deep learning models proposed in section 5 are presented.

4 NA stands for not available, because there is no different data samples for single-packet attack. WS stands
for window size, and SS stands for step size.

3> Explanation for the DL model settings are provided in section 5. ML model settings are explained at the
beginning of section 6

best-performing model. The best detecting model for PtH detection has the window size of 16, the step
size of 2, and 30 hidden units in the LSTM layer.

It can be inferred from the figure that, similar to the best-performing case, all models get acceptable to
good results on training set and test set. For single-packet attack detections, deep learning models do not
have many advantages over traditional machine learning models. For multi-packet attacks, deep learning
models have clear advantages over traditional machine learning models, especially on real attack set.
Because there is no negative data sample in the real attack set, DR = Acc, which has been discussed in
the previous subsection. As for FPRs, though they cannot be calculated in the real attack set, it can be
seen that deep learning models achieve generally lower FPRs comparing to traditional machine learning
models on the training and test sets.

6.4. Impact of Data Representation

We also studied the impact of data representation on model training. For PtH attack, the change of
data representation can indeed help with detection. To prove this, we created two data sets: data set
(a) based on network packet type numbers, and data set (b) based on the raw bytes converted from the
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corresponding network packets’ selected field values. We compared the models trained with (a) and (b)
respectively. With (b), we trained additional neural networks of the following four types: MLP, CNN,
RNN, and LSTM. All these models have about the same complexity (hyper-parameters like number of
layers and number of units in each layer) as PtH detection LSTM models (discussed in the previous
subsection) trained on (a). Our results show that the best models of MLP and RNN trained on (b) only
reach around 80% accuracies. The best models of CNN and LSTM trained on (b) reach around 97%
accuracies. Referring back to Table 4, it is clear that none of them is as good as the LSTM model trained
on (a). Therefore, the packet type number representation method is better in PtH detection compared to
the raw byte representation method.

For ARP poisoning and DNS cache poisoning, they do not have obvious fields that may benefit from
change of data representation. Therefore, we retain as much raw information as possible from the net-
work packets, and keep the data representations close to the raw packets.

6.5. Impact of Probability Threshold

The raw outputs of the output layer of each detection neural networks are the probabilities for the
input data sample to be benign or malicious, which add up to 1. The raw outputs can be converted to
classification results. If the probability for malicious class is beyond a given threshold, the data sample
will be classified as malicious. Otherwise, it will be classified as benign. When the threshold gets larger,
the model is more likely to classify a data sample as benign: as a result, the false positive rate will
decrease, but the false negative will increase. Hence, different thresholds correspond to different FPR
and DR (or true positive rate) pairs

In order to understand the trade-offs between false positive rates and false negative rates, we exam-
ine the impact of probability thresholds in this experiment. We select the best-performing deep learning
models for detecting each network attack, and re-run the evaluation experiments with 9 different proba-
bility thresholds (i.e., 0.1, 0.2, ..., 0.9). The false positive rate and detection rate pairs for each threshold
are shown in Table 5. It should be noticed that each pair of (FPR, DR) is actually a point in the corre-
sponding ROC curve. (We do not show the plotted ROC curves since majority of the thresholds result in
the same pair of false positive rate and false negative rate values.)

In addition, the P and D results are shown in Fig. 11. It can be inferred that the best probability
threshold is not always 0.5. For ARP poisoning detection, the best threshold is 0.1. For PtH and DNS
cache poisoning detections, there are multiple threshold values besides 0.5 that have almost the same
performances. Depending on whether the defender prefers higher detection rates or lower false positive
rates, changing the probability threshold is a worthy option.

How to choose the probability threshold: For instance, let’s assume that py1, pp2, Pe3s - - ., Pon are
the probabilities of being malicious for the n benign data samples in the data set, respectively, and
Dmls> Pm2s> Pm3 - - - » Pmk are those for the k malicious data samples, respectively. If max;c (12,0} (pwi) <

Min;e (12, (Pmi)> then the probability threshold can be easily set to max;e(i 2,3 (Psi), 0 that the
model will not misclassify anything. However, if max;c(19 (i) > minicgi o ) (Pmi), then there
is a trade-off: there is no such a threshold to perfectly separate benign from malicious. If the defender
wants the model to be sensitive to attacks and can tolerate some false alarms, he/she can set the threshold
to be min;e(1 2 4} (pmi); or, if the defender wants a smoother business process with fewer false alarms
and only uses the detection model as one of the intrusion indicators, he/she can set the threshold to
be maxic(12. 1} (pwi)- Also, the defender can come up with a unified metric, like the P and D values
mentioned earlier in this paper, and draw curves as in Fig. 11 to find out the best probability threshold.
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Table 5
Receiver operating characteristic curve (ROC) points for the selected best-performing DL models.

ARP poisoning PtH DNS cache poisoning

Train Test Train Test Train Test
Th.| FPR | DR FPR | DR FPR | DR FPR | DR FPR DR FPR DR
1 0 0 0 0 0 0 0 0 0 0 0 0
0.9 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0001 | 0.9889 | 0.0000 | 0.9844
0.8 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0001 | 0.9913 | 0.0003 | 0.9875
0.7 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0001 | 0.9952 | 0.0003 | 0.9935
0.6 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0001 | 0.9967 | 0.0005 | 0.9943
0.5 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0003 | 0.9976 | 0.0008 | 0.9953
0.4 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0006 | 0.9983 | 0.0010 | 0.9966
0.3 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0010 | 0.9994 | 0.0021 | 0.9971
0.2 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0027 | 0.9999 | 0.0036 | 0.9992
0.1 | 0.0004| 0.9985| 0.0017| 0.9959| 0.0222| 0.9929| 0.0261| 0.9947| 0.0041 | 1.0000 | 0.0067 | 0.9997
0 1 1 1 1 1 1 1 1 1 1 1 1

* Thresholds. When the malicious probability is above the threshold, the data sample is classified as malicious.
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Fig. 11. Probability threshold’s impact on models’ P and D results.

7. Interpreting Why the Detection Models Achieved High Detection Accuracy
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The results presented in the previous section show that the trained (network attack detection) models
can achieve high detection accuracy. In this section, we would like to provide a few domain-specific
interpretations on this observation. In particular, we seek to answer two research questions: (1) Do
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fuzzed packet fields indeed influence model accuracy? (2) Does the protocol fuzzing approach has the
ability to generate comprehensive data?

7.1. Influence of Fuzzed Packet Fields on Detection Accuracy

One of the problems we are curious about is how influential the fuzzed fields are to the accuracy of
the trained neural networks. To answer this question, we have leveraged permutation feature importance
[43], a widely-adopted procedure to make machine learning more interpretable, to measure the increase
or decrease in the accuracy of the model after we permute a particular feature’s values. We obtained
the permutation feature importance measurements for ARP poisoning. For DNS cache poisoning, we
visualized the learned features in the first convolutional layer, which provide insights about which pixels
of the “image” are emphasized.

Permutation feature importance is a model inspection technique that can be used for fitted models. It is
defined as the decrease in a model score, which is the F1 score in our experiments, when a single feature
value is randomly shuffled [43]. This technique benefits from being model agnostic and can be calculated
many times with different permutations of the feature, and is often used to inspect how influential some
features are to the model in various deep learning applications [44—46]. The drawback is that, when
several features are correlated, the measurement becomes inaccurate. Our results show that, for ARP
poisoning, the top three most influential features all belong to fuzzed fields, which are destination
MAC address, target MAC address,and target IP address.

In summary, our experiments show that the 3 most influential features for each of the trained models
usually involve one or more fuzzed packet fields. However, for the CNN for DNS cache poisoning
identification, a fuzzed field, time to live value in the IP layer, is one of the fields that are least
influential. Although our experiments did not find any fuzzed field as the most influential field on the
first layer (of the model) in detecting DNS cache poisoning, it’s still possible that a fuzzed field is most
influential on a deeper layer. Deep learning models are still mostly “black boxes”. Furthermore, not
all fuzzed fields may be presented in the data samples. For example, for PtH, the fields used in the
mapping (and embedding) do not concern any fuzzed fields. Another possibility is that, though some
fuzzed fields’ influences are not directly reflected from our measurements above, the fuzzed fields may
affect other fields, which are in turn influential to the models.

7.2. Can Protocol Fuzzing Generate Comprehensive Training Data?

A comprehensive training data set is a key factor in many successful applications (e.g., image classi-
fication) of deep learning. However, how to formally assess the comprehensiveness of the training data
in deep-learning-based detection of network attacks is an issue largely neglected in the literature. In
this subsection, we seek to take the first step towards systematically addressing this issue. In particular,
we introduce a new notion, called “covered-by”, to capture an inherent connection between protocol
fuzzing and training-data comprehensiveness.

The intuition behind this notion is as follows. First, a network packet is essentially a set of fields.
Although real-world packets are usually not byte-to-byte identical to the packets generated through pro-
tocol fuzzing, the content in a particular field of a real-world packet may be identical to the corresponding
field of a fuzzed packet. Hence, it seems appropriate to do field-content-based data comprehensiveness
assessment. Second, one major advantage of deep learning is that it requires less feature engineering
than conventional machine learning techniques (e.g., Support Vector Machines). Accordingly, although
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a data sample in the training set involves the information from multiple fields, the deep learning algo-
rithm typically treats each element (e.g., a byte or a pixel) in the data sample in a unified way, and does
not pre-extract semantic-carrying features. Based on this observation, we do not assess data comprehen-
siveness based on a space of semantic-carrying features.

Based on the above intuition, we define the notion of “covered-by” as follows: 1) When a real-world
network packet is being “examined” by a deep learning model, it will need to be firstly transformed to
a data sample « (or a portion of a) expected by the model. An element in the data sample is covered-by
a data sample b generated through the proposed protocol fuzzing method if A) the element’s content is
identical to the corresponding element in b, B) the packet field used to derive the element in @ has the
same content as the field used to derive the corresponding element in b, and C) the above-mentioned
packet field is a being-fuzzed field in the proposed protocol fuzzing. Note that since the definition in-
tends to capture an inherent connection between protocol fuzzing and data comprehensiveness, it ignores
the elements that are not derived from a being-fuzzed field. 2) Given a set of data samples S (gener-
ated through real-world network packets) and a training set of data samples S, generated through the
proposed protocol fuzzing method, the coverage rate is defined as the ratio of x to (x + y). Here x is the
total number of the elements in S ; that are covered-by one or more data samples in S 2, and y is the total
number of the elements in S that are derived from a being-fuzzed field but not covered-by any data
sample in S o.

It should be noticed that coverage rate is not applicable to the deep learning algorithms that employ a
mapping from an entire network packet to a type assigned with a particular type number. Accordingly,
because such a mapping is done when detecting PtH, we should not use coverage rate to measure the
comprehensiveness of the training data generated for detecting PtH.

Measuring the coverage rates. To measure the coverage rates for the three network attacks, we have
collected additional non-fuzzed data and measured the coverage rates with respect to the fuzzed data
collected in Section 4. The non-fuzzed data are collected by launching each kind of network attack with
different parameters (e.g., IP addresses, MAC addresses, process names, etc.) for hundreds of times so
that data collected in different attack sessions are not identical to each other.

We have measured the coverage rates for ARP poisoning and DNS cache poisoning. Our results show
that, for all the three network attacks, the coverage rates are all 100%. In addition, we also assess the
comprehensiveness of the training data generated for detecting PtH in an ad hoc way, and found that for
each being-fuzzed field, every value observed in the non-fuzzed network packets appeared at least once
in the fuzzed data. In summary, our results show that a correlation between high detection accuracy and
high coverage rates exists.

8. Discussions and Limitations

In previous sections, we have shown that our new approach, protocol fuzzing, is helpful in generating
data on which neural networks can be trained. However, our approach still has some limitations.

Efficiency: Training a neural network requires a large amount of data samples. However, the number
of data samples can be affected in many ways. For example, protocol fuzzing in nature cannot guaran-
tee that all malicious/benign activities are successful. Although the fuzzed values are in a valid range,
the network packets with fuzzed values may still get rejected by the server or trigger some unexpected
circumstances, leading to an interrupted session. Those data are probably useless as discussed in sec-
tion 4.3. Also, the removal of duplicate (same data in one class) and double-dipping (same data among
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different classes) data samples will also affect the number of data samples. In a word, not all collected
data can be used as data sample for neural network training.

Another factor that affects the efficiency is the time consumed by each benign/malicious activity.
Except for some simple activities like MAC-IP address resolving with only several ARP packets, other
complicated activities need time to get carried out, especially those containing hundreds or more network
packets. Also, depending on the mechanism of packet processing, the client/server may also need more
time before it can respond. For example, in PtH data generation, one successful attack contains 300 to
400 packets (and not all of them are usable to generate data sample), and some time intervals between
adjacent packets can be as large as 0.5 second. In addition, in our experiments, we manually inserted
idle time intervals. The purpose is to stabilize the activity. For example, in PtH experiment, after starting
the exploitation, the foreground is put to sleep for 25 seconds. This time interval is reserved so that the
exploitation can continue to run to reach a successful end. If this time interval is removed or too short,
then the attack process is very likely to end at the middle of exploitation. In a word, each data generation
iteration takes time to complete.

Because of the two points above, our data generating efficiency can still be improved. Take PtH as an
example. We spent about 4 days running 5,000 attack iterations, of which 611 failed. The total amount
of network packets captured is 497,956, of which 103,718 are SMB/SMB2 packets that may be used to
generate data sample. However, the final number of data samples is only in the thousands, as shown in
Table 3.

Neural networks for various network attacks: Though we have verified our idea on three chosen
network attacks, we trained separate neural networks for different attacks and did not train a neural
network to detect various network attacks. It is difficult to train such a neural network because different
network attacks have different characteristics, which may need different data representations and neural
network architectures, as shown in section 5.

Interpretability: In subsection 7.1, we have tried to interpret the trained neural networks in two
widely-used ways. However, there are still other interpretation techniques we have not tried, which may
show some further insights about the neural networks and the attacks themselves. Our future work may
provide additional interpretations about the trained neural networks.

Use of large language models (LLMs): Recently, some pre-trained LLMs (e.g., BERT [47],
RoBERTa [48], SpanBERT [49], etc.) have been released and proven to be effective not only in nat-
ural language processing [50] (the proposed usage), but also in other tasks like object detection [S1]. On
one hand, such models could be effective in network attacks detections, and network traffic data could
be transformed and fed into LLMs for the purpose of network attack detections. On the other hand,
we observe that no existing work has done such data transformation in the literature to detect network
attacks. Nevertheless, because LLMs have good potential, we will investigate the potential of LLMs in
detecting network attacks in future work.

9. Conclusion

This paper presents an end-to-end approach to detect the logic-flaw-exploiting network attacks using
deep learning. The end-to-end approach begins with data generation and collection, and ends with attack
detection with trained neural network. We address two major challenges in applying deep learning for
logic-flaw-exploiting network attack detection: the generation of useful data sets and the training of ap-
propriate neural network models. In this paper, we propose a protocol fuzzing-based approach for data
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generation, and study how to evaluate and compare different deep learning architectures from perspec-
tives of both the neural network performance and the detection effectiveness in security. We show the
effectiveness of our approach with three specific demonstration attacks, including PtH, DNS cache poi-
soning, and ARP poisoning. We have generated high quality network traffic data using protocol fuzzing,
trained neural networks with generated data, and evaluated the trained models from the perspective of
both neural network performance and attack detection. Some of those results have been published in an
earlier work of ours [21]. In addition, we have also tried interpreting our trained models and discussed
the limitations of our experiments and approach. Our future works include improving efficiency, finding
more fuzzable fields, trying more complicated attacks and interpreting methods, and so on.
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