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DISCLAIMER

Certain commercial entities, equipment, or materials may be 
identified in this document in order to describe an experimental 
procedure or concept adequately.
Such identification is not intended to imply recommendation or  
endorsement by the National Institute of Standards and 
Technology, nor is it intended to imply that the entities, materials, 
or equipment are necessarily the best available for the purpose. 
* Please note, unless mentioned in reference to a NIST 
Publication, all information and data presented is 
preliminary/in-progress and subject to change

#PSCR2021
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What is ICAM?
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Getting the right data to the right people at the right 
time with the right protections and only if it’s for the 
proper reason and in an efficient manner

ICAM - Identity, Credential and Access Management



Question One Question Two

“Who is accessing my 
information and what 
should they be 
authorized to access?”

“Which organizations 
can I trust to share 
information with?”

“How do I know your 
trustmarks and attributes 
align with my own security 
requirements?”

ICAM
Authentication

Attributes
Federation

Authorization

Compliance 
Alignment

Trustmarks

Question Three

What is Public Safety trying to accomplish?
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Information 
Sharing
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PSCR Security Team -
Community Engagement

NLETS TOC
National Law Enforcement 
Telecommunications Systems Technical 
Operating Committee

PSAC ICAM Working Group
Public Safety Advisory Committee ICAM 
Working Group

CJIS Security Policy Updates
Criminal Justice Information System security 
policy is currently being modernized. Expect 
continued alignment with NIST

PULLING 
THE FUTURE 
FORWARD

Where is NIST engaging to help?



ICAM

How does PSCR’s work align
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Trustmarks Compliance Alignment

New NIST Documents

Grant to GTRI to 
support development 
of trustmark work Advisement to CJIS 

on aligning security 
policy with NIST
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New NIST Guidance
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New NISTIR Using Identity Federation
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What is federation?
• And how does it benefit public safety communities

What would a public safety federation 
look like? 
• Defining entities in a PS federation, public 

safety relevant examples

What technology is needed to support 
a public safety federation?
• Defining possible public safety federation 

architectures

What about security?
• Explanation of key federation security components



New NISTIR Using IDaaS
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What is IDaaS?
• Introduction to IdaaS & benefits
• Overview of different types of architectures
• Review of types of authenticators offered and how to 

think about each type from a risk perspective

Key considerations for IDaaS
• Methodology for understanding authenticator types
• Mapping to 800-63-3
• Impact or public safety relevant security 

requirements



New NISTIR Using Biometric Authentication
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Physical vs Behavioral biometrics
• Definitions and differences in use
• Challenges and unknowns
• Question for vendors selling these products

Looking at biometrics from a risk 
perspective?
• Secret vs Private information
• How they should be deployed in an authentication 

system
• Challenges using them with shared devices
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New NISTIR Format
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New NISTIR Call Out Boxes
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Call Out Boxes Example
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PSCR Lab Work
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New Lab Tech ICAM and Message Switches

Update on IDaaS Lab work
• Completed a demo of several different 

authenticators and will be releasing a 
demo to accompany NISTIR 8335

New Lab work
• Currently have a public safety message 

switch implemented in the lab 
environment to test ICAM capabilities

• Working to get CAD/RMS capabilities as 
well 

• Goal: test state level IDP architectures 
with directory services, federation, 
CAD/RMS and message switch 
infrastructure
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Trustmarks
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PSCR Grant Trustmarks

18

• Trustmarks - system for increasing trust & 
transparency between organizations

• Lots of open questions for the community:
• Who will issue Trustmark definitions?
• Who will be Trustmark providers?
• How often are organizations audited and Trustmarks 

updated? Who is doing the audits?
• Is there a need for real time checking of Trustmarks

or is revocation check enough?
• How many Trustmark definitions are really needed 

to meet security and privacy needs? (20? 600? 1000?)
IdP – Identity Provider
RP – Relying Party
Subscriber – System User
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Future Work?
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Other Areas of Interest in Public Safety Security

Cloud Security
• Last year we held a 3-hour virtual 

workshop and put together a white paper 
• Currently waiting for public safety to tell us 

where they want to go in this space

Ransomware Security?
• Topic has come up several times recently
• Some Ransomware attacks have already 

happened in public safety communities

If you are interested in either of these, reach 
out to us!



GET CONNECTED

PSFR-NCCoE@nist.gov

https://www.nist.gov/ctl/pscr/research-portfolios/security
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• CAD  - Computer Aided Dispatch
• CJIS – Criminal Justice Information System
• IDaaS – Identity as a service
• IDP – Identity Provider
• NIST – National Institute of Standards and Technology
• NISTIR – NIST interagency report
• RMS – Record Management System

Acronym List
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