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Abstract. With advances in network technologies, there has been increasing interest in developing new communication technology for first responders that utilizes wireless broadband networks. In order to develop new communication technology, user requirements are needed to ensure new technology is usable; however, capturing user requirements for first responders has been challenging due to the diversity of its users’ contexts and needs. This paper aims to provide guidance and insight into developing user requirements for communication technology developed for first responders by exploring first responders’ communication technology problems and needs. Qualitative interviews with 193 first responders across four disciplines (Communications (Comm) Center & 9-1-1 Services; Emergency Medical Services; Fire Service; Law Enforcement) revealed that they often encountered problems with their communication technology’s reliability, usability, and interoperability. Their primary need for their communication technology was for solutions to their current problems, rather than development of new technology. Many were also interested in communication technology that can provide them with real-time information. This study underscores that communication technology for first responders should be designed and developed for and with first responders. 
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Introduction
First responders play a critical role in maintaining public safety, as they are the front-line responders in emergencies and major crises. During these incidents, first responders rely on communication technology such as radios, cell phones, and computer-aided dispatch (CAD) to gather information and coordinate appropriate incident response. Historically, first responders have used land mobile radios (LMR) to communicate and share information during incident response [1]. Although first responders have primarily relied upon LMR technology for their incident response, first responders have increasingly begun to utilize technology compatible with wireless broadband network solutions to communicate and transmit information [2]. 
Until recently, there was no dedicated wireless broadband network infrastructure for first responders in the United States (U.S.). Fortunately, in 2012, the Middle Class Tax Relief and Job Creation Act provided funding to support the creation of the Nationwide Public Safety Broadband Network (NPSBN) [3]. This system, currently being deployed, will allow for long-term evolution (LTE) data-based solutions to supplement LMR. Utilizing data-based technology has the potential to improve the efficiency and effectiveness with which first responders respond to incidents, as research suggests that new devices connected through the broadband network may allow them to transmit and access data and information more quickly ([4-6]) and access new types of information and functions previously not available to them (e.g., Internet of Things devices [7]). 
Although the technological benefits first responders may derive from communication technology and other types of network-enabled technology are clear, the user requirements needed for this new technology have yet to be determined. Determining appropriate user requirements is a challenging task due to the specific and unique needs of the first responder user population. First responders require communication technology and equipment that will perform specific functions (e.g., push-to-talk) in a variety of environments (e.g., fires, rural areas) and scenarios (e.g., emergency crisis, major disasters) [2,8]. An added challenge to developing user requirements for first responders is the diversity of disciplines within the first responder population. Disciplines such as Communications (Comm) Center & 9-1-1 Services (COMMS), Emergency Medical Services (EMS), Fire Service (FF), and Law Enforcement (LE) have different needs due to the variety of duties they perform and contexts in which they work [2,8]. First responders also have unique infrastructure, functionality, and economic (e.g., market size and budgets) needs for technology. These needs differ greatly from other populations such as the general public or even the military population, who often respond to similar scenarios (e.g., major disasters) [2]. Therefore, the distinctive needs of the first responder population often preclude developers from simply retrofitting user requirements and technology from other populations for first responders’ use [2]. Research and development are needed to develop unique and specific user requirements and technology for first responders that account for the contexts they work within and the needs they have. 
To develop these user requirements, a user-centered design approach is needed. This approach posits that to develop technology, it is important that the characteristics, experiences and needs of the users of technology are taken into account, considering their environments, context of work, and needs when developing technology for them [9,10]. Ultimately, taking users into account helps to ensure new technology is usable, enabling users to complete their desired tasks with effectiveness, efficiency, and satisfaction [9,10]. Although some work has used user-centered design approaches when developing and designing technology for first responders (e.g., [4]), less work to date has comprehensively examined the context and needs of the first responder population. 
The National Institute of Standards and Technology (NIST) Public Safety Communications Research (PSCR) program focuses on improving first responders’ communication technology by conducting research and development efforts (see [11]), with User Interfaces and User Experiences (UI/UX) as one of the key areas for research and development [12]. To support UI/UX research and development, the NIST PSCR Usability Team utilizes human factors and user-centered design principles to produce guidance and insight for gathering user requirements for researchers, developers, and designers [13]. As part of this effort, an exploratory, sequential, mixed-methods study was conducted with first responders. In this multi-phase study, an initial qualitative phase (Phase 1) was followed by a quantitative phase (Phase 2) to investigate first responders’ experiences with and perceptions of communication technology [8,14]. The research questions for this project were:
1. How do public safety personnel describe the context of their work, including their roles and responsibilities as well as process and flow? 
2. How do public safety personnel describe their communication and technology needs related to work? 
3. What do public safety personnel believe is working or not working in their current operational environment related to communication and technology?
In Phase 1 of the project, interviews were conducted with first responders to understand their context of work and their communication technology experiences, including their most pressing problems and needs [8]. Results from initial analyses of the Phase 1 interviews suggested that first responders’ needs are specific to their environments and tasks, and that a “one size fits all” approach to developing communication technology is ill-suited to improving first responders’ communication technology [8,15]. 
Phase 1 data analysis also included gaining an in-depth understanding of what first responders’ current problems are with their communication technology as well as what their top requested functionalities are for how they want their communication technology to work [16]. This paper presents the results of this analysis, examining problems and requested functionalities to highlight the unique needs of the first responders interviewed across disciplines. Ultimately, results from this paper will provide insights and guidance for developers and designers to create and improve communication technology tailored to the needs of first responders.  
Methods
As previously mentioned, a multi-phase mixed methods study was conducted to examine human factors issues for first responders with their communication technology. In Phase 1, qualitative interviews were conducted [8,15]. Findings from Phase 1 then informed the design of the survey used in Phase 2  [14,17].      
This paper focuses on the qualitative data obtained as part of Phase 1. Conducting a qualitative study had many advantages. First, a qualitative approach allowed for an in-depth and contextualized understanding of first responders and their perspectives on their work, environment, and communication technology. Second, using semi-structured interviews allowed for interviews to be dynamic, exploring the topics and needs that were top of mind for first responders. Third, this approach allowed for inclusion of first responders in the research process, aligning with user-centered design principles [9,10].

Data Collection
Recruitment. To ensure the study represented the breadth of first responders, purposive sampling was used to recruit a sample that varied across first responder disciplines in urban, suburban, and rural areas of the U.S. First responders across four disciplines were represented in the interviews: COMMS, EMS, FF, and LE. First responders of different ages and genders as well as various levels of experience also participated. This resulted in a sample of 193 first responders from across the U.S. 

Procedure. Interviews with first responders occurred at their place of work in a private room or area. A primary goal of the research design was to reduce the burden as much as possible on first responders; therefore, the interview session was designed to last approximately 45 minutes. Moreover, to increase efficiency, some interviews were conducted with multiple first responders at a time. This resulted in 158 interviews with 193 first responders. With permission, the research team recorded interviews so that they could be transcribed later for use in the data analysis process. In five interviews, participants opted out of recording; in these instances, the interviewer’s notes served as interview data. Prior to the interview, participants completed a short demographic form. 
All participants were informed that their participation was voluntary and that they could leave the interview at any time. The NIST Research Protections Office reviewed the protocol for this project and determined it met the criteria for “exempt human subjects research” as defined in 15 CFR 27, the Common Rule for the Protection of Human Subjects.
Measures
Interview Methodology. A semi-structured interview protocol was developed for interviews based on the project’s research questions and a review of prior literature. The instrument also was reviewed by subject matter experts and piloted by first responders. This helped ensure the final instrument’s content sufficiently addressed the research questions. It also served as a check that the content and language were appropriate for first responders. These reviews determined that two interview protocols were needed: one for EMS, FF, and LE who respond to incidents on-scene, and one for COMMS who coordinate incident response off-scene in communications centers. 
The instrument included questions about first responders’ context of work and communication technology. The context of work questions focused on the first responders’ roles, daily tasks and routines, interactions with other people, and specific work environments. Questions about first responders’ perceptions of and experiences with communication technology focused on what kinds of technology and information they use and what problems they encounter with communication technology. The instrument also included questions that asked them to describe their top requested functionalities: if they could have anything, what communication technology they would want? This paper focuses on responses to queries about communication technology problems and their requested functionalities. 

Demographics Questionnaire. The demographics questionnaire asked for participants’ genders, ages, years of service, and technology experience and adoption. These questions were also assessed by subject matter experts and piloted by first responders. 
Demographics
All four first responder disciplines were represented in the data, with most participation from first responders in FF (n=71; 36.8%) and LE (n=72; 37.3%) disciplines and fewer from COMMS (n=25; 13.0%) and EMS (n=25; 13.0%). Fig. 1 displays the percentage of participants in each discipline by area. 
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First responders from across urban (39.90%), suburban (27.46%), and rural (32.64%) areas were interviewed in eight of the ten U.S. Federal Emergency Management Agency (FEMA) regions [18]. A majority (86%) of the sample was male, which is consistent with the rates found nationwide for FF [19] and LE [20] first responder populations. Fig. 2 displays the participants’ ages and years of service (note that two participants did not answer these demographic questions). A majority of participants were between 26 and 55 years old, and experience in public safety ranged from one year to over 30 years of experience. 
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Data Analysis
To analyze the interview data as part of the larger project, transcripts were coded. In qualitative research, coding is the process of labeling or categorizing participant responses so that they can be extracted to identify themes in the data. For this project, the coding process first started by generating an a priori list of coding categories based on the research questions and literature review. The research team then used the coding categories to code all responses in five transcripts. The researchers met to discuss how each coding category was defined and applied to responses. This discussion resulted in the formation of a final coding list that was then applied in a consistent manner to the remaining transcripts. Once transcripts were coded, the coded responses were extracted together into a document where researchers identified themes across responses. Choong et al. [8] describes the coding process and resulting categories and themes in detail. 
To provide a more in-depth look at first responders’ problems and needs, additional analyses of the interview data were performed by further examining two of the initial coding categories: “Problems with Technology” and “Wish List”. The coding category “Problems with Technology” captured responses in which problems with communication technology were discussed. The coding category “Wish List” captured responses in which first responders described their requested functionalities for how they wanted their communication technology to work. Responses for each coding category were separately extracted, meaning that data associated with each code were collected into separate documents. Once in these documents, responses were further categorized into more specific categories and subcategories to capture deeper nuances and insights. 
Independent researchers examined problems and requested functionalities separately and developed the categories and subcategories. Category and subcategory lists included items that could be found in interviews across disciplines, but some were specific to certain disciplines. For instance, the problems category “9-1-1 calls” was only categorized in COMMS interviews. Additionally, because a single quote may relate to multiple categories and subcategories, there was overlap in the responses within and between categories. After an initial classification, the researchers discussed their categories and subcategories to generate a final list used to categorize all relevant responses. The analysis of the responses related to problems resulted in 1,729 quotes in 25 categories; analysis of the responses related to requested functionalities resulted in 1,143 quotes in 18 categories. Communication technology problems categories and subcategories are displayed in Table 1 and requested functionality categories and subcategories are displayed in Table 2. 
Table 1. Technology Problems Categories and Subcategories
	Category
	Subcategories

	9-1-1 Calls
	Next Generation 9-1-1 (NG 911), caller location, nuisance calls

	Audio Clarity
	Hard to hear, audio feedback

	Body Camera
	Functional issues, physical issues

	Connectivity
	Reception, bandwidth issue

	Disruption of Operations
	Continuity of Operations (COOP), mobile operations

	Implementation/IT Infrastructure
	Implementation/Installation issues, cost as a prohibitor, IT management, no user requirements collected/considered, public safety network reservations

	Interoperability
	External interoperability, internal interoperability

	Microphone/Earpiece
	Cord, earpiece, wireless microphones

	Mobile Data Computer (MDC)/ Mobile Data Terminal (MDT)
	Navigation/mapping, functionality

	Overwhelmed
	Sensory overload, situational awareness

	Physical Ergonomics
	Robustness, battery problems, bulky and heavy, too many devices, physical discomfort, display size, safety concerns

	Radio
	Dead zones, traffic, channel switching, usability

	Reliability
	Unreliable technology, redundancy, unreliable transmissions

	Security Constraints
	Authentication, access control

	Technology Outdated
	Outdated, incomparable to personal technology

	Technology Overrated
	Problems with new technology, doesn’t solve communication problems

	User Interfaces
	Ineffective and inefficient, alerting, modality

	Video
	Data issues, surveillance videos





Table 2. Requested Functionality Categories and Subcategories
	Category
	Subcategories

	All-In-One
	Cell phones and/or radios, tablets, software and apps, general multifunctional devices, cameras

	Communications 
Center Technology
	Improved dispatch interface, multimedia data package, access to caller cell camera, large multi-view display

	Functionality
	Reliability, better coverage, clearer communication, improved functionality, longer battery life, faster devices

	Futuristic
	Media/Science-fiction influenced, smart buildings, face and object recognition software, self-driving vehicles, augmented reality (AR), emergency traffic light system

	Integrated Gear/
Wearables
	Heads-up display (HUD), in-mask microphone/earpiece, responder vitals, personal protective equipment (PPE) technology

	Interoperability
	Software/hardware compatibility, interagency communication system, patient care reporting (PCR), body camera integration, interjurisdictional criminal data

	Microphones/Earpieces
	Wireless, specialized earpieces

	Mobile Apps
	Information references, discipline-specific apps

	Physical Ergonomics
	Smaller and lighter, fewer devices, robustness, larger devices

	Radios
	Channel switching, multiple talk groups, prevent accidental transmissions

	Real-Time Technology
	Live video and images - capture/live feed technology, traffic and navigation, drones, language translation, identification devices

	Tracking
	Responder location, caller location, search technology

	Usable security
	Single sign-on

	User Interfaces
	User friendly, hands free, non-verbal communication

	Vehicles
	Windshield HUD, built-in camera, automatic license plate reader, dashboard computer


Results
This section presents key themes found in the data for first responders’ problems and needs for communication technology. Along with findings and themes, representative quotes from participants are presented. These quotes are meant to encapsulate themes from the data rather than depicting a single person’s perspectives. All quotes are anonymous and cannot be tied back to participants. To provide context for the quote, each is presented with an identifier to show the discipline (COMMS, EMS, FF, LE), area (U = Urban; S = Suburban, R = Rural), and the interview number.
Cross-discipline findings are presented first, followed by discipline-specific sections to highlight problems and requested functionalities emphasized in interviews of participants from each discipline. Problems and requested functionalities are presented together as the first responders’ requests were often to have their current problems addressed.
Across Discipline Results
The communication technology problems and requested functionality categories displayed in Fig. 3 and Fig. 4, respectively, are proportional to responses in the data. Although a variety of problems and requested functionalities were identified, four key areas for improvement for communication technology emerged in the data: reliability, usability (e.g., physical ergonomics, user interfaces), interoperability, and real-time technology. While problems with radios was the top problem category, this paper focuses more broadly on problems and needs that may impact multiple communication technologies.  
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Reliability. Many participants felt their communication technology was often unreliable, describing experiences in which their technology failed or did not work in the way intended. Often first responders expressed that they expected their communication technology to fail, causing them to devise back up plans and redundant systems to ensure they could still perform vital tasks during incident response. 

“In any type of critical incident, that is one of the first things that goes is the communications on cell phones… we try to have the redundant systems in place, probably more so in public safety than any other profession; we try to have those redundant systems but it still doesn’t mean that, you know, some of them haven’t been utilized in years and we are not sure that they are going to continue to work if we need them to do so.” (LE-R-059)  
Because of these failures, first responders often did not trust their communication technology. This lack of trust often resulted in first responders abandoning unreliable products altogether or opting for older solutions.

“Everything we use…we don’t have time to mess with it, or tweak it, or play with it. It has to work the first time, every time, or people will just to stop using it. They will just refuse to use it and go back to the old way.” (EMS-U-003) 
Often unreliability stemmed from challenges obtaining coverage and connectivity for communication technology. Many first responders mentioned that geographic dead zones (e.g., mountains) and structural dead zones (e.g., basements, tunnels) prevented their technology from successfully transmitting and receiving information. 

“The downside is when a firefighter goes down in a basement, and his radio doesn't see a repeater, he can't call for help, so the radio is useless. So the fix to that is to go to a direct channel. The downside of being on a direct channel is only people within a mile can hear the radio, so other people across the city or incoming to the fire don't get to hear what's going on before they get there until they get into range of the direct channel. So that's a conundrum. I guess there are some fixes. You can put a repeater on every chief's buggy that will also take that direct channel and put it into a repeater system that way everybody to hear it that way. That requires infrastructure, investment, and installation, and so forth, and money, so.” (FF-U-016)
Improving connectivity and coverage was one of the top requested functionalities. By improving network access, first responders could continue to communicate and access information they need during incident response. 

Usability. Participants expressed a wide variety of usability challenges with their communication technology. Many were related to physical problems they had with their communication technology, but they also experienced challenges with their devices’ user interfaces. 
Many participants indicated their communication technology was ill-suited to their environments and daily tasks. The combined weight and bulkiness of all the devices they carried impeded their ability to perform their jobs. 

“We have a lot of things that we carry. So there's so much on our belts… Just a little bit of weight off your belt is huge. So I have a hard time trying to fit everything on my belt as required in policy. Especially if you're some of the smaller officers, male or female just depending on your waist size, it's like you don't have enough real estate to fit all this stuff that's required. So a lot of people have dropped tasers or that kind of stuff…So I would hope that sometime the technology could help us remove some of all this hardware that we're carrying around all the time. That would be a big deal. I mean health wise for officers too.” (LE-U-007)
As voiced by this LE participant, limited mobility was sometimes associated with putting first responders’ health and safety at risk. For these reasons, many first responders were interested in having lightweight communication technology as well as technology that is better integrated, allowing them to carry fewer devices at a time. This could not only decrease the physical burden on first responders, but this could also allow them to have fewer distractions when responding to incidents.
Decreasing cognitive load was especially of interest to COMMS responders, who are often required to view multiple screens and use multiple devices simultaneously.  

“…with all the things that everybody wants to integrate. They want you to have apps, they want you to be able to bring in apps, they want you to be able to bring in photos and videos and texting and this and that. The more stuff we add-- the more computer screens, the more keyboards, the more mice. It just keeps adding, and it’s the more burden.” (COMMS-U-007)
In addition to physical usability challenges, first responders also described problems using user interfaces. Many described overly complicated user interfaces that did not function effectively and efficiently. Because first responders must often react quickly during incident response, they do not have time to interact with complex user interfaces. 

“When we need the technology, we need it to be simple. We don't need it to be complex because we don't have the time to work through complexities in anything technology because our decisions are instant…And so technology is great, but if it's complex, it kind of is counterproductive.” (FF-U-025)
Lightweight devices that are easy to use and learn and that can be integrated into their current equipment and systems may address first responders’ needs for more usable communication technology.  

Interoperability. First responders emphasized that communication and coordination across disciplines, agencies, and jurisdictions was vital for successful incident response. Unfortunately, many first responders described challenges in effectively communicating due to poor interoperability of communication technology across different disciplines. These communication challenges often resulted in confusion and delays in incident response. 

“…communication is the key to either success or failure and you're only as good as your communication components and your knowledge of communication. So we're always lacking, in my opinion, when it comes to radio communication. There's always problems…getting on the right channel or being able to communicate with a different entity or different agency. You see that in, unfortunately, but you've got mass shootings and there's always a problem with cops being able to talk to firefighters. There are paramedics… And I don't know what the answer is…But I mean, there's always technology that's going to give you problems.” (FF-U-021)
Improved interoperability was one of the primary requested functionality categories in the interviews, as addressing this problem could improve coordination for incident response as well as allow for sharing data and other information. 

Real-Time Information. Although a theme in many interviews was first responders’ desire for solutions to the problems they currently experience with their communication technology, participants also expressed interest in having new technology that could provide them with real-time information. Many participants discussed that having information from videos and images may save time and allow first responders to be better prepared when they arrive on the scene of an incident. 

“If you could text message a picture to 911, and they could send it to us, that would help as far as we could look and say, ‘This car accident here and the people can't get out of their vehicle.’ A lot of times, the engine is dispatched by themselves. We could see that picture and say, ‘Hey, let's add on a truck,’ and achieve to that so we can extricate. Let's get that ball rolling sooner. Images would be pretty fantastic...” (EMS-S-005)
Although pictures and videos were often discussed, participants expressed interest in a variety of real-time technology including GPS navigation for traffic, language translation in real-time, and drones.  
Discipline-Specific Results
All disciplines desired improvement to their communication technology’s reliability, usability, and interoperability, but first responders in each discipline also expressed problems and needs unique to their individual contexts. 

COMMS. COMMS responders’ problems with communication technology were related to their unique context of work taking 9-1-1 calls and dispatching first responders from call centers and public safety answer points (PSAPs). COMMS responders mentioned challenges in planning to maintain continuity in the event that the communication centers’ operations are interrupted. COMMS responders also saw utility for new technology to improve user interfaces, allowing them to more effectively access critical information or more intuitively navigate monitors and information. 
However, many also expressed some concerns with new communication technology. Some discussed concerns about text to 9-1-1 and Next Generation 9-1-1, a digital-based 9-1-1 system [21].

“I’m not going to have a 30-minute conversation over text whenever I could hear your voice and…and I can really hear are you okay. I can’t tell that over here…that’s my fear with the Next Generation 911 is are we going to lose that important piece of our communications with technology…But I'm hoping that the texting feature and the apps that we're using on smartphones and other devices that they don't take away that human communications during an emergency because 90% of all communication is nonverbal in nature.  And hearing that voice, hearing the background noise of a particular call gives us so much more information than just the words that that caller is saying.” (COMMS-R-016)
As stated in the quote, many COMMS responders were concerned that these technologies may take away valuable information gained from voice calls.
COMMS responders also discussed situations in which their communication technology delayed their incident response. Some COMMS responders experienced delays in dispatching help to incidents when their equipment was not interoperable with the equipment of the disciplines with which they were working. Additionally, because of the abundance of cell phones in the general population, COMMS responders often have taken multiple bystanders’ calls for a single incident, causing high call volumes and delays in dispatching first responders to other incidents. Receiving nuisance calls, pocket dials, and unintended calls from smart devices also prevented them from sooner taking emergency calls.
Although COMMS responders discussed many challenges and unintended negative consequences of communication technology, they were interested in new communication technology, especially technology that could automatically locate callers. They mentioned that callers are often unable to accurately provide their location, which inhibits COMMS responders’ ability to dispatch first responders to the correct scene. 

“So location information is very important…this is a pretty big wish but one day I would love to be able to see you know accurate you know x, y, z coordinates… If we get a 911 hang up from a cell phone… and it comes back to-- you know, we don’t know where you are but you’re calling and you’re just screaming and then I have to go trace your phone and I trace your phone. And … even if they can give me an address, [if] it’s an apartment complex, I don’t know where you are. We can’t have the officers go check every apartment. We just can’t do it right? So knowing kind of an approximate would be really cool. That would be awesome. Anything where we can better direct people to where you are.” (COMMS-U-006)
Communication technology that can quickly and accurately provide callers’ exact locations to COMMS responders could help COMMS responders more quickly send other disciplines to the correct location to administer help. 

EMS. EMS responders reported problems with efficiently and effectively sending important patient information to healthcare providers (e.g., hospitals) during incident response. Many discussed that these problems were often related to their communication technology’s unreliability, radio dead zones, and connectivity issues.

“I know we have issues with WiFi every once in a while. If I'm on the WiFi of the computer and then I drive to the hospital and now I'm inside the hospital writing my report and I'm on the hospital's WiFi and I go to leave, there is a space in between where I'm on neither network until I get away from the hospital. And I've had reports just get lost.” (EMS-S-015)
Although EMS responders were interested in improved reliability and coverage, they also requested improved interoperability of medical equipment with external systems and organizations. 

“Maybe something along the lines that patient tracking because that's a good tool. Doesn’t get used a lot though. I think something that would be an automatic download to the Red Cross. If we had victims, multiple victims from an incident…once we had their name and information, if we could tap a drop-down menu and say Red Cross or whatever, then that information would go right to their databank. And they would know where that person is…” (EMS-U-009)
Ultimately an improved and streamlined information sharing process could allow EMS responders to improve patient outcomes and help more patients. 

FF. FF responders described problems communicating during incident response because of audio clarity issues. When responding to incidents, loud sounds (e.g., alarms, burning and crackling from fires, chainsaws running) often prevented FF responders from hearing others. Some FF responders also mentioned that their equipment (e.g., self-contained breathing apparatuses (SCBAs)) also contributed to audio clarity issues, often muffling voices and audio reception. 

“And depending on what's going on inside with other noises and things, that can sometimes challenge it. But every once in a while you get a garbled communication coming from somebody wearing a mask just because of placement of the radio and where they're talking.” (FF-S-038)
Improving audio clarity and making communication clearer could improve communication and coordination during incident response. 
FF responders were also interested in technology that could integrate communication technology with their personal protective equipment (PPE) and SCBAs. Some were interested in new technology such as heads-up displays (HUDs) or technology that could integrate microphones and earpieces directly into PPE. 

“A heads-up display in our face piece. So I've got the thermal imager attached to my face piece, so where I look, I've got a little heads-up display right in front of me. So I can either look out through my face piece and just see what's in the environment or I can glance down at that HUD and look through the thermal imager if the smoke is too thick for me to be able to see through otherwise. A HUD for the radio would not be a bad thing either. To put a display that mirrors the display on my radio so I can see what my coverage is, I can see what talk group I'm on. I can see all the stuff.” (FF-S-040)
As described by this FF participant, a HUD could improve FF responders’ access to information that may otherwise be difficult to obtain in conditions with limited visibility. It could provide them with information about the physical environment as well as assist them with coordinating with other FF responders during incident response. 

LE. As previously mentioned, LE participants reported usability issues in their devices’ physical weight and bulkiness. Additionally, they discussed problems with body camera usability. Some mentioned body cameras were not well suited to their day-to-day incident response; because incidents often happen quickly, many described challenges in turning their body cameras on and off at the correct time. Relatedly, attaching body cameras and ensuring they stay attached was often difficult when incidents were physically challenging or in situations where equipment or clothing occluded recordings. 

“…The first week I had it…it was in my badge, because it was just where it was going to fit well for me on when I was wearing a jacket...The problem was, that would put it on my right side, which meant it was angling to the right, and suddenly I'm talking to people, and I tend to be [inaudible] up against them with my left side towards them, so it wasn't seeing anything, it was just pointing in the wrong direction, so I just had to learn how to move it around.” (LE-U-056)
Some LE responders described spending significant time and effort ensuring their body cameras were securely attached, working properly, and uploading videos effectively. In some cases, features of the body camera such as flashing indicator lights put officers in danger, revealing their location in dangerous situations. Thus, these problems may have downstream effects on LE responders’ efficiency, effectiveness, and safety.
In addition to improving body camera usability, some LE participants requested usable security. For example, some were interested in leveraging single sign-on (SSO) to improve authentication on devices. 

“[New technology is] over-complicated… just make it simple… When you would get in the car, you only needed like one password to get onto the computer. Now, you need like [five]. And they have to be all different, and it has to have a hashtag. It has to have this, a number. It has to have-- so me, I put them all on my phone, because I forget. I'm only almost 40, but I'm already forgetting things. But you have to know nine passwords to get on your technology.” (LE-U-013)
Like FF, many LE participants were also interested in better integration of communication technology with their equipment. Specifically, some participants requested integrating communication technology into their vehicles through technology such as windshield HUDs. 

“…Everything is visual on the screen, transparent to you, in front of you while you're driving…So the officers in itself will be able to see everything on the screen. Touchscreen, everything that make it fast for time, have an earbud in there, so they can hear everything that's going on… Voice commands, ‘Can you repeat the address that I'm going to?’ And it'll show everything. Callback number, ‘Can you call for me to make sure that the victim is there or I'm at the right address?’ Or, ‘I need an interpreter.’ Stuff like that. So everything is hands free…I don't have to press my mic. I'm just going to voice activate and start talking, and the computer's going to dial the numbers for you. You can have it all on the screen on your windshield. Everything.” (LE-U-012)
As described in the quote, LE responders were often interested in user interfaces that would allow them to more simply and intuitively receive and act upon information. Technology such as windshield HUDs could provide LE responders with accurate real-time information as well as allow them to more intuitively coordinate the resources they need for incident response. 
Conclusion and Future Work
As development of the NPSBN and new communication technology continues, it will become increasingly important to create and refine user requirements for new communication technology designed for first responders. This study was an initial step in this process, examining first responders’ problems with communication technology and their requested functionalities. Although first responders saw great potential for communication technology to assist them with incident response, ultimately they felt that their technology was often unreliable and did not include functionalities well-suited to the environments they work within and the tasks they perform. Results from this study suggest that developers and designers may improve communication technology by addressing first responders’ current problems in three key areas. 
First, first responders wanted their communication technology to be reliable. Addressing coverage and connectivity issues could help ensure first responders do not lose communication during incidents, making them safer and also allowing them to continue to send and receive information vital to incident response success. Second, developers and designers must carefully consider the usability needs of each first responder discipline. Lightweight communication technology that also integrates multiple devices or features into one device could improve the physical burden placed on first responders. Additionally, improving user interfaces to prioritize simplicity could optimize how quickly and effectively first responders react during incidents and send and receive mission critical information. Finally, first responders wanted improved interoperability with other disciplines, agencies, and jurisdictions. Many mentioned that communication was a critical component for incident response success, but many felt limited by their communication technology’s ability to quickly connect them with other disciplines and information. Communication technology that can quickly and easily connect first responders may improve how effectively and efficiently they are able to prepare for and respond to emergencies. Taken together, new communication technology that takes into account first responders’ needs for reliability, usability, and interoperability may result in more accurate, efficient and effective incident response. First responders can spend less time focused on their communication technology, and more time preparing for and responding to incidents. 
Although many participants were most interested in improvements to current communication technology, they were open to new technology. As stated by an FF responder, “I think there's room for [new technology] as long as it's durable and it's user- friendly. That's huge.” (FF-U-025) Many participants specifically discussed the utility of new devices that can capture and transmit real-time video or images. They also were interested in HUDs and user interfaces that can provide information accurately and quickly during incident response. This suggests opportunities exist for developers and designers to create new communication technology to help first responders. However, first responders in this study stressed that their most immediate need was for improvements to the communication technology they currently have. As stated by an FF responder, “Instead of introducing all this extra new stuff let's, one, make sure what we have actually works better. And then two, let’s not rely on it so much.” (FF-U-042) This quote underscores that first responders are less interested in new devices, and more interested instead in new solutions to their problems and challenges.  
As the NPSBN continues to be built out, there is great opportunity for researchers and developers to design innovative new communication technology for and with first responders. To provide solutions to first responders’ communication technology problems and needs, it will be critical for future work to use the findings from this study to inform technology development. As highlighted in this study, it will also be important to continue employing user-centered design principles in research and development efforts, seeking to first understand first responders’ requirements and context of use before developing communication technology for them [9,10]. Communication technology should be designed for as well as with first responders [8]. By including first responders in the product development process, new communication technology may address first responders’ problems and ultimately provide them with technology addressing their needs. This may help ensure first responders will adopt and use new technology, and also may allow them to perform their duties with more effectiveness, efficiency, and satisfaction.  
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