
         
     

          

 

   
 

  
 

   
 
     

   
    

     
      

 
   

 
    

 
   

 
    

 
 

     
  

 
 

   
     

     
   

      
 

 
      

         
    

   
    

     
 

      
    

  
     

 
 

   
 

   
    

      
   

    
  

 
       

  
   

 
     

    
  

     
     

   
         

    
    

 
  

     
      

     
   

    
 

        
   

     
   

A New Approach to Data Sharing and Distributed Ledger Technology: A 
Clinical Trial Use Case 

David F. Ferraiolo, Joanna F. DeFranco, D. RIchard Kuhn, Joshua D. Roberts 

Distributed systems have always presented 
complex challenges, and technology trends are 
in many ways making the software designer’s 
job more difficult.  In particular, today’s systems 
must successfully handle: 

• Privacy: Regulations such as GDPR require 
much stronger security for personal data, 
and that system owners must delete all 
personal data on a user’s request. 

• Access control complexity: Modern access 
control often uses rules that depend on 
data from sources outside the organization, 
requiring high performance networks with 
data integrity guarantees. 

• “Internet of Things” and ubiquitous sensor 
nodes: Data sources can include building 
sensors, smart watches, medical sensors, 
and many other sensor types. 

In short, systems must handle more data from 
disparate sources, and at the same time be 
responsive to new and emerging privacy and 
data retention requirements.. Recent 
developments in distributed ledger technology 
(DLT) have been applied to some of these 
challenges, with only limited success. A key 
problem is the immutability property of 
blockchain (the most prominent form of DLT), 
which conflicts with the requirement to allow 
deletion of user data. 

Additionally, as data sources multiply, systems 
must handle many more data formats and APIs. 
Providing data access to these often 
incompatible platforms can be costly and error-
prone. Fortunately, some new developments in 
DLT and federated data access make it possible 
to improve security and performance at the 
same time. In this paper, we show how these 
new tools can be used in a clinical trial data 

management problem, illustrating their 
potential for solving a wide range of distributed 
data problems. 

Use Case – Clinical Data 

Clinical trials have significant challenges 
resulting from the use of centralized data 
storage. By some estimates, up to 80% of 
clinical study research is not reproducible [1].  It 
is also estimated that fewer than half of clinical 
trials comply with FDA regulations to make the 
trial data available [2].  Use of conventional 
data storage methods contributes towards 
missing data and difficulty verifying source data. 
In fact, source data verification is 20-30% of a 
clinical trial budget [3]. 

The inability to effectively share data can be 
devastating. Recently there was a retraction of 
two articles published in The Lancet New 
England Journal of Medicine, one of the world’s 
top medical journals [4]. One of the articles 
discussed Covid-19 treatment medications 
where the study results were based on the data 
from 671 hospitals on six different continents.  
The data could not be validated and was 
inaccessible for peer-review. Not only was the 
article retracted, but this publication/results 
caused other studies and progress on the same 
topic to be halted. The other article retracted 
was regarding the safety of blood pressure 
medication for people with Covid-19 – 
obviously, the speed of these results was 
crucial. 

With the need for rapid progress in antivirals 
and other medications, conventional FDA rules 
are being modified regarding clinical trials [9], 
and there is still a need to ensure protection of 



   
   

  

        
     

    
    

  
    

    
   

  
  

  
    

 
     

    
   

    

     
       

  
   

     
    
   

  
   

       

  
     

   
    

 

     
   

        
  

    
   

  
      

     

   
  

  
  

  
  

   
  

 
    

 
        

  
 

     

   
 

  
  

    
  

   

  

       
 

   
     
        

     
  

  
  

    
        

   
   

proprietary and personally identifiable 
information (PII) to allow data sharing that 
could lead to effective remedies. 

Much of this data is stored in database 
management systems (DBMSs) and of mutual 
interest to health care and biotechnology 
organizations. However, rapid sharing of DBMS 
data among users in different organizations, 
referred to as relying parties (RP), may be 
obstructed because: (1) DBMSs with different 
formats and record schemas are difficult to 
transfer, consume and interpret correctly 
among RPs, (2) the data is often sensitive, with 
authorization controlled by policies of the 
originating RP. 

In addition, authorized access to data 
transmitted is hard to verify and significant risks 
arise from granting local access to unknown 
users with unknown credentials to databases 
with varying authorization mechanisms. This 
situation contributes to an unwillingness or 
inability to share critical data. 

There is an opportunity to solve the database 
sharing problem of clinical trial data, while 
protecting proprietary, PII and other sensitive 
data through the integration of two proven 
NIST technologies: Next Generation Database 
Access Control (NDAC) and the data block 
matrix. These technologies collectively allow 
local access to DBMS data, down to the field 
level, in a federated environment, under local 
policies, as opposed to the transfer of data. 

This system is an overlay of existing DBMS 
infrastructure and thus nonintrusive. In this 
short paper we will describe our solution to 
share access to existing disparate DBMSs. 

A Trusted Federated System 

The underlying Attribute-Based Access Control 
(ABAC) model is an access control method 
where access to resources is granted or denied 
based on assigned attributes and a set of 

policies that are specified in terms of those 
attributes [5]. Therefore, this effort recognizes 
user attributes as the “currency” for 
establishing access to resources in a federation 
of RPs when there exists a catalog of 
overlapping user attributes for achieving access 
to resources of mutual interest. Such a catalog 
(e.g., snomed-ct [6]), for example, may include 
roles and responsibilities used in the clinical 
trial industry for allowing a consistent 
nomenclature to access and select portions of 
trial information. 

The effort further leverages NDAC, a NIST 
developed ABAC technology to deliver a 
standard means for accessing DBMS resources 
by imposing access control over database 
queries as middleware [7]. Consequentially, 
NDAC eliminates the need to utilize a mishmash 
of access controls implemented in conventional 
applications and/or in instances of proprietary 
DBMS mechanisms. Protection is achieved 
through translation of a user’s query to a 
permitted query. Thus, users may fetch entire 
data sets and NDAC restricts access to the 
subset of data permissible for the user in 
accordance with his/her attributes, down to the 
field level. The NDAC user attributes of each RP 
would need at least in part to include the 
attributes defined in the catalog. 

A New Approach to DLT 

A key property of blockchain that makes it an 
attractive technology for distributed systems is 
the integrity guarantees provided by its chained 
hashes of data blocks.  But blockchain is not the 
only form of DLT. NDAC makes use of a 
centralized data block matrix which provides 
hashed data integrity protection, with the 
capability of editing or deleting records [8]. This 
technology provides blockchain’s integrity 
protection but solves the problem of deleting 
private data. Within NDAC, it also provides 
performance improvements by substituting 
protected local data for potentially large 



         
     

    
   

 
     

    
   

  
  
     

   
   

    
      

  
    

    

      
       

  
      

    
    

    
  

   
   

    
  

    
 

  

 

 

    
   

      

 

  
   

    
     

   

    
  

    

  

      
      

  
          

       
      

     
         

     
           

       
       
 

      
     
  

    
 

         
     

    
    

 
      

     
    

 
          

     
      

 
 

          
    

 
 

 

volumes of access control data. When a user is 
assigned to a user attribute in an NDAC system 
of a RP (and in the catalog), that assignment is 
also reflected in the data block matrix. 
Subsequent changes to those assignments 
would also be reflected. 

Establishing the privileges for RPs to read from 
and write to the block matrix provides the basis 
for trust in the federation. Trust is further 
bolstered, using NIST’s reference 
implementation of Next Generation Access 
Control (an ANSI/INCITS ABAC standard) by 
imposing policy over user-to-attribute 
assignments within a RP, under a governance 
policy. The governance policy feature provides 
a uniform and agreed upon approach for the 
management of user-to-attribute assignments 
(i.e., by whom, and under what authority). 

As shown in Figure 1, if a user (e.g., researcher) 
from RP-y wants access to trial information in 
RP-x, the user could issue a consent request. In 
response, RP-x would conduct a policy review to 
determine the minimum set of attributes 
necessary for reading that information in their 
NDAC system, check the data block matrix for 
those attributes, and if found, automatically 
onboard the user as a temporary user via local 
assignments to those attributes in the NDAC 
system. Prior to onboarding, RP-x could 
selectively reduce access (e.g., time, eliminating 
fields). This system also uses a federated 
identity management approach for establishing 
sessions across the federation. 

Figure 1. Sequence of events permitting policy-
preserving access to database resources stored in 
RP-x by a user in RP-y. 

NDAC is not only a nonintrusive integration with 
existing DBMS technology but also offers 
several advantages to instill confidence in 
sharing medical trial information. Among others 
the approach provides “purpose-based access” 
to targeted resources across federations, a basis 
of trust across the federation and, allows global 
access to DBMS resources, down to the field 
level according to local policies via consent. 
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