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CYBERTRUST

Pandemic

Parallels: What Can
Cybersecurity Learn

From COVID-19?

Steven Furnell, University of Nottingham

Julie Haney and Mary Theofanos, National Institute of Standards

and Technology

While the threats may appear to be vastly

different, further investigation reveals that the
cybersecurity community can learn much from

the COVID-19 messaging response.

he COVID-19 pandemic has demonstrated soci-
ety’'s dependence on information technology,
including the need for adequate cybersecurity
to protect the remote workforce and the technol-
ogies we are using. Beyond this direct linkage, there are
further parallels that can be drawn between COVID-19
and cybersecurity threats. While acknowledging that
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COVID-19 impacts may be more
extreme than those of cybersecu-
rity, this article explores the sim-
ilarities, especially the challenges
inherent in how people manage
risk and respond to these threats.
A better understanding of the par-
allels can inform our future ap-
proach to tackling the promotion
of cybersecurity and response to
cybersecurity threats.

COMPARING COVID-19
AND CYBERSECURITY
THREATS
COVID-19 and cybersecurity threats share characteristics
that make them challenging to communicate and miti-
gate. We also acknowledge that there are differences be-
tween the two threats.

The nature of the threat

COVID-19 is a new strain of the coronavirus and may mu-
tate over time, with symptoms varying from one person to
another. Similarly, cybersecurity threats can take many
forms and change over time. Despite the evolving nature
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of both, there are still safeguarding
behaviors that mitigate the risk, at
least to some degree. With COVID-19,
mitigations include handwashing,
social distancing, face coverings, and
disinfecting surfaces. These, in turn,
affect our interactions in numerous
contexts. Similarly, basic cybersecu-
rity safeguards (for example, using an-
tivirus software and strong passwords
and not clicking on suspicious attach-
ments) apply across numerous systems
and services but also vary depending
on the context (for example, work ver-
sus home).

Another striking similarity in both
COVID-19 and cybersecurity is that af-
fected parties can be asymptomatic.
Just as those showing no signs of a
COVID-19 infection may inadvertently
pass it on, the same may be true of our
connected but infected systems. Just
because systems are not showing signs
of being breached does not mean they
haven't actually been compromised.
While some might dismiss this as a
fear-based argument, there is much
evidence of this being the case with
malware infections, advanced per-
sistent threats, and other vulnerabil-
ity exploitations.

For both COVID-19 and cyberse-
curity, the consequences of infection
and transmission may not be easily
observed, may be delayed, or may
vary in intensity. Without a tangible,
immediate impact, the connection
between actions and negative con-
sequences can be hard to spot. In the
case ofasymptomatic individuals with
COVID-19, without robust contact trac-
ing, we may have no way of knowing
how many others they might have in-
fected. There is also variability in the
time between infection and onset of
symptoms and intensity, ranging from
severe and debilitating to mild (or no)
symptoms. As in COVID-19, the short-
term consequences of cybersecurity
errors may be severe (for example,

a financial loss or major disruption to
critical infrastructure) or milder and
more easily recoverable (for example,
a password reset on a personal email
account). In addition, there may be
long-term effects of both threats. With
COVID-19, there may be permanent or-
gan damage,! while in cybersecurity,
a system may never be able to fully re-
cover from an attack.

Measures of effectiveness (MOEs) for
safeguards are another basis for com-
parison. The cybersecurity community
may have a difficult time determining
cause and effect because MOEs may
be less defined and influenced by con-
founding variables. For example, are
the number of attacks down because of
implemented countermeasures, or have
the attack vectors or targets changed?
Or is it actually because the capability to
effectively monitor and identify threats
is inadequate? In contrast, COVID-19
MOEs can be scientifically captured to
some degree (for example, positivity
rates, medical trials, and transmission
simulations), even given the unknowns
on long-term effectiveness. However,
similar to cybersecurity, it can be diffi-
cult to establish a causal relationship be-
tween COVID-19 countermeasures and
trends, given other influencing factors.

Attitudes and behaviors
There are also parallels between the
two threats in terms of people’s at-
titudes and behaviors. Both tend to
disrupt normal behavior and demand
actions that most people would not
otherwise take. Therefore, these pro-
tective actions may be perceived as
being anywhere from mildly inconve-
nient to significantly disruptive. Over
time, fatigue, frustration, and eventual
noncompliance may result, even when
initial motivation was strong.%3
Another shared factor is the con-
tested nature of the actions required
to defend against the threat. There
are those who don't use the accepted

safeguards in both contexts, and, al-
though best practices exist, there can
often be disagreement about the best
course of action. With COVID-19, there
is still uncertainty about the efficacy
of certain countermeasures or treat-
ments, while in cybersecurity, some
still insist that safeguards, such as an-
tivirus software, do more to degrade
the system performance than they do
to protect. We also find people con-
testing the fundamental nature of the
threat itself. COVID-19 has been met
with differing views of the severity of
the threat. With cybersecurity threats,
there are still those choosing to dis-
miss threats—it is not difficult to find
rumors that the industry itselfhas cre-
ated malware to sell products.?

Both contexts include groups that
think they are less susceptible or unlike-
ly to become a victim. With COVID-19,
this is exemplified by children and ado-
lescents, who generally experience less
severe symptoms.! In cybersecurity, we
have a parallel with Mac users’ frequent
belief that they are safe from malware.’
Unlike the pandemic, cybersecurity
breaches are the result of deliberate,
targeted actions by active adversaries,
so people may not expect to be targeted
and don't see themselves as potential
victims. However, in both cases, the
reality is that they are not immune—
they may be less likely to be adversely
affected but may still be impacted and
ultimately impact others.

Social influence and peer pressure
play a role in risk-related behaviors.®
Adolescents and young adults might
not wear face masks to protect against
COVID-19 due to social or peer pres-
sure.” The social norms of family and
friends and workplace culture can af-
fect cybersecurity decisions,8 for ex-
ample, adolescents sharing passwords
with friends as a display of trust.

Additional risk arises if people
simply don't understand what needs
to be done, for instance, when rules
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are fundamentally unclear or because
people cannot relate to them. This is
common in cybersecurity, where many
don’t have the skills or knowledge to
implement certain countermeasures.
Assuch, itisimportant to consider how
successfully the threats and mitiga-
tions have been framed for their tar-
get audiences.

Mastering the messaging

Despite some pushback, one success
in dealing with COVID-19 has been the
ability to quickly get messages to a wide
population. Consider the United King-
dom, where the initial lockdown period
was accompanied by clear messaging
appearing everywhere across broadcast,
print, and online media: “Stay home,
Protect the NHS, Save lives.” These three
brief statements conveyed what people
had to do (stay home) and why they had
to do it (to protect others and the Na-
tional Health Service). A later iteration,
“Hands. Face. Space.”? [accompanied by
icon-style imagery (Figure 1)] arguably
provided the simplest and most directly
instructive slogan.

By contrast, cybersecurity risk com-
munication lags behind and cannot
claim to have a similarly widespread
or effective campaign behind it. The
long-standing Stay Safe Online message
of “Stop. Think. Connect.”10 clearly has
a similar punchy style but is arguably
less successful in encapsulating both
the “what” and “why” aspects into the
guidance. Cybersecurity guidance may
feel less tangible than health advice,
consisting of more abstract concepts not
easily understood by the general public
and more diversity of countermeasures
depending on the specific threat. Al-
though there are medical complexities
with COVID-19, most people tend

FIGURE 1. The U.K.'s COVID-19
messaging.
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to understand the basics of infectious
disease and are accustomed to frequent-
ly washing their hands, staying home
when sick, and taking preventative mea-
sures such as getting an annual flu shot.

Both contexts still face the challenge
that, as the threat evolves, so too does
the messaging about what to do about
it. For example, in the lockdown stages
of the pandemic, the messaging was
clear—stay home and don't socialize.
This is straightforward to follow. In the
cybersecurity context, it equates to pol-
icies such as banning personal devices
in the workplace or not connecting cer-
tain systems to the Internet. However,
as soon as you relax beyond the extreme
position, there are shades of gray and
the potential for confusion. If you start
to allow people to go out and socialize,
where can they go, and how many peo-
ple can they see at a time? If you allow
personal devices in the workplace, what
are the bounds of permitted use?

The challenge of keeping track of
changing guidance as threats evolve or
become better understood plaguesboth
contexts. By the time baseline advice
becomes widely known, the situation
has often changed to the point where
additional or amended advice is re-
quired to ensure sufficient protection.
For example, people in both the United
States and the United Kingdom were
originally told that face masks weren't
effective, but the advice changed as
new information came to light.

The same challenge also applies to
cybersecurity, albeit with less rapid
change, for example, the changing
nature of password guidance, where,
for many years, the standard advice
was to include a mixture of character
types. This requirement was set aside
in the National Institute of Standards
and Technology's 2017 Digital Iden-
tity Guidelines,!! which were based on
the recognition that it doesn't usefully
contribute toward preventing password
breaches but certainly hampers usabil-
ity. Nonetheless, several years later,
there is still much password guidance
(and enforcement) related to character
complexity. Unfortunately, in both the

COVID-19 and cybersecurity contexts,
the change of guidance causes some
people to question the validity of the ad-
vice and credibility of the source and use
the fact that the guidance changes as a
justification for not following it at all.

Individual benefit versus

public good

We also observe parallel tensions be-
tween individuals and the public good.
With COVID-19, individual rights are
often cited by those refusing to wear
masks. Proposed contact tracing via
mobile phone apps was met with con-
cern about the potential for privacy
violations. Cybersecurity is also often
viewed as being at odds with privacy,
with an emphasis on one seen as detri-
mental to the other.

Decisions to adopt protections are
motivated by different drivers: the de-
sire to protect oneself or the hope of pro-
tecting others. The former is obvious
with COVID-19, especially among
those considered to be high risk. The lat-
ter is explicitly headlined in terms of the
use of face coverings. The concern for
others is perhaps less pronounced but
no less applicable to cybersecurity. The
Mac community again provides a good
example. How many use antivirus soft-
ware with the aim of blocking Windows
malware that, while harmless to them,
could affect others if passed on? The an-
swer is likely very few.

Another scenario is when vulnerable
home systems, including the Internet
of Things (IoT) devices, are co-opted
into botnets and used to launch attacks
against others. The users whose systems
have been compromised may not experi-
ence any direct negative consequences,
but their security failure becomes the
basis for harming someone else. Both
examples illustrate that, when com-
pared to the general willingness to take
steps to contain a virus like COVID-19, a
clear sense of community protection in
the cybersecurity realm is lacking. This
is not surprising given the difficulty for
many to conceptualize how cybersecu-
rity relates to them personally, let alone
how their behaviors might affect others.
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WHAT CAN WE LEARN?

By observing the parallels and differ-
ences, we identify several lessons from
the COVID-19 response applicable to
cybersecurity.

Carefully craft the message

In general, COVID-19 messaging has been
clear, actionable, and successful in bring-
ing widescale awareness. As learned in
the early days of COVID-19, guidance
should be consistent and accurate to es-
tablish credibility and trust in the mes-
sage and its source. Studying the United
Kingdom's “Hands. Face. Space.” message,
a similar trio of cybersecurity reminders
for the general public could be something
such as “Device. Identity. Data.” (DID)
(Figure 2). This highlights three compo-
nents that people should recognize need
safeguarding, and it even offers the poten-
tial for developing slogans (for example,
“Cybersecurity? I DID it!"). Cybersecurity
can also learn from COVID-19 messaging
emphasizing community protection since
this concept is difficult for most to concep-
tualize with cybersecurity.

Realize it’s more than

the messaging

Other significant influences (for ex-
ample, biases and social pressures)
may be difficult for simple messag-
ing to overcome. The pandemic has
demonstrated that messaging should
be part of a framework of protections.
However, that wider framework must
be ready to handle the result of effec-
tive messaging. For example, with
COVID-19, the messaging that people

DISCLAIMER
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findings, and conclusions do not
necessarily reflect the views or
policies of the National Institute for
Standards and Technology or the
U.S. Government. The U.S. Govern-
ment is authorized to reproduce and
distribute reprints for government
purposes, notwithstanding any copy-
right annotations thereon.

should get tested if they experience
symptoms was frequently undermined
by confusion about how and where to
get tested; people became aware of a
safeguard they subsequently couldn't
access. In cybersecurity, there are simi-
larexamples. There'sno pointin having
a “report phishing” campaign if an or-
ganization isn't prepared to handle the
reports that it subsequently receives.

Implement tiered defenses
In both health and cybersecurity, cam-
paigns that depend solely on the actions
of the general public are seldom 100%
successful. New habits take time to form
and can be hampered by multiple fac-
tors, including the evolving understand-
ing of the threat and best practices. Prac-
tices may also be overly burdensome,
resulting in fatigue, noncompliance, or
slipups. This fatigue is especially evi-
dent with COVID-19; people are asked to
modify their “normal” behavior, compli-
ance can be isolating and stressful, and
its effectiveness may be unclear if infec-
tion numbers fail to drop. While there
is hope that the effects of the pandemic
will be temporary, cybersecurity is for a
lifetime. Unfortunately, placing an un-
due burden on users who do not have a
strong grasp of security has been a fun-
damental problem for decades.
COVID-19 has shown that a tiered
system of defenses can be effective. Con-
sider, for example, local and national
guidelines governing the safe operation
of businesses in addition to what indi-
viduals can do. The same layering can
be applied to cybersecurity. The efficacy
of utilizing strong authentication and
wariness of suspicious emails on an in-
dividual level is limited if the underly-
ing authentication structure is vulner-
able or the email provider doesn't filter
out known-bad or suspicious content.
Whereas many regions of the world im-
plemented mandatory border restric-
tions or stay-at-home orders to combat
the spread of COVID-19, there is also a
need to better understand the potential
role of mandatory cybersecurity poli-
cies in certain circumstances, for both
the good of the individual and society.
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FIGURE 2. Cybersecurity reminders.

iven the parallels, cybersecu-

rity can learn valuable lessons

from the COVID-19 messaging
response. One could argue that we've
seen more effective large-scale mes-
saging and enforcement of safeguards
with COVID-19 precisely because it
poses a greater risk. However, while
cybersecurity threats have not yet had
the same urgency or widespread im-
pact, there is the potential of life-im-
pacting consequences, for example, if
connected health devices or safety-re-
lated IoT devices are hacked. The public
awareness of cybersecurity is lagging
behind relative to the time it has been
with us but must catch up before there's
amore serious cybersecurity event on a
global scale.
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