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or equipment are necessarily the best available for the purpose. 
* Please note, unless mentioned in reference to a NIST 
Publication, all information and data presented is 
preliminary/in-progress and subject to change
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Agenda

• Overview of the Prize Challenge
• Hear from the Prize Challenge Winner
• Hear from two Creative Research and Development Agreement 

partners
• See a demo of the winning solution
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Thank you!
If you have any questions, please email me directly at conor@solokeys.com



The Trusted Leader in 
Passwordless Authentication

PSCR

Matt Lourie
Sr. Director of Engineering
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Agenda

• About Nok Nok

• S3 Authentication Platform

• How Contestants used Authentication Service



• Deep domain expertise in FIDO next-generation authentication
• We invented FIDO (ex-PGP team)

• Experts in Consumer Authentication

• Most widely deployed B-to-C passwordless solution
• 200M+ Users
• Billions of authentications

• Proven technology with innovations based on the real world
• Servers deployed globally at scale
• More than 90 US- and International patents issued or filed

Who is Nok Nok?

Simple, Strong, Scalable
Any App, Any Device, Any Authenticator



NIST / Nok Nok Partnership

• Bill Fisher (NIST) introduced Nok Nok to NIST in 2014

• Nok Nok collaborated with National Cybersecurity Center of Excellence (NCCoE) on 
Mobile Single Sign On using FIDO

• Nok Nok solution for First Responders highlighted in NIST Webinar in 2017

• Nok Nok has deep knowledge of authentication needs of Public Safety 
communication solutions



• Industry Standard
• Interoperable, secure approach
• Certification program for compliance
• Global standard supporting regulatory requirements, e.g. PSD2 SCA, eIDAS

• Secure
• No shared secrets
• Leverages public key cryptography

• Privacy Preserving
• Only public keys stored on server

• Cost Effective
• Reduced operational complexity and costs

Why FIDO?

Combine optimal security with optimal convenience



Nok Nok Delivers Many Business Advantages

Improve Customer Experience Reduce Costs
Meet Regulatory 

Requirements and 
Reduce Fraud

• Improve onboarding 
success rate

• Improve authentication 
speed

• Reduce transaction 
abandonment

• Reduce call center costs 
due to password resets

• Reduce SMS OTP costs

• Reduce development costs 
to support MFA 

• Meet PSD2 SCA requirements

• Reduce ATO

• Reduce phishing attacks

• Reduce man-in-the-middle 
attacks



Global Brands Trust Nok Nok for Their Solution
4 industry leading  

Financial Services Firms
4 out of 5 of the world’s 

largest banks

4 major
Mobile Network Operators 

(MNOs)



Global Partners Rely on Nok Nok for Authentication 



S3 Authentication Suite Architecture
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Nok Nok Gateway

Session Mgmt. Plugin

Device

Mobile App / Browser App

Nok Nok App SDK

Nok Nok Authenticator 
SDK

3rd Party 
Platform 
Authen-
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App 
Backend 
Server

Nok Nok Labs

3rd Party

Policy R
ules

Nok Nok 
Authentication Server

Authentication Module

Recovery Module

Recovery Backend API

3rd Party 
Roaming 

Authenticators



• Product supports both on-premise and cloud deployment

• For simplicity, contestants were set up in the cloud

• Contestants used REST API Integration

• Federation Connectors are also supported

Contestant Setup using Cloud Service



Administration – Authenticator Policies

©2018 Nok Nok Labs — Confidential — Do not distribute



Administration – Analytics
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