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Certain commercial entities, equipment, or materials may be identified
in this document in order to describe an experimental procedure or
concept adequately.

Such identification is not intended to im%y recommendation or
t

endorsement by the National Institute ot Standards and Technology,
norisitintended to |mp.lP/ that the entities, materials, or equipment are
necessarily the best available for the purpose.

Regarding the research described in these slides: The National Institute
of Standards and Teghnology Research Protections Office reviewed the
protocol for this project and determined it meets the criteria for
‘exempt human subjects research” as defined in 15 CFR 27, the
Common Rule for the Protection of Human Subjects.

* Please note, unless mentioned in reference to a NIST Publication, all
|r;1format|on and data presented is preliminary/in-progress and subject to
change
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Agenda

* Introduction to PSCR / DHS S&T Project
» Data Foundations Project Goals

* The Benefits of Defined Data

* Phase 1 Outcomes

e Conclusion / Contact Us



Introduction to Data

* Began in 2017

* Initial Goal: Research interoperability issues related to Personal
Area Network sensor systems
* For additional information, see previous PSCR Stakeholder sessions
e 2018: Personal Area Networking and the Internet of Things
e 2019: Next Generation First Responder Deployables and |oT Technology

* There are currently numerous efforts underway to standardize the
way that public safety interacts with data

* In 2019, the project began in-depth discussions with both public
safety and industry players


https://www.nist.gov/ctl/pscr/2018-stakeholder-meeting-session-recordings/dhs-analytics
https://www.nist.gov/ctl/pscr/2019-stakeholder-meeting-resilient-systems-sessions

Roundtable Conclusions

Capabilities Required of Public Safety loT Devices

Data Progression

Raw loT data should move from the network edge to the NIST Specil Publication 2100-01
public safety user, with data enrichment to provide Internet of Things Workshop
enhanced situational awareness Report
Consistent Situational Awareness Data .1
Data used by public safety must be vetted, real-time, i
reliable e i et e

hittps://dotorg/10.6028/NIST SP_2100-01

July 2019

Full overview of workshop proceedings is available: T
N I ST . s P . 2 1 0 o _ O 1 P o, MIST Do s Unrsrser of ot Sl sl Ty
https://www.nist.gov/publications/internet—things-wo;kshop-report



https://www.nist.gov/publications/internet-things-workshop-report

Data Foundation

Data as a Quilt

Each square in the quilt represents a piece
of data

A series of connected squares is a full quilt

There are many ways to connect the
squares

But without knowing what your squares
look like when you start, the quilt could end
up disorganized ;



https://susies-scraps.com/quilting-tutorials/
https://creativecommons.org/licenses/by-nc/3.0/

Data Foundation Goals

Data as a Quilt

Each square in the quilt represents a piece
of data

A series of connected data objects make a
full system

There are many ways to connect the data
(via standards)

But without knowing what your data looks (D
like from the start, the system could end up
disorganized and difficult to utilize

This Photo by Unknown Author is licensed under CC BY-SA


https://geobrava.wordpress.com/2015/05/05/how-mobile-device-operating-systems-landscape-is-evolving/
https://creativecommons.org/licenses/by-sa/3.0/

Data Foundation

Project Outputs

 Determine which data is most important
through public safety consensus feedback

* Define software objects to represent these
data objects

 Develop a document that shows the
necessary data objects within a public
safety sensor system

10 This Photo by Unknown Author is licensed under CC BY-SA  This Photo by Unknown Author is licensed under CC BY



http://www.sensorica.co/home/what-we-do/projects/pv-characterization/
https://creativecommons.org/licenses/by-sa/3.0/
http://2011.igem.org/Team:Imperial_College_London/Extras/Collaboration
https://creativecommons.org/licenses/by/3.0/

GPS

Sample Data Object

INDEXES SHORT FORM GLOBAL? UNITS REQUIRED DATATYPE SAMPLE VALUE OOBNV

Latitude It Global degrees @ <float> 36.089 999

Longitude lg Global degrees @ <float> -79.162123 999

Altitude Iz Global meters (AMSL) <integer> 182 -999
Speed ls meters/sec <float> 22.35 -
SpeedMph lm miles/hr <integer> 50 -1
Heading lh Global degrees <integer> 359 -1
Accuracy la Global meters <integer> 4 -1
Numsats Ins <integer> 7 -1
Timestamp ts seconds <integer> 1596014568 -2
Source src <string> "GPS" or "Wi-Fi" "
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GPS

Sample Data Object

INDEXES SHORT FORM GLOBAL? UNITS REQUIRED DATATYPE SAMPLE VALUE OOBNYV

Latitude It Global degrees @ <float> 36.089 999
Longitude lg Glohal decrees @ <float> -79.162123 999
Altitude Iz G The long form <integer> 182 -999

Speed ls identifiers for each <float> 22.35 -1
SpeedMph information element <integer> 50 1
Heading lh Global degrees <integer> 359 -1

Accuracy la Global meters <integer> 4 -1

Numsats Ins <integer> 7 -1

Timestamp ts seconds <integer> 1596014568 -2

Source src <string> "GPS" or "Wi-Fi"

12



GPS

Sample Data Object

INDEXES SHORT FORM GLOBAL? UNITS REQUIRED DATA TYPE SAMPLE VALUE OOBNV
Latitude: It Global degrees @ <float> 36.089 999
Longituc.e lg Global degr Shortened <float> -79.162123 999
Altitu de |z Slobal meters identifiers used nteger> 182 999
Speed ls &ey Whendatasizeand ... 22.35 1
_ bandwidth are
SpeedMph lm mile . nteger> 50 -1
| limited
Heading lh Global degrees <integer> 359 -1
Accuracy la lobal meters <integer> 4 -1
Numsats Ins <integer> 7 -1
Timestamp ts seconds <integer> 1596014568 -2
Source src <string> "GPS" or "Wi-Fi" "
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GPS

Sample Data Object

INDEXES SHORT FO GLOBAL? UNITS REQUIRED  DATATYPE  SAMPLEVALUE OOBNV
Latitude It Global degrees @ <float> 36.089 999
Longitude g Global egrees B o.16212: 999
i that can be
Altitude 1z Global . 182 -999
referenced in other

Speed ls data objects 22.35 -1
SpeedMph I <integer> 50 -1
Heading lh Global <integer> 359 -1
Accuracy la Global eters <integer> 4 -1
Numsats Ins <integer> 7 -1
Timestamp ts seconds <integer> 1596014568 -2
source Src <String> HGPSH Or. !IWi_Fill mnn
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INDEXES

Latitude
Longitude
Altitude
Speed
SpeedMph
Heading
Accuracy

Numsats

Timestamp

Source

SHORT FORM

Src

GPS

Sample Data Object

GLOBAL? UNITS REQUIRED DATATYPE SAMPLE VALUE
Global degrees @ <float> 3R NRI
Globa degrees @ <flc  Expected units of
Glob meters (AMSL) <j measure for each

meters/sec /:E index
miles/hr <integer> 50
Glob4dl degrees <integer> 359
Glob meters <integer> 4
<integer> 7
seconds <integer> 1596014568
<string> "GPS" or "Wi-Fi"




GPS

Sample Data Object

INDEXES SHORT FORM GLOBAL? UNITS REQUIRED DATATYPE SAMPLE VALUE OOBNYV

©
©

Latitude It Global degrees <float> 36.089 999

bal degrees float> -79.162123 999

Specified if an index

Altituc MUST be present in bal meters (AMSL) <ihteger> 182 -999
3 data object <float> 22.35 -1
<irjteger> 50 -1
Heading lh Global degree} <ipteger> 359 -1
Accuracy la Global meters <ipteger> 4 -1
Numsats Ins <[nteger> 4 -1
Timestamp ts seconds integer> 1596014568 -2
Source src <string> "GPS" or "Wi-Fi" "
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GPS

Sample Data Object

INDEXES SHORT FORM GLOBAL? UNITS REQUIRE DATATYPE AMPLE VALUE OOBNYV

Latitude It Global degrees @ <float> 36.089 999
Longitude lg rees @ <float> 79.162123 999

Altitude .  Datatypeofthe .y <integer> 182 -999
Speed s attribute rs/sec <float> 22.35 -1
SpeedMph Im miles/hr <integer> 50 -1
Heading lh Global degrees <integer> 359 -1
Accuracy la Global meters <integer> 4 -1
Numsats Ins <integer> 7 -1
Timestamp ts seconds <integer> 1596014568 -2
Source src <string> "GPS" or "Wi-Fi" "
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GPS

Sample Data Object

INDEXES SHORT FORM GLOBAL? UNITS REQUIRED DATATYPE SAMPLE VALUE

Latitude It Global degrees @ <float> 36.089 999
Longitude lg Global % <float> -79.162123 999
: Sample of how the ,
Altitude Iz Global <intege 182 -999
. data should be
ee 3 -
P ls presented <float 22.35 1
SpeedMph lm , <integer> 50 -1
Heading lh Global degrees <intege[> 359 -1
Accuracy la Global meters <integer -1
Numsats Ins <integer -1
Timestamp ts seconds <integer> 1596014568 -2
source Src <String> HGPSH Ol" llWi_Fill mnn
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GPS

Sample Data Object

INDEXES SHORT FORM GLOBAL? UNITS REQUIRED DATA TYPE SAMPLE VAL
Latitude It Global degrees @ <float> 36.089
Longitude lg Global degrees  “0ut of Band Null 2t -79.1621P3
Altitude 1z Global meters (AM  Value”—Value used zer> 182
Speed ls meters/sc ~Whendataisnot i 22.3
SpeedMph Im miles/hr present _eger> -1
Heading lh Global degrees <integer> 359 -1
Accuracy la Global meters <integer> 4
Numsats Ins <integer> 7
Timestamp ts seconds <integer> 1596014548
Source src <string> "GPS" or "Wi-Ni"

19



System

Current Methodology

Middleware
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Sensor System & Data Software System & Data
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System

Benefits of Predefined Data

1. All parties have baseline data expectations

Middleware
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System

Benefits of Predefined Data

1. All parties have baseline data expectations

Middleware
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System

Benefits of Predefined Data

2. Sensor Developers Own Their Data
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System

Benefits of Predefined Data

3. Data Elements become backwards compatible
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System

Benefits of Predefined Data

4. Middleware simplifies to a plug and play application

Middleware

(o «o




System

Benefits of Predefined Data

4. Middleware simplifies to a plug and play application
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Data Foundations

* Reach out to fire
service professionals

Conduct one-on-one
interviews with
members of the fire
service

Determine
information trends
amongst fire service
professionals

Concluded 4/30/2020

e Repeat Phase 1 with
members of law
enforcement / EMT
community

e Continue outreach
to fire service

e Extract data
foundation
information from all
three groups

Ongoing through 7/30/2020

e Highlight
commonalities
between the three
groups

¢ |ncorporate
feedback received
throughout the
process

e Socialize outputs

between industry
and public safety




Interview Topics

@1~

WHO WHAT

Is Using This Data? Technology Is Used? Is Technology Useful? Can Advances Be Made?

Additional Info
Hardware
Price Point
Personnel

Position Personal / Work * Event type
Field Tech Type * Information
Environment Software e Display
Scenarios Systems

28



Respondent Themes from Phase 1

Information
Used

Technology
Ownership

What's
Missing?

Technology
Type

29



Respondent Themes from Phase 1

Information

Used

B Location MW Weather B Resources ™ Personal
30



Respondent Themes from

Technology
Type

B Smartphone Tablet EWDrone M Other



Respondent Themes from

Technology
Ownership

H Personal Work



Respondent Themes from Phase 1

What's

Missing?

M z-Axis M Nothing
33



Continued

* First Responder Preliminary Survey - Google Forms Document
(now closed)

* Interviews Continuing for First Responders through July 2020

* Looking for fire service, law enforcement, EMT professionals, or those with
direct knowledge of public safety use case

 See link on presentation webpage

* Announcement will be made upon document publication



Conclusion

* This project aims to start a conversation between first responders
and the technology community

 Guidelines will help identify and emphasize the importance of
certain information for public safety

 Confirmation of necessary information helps accelerate tool
development while allowing for innovation

* Input and feedback welcome from all parties



Contact Us
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® alison.kahn@nist.gov
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