AUTHOR VERSION

Cybersecurity Advocates: Discovering the Characteristics and Skills of an
Emergent Role

Julie M. Haney
National Institute of Standards and Technology

Wayne G. Lutters
University of Maryland

Abstract
Purpose: Cybersecurity advocates safeguard their organizations by promoting
security best practices. However, little is known about what constitutes successful
advocacy.
Methodology: We conducted 28 in-depth interviews of cybersecurity advocates.
Findings: Effective advocates not only possess technical acumen, but also
interpersonal skills, communication acumen, context awareness, and a customer
service orientation.
Originality: We are the first to define and enumerate competencies for the role of
cybersecurity advocate.
Implications: Non-technical skills are deemphasized in cybersecurity training,
limiting career progression into the cybersecurity advocate role for existing
security professionals and those from other disciplines. We suggest improvements
for professional development that encourage greater security workforce diversity.
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1 INTRODUCTION

The effects of cyber attacks can be devastating on personal, organizational, national, and
global levels, costing the global economy over six trillion U.S. dollars by 2021 (Cybersecurity
Ventures, 2020). However, while security best practices are widely known, people routinely
fail to protect their digital assets. A concerted effort is needed to change this status quo. In this
paper, we describe cybersecurity advocates, who serve as catalysts for cybersecurity adoption.

Cybersecurity advocates are security professionals for whom promoting, educating, and
encouraging adoption of security are major components of their jobs, part of their personal
identity, and integral to their career advancement. Advocates’ audiences are diverse and may
include executives, office workers, technical staff, and home users. Examples of advocates
include: security awareness professionals working within organizations; security researchers
who promote the use of security technologies; non-profit security advocacy staff who develop
security campaigns and publish guidance; and consultants who work to convince their clients
to implement security measures.

Training curricula (NSA, 2020) and work role frameworks (Newhouse et al., 2017)
reveal that cybersecurity education is predominantly viewed through a technical lens, with little
focus on non-technical competencies, such as communication and relationship management.
These skills are critical to the advocacy role, which has a behavior change focus and impact.
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A complicating factor is that, while some advocates have conventional computing education,
others come into the profession from non-technical disciplines. Currently, there are few
resources for becoming effective cybersecurity advocates and no defined career track. This gap
is likely due to there being little understanding of the actual work practices and characteristics
that lead to successful advocacy.

In this first-of-its-kind investigation of cybersecurity advocates, we build upon our prior
findings on advocates’ techniques (Haney and Lutters, 2018) and professional motivations
(Haney and Lutters, 2019) to address the central question: What are the professional
characteristics and skills that cybersecurity advocates employ in their work? By examining
these traits, we discovered evidence of discipline diversity beyond the technical competencies
usually emphasized in preparatory and continuing education programs.

Our research has several novel contributions. The identification of the cybersecurity
advocate role is our main contribution. We define and enumerate competencies for the role that
can be used to augment current professional development resources. Additionally, we highlight
the benefits of discipline diversity within the advocate community. Our work also uniquely
identifies service orientation as a core aspect of cybersecurity advocacy. Accordingly, we see
yet unrealized potential to frame this role as a people-oriented service profession, perhaps
attracting a more diverse demographic who may not otherwise consider cybersecurity as a
career choice.

2 RELATED WORK

2.1 Theoretical Foundations

The concept of cybersecurity advocacy is informed by “change agents” in Diffusion of
Innovations (DOI) Theory and risk communicators. These are literatures not previously applied
to the cybersecurity domain in this capacity.

2.1.1 Change Agents

The goal of security advocacy is positive behavior change and adoption of beneficial
practices or tools. DOI Theory is useful in understanding this goal as it reveals factors that
influence the acceptance of “an idea, practice, or object perceived as new by an individual or
other unit of adoption” (Rogers, 2003). Here, change agents actively influence clients’ adoption
decisions. They have several responsibilities, including demonstrating a need for and intent to
change, establishing an information exchange relationship, diagnosing problems, stabilizing
adoption, and fostering client independence. Change agents’ success is positively correlated
with their ability to develop credibility and a trusted working relationship with their clients
(Rogers, 2003).

2.1.2 Risk Communicators

Cybersecurity advocates motivate individuals to practice good security habits in large
part by conveying and convincing them of cyber risks. While DOI Theory provides insight into
how change agents influence adoption decisions, risk is not a central focus. The literature on
risk communicators was a useful addition to our initial conceptualization of security advocates.

Kasperson et al. (1992) defined five risk communicator goals that hold across multiple
domains (e.g., health, environmental hazards): diagnosing and creating trust; creating
awareness strategies; understanding why concepts are hard to grasp and finding ways to
overcome this; developing mediating skills; and motivating the public to act. A foundational
aspect of risk communication is establishing trust and credibility, so communicators must strive



to exhibit interpersonal skills (e.g., empathy, honesty, openness, listening skills) and practice
two-way communication with risk message recipients (Covello, 1997; Slovic, 1987). Effective
communicators must ultimately serve as the bridge between experts and non-experts (Gordon,
1991). In addition to interpersonal skills, risk communication was observed to be a learned
competency that includes: providing engaging and unambiguous communications;
customizing information to target audiences; and assisting people in seeing the consequences
of their decisions (Covello, 1997; Nurse et al., 2011).

2.2 Security Professionals

Cybersecurity advocates are a particular form of security professional. Before security
roles can be compared, a baseline understanding of the discipline and its career preparation is
required. Various efforts have sought to develop frameworks of necessary competencies for
security professionals. The National Initiative for Cybersecurity Education Framework
published by the U.S. National Institute of Standards and Technology outlines the knowledge,
skills, and abilities for cybersecurity work roles (Newhouse et al., 2017). The Skills Framework
for the Information Age (2018) expands these for more general information technology (IT)
roles. In an effort to improve the pipeline of future security professionals, the Joint Task Force
on Cybersecurity Education (2017) and other U.S. government agencies (NSA, 2020) proposed
curricular guidelines for cybersecurity degree programs. While comprehensive with respect to
technical competencies, many of these resources under-emphasize non-technical skills.

Prior research, for example Botta et al. (2007) and Haber and Kandogan (2007), sought
to understand the work practices of conventional security professionals who perform tasks such
as: designing, administering, or testing security-related infrastructure; creating security policies
and procedures; assessing security vulnerabilities within systems, and monitoring, detecting,
and responding to security events. While technical and analytic skills were often identified,
communication and collaboration skills were also deemed important. Other researchers
discussed skill deficiencies within the security workforce. Dawson and Thomson (2018)
acknowledged that current cybersecurity curricula are largely technology-based; however, to
address the organizational and social aspects of cybersecurity, the future cybersecurity
workforce will need to be proficient in communication, collaboration, and social skills. In an
industry survey, respondents identified “ability to understand the business” and communication
as the top two most significant gaps they see among cybersecurity professionals (ISACA,
2016). To address this, some have advocated for more professional diversity by including non-
technical skills in cybersecurity education programs and by building multi-disciplinary teams
(Arbuckle, 2018; Hoffman et al., 2012; Lawrence-Fowler, 2013).

2.3 Differentiating the Advocate Role

Our investigation was an iterative process of uncovering the cybersecurity advocate
role. We first identified it as an emerging job function naturally occurring “in the wild.” Our
conceptualization then evolved to viewing cybersecurity advocates as an instantiation of the
more generic roles of change agents and risk communicators found in the literature. We then
looked to the security community to discover how this was becoming visible in the
profession and how it differed from other security work roles.

As both change agents and risk communicators, advocates appear to have a unique
orientation. Instead of a primarily technology-based mission, they are focused on educating,
engaging, and empowering individuals to change their security attitudes and behaviors. This
requires baseline technical competence, but so much more. While soft skills may be valuable
for all security professionals, they appear to be essential for advocates.

We explored the evolving job titles and work descriptions of potential advocates within



the security community. By conducting internet searches, completing candidate interviews, and
leveraging the first author’s own related work experience, we confirmed that “cybersecurity
advocate” was an emerging term-of-art among practitioners. We found several instances of
security practitioners identifying as security advocates or evangelists (Arnou, 2020; Zorz,
2016). In many cases, advocates juggled multiple responsibilities, starting their advocacy by
taking on informal roles in a part-time capacity. For example, a consultant may have a primary
responsibility of security engineering but may also need to practice advocacy to persuade
clients to remedy security deficiencies.

3 METHODOLOGY

In order to understand characteristics and skills of advocates, we conducted semi-
structured interviews with these professionals. The study was approved by our institutional
review board with informed consent but no compensation for participants.

3.1 Participant Recruitment and Demographics

Utilizing researcher contacts and internet searches, we recruited individuals who
performed cybersecurity advocacy as a significant component of their jobs. Since our
investigation was an iterative process of discovery of the cybersecurity advocate role, we
employed theoretical sampling throughout data collection (Corbin and Strauss, 2015). We
recruited 4-5 participants at a time, with the initial two sets consisting of those who publicly
self-identified as working primarily in advocacy. Subsequent sets of participants were
purposely selected to include those who might be able provide additional insight on areas of
interest that emerged from analysis of preceding interviews. For example, when several
participants mentioned security awareness training as a form of advocacy, we subsequently
made an effort to recruit security awareness professionals.

Our sampling strategy was aimed at ensuring suitability and maximizing diversity, while
allowing interviewees to identify others performing advocacy roles. To account for the
potential of different viewpoints and techniques, we sampled advocates with varying
backgrounds and roles, working in a variety of sectors, performing advocacy roles on a part-
time basis without an obvious title, and who served different audiences.

Table I summarizes participant information collected with a demographic survey,
generalized to preserve anonymity. We interviewed 10 female and 18 male professionals.
Overall, they were an experienced group, with all but six having more than 10 years in the
security field, and the rest having at least five. From a formal education perspective, 14
participants had at least one degree in a non-technical field, with 11 of those having no formal
technical degrees, but rather in areas such as communications, business, and law. Participants
had worked in diverse roles in government, private industry, education, and non-profit
organizations, most having experience in more than one sector. When asked to describe their
target audience, 10 said their audience was mainly external to their organization, three focused
within their organization, and 15 said both external and internal.



Table I. Participant Demographics. Sector (Current, Past): E=Education, G=Government, I=Industry, N=Non-
profit. Edu (Education): T=Technical degree, N=Non-technical degree, U=Unknown/not reported. Audience:
I=Internal to own organization, E=External, B=Both internal/external. Audience Description: dev=developers,
end=organizational end users, fac=faculty, gen=general public, industry=industry partners, mgr=managers, non-
tech=non-technical professionals, policy=public policy makers, stud=students, tech=technical staff

ID Current Role Sector | Edu | Audience| Audience Description
P01 Security analyst G T,N B tech, mgrs
P02 Professor E.GI | TN B gen, stud
P03 | Computer scientist G|l T B tech, mgr, gen
P04 | Security evangelist N,G T B tech, mgr
PO5 | Security researcher 1,G T B tech, mgr
P06 | Non-profit director | N,G,E,l | N B policy, mgr
PO7 | Senior technologist | G,E,l T E gen, mgr
P08 | Security consultant I N E non-tech, mgr
P09 Training director E,.G N E tech
P10 [Instructor, consultant| I,E,G T E tech, mgr
P11 | Non-profit director N, N E policy, tech, mgr
P12 | Security engineer ILE,G T E tech, mgr
P13 not provided I U | tech, mgr
P14 | Security awareness E,.G N B stud, fac, tech, mgr
P15 | Non-profitdirector | N,E,l N B tech, mgr
P16 | Computer scientist | G,E,I | T,N | mgr
P17 Researcher I T E dev, tech
P18 CIO E T B stud, fac, tech, mgr
P19 Senior architect | T | dev
P20 Professor E.G T E stud, tech, mgr
P21 |Company co-founder| 1,G T E end, tech, mgr
P22 | Security researcher IL,E T B dev
P23 | Security consultant LE N B tech, gen
P24 | Non-profit director N N E gen, tech, mgr
P25 Deputy CIO G|l N B end, tech, mgr
P26 CISO G|l T B end, tech, industry
P27 | Non-profit director N, I N B tech, mgr
P28 | Security awareness IL,E N B end, tech, mgr

3.2 Data Collection and Analysis

We crafted a study in which data collection and analysis were tightly coupled and
occurred in parallel, with analysis of data informing subsequent data collection decisions. Since
this is the first study to examine cybersecurity advocates, we utilized an inductive (bottom-up)
approach. Interview questions (Fig. 1) were designed to uncover the definitional boundaries of
advocates by examining work practices, professional motivations, challenges, perceived
characteristics of successful advocates, and techniques. In this paper, we report on a subset of
data focused on characteristics and skills.

Interviews lasted on average 45 minutes and were conducted face-to-face when possible



(12 interviews) or via phone (9) or video conference (7). Interviews were audio recorded,
transcribed, and assigned a participant code (e.g., P10) to protect confidentiality.

Can you tell me about what you do in your job?
How did you come to do this type of work?
What motivates you to do this work?
Do you think your role is important? Why or why not?
Do you think your role is valued by others? Why or why not?
What do you think are qualities of a successful security advocate?
Have you had experiences with or know of security advocates who you don’t think were
particularly effective? What was it about them or what they did or did not do that contributed to
their ineffectiveness?
8. Through what means do you advocate for security? For example. conferences, invited talks,
blogs. social media, articles. client visits, face-to-face meetings, phone, email.
a. Which of those means do you think are the most effective? Why?
9. Do you feel that you’re reaching the right population of people and organizations?
a. What is preventing you from reaching the right people?
b. What do you wish you could do to reach the right population?
10. How do you keep up with the latest in security?
11. What do you find most rewarding, if anything. about your role as a security advocate?
12. What do you find most challenging or frustrating. if anything, about your role as a security
advocate?
13. What do you think are the biggest obstacles organizations face with respect to implementing
security measures and technologies?
14. What do you see as your role in helping organizations overcome these obstacles?
15. What are other ways these obstacles might be overcome?
16. Is there anything else you'd like to add?
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Figure 1. Interview questions

We interviewed until we reached theoretical saturation, the point at which no new ideas
emerged from the data (Corbin and Strauss, 2015). Given that the goal of qualitative research
is rich, holistic contextual understanding, and not predictive generalization, the attainment of
theoretical saturation signaled that the appropriate number of interviews had been achieved.
Maximizing for sample diversity helped us reach this saturation as did the semi-structured
nature of the interviews, which allowed for follow-on questions and the elicitation of rich data.
Our semi-structured interview approach was ordered enough for cross-participant comparison,
but open enough to let participants raise themes we had not imagined in advance.

We followed Grounded Theory data coding and analysis methods, which allowed for
an organic emergence of core concepts. Both authors independently reviewed five interviews
and performed inductive, open coding to label units of data and look for meaning. We then met
to discuss 1-2 transcripts at a time. A preliminary codebook containing identified codes was
created after the first coding discussion. As coding progressed, we compared units with the
same code to ensure code suitability and refine codes as necessary. A near-final codebook was
finished after reviewing the initial five transcripts. The first author then used the codebook to
deductively code the remaining interviews, adding new codes when appropriate. Previously
coded interviews were then re-examined to account for code additions. During analysis, we
wrote analytic memos to reflect on interesting, emerging ideas. After coding all interview
transcripts, we identified relationships between codes and grouped them into higher-level
categories (axial codes). Axial codes formed the basis for the unifying central concept “skill
and discipline diversity.” Fig. 2 shows the coding progression (as outlined in Section 4).
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Figure 2. Code relationships

3.3 Limitations

Our study is limited in that, like all self-report data, findings reflect the perceptions of
participants, which may not represent ground truth. Participants may have exhibited social
desirability bias in which they adjust their answers to be more favorable to the interviewer,
who was an experienced security professional. Limitations were primarily mitigated by the
diversity of our participants and the constant comparison method of our analysis.

4 UNDERSTANDING ATTRIBUTES OF CYBERSECURITY
ADVOCATES

In this section, we describe professional attributes and competencies of advocates as
identified in the interviews. We define the term “competency” as “an observable group of
related Knowledge and Skills” (Petersen et al., 2020). We address these competencies at a high
level only since the focus of our study was to uncover general characteristics, not create an
exhaustive list of specific knowledge and skills like those in the NICE Framework.

We provide counts of the number of participants mentioning certain concepts to illustrate
weight or unique cases, not as an attempt to reduce our qualitative data to quantitative
measures.

4.1 Technical Knowledge

Cybersecurity is often viewed from a technocentric perspective. Not surprisingly, 19
participants asserted that effective cybersecurity advocates should possess technical
knowledge to gain credibility with their target audience. A security analyst noted, “if you don 't
know what you’re doing, that’s going to become apparent very quickly” (P01).

Staying up-to-date on constantly changing technology and security risks is not a trivial
task, requiring significant and sustained effort, as a security consultant observed: “It’s a way
of life” (P10). Participants revealed a number of ways they try to keep abreast of the latest
security happenings, including reading online information, joining security information
sharing communities, and attending security conferences. They also extensively draw on their
professional network to keep updated on security risks and technologies.

4.2 Non-technical Competencies
Technical proficiency is indeed important, but those trained only in computing may not
have fully developed all the skills to be an effective advocate. The interviews revealed that



being able to address social and organizational complexity may be more imperative than
technical prowess alone. All 28 participants discussed non-technical skills and abilities when
asked to describe qualities of those successful in security advocacy, with interpersonal skills,
context awareness, and communication skills most frequently mentioned. As noted by nine
participants, these skills differentiate advocates from other security professionals: “The
majority of [security] professionals have a huge understanding of technical issues, but a very,
very small percentage of them have any soft skills whatsoever” (P27).

4.2.1 Interpersonal Skills
All participants noted that advocacy work requires an orientation towards people,
including understanding human behavior and an ability to build trust. One participant reflected:
“People who are emotionally intelligent tend to be able to understand problems and
frustrations much better than people who have not invested in that part of themselves” (P23).
Another discussed the importance of relationship building when trying to influence security
behaviors: “There’s the developing of the rapport with the people... o that they not only listen,
but they trust you” (P01).

Eight participants mentioned the need to maintain a positive attitude that progress could
be made towards solving seemingly overwhelming security problems. A security consultant
had hope that his work was fruitful: “I think there are small things we can do on individual
projects and individual tasks where we can make a difference and make things better. So, it’s
having that focused optimism” (P10).

Other interpersonal skills mentioned as important included listening skills (6
participants), humility (5), and empathy (4). An advocate who works to influence the security
practices of companies that produce safety-critical technologies (e.g., medical devices)
remarked on the confluence of these qualities in his work:

“I focus on getting everyone to feel heard. Identity and empathy... Once they 're
heard, they’re more likely to hear others. And once we know their belief
structure, we can see which ones are good that we work on and foster, which
ones are bad that we need to dampen” (P11).

4.2.2 Context Awareness

In addition to technical and interpersonal skills, 22 participants revealed that
cybersecurity advocates must be context aware, recognizing that unique audiences have
different strengths, values, and challenges. This awareness guides how advocates tailor their
message. One participant commented, “Context is king... it’s not a one-size-fits-all approach”
(P02). A corporate consultant discussed the importance of understanding his audience’s
environment: “You need to translate technical findings into the need for business action. And
to do that, you have to understand the business at some level” (P10).

Context awareness also aids in identifying root causes of poor security behaviors,
which may be due to educational, economic, social, political, or structural issues. One
participant lamented, “We as a society have a tendency to treat symproms and not causes”
(P01). When considering ways to change problematic security behaviors, a former security
awareness director remarked, “You need to ask yourself why aren’t they doing it... to get to the
root cause because you’ll find the why is very different for groups, often for individuals, or
teams” (P21).

Ten participants said that successful advocates must also communicate the reasons
behind security recommendations. They must show how good security practices are
fundamentally beneficial rather than just annoying or detrimental. A security researcher



commented that advocates must possess “an ability to make them understand why this is
important to them or why this is the right thing to do or the best thing to do” (P05). A former
Chief Information Security Officer (CISO) discussed how, in the corporate world, security
should be marketed not as an obstacle, but as a contributor to an organization’s success: “We re
here to help you. We're mission enablers, not mission constrainers” (P02).

4.2.3 Communication Skills

Twenty-three participants mentioned the importance of effective communication skills.
To be able to “sell” security, a good advocate should be context aware and tailor her
communications for specific audiences, often serving as a translator between technical experts
and non-technical audiences. A security awareness manager supported this notion: “You have
to be able to talk something that’s not IT... but you also have to be willing to take the time to
understand the IT side in order to make that translation, or it gets lost” (P28). Unfortunately,
being a translator can be particularly taxing for highly technical individuals because, according
to one participant, they often “struggle with something called ‘curse of knowledge.” So, they
understand technology and problems so well, they have this assumption other people must
understand it also... And as a result, they communicate in rather confusing terms” (P09).

The advocates we interviewed used a variety of communication approaches tailored to
their audience including: written materials (18) (books, newsletters, papers, frameworks);
small group or individual face-to-face interactions (17); large forum/conference presentations
(16), social media/blogs (12); and classroom training (9). Via these channels, advocates
described attempts at engaging their audiences, sometimes using stories, imagery, metaphors,
humor, or pop culture references to explain complex technical concepts.

4.3 Service Orientation

While technical and soft skills may be expected competencies of cybersecurity
advocates, an unexpected finding was participants’ strong sense of service in helping others to
protect themselves and their information. Hogan et al. (1984) defined service orientation as:
the willingness to treat customers with courtesy, consideration, and tact; perceptiveness to
customer needs; and the ability to communicate accurately and pleasantly. Although most prior
service orientation research was conducted in a business context, our data leads us to believe
it has implications for cybersecurity advocacy since advocates’ audiences can ultimately be
viewed as “customers” of security guidance.

Service orientation was portrayed by 25 participants not only in how they performed
advocacy-related tasks, but also in their own self-reflective perceptions of their professional
identity. A former lawyer now serving as a director at a non-profit considered how her security
advocacy work aligned with her predispositions: “I think fundamentally I am the type of person
that likes to help other people. That’s been pretty clear in my whole career” (P15). Another
participant, who mainly advocates to non-technical audiences, remarked, “There’s so much
stuff going on for people nowadays... If I can take a worry off the table for people, I'm happy
to do that” (P0S).

Accompanying this sense of service was a deep passion for the work and a sense of
duty. Even though security problems may seem intractable, participants reflected that their job
is too important to falter. A participant who worked with U.S. government customers
commented: “It’s important because of the implications of not doing it... the significance and
the potential of loss of dollars, of information, of man hours, of intellectual property, sensitive
information” (P01). An advocate who works for a non-profit also remarked on the societal
impact of security: “Security is an enabler for us to do the things that we want to do... It’s
beyond critical ” (P24).



All participants saw a gap in security knowledge among individuals and organizations
that they tried to remedy through education. Observing the impact of their efforts (e.g.,
behavior and attitude changes, security adoption, or influences on policy) was especially
gratifying. One talked about the rewards of serving as both a corporate consultant and a
community educator:

“I always get really excited when I can just tell people have learned
something... I know that I've done something good, and I know that I have done
something that could impact millions of people, maybe not immediately, but in
some significant amount of time” (P23).

Five participants noted they felt a responsibility to serve as mentors to the next
generation. A security engineer and part-time college instructor commented, “I’m not going to
be in this forever, so | really want to make sure that I kind of bring in that education piece and
try to help the next group” (P12). Three participants had positive experiences providing
security education to youth. One remarked he enjoyed “trying to influence a younger age
because | think those people have an appreciation for the technology, but maybe not the
security aspects of it” (P05).

4.4 Discipline Diversity

Our findings reveal that many participants brought to their advocacy work skills honed
by formal education or prior careers outside of cybersecurity. This “discipline diversity”—the
incorporation of individuals with non-technical professional training/experience into the
cybersecurity advocate capacity—was viewed by participants as beneficial.

Fourteen participants had at least one non-technical degree, with eight having worked
previously in non-technical positions. They viewed their educations as advantageous in
developing non-technical competencies important for security advocacy. One participant, who
had worked in computer security his entire career without a formal technical degree, stated,
“As I stopped having imposter syndrome about it, I've really leveraged my undergraduate
philosophy background, soft skills, instead of thinking they were a deficiency ” (P11).

Discipline diversity was not just based on formal education. There were indeed
several participants who had non-I1T degrees but had worked almost exclusively in security
roles prior to becoming advocates (P09, P11, P25). However, there were also participants
who became security advocates immediately after having only worked in non-IT positions
with no previous security experience (P6, P8, P15, P24, P27, P28).

Four participants had backgrounds in marketing or communications. One of them used
prior experience studying interpersonal communications when influencing executives and
government officials about cybersecurity: “You need to be able to be flexible in terms of
adapting your argument to their particular needs. And you need to be honest with them... So,
those basic skills, which also happen to work with interpersonal relationships, absolutely work
in this space ” (P06). P28, a graphic designer, saw the benefit of being an experienced marketer
who could speak in terms understood by non-experts: “Because I'm not an IT person all of this
that | come in touch with I find interesting and scary, and realize that the rest of the population
isn’t getting this information.”

Three participants who had worked as lawyers became advocates because of their
ability to understand the relationship between law, policy, and cybersecurity. One said she was
hired because her organization was “looking to have a lawyer on staff to help them translate...
legal requirements for information technology into a language that...technologists could
understand ” (P15). P08, who started out in security by educating other lawyers, commented



on the benefit of engaging others with similar backgrounds: “I know that audience because
that’s the audience I relate to. As I understand the information, that’s how I presented it to
them.”

Four other participants with prior business-oriented experience leveraged their
understanding of those contexts. When asked how he establishes trust and credibility, P02
harkened back to his formal training: “I think that kind of goes back to being a student of the
humanities and knowing... how to deal with people.” A former management consultant’s
tendency to pitch cybersecurity as a “competitive advantage” (P27) helped convince
corporations to implement incentives for rigorous security practices.

Participants also discussed the advantages of building multi-disciplinary advocacy
teams. The CISO for a local government reflected on the complementary skill sets on her team:
“We have some technical folks...But we also have a lot of people with creative flair. And when
you meld them all together, that’s when we’ve gotten the best results” (P26). A non-profit
director described his volunteer community:

“We happen to have the most diverse participants of any cross-section you
might see in cybersecurity... We have psychologists, data scientists, social work
background, PR [public relations] communications experts... And I don’t think
we succeeded in spite of those, | think we probably have been successful because
of those” (P11).

These findings stress the benefit of teams representing a full range of advocacy skills,
especially when individuals may not have all the competencies that are needed.

5 IMPLICATIONS

5.1 Reframing Cybersecurity Advocacy as a Diverse, Service-Oriented
Profession

To enhance the future cybersecurity advocacy workforce pipeline, we see the potential
benefit of cybersecurity education and recruitment programs expanding the scope of security
professions by incorporating and advertising non-technical skills and service orientation as
relevant attributes of security advocates. This reframing portrays cybersecurity as an exciting,
interesting domain, not just for its technical challenges, but also the complex, socio-technical
aspects of the field. Based on our findings, we recommend the following.

Encourage the development of cybersecurity advocates from diverse disciplines.
Individuals in non-security fields may not understand how valuable their skills might be for
advocacy roles. While we maximized participant diversity with respect to gender, sector, and
audience, we did not purposely sample along education or career dimensions. Therefore, one
of our most surprising findings was the resultant participant diversity regarding discipline. We
observed that discipline diversity was not a prerequisite for a cybersecurity advocate, but rather
a conduit through which individuals became proficient in skills not typically emphasized in the
cybersecurity field. Additionally, although security applies to all sectors, contexts vary widely.
Advocates working within a particular professional setting may have more intimate knowledge
of that environment than an external advocate might. To increase the reach and effectiveness
of security advocacy, encourage the development of cybersecurity advocates who are trusted
insiders within diverse fields. The formation of multi-disciplinary security advocacy teams



should also be encouraged since not everyone can be expected to possess all needed
competencies.

Frame cybersecurity as a service-oriented profession. Given a cybersecurity career is often
marketed through a predominantly technical lens, it may inadvertently dissuade those who seek
a career in which they can regularly engage with people to make a positive, societal impact.
While interpersonal and communication skills are generally noted as useful professional skills,
we also identified service orientation as an attribute not typically emphasized in security
professions, but essential for advocacy roles. This orientation may aid in attracting currently
underrepresented populations in security. For example, women and certain minorities are often
deterred by the perception of security as a “solitary profession with no social benefit” (Shumba
et al., 2013) and lack of understanding of the breadth of opportunities available in security
careers (Gonzalez, 2015). Additionally, the portrayal of advocacy as service-oriented may
appeal to values of younger generations as the source of new cybersecurity professionals.
These generations recognize social implications of technology, want to positively impact the
world, and desire a job with purpose (Myers and Sadaghiani, 2010; Seemiller and Grace, 2016),
which are important qualities for cybersecurity advocacy as identified in our study.

5.2 Cybersecurity Advocate Career Track

The advocates in our study tended to be more advanced in their careers, having built
on prior real-world experience in both security and non-security fields. Many became
advocates by chance, with no pre-meditated intention. Phrases used to describe their
progression to advocate included “accident” (P08) and “a perfect storm of good stuff that fell
together” (P14). Although we recognize that career paths are often influenced by unanticipated
opportunities, if there was a defined career track for this role, more people might purposefully
aspire to become a cybersecurity advocate.

Our findings also suggest that the work of cybersecurity advocates has similarities to,
but does not fall cleanly within, the boundaries of the security work roles identified in prior
research. Furthermore, curricula (NSA, 2020) and frameworks (Newhouse et al., 2017)
emphasize technical knowledge without considering the full set of skills that resemble the work
of an advocate.

Advocate skills may, in part, align with those of risk communicators in other domains.
For example, like other risk communicators, advocates have similar goals of motivating people
to act (Kasperson et al., 1992), must be able to establish trust by demonstrating both technical
expertise and non-technical skills, and should understand their recipients’ context. However,
risk communication within the cybersecurity domain may have nuances that require
communicators to operate differently, for example: cybersecurity being a dynamic field;
relative lack of security knowledge by the public; difficult-to-measure economics of security;
and less-tangible consequences (Haney and Lutters, 2018). In addition, unlike related risk
communication domains, such as personal health, for which benefits are usually more
individualistic, cybersecurity may be considered a common good that “nobody owns but
everybody is involved in” (de Bruijn and Janssen, 2017). This is an area for which advocates’
service orientation and their ability to communicate that to others may be particularly valuable.

We recommend the following for creating an advocate career track.

Define the cybersecurity advocate role. A more formalized definition of the cybersecurity
advocate work role should enumerate knowledge, skills, and abilities, all of which have been



uncovered in our research. We note that the cybersecurity advocacy role is based on an
orientation towards engagement/empowering, not on position/title or where an individual sits
within the organization. For some professionals, the advocacy role may be in addition to other
primary security roles (e.g., penetration tester), while others have full-time advocacy jobs (e.g.,
security evangelist). Also, when appropriate, advocacy competencies can be incorporated into
other work roles that require them. For example, a recent proposal from the SANS Institute to
establish a formal NICE framework work role for a “security awareness and communication
officer” (SANS, 2019) (a type of cybersecurity advocate) includes a variety of non-technical
skills similar to those identified in our research, including communication, partnering, and
understanding human behavior.

Develop continuing education effort for advocates. Continuing education efforts can aid in
the progression to cybersecurity advocate from both security and non-security fields. Taking
into account the high burnout rate among security professionals (Oltsik, 2017) and current,
non-obvious career paths, these efforts may be a way to re-energize security professionals,
provide an opportunity for a different career trajectory, and reflect professionals’ own natural
evolution of competencies and interests. Developing advocates from the existing IT/security
ranks within an organization may also be more advantageous depending on economic and
market factors. When recruiting those from fields outside of IT, focus on facilitating the
transition from working in non-security professions to cybersecurity advocacy. Include
guidance on how to apply non-technical skills in the cybersecurity context and provide
resources for mastering technical concepts.

Also provide guidance on how to be successful within an organizational context by
encouraging the development of an organizational change agent skill set, as described by
Markus and Benjamin (1996). Units could include approaches, personality characteristics, how
to cope with challenges, ethical considerations, and awareness of environmental conditions.

6 CONCLUSION

Cybersecurity advocates serve as essential force-multipliers in security adoption.
However, little has been done to encourage development of additional advocates or attract
individuals with the interests and skills to be effective in this role whether from within the
current ranks of security professionals or from outside the field. To support advocates in their
work, our study suggests the need for an expansion of current, predominantly technocentric
cybersecurity career tracks. This expansion necessitates the consideration of non-technical
competencies and discipline diversity in both professional development and recruitment efforts
for cybersecurity advocates.

Our study also suggests repositioning of cybersecurity work as not solely the
predominantly technical work of its cryptographic roots, but as a people-oriented, service
profession. This recharacterization suggests profound workforce development implications
that could have a transformative impact on the discipline. Given the growing dire conditions
due to a workforce shortage and increasingly common and severe attacks, it may be time for a
radical rethink about what cybersecurity means and how advocacy roles may contribute in the
decades ahead.
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