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ABSTRACT

With the growing digitalization of manufacturing and the associated reliance on digital data,
manufacturers, their supply chains, and their customers are exposed to many and varied digital
threats. One such digital threat is compromised integrity of the data produced and consumed,
the result of data tampering, either intentional (i.e., cyberattacks) or unintentional (e.g., human
or system error). Because of the reliance on digital data, data tampering can lead to serious
damage in the physical world, such as structurally weaker or functionally different parts. In the
cybersecurity world, a key factor in the cost of a digital threat is the mean time to identify and
contain that threat. Because of the complexity of today’s goods and the distributed nature of
supply chains, designing, manufacturing, and distributing a product involves a significant num-
ber of heterogeneous information systems operating on both business and engineering data.
These systems are integrated to consume data from each other in a high-volume and fast-
paced environment where tampered data can be quickly propagated across many systems
and organizations. To promptly identify the “infected” systems and contain the threat, an
efficient data traceability strategy is required. Although we have previously developed trace-
ability methods for file-based and agent-based integrations, this paper discusses the need for
and benefits of traceability at the data field level, supported by model-based integration spec-
ifications (or data mappings). We then present a state of the art of existing formal integration
definition methods. Finally, we conclude with an evaluation of these methods.
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Introduction and Motivation

In the last few decades, most industries have been leveraging technological advances in a bid to maintain
or increase competitiveness, resulting in new hardware and software capabilities. Perhaps the most pervasive
of these changes, affecting all industries, is known as the digital transformation. Paper-based information
and processes have been slowly replaced by their digital equivalents. This digital transformation has resulted
in the reengineering of business processes and the generation of a significant amount of digital data and
associated systems and software to manage that data. The past decade and future predictions show a clear
upward trend in the amount of data that organizations will produce and consume, especially in the manu-
facturing industry, with the prominence of cyber-physical systems and prevalence of low-cost (Internet
of Things [IoT]) sensors.

A major benefit of this digital transformation is improved and faster collaboration and exchange of infor-
mation between all parties involved (e.g., manufacturers and their partners forming the extended enterprise): new
instructions and designs can be shared on the cloud or distributed instantly to thousands of people at once,
machine tools and factories can be monitored in real time using wireless sensors, and augmented reality can
be used to remotely guide maintenance operations. Another major benefit is the array of new opportunities
for data analytics as a result of a growing volume of data and the application of artificial intelligence (AI)
and machine learning (ML) capabilities. Confidence and accuracy of analytics using AI and ML algorithms grow
with the volume of data available. This results in educated decisions for design optimization, better scheduling for
increased productivity, and more accurate predictions of machine and tool failure for timely maintenance. These
improvements are the direct result of the availability of data in a computer-processable form and the application
of a data-driven decision framework"? (summarized in fig. 1) in which the data quality and integrity are the key
drivers of organizational decisions.

Unfortunately, this transition into the digital world also comes with increased exposure to ever more
consequential digital threats. Digital threats are security issues related to the software and hardware infrastruc-
ture required to enable, support, and maintain the digital transformation and associated processes. These
threats are often categorized using the Confidentiality, Integrity, Accessibility (CIA) triad security model.’
The CIA model classifies threats based on the type of risk associated and damage they can provoke, using
the categories in Table 1.

Because of the reliance of smart manufacturing on digital collaboration and data analytics to support data-
driven decision making, digital threat can have a vast array of consequences in the physical world, such as damage
to a brand, loss of revenue, or even loss of life. Manufacturing data tampering has been extensively researched,*’
documented,® and proven to be a serious threat to manufacturers and their manufactured goods.” A common
occurrence is a void attack,” in which tampering can lead to structurally weaker parts and premature failure but
also to functionally different parts and physical hijack.
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TABLE 1
List and definitions of threat categories in the CIA triad security model

Category Definition

Confidentiality ~ Definition: refers to threats engineered to provide unauthorized access to private/sensitive information.
Example of a threat: social engineering (e.g., phishing)
Example of countermeasure: two-factor authentication or air gapping

Integrity Definition: refers to threats designed to corrupt (by deletion or modification) information by unauthorized or authorized users.
Example of a threat: modification of business or engineering data by a software virus during transmission
Example of countermeasure: cyclic redundancy check; digital signature

Accessibility Definition: refers to unauthorized modifications to the infrastructure (software and hardware) that controls legal access to the data.
Example of a threat: denial of service attack; electromagnetic pulse

Example of countermeasure: physical backup; fireproof and waterproof protection

The Importance of Data Flows

Effective collaboration and enterprise-wide use of data analytics require the unambiguous flow of information
across the systems producing and consuming data at multiple levels. Data must be accessible, with enough context
to make it interpretable, across business units within the same organization or across different business units from
different organizations that are part of the extended enterprise. The information must be understood by different
operational systems in different organizational units. One might want to propagate information (e.g., a design) to
a downstream process (e.g., manufacturing) or return feedback (e.g., from inspection) to upstream entities
(e.g., the designers). Data analytics requires the same flow of data because it relies on data warehouses or data
lakes that consolidate operational systems and other data sources (e.g., files, data streams, web services, etc.) to
provide a complete view of a unit, organization, process, or supply chain. A common scenario would be to con-
solidate data from different physical locations (e.g., individual stores) to provide a complete view of an activity
(e.g., retail) for advanced analytics (e.g., “Are the sales and the physical locations correlated?”).

The more complex the product and the organization, the more collaboration and analytics will be needed
and leveraged, consequently increasing the number of data exchanges. These exchanges are a prime vector to
propagate tampered data and spread misinformation across the different participants in the product lifecycle.
Because of the technological advances behind smart manufacturing, this propagation can occur at a faster pace
and higher reach in the digital world. For example, tampered computer-aided design files can be shared instantly
across suppliers on different continents while machine tools with corrupted sensors can report erroneous pro-
duction data in real time to a cloud-based data lake. Once processed, these tampered data can lead to wrongful
decisions or faulty parts. Once a source of tampering has been identified, it is critical to properly constrain threats

by quickly identifying products and decisions at risk.

Protecting and Investigating Data Flows

We have presented solutions (methods and tools) to protect some data files from tampering and to identify
tampering of file-based exchanges,” leveraging digital signatures and a blockchain repository.” These solutions
can only be used to identify the organization(s) that are potentially at risk and not the information systems. Such
systems should be investigated to understand whether they are consuming, and potentially propagating, tampered
data to properly contain the threat and identify the system(s) to isolate until recovery. Indeed, during an attack,
not all data fields are necessarily tampered. Only the systems consuming or sharing these tampered fields require
further attention. Precise identification of the contaminated system(s) is critical to contain the threat and avoid
a global shutdown of all systems. To contain the threat, it is required to have a detailed view at the data field level
of what is ingested and shared by all systems (i.e., the systems integration'®). Without this detailed view, in the
scenario presented in fig. 2, in which three organizations are exchanging data between their systems and
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FIG. 2 Graphical representation of the propagation of tampered data and the role of data mapping to identify that

propagation.
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System A is corrupted, it is impossible to determine whether Systems C and D have been contaminated as well. With
a precise definition and view of the exchanges, as represented by the arrows inside the blue exchange boxes, one can
easily identify the only system contaminated, System D.

The blue boxes in the figure represent the configuration, or data mappings, required to properly connect the
data fields between systems. Data mapping is one of the key enablers of a digital enterprise: without mapping,
heterogeneous systems cannot communicate properly. Mapping defines the equivalence and associated trans-
formations required between data representations (i.e., data schemes).

Digital collaboration is optimal when all the systems involved use structured or semistructured data that
follow unambiguous definitions and data schemes. The lack of ambiguity in the definition allows for a clear
understanding of the data and results in an effective mapping between those definitions. The complexity of
a mapping definition greatly depends on a few factors related to the source and target schemes involved in
the exchange or integration scenario. These factors are presented and summarized in Table 2.

The data mapping, which describes how systems are integrated and shows how data flows between them,
is a key element to identify and contain the propagation of tampering. During the investigation following
the detection of a threat, these mapping specifications should be reviewed to identify not only the systems that
are contaminated and potentially contaminating others but also the business decisions and products at risk.
The mapping specification solution must support the complexity of the smart manufacturing ecosystem and
the following requirements:

1. Heterogeneity: because of the vast array of hardware (IoT sensors, machine tools, etc.) and software
(computer-aided technologies, enterprise resource planning, customer relationship management, etc.) sys-
tems involved, the mapping specification should support the representation of exchange between multiple
types of data store (file, database, webservice, application programming interface, etc.) and formats
(Extensible Markup Language [XML], comma-separated values [CSV], JavaScript Object Notation
[JSON], EXPRESS, etc.).
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TABLE 2
List and definitions of data mapping complexity factors

Factor Definition

Quantity The number of data elements from the source and target data schemes required to support the exchange/integration scenario.
Structural distance We define the structural distance as the number of data elements that do not have a one-to-one correspondence between
different data schemes and will consequently require a data transformation to meet the target structure. For instance, a name can

be either represented as a single field (name), two fields (first name and last name), or three fields (first name, middle name, and

last name).
Business rules Data schemes are often used in conjunction with a set of business rules that define constraints on the value of the different data
alignment elements. Because business rules are (often) specific to each organization, advanced data transformations might be required to

conform to the destination business rules. For instance, naming conventions (e.g., the usage of prefix/suffix) are a popular type
of business rules.
Reference data A reference data library (or master data catalog) is a data store that contains the list of values allowed to populate one or more
libraries data fields. The use and structural complexity of reference data libraries will contribute to the overall complexity of a mapping.
For instance, a source schema could represent a location by its geographical coordinates, while the destination schema

expects a location identifier from a reference data library.

2. Multisourcing: because of the interdependence of systems (e.g., when reference data libraries are used), the
mapping should support the integration of multiple sources into one.

3. Data transformation: because of the structural distance between data schemes and the need for business
rules alignment, the mapping should support relational algebra operations and functions.

4. Process mapping: to help in identifying the decisions and products at risk, the mapping must enable
linking data with business process models that depict how and where the data are generated and consumed
at the business level.

5. Open model-based specifications: it is critical to represent mappings in a text-based, unambiguous, and
computer-interpretable form to automate their structural validation and their data type consistency checks
(e.g., mapping a string field to a Boolean field). To provide interoperability between mapping editors, we
recommend the use of open standards. Moreover, model-based specifications can also be used to auto-
matically generate implementation and documentation of the mapping.

6. Searchability: because of the time-sensitive nature of an investigation and the potentially large number of
mappings in place, the solution should be able to be queried and allow retrieval of existing mapping(s)
based on the system(s) and data field(s) they integrate.

7. Graphical form: a graphical representation of the mapping (e.g., in the form of a diagram) is a considerable
asset, especially to business users who do not necessarily (and should not need to) understand text-based
specifications but still need to communicate and exchange information with technical experts, especially to
link the business processes to the data.

Review of Mapping Techniques

Data mappings are not new, and solutions and tools have already been developed. In this section we evaluate the
most relevant efforts against the requirements we presented in the previous section. A summary of this evaluation
is presented in Table 3.

We first evaluate the Structured Query Language (SQL), the most popular option for databases, a complex
language designed to manipulate the structure and data in relational databases. SQL is composed of different
components to define, control, query, and manipulate data. It was initially developed for databases but slowly
introduced support for semistructured data sources, such as SQL:2003 for XML and SQL:2016 for JSON, which
can be used to write statements ingesting and generating XML and JSON data. Multisourcing is available through
the Management of External Data (MED) extension that was designed to define queries across multiple and
remote relational databases. MED also introduced the notion of foreign data wrappers to support the ingestion
of other data stores (such as files) but requires the development of these wrappers. Although SQL has some data
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TABLE 3
Summary of the data mapping techniques evaluation showing full capability (+), limited capability (0), and lack of support (-)

Technique SQL XSLT EXPRESS-X ARKTOS Clio ETL and Data Mapping Profile
Heterogeneity o o o - o [
Multisourcing + + + + - +
Data transformation + + + + + +

Process mapping - - - - _ _

Open formal specification + + + + + +
Searchability 0 + - + + 4
Graphical form - = — + + +

transformation operators, its Persistent Stored Modules extension offers a procedural language that can be used to
implement complex business rules. Business rules can also be represented using the SQL Routines and Types for
the Java Programming Language, which is enabled to use Java functions in SQL statements. In its current form,
SQL does not support process mapping. SQL has formal syntax and conformance rules described in International
Organization for Standardization (ISO) documents, and numerous open-source and proprietary validation tools
are available on the market. Moreover, because of its data definition component, SQL tools can support data type
consistency checks. SQL was designed to write executable statements, not to store those statements, thus the
current lack of searchable repository solutions (language and tools), although a solution could be developed.
Finally, SQL does not offer a graphical representation.

For XML documents, the most popular option for file-based exchange, the Extensible Stylesheet Language
Transformations (XSLT) is a common solution to document data transformations. XSLT is used to define trans-
formations between an XML-based file (e.g., XML document or Web Ontology Language [OWL]) and a file-based
output (e.g., plain text, XML, JSON, CSV, SQL statements, etc.). XSLT supports multisourcing if the sources are
XML-based files. XSLT also supports the use of the XML Path Language (XPath) to query, filter, and compute
XML nodes and values, thus allowing advanced data transformations and complex business rules. XSLT does not
support process mapping. XSLT has a formal syntax and conformance rules described in W3C documents, and
numerous open-source and proprietary validation tools are available. However, because of its design, flexibility,
and lack of consideration of the destination schema, XSLT mappings and tools cannot detect data type incon-
sistencies. Because XSLT is XML-based, XPath queries can be written to query XSLT documents and search
through them. Finally, XSLT does not offer a graphical representation.

The third solution we evaluate is a pure mapping language, EXPRESS-X,'' a component of the manufac-
turing standard ISO 10303 series. ISO 10303, also colloquially referred to as STEP,'? is a set of information models
and technologies designed to support the representation and exchange of product data. Models are represented
and instantiated using the STEP EXPRESS language. EXPRESS-X was developed to represent data mappings
between EXPRESS models but can be used to document mappings between any data sources whose models sup-
port qualification of entity names and attribute types. EXPRESS-X does support multisourcing as well as
EXPRESS function module to represent complex business rules. EXPRESS-X does not support process mapping.
EXPRESS-X has a formal syntax and conformance rules described in ISO documents, and open-source and pro-
prietary validation tools are available. Moreover, because of the reliance on and integration with the EXPRESS
modeling language, tools can support data type consistency checks between mapping of EXPRESS models only.
Because of the lack of an EXPRESS-based query mechanism, mappings cannot be conditionally retried. Finally,
EXPRESS-X does not offer a graphical representation.

Despite the small number of research efforts related to the formalism of data mappings in complex and
heterogeneous environments, we have identified some relevant efforts. An early research project is the
ARKTOS framework'” and its graphical tool to represent extraction, transformation, and loading (ETL) of data.
ARKTOS does support multisourcing but is limited to systems supporting the Open DataBase Connectivity stan-
dard. Business rules, data transformation, structural validation and data type consistency check are supported.
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ARKTOS also offers SQL-like simple activity definition language (SADL) and XML-like XML-based activity def-
inition language (XADL) open formal specifications. XADL mappings can be queried using XPath. Finally, proc-
ess mapping is not supported.

The Clio'* project is another relevant effort that took a novel approach in which a high-level mapping is
graphically built by the user before automatically generating the corresponding Extensible Stylesheet Language or
SQL. Clio supports relational databases and semistructured XML documents. Clio does not appear to support
multisourcing or process mapping. It does, however, support business rules, structural validation, data type con-
sistency check, and searchability.

Another effort is the ETL Profile and its complementary Data Mapping Profile,'>'® whose approach is sim-
ilar to EXPRESS-X but based on Unified Modeling Language (UML). These profiles support structured and semi-
structured formats as well multisourcing and business rules. They do not support process mapping but enforce
structural validation and data type consistency check. Their reliance on a UML profile and underlying XML
metadata interchange (XMI) representation makes the mappings able to be queried and graphically available.

The Orchid'” project has demonstrated the requirements to support data mappings generation from ETL job
description and vice versa. Orchid supports relational databases, multisourcing, business rules, and a graphical
representation. Clip'® is an advanced mapping solution and complementary effort to Clio, with a focus on com-
plex XML documents. The Managing ETL" project is a different effort that focuses on managing the mappings
themselves in a complex environment and demonstrates the need for composability and searchability of map-
pings. More recent efforts”*>* have heavily focused on technologically homogeneous data stores and represen-
tations, such as mapping solutions for RDF or OWL.

Conclusion and Future Work

In this paper, we discussed the digital transformation of manufacturing and its benefits. Trusted digital data is
essential for making and supporting educated business decisions at every stage of the product lifecycle, from
design to manufacturing, inspection, or support. Digital enterprises rely on new ways to exchange and integrate
information across business units or organizations. But the underlying data is exposed to digital threats that can
be exploited, leading to altered data and business decisions. Because of the criticality and consequences of such
threats, it is important to identify and contain the tampering quickly. We assert that the formal representation of
data and a means of tracking information flows at the data field level are needed to contain threats precisely and
minimize system downtime. By understanding what data are being moved (ingested and consumed) by the differ-
ent systems, we can efficiently identify the systems, information, and decisions at risk (i.e., that use the tampered
data). We have identified and reviewed the most relevant efforts, including international standards and research
projects, that have a focus on formal representation of data exchange, also known as data mapping specifications.
Although all of the solutions we evaluated have met most of our requirements, none of them met them all of them.
This highlights a clear need for an improved way of representing data mapping specifications in a model-based
fashion. Our future work will include (i) evaluating strengths and weaknesses of the methods identified in this
paper, (i) evaluating modeling techniques for a new solution, such as metamodeling”® and UML profile-based
extensions, and (iii) developing a new method that overcomes the weaknesses identified in the first step.
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