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Abstract. Background. Smart home device updates are important
tools for remediating security vulnerabilities.
Aim. We aim to understand smart home users’ perceptions of and ex-
periences with updates.
Method. We interviewed 40 smart home users and analyzed a subset
of data related to updates. We are also planning a broader, follow-on
survey.
Results. Users experienced inconsistency in update transparency and
methods, were confused about how and if updates are applied, and sel-
dom linked updates to security.
Conclusion. Our efforts will provide a new understanding of smart
home updates from a usable security perspective and how those are sim-
ilar/different to views on updates of conventional IT.
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1 Introduction

Internet of things (IoT) smart home updates are a critical mechanism by which
manufacturers can distribute patches to remediate security vulnerabilities. Up-
dates may be one of the few tools users have to secure their devices since other
configurable security options are limited or unavailable. Unfortunately, technolo-
gists have found that update mechanisms may be inconsistent across devices [8].
Even among security professionals, the number one threat to IoT was viewed as
“difficulty patching Things, leaving them vulnerable” [16]. Despite technology
experts identifying issues, the user perspective on smart home updates has not
yet been fully explored.

To better understand experiences and challenges with smart home updates,
we analyzed a subset of data from a broader, in-depth interview study of 40
smart home users aimed at investigating general experiences with, perceptions
of, and opinions about smart home devices, including aspects of privacy and se-
curity. This paper focuses on analysis of update-related data only. By exploring
this subset of the interview data, we begin to gain insights into perceptions and
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usability of smart home updates, including what role, if any, users perceive up-
dates as playing with the security of their devices. Preliminary analysis suggests
that users experience inconsistency in update transparency and methods, as well
as confusion about how and if updates are applied. More concerning, most study
participants did not relate smart home device updates to security, so they might
not have been as inclined to install updates immediately.

Since updates were not a major focus of the interview study, we wish to
delve deeper into user update experiences and perceptions, especially on a per-
device basis. To that end, we are planning a follow-up survey to gather responses
from a broader population of smart home owners. When completed, we hope our
research will have several contributions. We will provide novel insights into end
user perceptions, experiences, and challenges with updates within the context of
smart home devices from both a usability and security perspective. In addition
to identifying similarities to prior research focused on updates of other types
of computing devices, we hope to discover ways in which smart home device
updates may be different or more challenging. Our results may also inform the
design of smart home device update mechanisms and notifications to provide a
more usable platform for deploying critical security patches when necessary.

2 Related Work

2.1 User Update Behaviors

While no prior studies have explored update behaviors for smart home technolo-
gies, researchers have investigated these behaviors for other information tech-
nology (IT). People delay software updates for a number of reasons, including a
lack of awareness of the upgrade value; interruption of computing activities; and
possible negative consequences of applying the update [6, 18]. Users may also
have a difficult time understanding the relationship between software updates
and security [6]. Ultimately, users must balance the risk and costs of updating
against potential benefits [19].

2.2 IoT Updates

A number of critical security vulnerabilities for smart home devices have been
identified in recent years, highlighting the need for timely updates [2]. However,
there are unique challenges to IoT updates [9]. IoT manufacturers may be inexpe-
rienced with security feature and update mechanism design. Economic incentives
for providing updates and long-term support for inexpensive and disposable de-
vices may not exist, leaving devices vulnerable to attack. NIST discovered that
information on IoT updates is not always readily available to consumers and that
updates are not always done in a secure manner [8]. From a technology perspec-
tive, IoT devices are often memory, processor, and battery constrained, making
updates more challenging to deploy while managing integrity and confidentiality
of the updates and potential software dependencies [1, 11, 12].
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Several researchers focused on security labels for IoT products. Emami-Naeini
et al. [4] showed consumer openness to IoT privacy and security labels, includ-
ing update information. Morgner et al. [15] investigated consumer preferences
for security update information on mandatory IoT product labels. They con-
cluded that security update labels, especially those focused on the availability
period (how long the manufacturer guarantees to provide updates) may have a
significant impact on consumer product selection.

Although the technical limitations of IoT updates and potential of labels
have been discussed, to the best of our knowledge, no prior literature addresses
potential usability issues with smart home updates through the eyes of con-
sumers, a gap our study hopes to address. Lin and Bergmann [14] suggested
that smart home devices should implement updates with little or no user in-
tervention. Emami-Naeini et al. [4] interviewed smart home users, noting that
most desired automatic updates because of convenience. However, they made
no further observations for recommendations with respect to updates. Other re-
searchers explored user perceptions of smart home privacy and security but did
not discuss updates(e.g., [17, 21, 20].

3 Methodology

From February to June 2019, we interviewed 40 smart home users to understand
their perceptions of and experiences with smart home devices. NIST’s Research
Protections Office approved the study. Prior to the interviews, we informed par-
ticipants of the study purpose and how data would be protected with generic
identifiers (e.g., P14 U) not linked to individuals.

3.1 Participant Recruitment and Demographics

We hired a consumer research company to recruit adult users of smart home
devices from a database of individuals living in a large U.S. metropolitan area
who had agreed to be contacted about research opportunities. To determine
eligibility, prospective participants completed an online screening survey about
their smart home devices, their role with the devices (e.g., administrator, user),
and other demographic information. After reviewing the screening information,
we selected participants if they were active users of at least two different types
of smart home devices. In line with current interview compensation rates in our
region, participants were given a $75 prepaid card.

Participants had diverse professional backgrounds with only eight in an engi-
neering or IT field. Thirty-two of the 40 participants had installed and adminis-
tered their devices (indicated with an A after the participant ID), and eight were
non-administrative users of the devices (indicated with a U). Fifty-five percent
were male and 45% were female. Seventy percent were between the ages of 30
and 49. Participants were highly educated with 45% having a master’s degree
or above and another 50% with a BS/BA. All but one participant had three
or more individual smart home devices, with 38 having three or more different
categories of devices.
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3.2 Data Collection and Analysis

We developed a semi-structured interview protocol covering several topics: pur-
chase and general use; installation and maintenance (including updates); pri-
vacy; security; and safety. In this paper, we focus only on data related to up-
dates. An IoT content expert who had professionally worked on IoT security
in addition to having an extensive, custom smart home, reviewed the interview
questions to ensure the use of correct terminology and the consideration of ap-
propriate aspects of smart home ownership. We piloted the interview with four
smart home owners from our institution (two device administrators and two
non-administrators/users) to determine face validity of questions and language.
Based on feedback from the content expert, we added questions for potential “do-
it-yourself” users who customize smart home software and hardware to their own
specifications (e.g., via writing custom code). After the pilots, minor adjustments
were made to to simplify the wording of several questions. Because modifications
were minor, the pilot interviews were included in our analyzed data set. After
the protocol was finalized, we collected data via 36 additional semi-structured
interviews (40 interviews total including pilots) lasting on average 41 minutes.
Interviews were audio recorded and transcribed.

We analyzed the interview data using both deductive and inductive coding
practices. Initially, each member of the research team individually coded a subset
of four interview transcripts using an a priori code list based on research ques-
tions and open coded for additional concepts as needed. We then met to discuss
codes and develop a codebook. Coding then continued until all transcripts were
coded by two researchers, who then met to examine and resolve differences in
code application and identify relationships and central themes.

4 Methodology

From February to June 2019, we interviewed 40 smart home users to understand
their perceptions of and experiences with smart home devices. NIST’s Research
Protections Office approved the study. Prior to the interviews, we informed par-
ticipants of the study purpose and how data would be protected with generic
identifiers (e.g., P14 U) not linked to individuals.

4.1 Participant Recruitment and Demographics

We hired a consumer research company to recruit adult users of smart home
devices from a database of individuals living in a large U.S. metropolitan area
who had agreed to be contacted about research opportunities. To determine
eligibility, prospective participants completed an online screening survey about
their smart home devices, their role with the devices (e.g., administrator, user),
and other demographic information. After reviewing the screening information,
we selected participants if they were active users of at least two different types
of smart home devices. In line with current interview compensation rates in our
region, participants were given a $75 prepaid card.
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Participants had diverse professional backgrounds with only eight in an engi-
neering or IT field. Thirty-two of the 40 participants had installed and adminis-
tered their devices (indicated with an A after the participant ID), and eight were
non-administrative users of the devices (indicated with a U). Fifty-five percent
were male and 45% were female. Seventy percent were between the ages of 30
and 49. Participants were highly educated with 45% having a master’s degree
or above and another 50% with a BS/BA. All but one participant had three
or more individual smart home devices, with 38 having three or more different
categories of devices. Appendix B has more detailed demographics along with
the types of devices owned by each participant.

4.2 Data Collection and Analysis

We developed a semi-structured interview protocol covering several topics: pur-
chase and general use; installation and maintenance (including updates); privacy;
security; and safety (Appendix A). In this paper, we focus only on data related
to updates. An IoT content expert who had professionally worked on IoT se-
curity in addition to having an extensive, custom smart home, reviewed the
interview questions to ensure the use of correct terminology and the considera-
tion of appropriate aspects of smart home ownership. We piloted the interview
with four smart home owners from our institution (two device administrators
and two non-administrators/users) to determine face validity of questions and
language. Based on feedback from the content expert, we added questions for
potential “do-it-yourself” users who customize smart home software and hard-
ware to their own specifications (e.g., via writing custom code). After the pilots,
minor adjustments were made to to simplify the wording of several questions.
Because modifications were minor, the pilot interviews were included in our
analyzed data set. After the protocol was finalized, we collected data via 36 ad-
ditional semi-structured interviews (40 interviews total including pilots) lasting
on average 41 minutes. Interviews were audio recorded and transcribed.

We analyzed the interview data using both deductive and inductive coding
practices. Initially, each member of the research team individually coded a subset
of four interview transcripts using an a priori code list based on research ques-
tions and open coded for additional concepts as needed. We then met to discuss
codes and develop a codebook. Coding then continued until all transcripts were
coded by two researchers, who then met to examine and resolve differences in
code application and identify relationships and central themes.

5 Preliminary Results

5.1 Update Modes and Notifications

The interviews revealed that update modes may vary from smart home device
to device, with some updating automatically and others requiring users to man-
ually initiate updates. In addition, participants discovered available updates in
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different ways depending on the device. A participant who owned multiple de-
vices said: “Some of them notify me, others update automatically, and others I’ll
find out about either through an email or just because I’m kind of monitoring
technology news in general” (P15 A). Another commented:

“Some devices will send me a text message. . . saying that we’re going to be
updating a device at this time, and it will apply the updates automatically.
Other devices, I need to go into their own specialty apps and check what
firmware is running and then check for an update. Some devices, I actually
have to go to a website and download something, and then my phone, for
instance, will update the device” (P11 A).

Smart home devices that notify users of available updates do so in a variety of
ways. Notifications “pushed” to the device’s user interface or via the companion
app before or after update installation are most common. For example, an owner
of a smart doorbell explained how she finds out about updates: “I see an alert.
It says, ‘Your Ring doorbell has a new update. Do you want to allow it? Do you
want to accept it?’ ” (P36 A). Several participants received emails alerting them
of available or just-installed updates. Some devices with screen interfaces, such
as smart thermostats and televisions, displayed the update notification directly
on the device itself. Other smart home owners did not receive push notifications
to tell them updates were available. Rather, they had to manually open the
companion app and check.

5.2 Update Purpose and Urgency

Participants most often viewed updates as fixing or adding non-security func-
tionality. For example, one participant stated, “I accept all updates because I
believe they’ll make things more functional, add new features that I didn’t have
before” (P36 A). Interestingly, this perception led to mixed feelings regarding
the urgency of applying updates. Several participants who had experienced is-
sues with their devices believed updates were a high priority. A participant
who owns a smart video doorbell and security cameras noted that smart home
devices “would have the highest priorities than any of the other apps on my
phone. . . because that’s the security of my home” (P31 A). Another participant
talked about experiencing frequent glitches with his devices. Therefore, he viewed
regular updates to his devices as being critical:

“To me it’s not a choice for, at least, internet of things. Sometimes for my
computer, I don’t update as soon as they tell me I should. I wait for a while
to see if anybody reports bad bugs with the new update. I feel that I have to
[for a smart home device] in order for it to work at its best” (P13 A).

However, others thought updates to functionality were lower priority or un-
necessary as long as the device appeared to be working properly. A participant
described her indifference with respect to updates, “I don’t think that the end
user actually really cares. As long as the thing works, it works” (P40 U). Other
participants did not feel they could properly assess the criticality of the up-
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date because the manufacturer did not reveal the purpose of the update: “The
information on what the update achieves is unclear” (P31 A).

5.3 Uncertainty about Update Status

Participants reflected that they may not observe update notifications, do not
recall setting an option to automatically install updates, or are not sure if there
are configurable options for setting update parameters. These inconsistencies
may lead to a sense of uncertainty about whether their devices are being updated
or even can be updated. One user remarked about his virtual assistant, “I don’t
know when it’s [virtual assistant] doing its updates. Like ever. They never ask
me. They never prompt me” (P7 A).

Some participants assumed that the lack of notifications meant that updates
must be happening automatically. While possibly true with some devices, this
assumption might be flawed for other products. A participant lamented, “They
don’t notify me when there’s an update. I guess I just kind of assume that they
happen as they go. You would think that I’d get an email, but I guess I don’t.
That might be nice” (P23 A).

Even though users may have an assumption of automatic updates, the un-
certainty due to lack of notification leaves some with a sense of discomfort.
For example, one participant stated: “I’m assuming that updates are being done
silently in the background. I don’t really know, and it sort of gives the impres-
sion that you bought this thing and it’s not evolving. . . that it’s not expanding
and getting new updates” (P24 A).

5.4 Updates to Apps vs. Updates to Devices

In addition to uncertainty about update status, the interviews revealed that par-
ticipants often conflated updates to smart home device companion app software
(typically installed on a smartphone) with updates to device firmware. They did
not realize that updates to apps were not necessarily accompanied by device
updates and vice-versa. This was evidenced by participants referencing typi-
cal smartphone app update indicators when asked how they know smart home
device updates are available. For example, a user of an Android-based phone
explained, “I get a notification. It doesn’t say specifically which apps need to be
updated. It just says 48 apps need to be updated. Then I go into Google Play, and
see my apps, and individually determine which ones I want to update” (P31 A).

5.5 Update Concerns

Even when update availability was visible, participants voiced concerns about
updates causing issues or breaking functionality on their smart home devices.
For example, one participant voiced frustration with updates to his smart televi-
sions: “I’ve had to reset my TVs many times because the software update didn’t
work or kind of messed things up” (P10 A). Updates also have the potential to
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invalidate previous user configuration settings or necessitate new ones: “as they
come out with updates, particularly significant updates that change the interface,
for example, that might be cause for me to go back in and redo some of the
settings” (P15 A).

Two participants expressed concerns about a lack of updates should a man-
ufacturer stop supporting a product. One of these commented,

“I would hope that over time the companies that support these devices would
continue to update their firmware and basically make them more reliable. I
think in some cases that’s happened, but I think in other cases the devices
just get abandoned” (P11 A).

5.6 Relationship to Security

Although some updates can be a conduit to fix security vulnerabilities in smart
home devices, study participants rarely linked updates to security, with only
five mentioning updates in the context of security. Most discussed updates in
terms of fixing functionality or adding features. When asked what mitigation
actions they take to address any security concerns they might have, only three
mentioned applying updates or upgrading products.

Interestingly, two participants recognized the importance of applying up-
dates, but were also concerned about potential security-related consequences.
One participant liked that updates to his devices could be done via the internet,
but at the same time was concerned because “it means that someone’s reach-
ing in. . . There’s some kind of access from the outside” (P26 A). Another saw
potential for updates to weaken security:

“I guess one area where I would be worried about would be adding features
that may threaten my privacy and security. . . I would want to know that the
update also gave me the capability of disabling or turning off that feature I
might be concerned about” (P15 A).

6 Discussion

6.1 Comparison to Traditional Updates

We note similarities between our results and those from previous research studies
in Related Work. Similarities included: a lack of awareness of the importance of
applying updates; a lack of information about the update purpose hindering
users’ ability to weigh risk and cost against potential update benefits; concern
about possible negative consequences of applying updates; and concern about
surprise new features being added.

Although similarities exist, we identified several differences in user experi-
ences with smart home updates as compared to updates explored in prior studies.
We did not find evidence of concerns about interruption, likely because users do
not have the same kind of interactive sessions with smart devices as they would
on a tablet, phone, or computer. Our findings additionally suggest that, because
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devices are often controlled with a mobile companion app, some updates may be
overlooked since several participants did not understand the difference between
a phone update, an app update, and a device update. We also discovered that
participants were concerned about manufacturers discontinuing product support
(and therefore, no longer issuing updates) due to the dynamic smart home mar-
ket. As opposed to updates for more-familiar and widely-used operating systems,
applications, and hardware (e.g., those from Apple and Microsoft), our partici-
pants were often unaware if updates were available, how to configure automatic
updates, or how to check update status. Confusion about update mechanisms
may be amplified by the number of smart home devices users own, especially if
the products are from various manufacturers with different update models and
different modes of notification.

We also acknowledge that the update experience for smart home devices
may necessarily have to be different than traditional IT updates because of pro-
cessing/memory constraints and limited interactive interfaces. Therefore, more
research is warranted to investigate a suitable, usable update interface that can
accommodate device limitations.

6.2 Informing Usable Updates

Study results may inform more usable update interfaces and mechanisms. Al-
though our focus was on home users, improved update usability can also be
especially valuable for IoT administrators in organizations who have to main-
tain large numbers of devices.

Insufficient information about the purpose and benefit of updates may result
in users lacking a sense of urgency about applying updates, especially if devices
appear to be working fine. Users may also be uncertain about update status
and availability. To help users make informed decisions, manufacturers could
provide greater transparency of update purpose and importance of applying an
update (perhaps via a criticality rating), which is in concert with Vaniea and
Rashidi’s recommendation for easy-to-find information on updates [19]. As also
recommended by other standards and government organizations [9, 5, 3, 7], man-
ufacturers could be more forthcoming about their update model and support so
that users are aware of how update availability will be made known, what actions
users should take to install updates, what update configuration and notification
options (if any) are available, and how manufacturers will handle discontinu-
ation of product support. Some of these update attributes were addressed in
prior work on product labels [4, 15] and showed promise in impacting consumer
purchase decisions and providing transparency. However, more research needs to
be done to determine whether consumers would even read the labels.

In addition to lack of transparency, many of our participants expressed dis-
comfort or frustration with updates and their ability to control them. Providing
additional information on updates can help users feel more confident in their
update decisions. In addition, manufacturers could provide options for users to
configure automated updates (as recommended in [14]) with configurable noti-
fications of success afterwards. Users could be given options to schedule if and
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when they receive notifications. To mitigate concerns that updates might break
the device or result in unwanted features or settings, devices could support a
rollback mechanism, as recommended by others [8, 13, 19]. Users may then be
more likely to install an update if they have a way out should there be a problem.

Although we identified issues related to lack of transparency, it must be
noted that it is currently unclear as to whether or not consumers would actually
read any additional information or in what format they would wish to receive
the information. In addition, too much information could be overwhelming and
result in user frustration or users just ignoring the information. Therefore, future
research should be done to account for consumer preferences.

7 Limitations and Planned Future Work

In addition to typical limitations of interview studies (e.g., self-report and social
desirability biases), our study results may have limited generalizability. Our sam-
pling frame of mostly well-educated individuals living in a high-income region in
the U.S. may not be fully representative of the global smart home user popula-
tion. However, our participant population does appear to typify early adopters
of smart home devices as identified in industry surveys (for example, [10]).

Our interview study was meant to be exploratory with a goal of identifying
areas warranting additional investigation. As such, the interview protocol was
broad in covering multiple aspects of smart home ownership and did not focus
solely on updates. We also did not ask about updates on a per-device basis
(just generally), so are not able to determine if there are different perceptions
or experiences depending on the type of device and manufacturer and if some
devices are doing a better job at updates than others.

In recognition that more research should be done to delve deeper into users’
smart home update experiences, we are in the initial planning phase for an on-
line, quantitative survey of a larger, more diverse sample of smart home users.
In addition to asking more questions about perceptions of updates (e.g., impor-
tance, purpose), we will obtain per-device experiences and explore what kind of
options, if any, users would like in order to gain greater insight and control of
update mechanisms. We will also investigate users preferences for update-related
information, e.g., what kind of information they would like to receive (if any at
all) and desired formats and communication mechanisms.
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A Interview Questions

SECTION A: TERMINOLOGY

1. You may have heard the term “internet of things,” or IoT for short. Can you
talk a little about what you think the internet of things is?

2. You may have heard the term “smart devices.” What about devices makes
them “smart?”

3. What does it mean to have a smart home?
4. What do you think is the relationship, if any, between the internet of things

and smart devices?

SECTION B: PURCHASE & GENERAL USE
[Review list of smart home devices before beginning this section.]

5. Who was involved in the decision to purchase the smart home devices?
6. What are the reasons the smart home devices were purchased?

– How did you (or a household member) learn about the devices before
buying them?

7. What hesitations, if any, did you have about getting the devices prior to
purchase?

8. For what purposes do you use your smart home devices?
9. How do you access the devices – remotely with an app, while physically in

the home, or both?
– If using a virtual assistant: How do you access your devices using [insert

assistant name]?
– If using a hub: Do you use the hub app to access your devices, or do you

use an individual app specific to each device?
10. How do others in your household use the smart home devices?
11. What do you like most about the devices? What are the benefits, if any, of

having these devices?
12. What do you like least or dislike about the devices?
13. How have your opinions or expectations of the devices changed, if at all,

from the time you first used them until now?
14. What concerns, if any, do you have about the devices?
15. In what ways, if any, have you changed your behaviors because of your smart

home devices?
16. In what ways, if any, have you become reliant on your smart home devices?
17. What do the other members of your household think about the smart home

devices?
18. Have you had visitors to the home who have had to use the smart home

devices?
– If yes: How did they use the devices? What did they think?
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19. What smart home devices, if any, have you had in the past, but are no longer
using?
– What are the reasons for no longer using this device?

20. What kinds of things would you like to be able to do with your devices, but
haven’t, don’t know how, or are not sure that you can?

21. What devices would you like to get in the future? For what reasons?

SECTION C: INSTALLATION/TROUBLESHOOTING

22. Who installed the smart home devices?
23. Who administers (configures or maintains) the smart home devices?

For Installers:

24. In general, what was your experience with the installation of the devices?
– What went well?
– What didn’t go as well?

25. Have you ever had to reinstall a device? If so, what were the reasons for the
reinstallation?

26. If have more than one device: What has been your experience adding addi-
tional devices to the home?

For DIYers:

27. In the screening questionnaire you indicated you build your own or create
extensions for your smart home devices and platforms. Can you briefly sum-
marize what you’ve done?

For Administrators:

28. What configuration changes, if any, have you made to the devices since
installation?
– If participant makes configuration changes: How often do you make

changes?
29. How do you know that updates are available or needed?
30. How are updates done on your device - automatically or do you have to

initiate them?
– If manual initiation: How often do you check for updates?
– How do you decide whether to update or not update?

For Everyone:

31. How do you try to figure out how to do something new with your devices?
– What sources do you consult or use?
– If have a voice assistant: What has been your experience, if any, adding

new skills to your voice assistant?
32. What kinds of problems, if any, have you encountered while using your smart

home devices?
– How did you go about trying to resolve those problems?
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SECTION D: PRIVACY

33. What type of information, if any, do you think the devices are collecting?
– Which of this information, if any, would you consider to be personal?

34. Where do you think the information goes?
35. In what ways, if any, does your device or the device manufacturer provide

a means to control or manage what information is collected and how it is
shared?

36. What are your concerns, if any, about how information is collected, stored,
and used and who can see that information?
– In what ways, if any, have you acted to minimize or alleviate some of

those concerns?
– What kinds of actions would you like to be able to take to address your

concerns, but haven’t, don’t know how, or are not sure that you can?
37. Who do you think is responsible for protecting the privacy of information

collected by your smart home device?

SECTION E: SECURITY

38. What are your concerns, if any, about the security of your devices?
– In what ways, if any, have you acted to minimize or alleviate some of

those concerns?
– What kinds of actions would you like to be able to take to address your

concerns, but haven’t, don’t know how, or are not sure that you can?
39. What restrictions, if any, are placed on who in your home can use the devices

and what they can do?
40. How do you authenticate to or get into any apps associated with the device?

– What issues or problems, if any, have you experienced with authentica-
tion?

41. Does more than one person in your household use an app to access the same
device?
– Does more than one person use the same account and authentication to

access the app?
– What concerns, if any, do you have with multiple people having access

to the app?
42. Who do you think is responsible for the security of your smart home devices?

SECTION F: SAFETY

43. In what ways, if any, do you think the devices contribute to safety?
44. In what ways, if any, do you think the devices might pose a safety risk?

SECTION G: CONCLUSION

45. Is there anything else you’d like to add related to anything we’ve talked
about?

B Participant Demographics
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ID Gen Age Ed Occupation Device Type
Sec Ent Env Appl Asst

P1 A F 50-59 M Liaison X X X
P2 A M 30-39 M Lead engineer X X X X
P3 A F 40-49 M Professor X X X X X
P4 A M 60+ M Retired X X
P6 U F 30-39 B Events manager X X X X X
P7 A M 30-39 B Software engineer X X X X X
P8 A M 30-39 B Federal employee X X X X X
P9 A F 30-39 M Educationist X X X X
P10 A M 30-39 B Computer scientist X X X X X
P11 A M 50-59 M Electrical engineer X X X X
P12 U F 30-39 M Administrative assistant X X X X
P13 A M 50-59 M Manager, cognitive scientist X X X X X
P14 U F 40-49 H Information specialist X X X X
P15 A M 30-39 B Computer scientist X X X
P16 A M 40-49 M Research chief X X X X
P17 A F 30-39 M Systems engineer X X X X X
P18 A M 30-39 B Business consultant X X X X
P19 A M 50-59 B Retail services specialist X X X X X
P20 A F 30-39 B Administrator X
P21 U F 18-29 B Human resources manager X X X X X
P22 A M 30-39 B Executive admin assistant X X X X X
P23 A F 40-49 M Community arts specialist X X X X
P24 A M 40-49 B Operational safety analyst X X X
P25 A M 30-39 B Program management analyst X X X X X
P26 A M 30-39 B Analyst X X X X
P27 A F 40-49 M Program coordinator X X X X X
P28 A F 50-59 B Consultant X X X
P29 A M 18-29 M Events coordinator X X X X
P30 U F 18-29 B Event planner X X X X
P31 A F 30-39 M Lobbyist X X X X
P32 A M 30-39 B Health educator X X X X
P33 A M 18-29 B Senior technology analyst X X X X
P34 A M 40-49 B Financial analyst X X X X X
P35 A M 40-49 M Accountant X X X X X
P36 A F 30-39 B Project manager X X X X
P37 A F 40-49 M Assistant principal X X X
P38 U F 60+ M Special educator X X X
P39 U M 60+ M Retired X X X
P40 U F 30-39 C Customer service rep X X X X
P41 A M 40-49 B Security X X X X

Total 35 38 38 15 36
Table 1. Participant Demographics. ID: A - smart home administrators/installers, U -
smart home users; Gen (Gender); Ed (Education): M - Master’s degree, B - Bachelor’s
degree, C - some college, H - High school; Device Type: Sec - Home security, Ent -
Home entertainment, Env - Home environment, Appl - Smart appliance, Asst - Virtual
assistant


