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Abstract. Since the discovery of an algorithm for factoring and com-
puting discrete logarithms in polynomial time on a quantum computer,
the cryptographic community has been searching for an alternative for
security in the approaching post-quantum world. One excellent candidate
is multivariate public key cryptography. Though the speed and parame-
terizable nature of such schemes is desirable, a standard metric for deter-
mining the security of a multivariate cryptosystem has been lacking. We
present a reasonable measure for security against the common differen-
tial attacks and derive this measurement for several modern multivariate
public key cryptosystems.
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1 Introduction

In recent years a great deal of focus has been directed towards post-quantum
cryptology. This increased attention is indicative of a paradigm shift which has
been occurring since, in [1], Peter Shor developed algorithms for factoring and
computing discrete logarithms in polynomial time on a quantum computing de-
vice. In the face of mounting evidence that quantum computing is not a physical
impossibility but merely an engineering challenge, it is more important than ever
that we develop secure systems relying on problems of greater difficulty than the
classical number theoretic schemes.

Multivariate Public Key Cryptography(MPKC) has emerged as one of a few
serious candidates for security in the post-quantum world. This emergence is
due to several facts. First, the problem of solving a system of quadratic equa-
tions is known to be NP-hard, and seems to be hard even in the average case.
No great reduction of the complexity of this problem has been found in the
quantum model of computing, and, indeed, if this problem is discovered to be
solvable in the quantum model, we can solve all NP problems, which seems par-
ticularly wishful. Second, multivariate systems are very efficient, often having
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speeds dozens of times faster than RSA, [2-4]. Finally, it is easy to parameter-
ize many multivariate systems in such a way that vastly different schemes are
derived with potentially vastly different resistances to specialized attacks.

One of the great challenges facing MPKC is the task of deriving security
proofs. In fact, there currently is no widely accepted quantification for indistin-
guishability between systems of multivariate equations. One reason for the ab-
sence of such a quantification is the fact that even with a great deal of structure
in the construction of a multivariate cryptosystem, the coefficients can appear
to have a uniform distribution. In fact, history has shown that once a way to
distinguish a system of structured multivariate equations from a collection of
random equations is discovered, a method of solving this system is often quickly
developed.

Recently, several cryptanalyses of various multivariate cryptosystems have
pointed out weaknesses in the predominant philosophy for the construction of
multivariate public key cryptosystems. Several systems, SFLASH, Square, for ex-
ample, which are based on simple modifications of the prototypical Matsumoto-
Imai public key cryptosystem, have been broken by very similar differential at-
tacks exploiting some symmetry which is inherent to the field structure these
systems utilize. See [5-8]. In fact, even various attacks on other multivariate
schemes, for example the oil-vinegar attack, see [9], can be viewed as a dual
attack, finding a differential invariant.

In [10], a classification of field maps exhibiting the multiplicative symmetry
was presented. In this article we are interested in the dual problem, that is,
identifying all possible initial general linear differential symmetries a field map
can possess. Such a characterization will lead to a fuller understanding of the
theory, potentially establish a foundation for modeling more general security
proofs, and establish a reasonable and quantitative criterion for the development
of future multivariate schemes.which we may model

The paper is organized as follows. The next section illustrates the ubiquitous
nature of the differential attack by recasting the attack on the balanced oil and
vinegar scheme in the differential setting. In the following section, we focus on
differential symmetry, presenting the general linear symmetry and discussing
the general structure of the space of linear maps exhibiting this symmetry. The
subsequent section restricts the analysis of this space to the case in which the
hidden field map of the cryptosystem is a C* monomial. Next the specific case
of the squaring map used in Square is analyzed. The space of linear maps is
then determined for projected systems such as the projected SFLASH analogue,
pSFLASH. Finally, we review these results and analyze the dimension of this
space of linear maps as a metric for determining differential security.

2 Differential Symmetries and Invariants

Differential attacks play a crucial role in multivariate public key cryptography.
Such attacks have not only broken many of the so called “big field” schemes,
they have directed the further development of the field by inspiring modifiers —
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Plus (+), Minus (-), Projection (p), Perturbation (P), Vinegar (v) — and the
creation of newer more robust techniques.

The differential of a field map, f, is defined by Df(a,z) = f(a+z) — f(a) —
f(z) + f(0). The use of this discrete differential appears to occur in very many
cryptanalyses of post-quantum multivariate schemes. In fact, we can even con-
sider Patarin’s initial attack, in [11], on Imai and Matsumoto’s C* scheme, see
[12], as the exploitation of a trivial differential symmetry. Suppose f(z) = g’ +1
and let y = f(x). Since the differential of f, Df, is a symmetric bilinear func-
tion, 0 = Df(y,y) = Df(y,z?" 1) = ya?’'+4" 4 40" 20"+ = 20" (ya?™ 4+ 49" 2).
Dividing by 29’ we have Patarin’s linear relation, quze = yqex; see [11] for
details.

Differential methods provide powerful tools for decomposing a multivariate
scheme. To illustrate the nearly universal nature of differential attacks, we review
the attack of Kipnis and Shamir, see [9], on a non-big-field system, the oil and
vinegar scheme. Though they use differing terminology, the attack exploits a
symmetry hidden in the differential structure of the scheme.

Recall that the oil and vinegar scheme is based on a hidden quadratic system
of equations, f : k™ — k°, in two types of variables, x1, ..., x,, the oil variables,
and Zo41, ..., Totv=n, the vinegar variables. We focus on the balanced oil and
vinegar scheme, in which o = v. Let ¢y, ..., ¢, be random constants. The map f
has the property that f(z1,...,Zy,c1,...,¢y) is affine in x1, ..., z,,. The encryption
map, f is the composition of f with an n-dimensional invertible affine map, L.

Let O represent the subspace generated by the first v basis vectors, and let
V' denote the cosummand of O. Notice that the discrete differential given by
Df(a,z) = f(x +a) — f(x) — f(a) + f(0) has the property that for all a and
in O, Df(a,z) = 0. Thus for each coordinate, i, the differential coordinate form
D f; can be represented:

0 Dfa
D= {fof DfiJ

Let M; and My be two invertible matrices in the span of the Df;. Then
M L), is an O-invariant transformation of the form:

AB

gl

Now the Df; are not known, but D(f o L); = LTDf;L, so the LT Df;L are
known. Notice that if M is in the span of the D f;, then LT ML is in the span of
the LT D f; L. Also, since (LT ML) (LT MyL) = L_lMl_lMgL, there is a large
space of matrices leaving L~'O invariant, which Kipnis and Shamir are able to
exploit to effect an attack against the balanced oil and vinegar scheme; see [9]
for details. Making the oil and vinegar scheme unbalanced, see [13], corrects this
problem by making any subspace which is invariant under a general product
M7t My very small, see [14].

While the differential analysis of the oil and vinegar systems is a very specific
case of utilizing an invariant related to the differential structure of the hidden
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map, several general attacks on big field schemes rely on a type of linear symme-
try. The following sections focus on a systematic study of this type of symmetry,
and conditions in which such a symmetry can be utilized for a differential attack.

3 Properties of General Linear Symmetries

Let k£ be an extension field of IFy, the field with ¢ elements. Dubois et al. com-
pleted a successful attack against the SFLASH signature scheme, see [8], by
utilizing a multiplicative symmetry of the form:

Df(oa,z) + Df(a,0x) = (67 +a)Df(a,z), (1)

where f : kK — k is a C"™ monomial map, and o € k.
Consider the more general initial linear symmetric relation as suggested by
Dubois et al., in [8], of the form:

Df(La,z)+ Df(a,Lx) = AL Df(a,x), (2)

where f : k — k is a function, and L, Ap, : kK — k are F,-linear. This definition is
perfectly appropriate, since we are guaranteed a solution space of dimension at
least n for C* monomial maps, f. In addition, it is clear that we have additive
closure, in general. Let Sg denote the set of all linear maps, L, satisfying (2).
Notice:

Df((L+ M)a,z)+ Df(a,(L+ M)z) = Df(La,x) + Df(a, Lz)
+ Df(Ma,z) + Df(a, Mz)
=ArDf(a,x) + Ay Df(a,x)
= (AL + Ay) Df(a,x).

3)

For a more general function, f, however, we have no guarantee of such a large
space of solutions as possessed by C* monomials; however, in characteristic two,
the discovery of one such symmetric relation allows the generation of a space of
maps satisfying the symmetry which has both an additive and square structure.
It is worth exploring to see how much structure such a symmetry holds.

Note that if L is in Sg:

Df(L*a,z) + Df(a,L*z) = Df(L*a,x) + Df(La, Lx)
+ Df(La, Lz) + Df(a, L*2)
=ArDf(La,z)+ ApDf(a, Lz) (4)
= Ar, (Df(La,z) + Df(a, Lx))
= A2 Df(a,x).
Notice that for odd characteristic, there is no way to add the needed terms

of the form D f(La, Lz). We do not have, in general, multiplicative closure, but
for any polynomial function, p, with terms of degree zero or a power of two, if
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L € Sg then p(L) € Sg. Thus, the existence of a single linear map L satisfying
the initial general linear symmetry guarantees the existence of a relatively large
space of maps satisfying the symmetry.

Therefore S¢ is the Fy-vector space sum of rings of the form F, or I, [LT} (

Given just a few elements of Sg, we can potentially generate a large subspace
of Sg, which is a very appealing situation for an adversary.

This situation is exactly the scenario which has resulted in the breaking of
SFLASH and other C* variants. In [8], it was shown that & < S when f is a
C™* monomial, and thus S¢ is so large that an element can be detected using the
relation (2) even when up to one half of the public equations are removed.

Thus the task of constructing a differentially secure multivariate cryptosys-
tem must necessarily include an analysis of the space of linear maps, Sg, illus-
trating the symmetry. If Sg is very small, then recovering an element from this
subspace may be an infeasible task, and the differential attack is doomed.

4 Properties Relative to C* Monomials

If we restrict our attention to the case in which f is a C* monomial map of the
form f(x) = xqe‘H, we can derive some additional properties of Sg indicating
why so many C* variants have fallen to differential attacks. Immediately, we
know that there is an injective map g : k — Sg, since f has the multiplica-
tive symmetry. Furthermore, by considering the linearized polynomial form of
an arbitrary linear map, L € GL(Fg,n), we can continue, revealing the exact
multiplicative structure of Sg.

Theorem 1 If f is a C* monomial, then Sq, equipped with standard multipli-
cation is a k-algebra, and consequently has a large dimension as an F,-vector
space. Furthermore, if 30 #n, Sg = k.

Lt
1=

Proof. Consider the linearized polynomial form of M € S¢, Mz =" m;z
We will find conditions on the coefficients, m; of this linearized polynomial form.
For the generic C* monomial map, f(z) = acqe“, we have that the discrete
differential, Df(a,z) = a?’z + az?’. Thus:

n—1
Df(Ma,x)+ Df(a,Mz) = Y (m a?"" z + m;a? 2 ) (
=0
+ Z r<l¢aq9:17qi +m axq7+9) (
=0
n—1 (5)
i+6
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Since M € Sg, there is an F,-linear map, Ay (x) = Z;L:_(Jl Xiz? such that the
equation Df(Ma,z) 4+ Df(a, Mx) = Ay D f(a,x) holds. Therefore we have:

n—1 n—1 i

i i q

Sl (2 at™) e (T ar) = 32 ({4 aa”)
=0 =0
n—1

_ Z . (aquxqi n aqz‘xqwre)
=0
(6)

We can collect the coefficients of each monomial, a’z’, and set each to zero,
obtaining relations on the coefficients of the linearized form of M and Ay,.

If ¢° + 1 shares a nontrivial factor with ¢” — 1, then f is not strictly speaking
a C* monomial, since it is not a permutation polynomial. Thus we treat the
case § ¢ {0, %, %}, encompassing all C* monomials, as well as many functions
which are not C* monomials. If we collect the coefficients of the monomial axqe,
we get the relation \g = mqg + m0 The coefficients of monomials of the form

, for ¢ ¢ {0,£0}, generate the relations m;_g = 0. Thus m; = 0 for all
i §é {0, -6, —20}. Collecting the coefficients of the monomials of the form a?’ 29"
for ¢ ¢ {0,0,20}, we have m; = 0.

Therefore, if a nonzero coefficient exists other than myg, then either —6 = 6,
which implies 6 = 5, —0 = 20, implying 30 = n, or —260 = 20, which implies
0 = 2. Of these cases only 30 = n represents a possible C* monomial. Thus, if
36 75 n, then for all 4 ;é 0, m; = 0, and in this case, Mx = mox is multiplication
by an element in k; consequently, Sg = k.

If 30 = n, then mg, mz, and mz. can possibly be nonzero. To prove that
S¢ is still a ring in this case, notice tllat given two linear maps, M and L, each
with all coefficients zero except possibly mg, mz, Man, lo, lz, and l%7 we have:

n
3
n

LMz = (lomg—l—lnm%

n 2n n
+ (lomyg +1ym§” +1zmd, )z’ (7)
n 2n 2n
(lom2n + lnmq%3 —|—lzTnm8 T xt?
which is, again a linear map with all coefficients zero except for the 0-th, Z-th,

and 2” -th. Thus S¢ has multiplicative closure, and is a 3-dimensional k- algebra

In the above theorem we didn’t mention anything about characteristic. Strictly
speaking, a C* monomial is linearly equivalent to a quadratic permutation poly-
nomial of the form f(x) = 24’ +1, This is only possible, however, when ¢ is even,
since trivially, 2|(¢’ + 1,¢™ — 1). Some cryptosystems, however, do use this form
of core map in odd characteristic, choosing a map which is 2-to-1, or few-to-1.
Such systems never use 6 € {5, 7}, since such maps would have exponential col-
lisions. It is for this reason that in the above theorem we relaxed the constraints
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n n

and allowed any map with 6 ¢ {0, 2,2

symmetries in these cases.

}. We have completely characterized the

5 Symmetries for Non-permutation Polynomials

In [5, 6], two notable systems, Square and Square-Vinegar, introduced the idea
of utilizing a quadratic map over a field of odd characteristic. The C* form
of the core map of Square is f(z) = 29’1 where 6§ = 0. The theorem of the
preceding section doesn’t apply to the case § = 0, therefore we will treat this
case separately, and completely characterize Sg, the space of linear maps, L,
satisfying (2).

Theorem 2 Let q be odd. Then Sg = k.

Proof. First, Df(a,r) = 2ax. Therefore, by the symmetric application of the
linear function M (x) = Z?;OI mx? | we have:

n—1 ) n—1 .
Df(Ma,x)+ Df(a, Mz) =2 Zmiaql>w+2a meq)< (8)

1=0 =0

Setting this quantity equal to Ay D f(a,x) we have:

n—1 n—1 n—1
2 Z iaqi> T+ 2a Z mixqi> Z )\i2qi a 29", (9)
i=0 =0

=0

We can collect the coefficients of each monomial a? ¢’ and set each equal to zero
to determine relations between M and Aj,. Collecting coefficients for monomials
of the form ax?, for i # 0, we get the relations, 2m; = 0. Thus m; = 0 for all
i # 0, and M is multiplication by mq in k; consequently, Sg =~ k.

It is important to note that the Square systems have been broken by a differ-
ential attack in [7] which recovers the multiplicative structure of k by utilizing a
symmetry Square exhibits under left composition. This method of finding a ter-
minal symmetry under left composition was discovered for two reasons: first, the
Square systems did not preclude such an attack by employing the minus mod-
ifier or an alternative precaution; and second, the designers were able to mask
the initial multiplicative symmetry of the core map of Square by projecting the
input of the C* monomial into a subspace, making an attack using a symmetry
of the form (2) infeasible. If we include the minus modifier, i.e. consider Square-,
then the attack of [7] fails, and the question of which symmetries exist over a
subspace becomes more critical.

6 Symmetries over Subspaces

In [15], Ding et al. began the work of classifying the initial general linear symme-
tries for C* monomial maps over subspaces. Their result was imprecisely stated,
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but they successfully proved that “almost always” if a field map has an initial
general linear symmetry over a subspace then that symmetry is a multiplicative
symmetry.

As stated, the claim indicated that for a bijective C* monomial, f, given any
hyperplane, H = w(k), if we have:

Df(Ma,nz)+ Df(ra, Mx) = Ay D f (wa, wx), (10)
o, for some o € k.

for all a,z € k, then M = M, om and Ay = M| 0,

To prove that the statement as given in [15] is in err, let us define the
space saving notation Sf(A,B)(a,z) = Df(Aa,Bz) + Df(Ba, Az), and take
the following example. Let k = GF(64) over Fo, f(x) = 2°, 7z = x + 22, and
Mz = 2* 4+ 28. By a simple calculation,

S¢(M,m)(a,x) = (a'® + a®®)(z + 2*) + (a + a®) (2" + 2°?)

_ a16x+ax16 —|—a32x+aa:32 +a16332 +0,2$16 +CL32$2 —|—a2x32

= (az4 + a‘z + a’zt + atz? +az® + aBx +a228 + a8x2)16
= Df(ra,nz)'®.
(11)

(Here we note that two terms of the form (a*+a®)(2z*+2%) cancelled each other in
the first line above.) Thus, we have found a counterexample with A,z = 26 and
Mx = (71'.’17)4, which is certainly not the composition of a multiplication map and
7. Here the fact that 2 (codim(H) + 0) = n created some extra symmetries in the
relations between the coefficients of M and Aj;. Informally, § was an exceptional
choice which permits the existence of a linear map allowing collisions between
monomials generated from D f(Ma,nz) and D f(wa, Mz). Since the arithmetic
of k has characteristic 2, collision corresponds with annihilation.

We can resolve the minor issues with the result of Ding et al. and generalize
the statement somewhat by providing a more detailed analysis of the symmetry:

Df(Ma,rx) + Df(ra, Mz) = Ay D f (ma, wx), (12)

for more general linear maps, 7. In particular, a more precise formulation of the
result of Ding et al. is the special case of d = 1 in the following theorem.

Theorem 3 Let f(x) = 29’ +1 be a C* map, and let M and Tz = Z?:o 2
be linear. Suppose D f(Ma,nx) + D f(ra, Mx) = Ay D f(ma, 7x). If 0 +d < %,
In—30]>d, and 0 <d <6 —1, then M = My,m for some o € k.

Proof. Our strategy for the proof will be to determine relations between the co-
efficients of the linearized polynomial forms of M and Aj,;. We will zigzag back
and forth between solving for coefficients of M and of A,;, further resolving the
relationship between the two maps with each step. We will extensively use the
“space of indices,” the torus consisting of the pairs (r,s) (mod n) which corre-
spond to monomials of the form a? 9" . The geometry of this space of indices
will be useful in determining relations on the coefficients of the corresponding
monomials in the expansions of (12).
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Expanding the right hand side of (12) repeatedly, using the bilinearity of
Df, we obtain:

n—1
Ay Df(ma,mx) = CZ—Df(wa, mx)d
i=0
n—1 d o d .
= CzDﬂZ aq]l:(’ )"
i=0 Jj=0 =0
n—1 d d (13)
= Z Z iDf(a?,27)7
i=0 j=0 I=0
n—1 d d ) ) qi
- Z ; ( Q°*7 4! +aq]xq9+l) )
i=0 j=0 1=0

Notice that for each monomial term in this expression, the difference between
the exponent of ¢ in the power of a and the exponent of ¢ in the power of x
isl—0—j (mod n) or I + 6 — j (mod n). Also, there is the restriction that
0 < 1,7 < d. From these facts we can determine which monomials never occur
in the right side of (12).

The monomial a? 29" may only occur in the right side of (12) if the difference
between the coordinates, (s — r) (mod n) € [0 —d,—0+d| U [0 —d, 0+ d],
where we require 20 + 2d < n, avoiding overlap. Also, implicitly, we have the
restriction that for such an interval, (u,v), the positive residues v and v satisfy
0 <v—wu < n-—1. For all other pairs, (r,s), a? 2% certainly has a coefficient of
zero in the right side of (12). Therefore, we will study the set of pairs of indices,

E={(rs)|s—re(-0+d,0 —d)U(0+d,—0—d)}.
This set is the diagonal band in the space of indices for which the corresponding

coefficients have no contribution from the right side of (12); refer to the shaded
region in the figure below.

-0+d

6-d ©o+d -0-d -O+d

Fig. 1. The space of indices with the shaded region corresponding to monomials which
cannot occur on the right side of (12).
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Expanding the left hand side of (12), similarly:

S¢(M,m)(a,z) = Df(Ma mx) + Df(ma, Mx)

z:mz ,m7x) + D f(ma, meq

=0

éDf(ml ) .13) + Df(ﬂ'a,mixqi)) (

3

3
|

—

EM

1
L

I
{\g

d d
Df(ma?, Z z?') 4 Df(z a® mzd)
=0 =0

d

3

3
|

—

I

Q
I
<
<.
I
<

<Df(miaqi ) xqj) + Df(aqj ) mimq’i )> (

i
L

Il
,MR

©
Il

o
Il

=3

0 i g i 0+j 0+j5 i 0 J gt
émg_aaq ¥ +mia? z? T +mia? Tx? +ml a2t )
j

(14)

Now, to analyze which monomials of the form a? 9", have nontrivial coef-
ficients for the pair of “indices” (r,s), we construct four index sets, A, B, C,
and D, relative to the four monomials in the above expression, respectively. We
have:

A=[0,n—1] % [0,d]
B=[0,n—1] x[0,0 +d
C=10,0+d x[0,n—1]
D=1[0,d x[0,n—1].

(15)

We can see that only the pairs (A4,C), (4, D), (B,C), and (B, D) have non
trivial intersections. Isolating the index pairs occurring in only one of these index
spaces we can find relations on the coefficients of M and Aj; which involve only
one m;. If, furthermore, the index pair occurs in E, then the corresponding
coefficient from Ap; is zero. Let * denote the operation of taking one of these
sets minus the union of the other three. We notice that:

=(d+1,06-1U@+d+1,n-1]) x[0,d] (16)
B = ([d+1,0 -1 U0 +d+1,n— 1) x [0,0 +d]
ifd<@.

For both A* and B*, the first coordinate is the index associated with the
coefficient of M in (14); we are, therefore, interested in which values of the first
coordinate are possible in A* N E and B* N E. Equivalently, we want to discover
m1(A* N E) and 7 (B* N E), where 7 is the projection mapping onto the first

(
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coordinate. By a simple calculation, we have:

m(A NE)=[0+d+1,—0—1]U[-0+d+1,n—1U[d+1,0—1]

17
m(B*NE)=[d+1,0 —1|U[0+d+1,20 —1]U[20 +d+1,n — 1], (7

see the figure below.

-0+d
-0-d
o+d
(S]
d
o-d
.. O-d Oo+d -0-d -O+d

Fig. 2. The intersection of A* and B* with E.

Since the coefficient of M associated with (r,s) in A* is m,_g, and the
coefficient associated with (r,s) in B* is m,, we know that m, = 0 for every r
in the union, ((m1(A* N E) — 0) Um (B* N E)), where:

m(A*"NE)—0=[d+1,-20-1U[-204+d+1,—-0 -1U[-0+d+1,n—1].
(18)
Notice that 71 (B* N E) and m1(A* N E) — 6 are symmetric with respect to
[d+1,n — 1], and therefore their union is [d+ 1,n — 1] if and only if the first
“gap”, (0,0 + d], of m1(B* N E) is contained in the first or second subinterval of
7m1(A* N E) — . This occurs when either § +d < n — 20 — 1, which is equivalent
to304+d < mn,orn—20+d+1 <6, which is equivalent to n < 30 — d; thus,
since by hypothesis |n — 30| > d, we have m, =0 for all r € [d + 1,n — 1].
Furthermore, since the boundary of E, OF, corresponds to regions at which
the coefficient of the right side of (12) is a single A;, we can use the complemen-
tary technique, checking the coefficients corresponding to OFE — (AUBUCUD), to
reveal that A\;, =0fori € [d+ 1,0 —1JU[0+1,n—0—-1]Un—0+1,n—d —1].
Moreover, we can compare coefficients at the intersection of OF and one of A*,
B*, C*, or D*. For OF N A*, we get the relations A\; = mgy; for i € [1,d — 1],
and for 0ENB*, we get A\; = m; for ¢ € [n — d + 1,n — 1]. Since we have already
shown that such coeflicients of M are zero, A can only be nonzero for the values
)\07 )\d7 /\9, )\nfe, and )\n,d.
Using this information we can greatly simplify (13), and as a consequence,
get further information about the coefficients of M. In particular, from collecting
coefficients for monomials with indices (6,1), for i € [0,d], we get the relations

mge +m; = X + A_g. Thus, m; = mg for i« < d, and, finally, we see that
M = mgm.
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The preceding theorem gives us precise criteria for when the space of linear
maps, Sg, consists of only projected multiplication maps. Furthermore, it was
stated in [10] and [15] that these multiplication maps satisfy the relation (2)
only if the multiplication commutes with the projection, which happens precisely
when the image of the projection is a subspace over an intermediate extension
field of F,. Clearly, in the case d = 1, d+ 6 < %, and |n — 30| > 1, 7k is a
hyperplane, and thus S¢ = F,, which is optimal.

7 Conclusion

Multivariate public key cryptography has several desirable traits as a potential
candidate for post-quantum security. Unfortunately, a standard metric by which
we can judge the security of a multivariate scheme has yet to be determined.
One consequence of this current status of the field is the similar cryptanalyses
of several promising ideas.

We offer the size of the space of linear maps, Sg, illustrating the initial
differential symmetries of the core map, f, as a benchmark for the judgement
of differential security in modern multivariate public key cryptosystems. As evi-
dence of the feasibility and utility of this method as a measurement of differential
security, we measure these spaces for several key players in the evolution of the
recent big-field schemes. In the cases of schemes which have been broken, we
find that these spaces are large, at least as large as the size of the big field. In
the cases of currently considered secure variants, such as the projected SFLASH
scheme, pSFLASH, we find that we can make this space as small as possible.
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