Quantum Probability Estimation for Randomness with Quantum Side Information
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Randomness is a key enabling resource for com-
putation and communication. Besides being re-
quired for Monte-Carlo simulations and statisti-
cal sampling, private random bits are needed for
initiating authenticated connections and establish-
ing shared keys, both common tasks for browsers,
servers and other online entities [I]. Public random
bits from “randomness beacons” have applications
to fair resource sharing [2] and can seed private ran-
domness sources based on quantum mechanics [3].
Common requirements for random bits are that they
are unknown and unpredictable to all before they are
generated, and private to the users before they are
published.

Quantum mechanics provides natural opportuni-
ties for generating randomness. The best known ex-
ample involves measuring a two-level system that is
in an equal superposition of its two levels. A dis-
advantage of such schemes is that they require trust
in the apparatus performing the measurements, and
undiagnosed failures are always a possibility. This
disadvantage is overcome by a loophole-free Bell
test [4, 5], which can generate output whose random-
ness can be certified solely by statistical tests of set-
ting and outcome frequencies. The devices perform-
ing the measurements may come from an untrusted
source. This strategy for certified randomness gen-
eration is known as device-independent randomness
generation (DIRG).

Loophole-free Bell tests have been realized with
nitrogen-vacancy (NV) centers [6], with atoms [7]
and with photons [8, 9], enabling the possibility of
full experimental demonstrations of DIRG. For NV
centers or atoms, the rate of trials is low, and for
photons, the violation of local realism per trial is
small. Considering these facts, none of previously
available DIRG protocols [3], T0HIS] is ready to be
implemented with current loophole-free Bell tests.
The reason behind is that the finite-data efficiency
of these protocols is too low such that an experi-
mental implementation would require too many tri-
als. Experimental techniques will improve, but the
finite-data efficiency of a protocol is important for
many applications of randomness generation, which
often require short blocks of fresh random bits with
minimum delay. Excellent finite-data efficiency was
achieved by a method that we described and im-

plemented in Refs. [19, 20], which reduced the time
required for generating 1024 low-error random bits
with respect to classical side information from hours
to minutes for a state-of-the-art photonic loophole-
free Bell test. The basis for success of this method
motivated our development of the probability esti-
mation (PE) framework [21] for randomness certi-
fication against classical side information with bet-
ter finite-data efficiency. PE has many other ad-
vantages, which include asymptotic optimality, un-
restricted in-protocol adaptability, and broad appli-
cability. Here we introduce quantum probability es-
timation (QPE), which has the advantages of PE but
with full security against quantum side information.
We illustrate the unsurpassed finite-data efficiency
on a few examples.

QPE (or PE) obtains a bound on the conditional
probability of the observed outcomes given the cho-
sen settings, valid for all quantum (or classical) side
information. We show how to obtain conditional
entropy estimates from this bound to quantify the
number of extractable random bits.

Both QPE and PE are broadly applicable. In
particular it is not limited to device-independent sce-
narios and can be applied to traditional randomness
generation with quantum devices, where it enhances
the security of random numbers with statistically
rigorous certificates. Such applications are enabled
by the notion of models, which are sets of accessible
classical or quantum side information that capture
verified, physical constraints on device behavior. In
the case of Bell tests, these constraints include the
familiar non-signaling conditions [22],23]. In the case
of two-level systems such as polarized photons, the
constraints can capture that measurement angles are
within a known range, for example.

Below we first describe the technical features of
QPE and the main results that enable its practical
use. We then demonstrate the large improvements
with QPE in finite-data efficiency (see Figure[l)). We
also reanalyze the experimental data from Refs. [10]
and [19] where randomness with respect to classical
side information was certified, while with QPE we
are able to obtain random bits even with quantum
side information (see Table [I)).

Theory. Consider an experiment with “inputs” Z
and “outputs” C. The inputs normally consist of the



random choices made for measurement settings but
may include choices of state preparations such as in
the protocols of Refs. [24, 25]. The outputs consist
of the corresponding measurement outcomes. In the
cases of interest, the inputs and outputs are deter-
mined in a sequence of n time-ordered trials, where
the ¢’th trial has input Z; and output C;. We refer to
the trial inputs and outputs collectively as the trial
“results”. In this case Z = (Z;)]~; and C = (C;)I;.
We assume that Z; and C; are countable-valued. The
upper-case symbols introduced above are treated as
random variables. As is conventional, their values
are denoted by the corresponding lower-case sym-
bols. The party with respect to which the random-
ness is intended to be unpredictable is represented
by an external quantum system E, whose initial state
before the experiment may be correlated with the de-
vices used. Once the experiment starts, the system
E has no further interaction with the devices or the
laboratory that contains them.

The final state after the experiment can be writ-
ten as poze = Y., [c2) (cz| ® pe(cz), where pg(cz)
is the unnormalized state of E given results cz, and
Y ez tr(pe(cz)) = 1. A model for the experiment is
the set of final states that can occur and is normally
constructed by chaining models for each individual
trial. This construction works under a Markov con-
dition on the trial inputs similar to the Markov con-
dition required for the entropy-accumulation channel
chains of Ref. [I7]. As a result, QPE does not require
independent and identical trials.

Given the final state pcze as above, define
pe(z) = > .pe(cz). For a given state pcze, the
normalized, sandwiched, conditional a-Rényi power
for value cz, Rq (p(cz)|p(z)), is given by

_
tr(p(cz))

where a > 1 and 5 = a — 1. Below we first describe
how to estimate the conditional Rényi power for the
observed results cz, and then we relate such an es-
timate to a lower bound on the smooth conditional
min-entropy with respect to quantum side informa-
tion. See Ref. [26] for detailed proofs and results.

In order to estimate the conditional Rényi power,
we construct quantum estimation factors (QEFs).
QEFs with power 3 are functions F : cz — F'(cz) >
0 such that for all states pczg in the model, F' sat-
isfies the QEF inequality

> tr(p(ca))F(cz)Ra (p(cz)|p(z)) < 1.

tr((p(z) "7/ p(cz)p(z) P/ ))),

QEFs yield upper bounds on the conditional Rényi
powers with an arbitrary specified confidence level.

The conditional Rényi power estimate provided
by a QEF implies a smooth conditional min-entropy

estimate. If the smooth conditional min-entropy es-
timate is larger than a threshold specified before run-
ning the protocol, a quantum-proof strong extrac-
tor can be applied to the outputs to obtain a string
of nearly uniform random bits. Let HS (C|ZE, ®)
denote the smooth conditional min-entropy for the
state of CZE conditional on the event ® defined as
a set of values cz of CZ. The result is formalized as
follows:

Theorem. Suppose that F' is a QEF with power (8
for a model, and pcze is a state in the model. Fix
1>p>0 and e > 0, and define the event ® = {cz:

Flez) > /(&) Let 5 < Yoo r(pl(c2)),
the probability of the event ®. Then HS (C|ZE, ®) >

—logy(p) + 5 logy(k).

The probability of the event ® can be interpreted
as the probability that the experiment succeeds, and
k is an assumed lower bound on the success proba-
bility. When constructing QEFs, the power § > 0
must be decided before the experiment and cannot
be adapted. The QEF's for a sequence of trials can be
constructed by multiplying the QEFs for individual
trials. If CZ is generated by a sequence of identi-
cal trials and F' is obtained by multiplying identi-
cal trial-wise QEF's F{y, then we can define a rate h
by h = —log(p)/n. The event ® can alternatively
be expressed as ® = {cz : )  log(Fo(ciz))/B >
nh — 2log(e/+/2)/B}. This identifies h as the tar-
geted conditional min-entropy rate, and we can in-
terpret log(Fy(ciz;))/B as the trial-wise contribu-
tions to the final conditional min-entropy. We define
9(B) = supy, By (logy(Fo(CZ))/B), where E,, is the
expectation functional according to the distribution
v of trial results.

For finite data and applications requiring fresh
blocks of randomness, we consider the problem of
certifying a fixed number of bits b of randomness
at error bound € and with as few trials as possi-
ble, where the distribution of each trial results is the
same v. For randomness beacons, good reference val-
ues are b = 512 and € = 274, In view of the above
theorem, n needs to be sufficiently large so that

ng(B) + 2log(e/V'2)/B + alogy(k)/B > b.

Thus, the minimum number of trials required to cer-
tify b bits of e-smooth conditional min-entropy is

b — 21ogy(e/v2) — alogy (k)
Bg(B) '

Applications. We consider DIRG with the stan-
dard two-party, two-setting, two-outcome Bell-test
configuration [27]. The parties are labeled A and B.
In each trial, each party chooses a random setting
(their input) and obtains a measurement outcome

nopgEp = inf
LTS



(their output). We write Z = XY, where X and Y
are the inputs of A and B, and C' = AB, where A
and B are the respective outputs. For this configu-
ration, A, B, X, Y € {0,1}. We assume that at each
trial the input distribution is uniform.

We compare nqgpgy with the minimum number
of trials, ngaTp, required by the entropy accumula-
tion protocol “EAT” of Ref. [17]. For this purpose,
we consider three different families of quantum-
achievable trial distributions. For the first fam-
ily vgg, A and B share the unbalanced Bell state
|Wp) = cos 6]00) +sinH|11) with 6 € (0,7 /4] and ap-
ply setting-dependent projective measurements that
maximize the violation, I, of the CHSH inequal-
ity [27]. This determines vggy. For the second
family vw,, A and B share a Werner state p =
Pl a)(Ursal + (1 — p)1/4 with p € (1/v2,1] and
again apply measurements that maximize I. In ex-
periments with photons, measurements are imple-
mented with imperfect efficiency detectors. For the
third family vp,, A and B use detectors with effi-
ciency n € (2/3,1) to implement the measurements
and to close the detection loophole [28]. They choose
the unbalanced Bell state |¥y) and measurements
such that the statistical strength for rejecting local
realism is maximized, as studied in Refs. [29] 30].

We compare the two protocols over a broad range
of I for b N0, € =107%, and x = 1. For each family
of distributions above, we compute the improvement
factor given by fqoprr = nrar,0/nqpE,0. For vy, the
improvement factors depend weakly on I: fqpE in-

creases from 41.2 at [ = 2.008 to 42.1 at [ = 2V/2.
For vgg and vp,, the improvement factors can be
much larger and depend strongly on I, monotoni-
cally decreasing with I as shown in Fig. |1} The im-
provement is particularly notable at small violations
which are typical in current photonic loophole-free
Bell tests. We remark that similar comparison re-
sults were obtained with other choices of the values
for b, € and k.

Finally, we discuss the performance of QPE
on published Bell-test experimental data. The
first experimental demonstration of conditional
min-entropy certification for DIRG is reported in
Ref. [10]. The method therein certifies the pres-
ence of 42 random bits at ¢ = 0.01 against classical
side information, where the trial model Q consists of
quantum achievable distributions with uniform in-
puts. (k = 1 was used implicitly in Ref. [10], so
k = 1 in the following comparison.) For the same
data and the same trial model, QPE certifies the
presence of 128 random bits at ¢ = (.01 against

quantum side information, while EAT requires 54688
trials, more than the number of 3016 trials available
in Ref. [10], before certifying any number of random
bits at € = 0.01. For the loophole-free Bell-test ex-
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FIG. 1: Improvement factor as a function of . Numer-
ical results are shown as circles. We observed that the
probability estimation factors constructed in Ref. [21] are
QEFs. The dashed curves show the conjectured behavior
based on this observation.

Original New Result

Result with QPE
Ref. [10] 42 bits 128 bits
Ref. [19] 1033 bits 2078 bits

TABLE I: Reanalysis of previous experiments with error
bound € = 0.01. The original results in Refs. [10, [19]
are with respect to classical side information, while the
results by QPE are with respect to quantum side infor-
mation. We remark that no randomness can be certified
from either experiment by entropy accumulation [I7]. See
the text for more details.

periment reported in Ref. [9] and analyzed in our
previous work Ref. [19], the presence of 1033 ran-
dom bits at € = 0.01 can be certified against classi-
cal side information, where the trial model N con-
sists of non-signaling distributions with uniform in-
puts. (The work of Ref. [19] is more than the cer-
tification of the presence of randomness, but actu-
ally extracted 256 private random bits within total-
variation distance of 0.001 from uniform.) With
QPE and assuming the trial model Q, we can cer-
tify the presence of 2078 random bits at ¢ = 0.01
against quantum side information, while EAT re-
quires 2.33 x 10'? trials, more than the number of
1.82x 108 trials available in Ref. [9], before certifying
any number of random bits at e = 0.01.
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