
 

 

Towards Managing Age of Network State 

Information in Challenged Networks   

V. Marbukh 

National Institute of Standards and Technology 

100 Bureau Drive, Stop 8910 

Gaithersburg, MD 20899-8910 

E-mail: marbukh@nist.gov

 

 

Abstract—Age of Information (AoI) is a recently introduced 

metric for freshness of the real-time information, which 

requires frequent updates.  This paper argues that AoI is useful 

not only for real-time network applications, but also for network 

state information in challenged network management, where 

conventional TCP/IP bases Internet architectures are not 

effective due to intermittent connectivity, frequent nodal churn, 

widely varying network conditions, etc.  Since network state 

updates take bandwidth from the payload carried by the 

network, we quantify the corresponding tradeoffs and propose 

an extension to Network Utility Maximization (NUM) 

framework which incorporates these tradeoffs.  

 

Keywords-challenged networks, age of network state 

information, network utility maximization. 

I.  INTRODUCTION & PROBLEM STATEMENT 

In challenged networks [1]-[2], conventional TCP/IP bases 

Internet architectures are not effective due to intermittent 

connectivity, a heterogeneous mix of nodes, frequent nodal 

churn, and widely varying network conditions. Examples of 

challenged networks include deployments in rural and remote 

areas, networks to support emergency response operations, 

inter-planetary networks, sensor and wildlife monitoring 

networks, underwater networks, road vehicle networks, 

networks of micro aerial vehicles, etc. The applications of 

challenged networks range from time-critical 

communications such as for disaster relief to delay-tolerant 

transmission in poorly connected regions.  

TCP/IP was not designed to adequately respond to highly 

dynamic conditions due to relying on Explicit Congestion 

Notifications (ECN) as an indication of network congestion.  

This ECN mechanism directly links frequency of network 

state update to the source transmission rate, and thus lacks 

flexibility required for the widely varying exogenous 

conditions in challenged networks.  Since challenged 

networks are typically bandwidth limited, a natural attempt 

to increase frequency of network state updates can be done 

only at the expense of the loss in the carried payload.   

In this paper, we attempt to quantify this inherent 

cost/benefit tradeoff of increase in the frequency of network 

state information updates, where benefits are due to more 

efficient network management and cost is due to reduction in 

the carried payload.  Following a Network Utility 

Maximization (NUM) framework [3], we quantify system 

performance by the aggregate utility of all sources.  NUM 

achieves distributed optimization by assuming that each 

source solves individual optimization problem, where 

externalities of the individual decisions are accounted for 

through the implicit costs.   

In conventional NUM, implicit costs are determined 

endogenously, by individual decisions by all sources.  We 

assume that in a challenged network, individual decisions are 

based on the estimates of the expected implicit costs, while 

actual implicit costs are random due to exogenous variability 

and finite frequency of updates of the implicit costs.  We 

assume that these expectations are unbiased, and model the 

random component of the implicit cost by Wiener process 

with zero drift and infinitesimal variance 
2 , which reflects 

the exogenous variability in the network environment.   

Since efficiency of the network management directly 

related to accuracy of the implied cost estimates, it is 

beneficial to keep the network controllers updated with the 

freshest implicit costs.  Following [3], we define age of the 

implicit cost at the moment of the latest update t , )(t  as 

follows: )()( ttt  , where )(t  is the moment when 

this cost was measured.  Neglecting the measurement and 

processing times, we identify )(t  with communication 

delay from the point of implicit cost measurement to the point 

of making the network management decision. 

In this short paper, we evaluate cost/benefit tradeoff of 

reduction in the age of implicit costs )(t  for large )(t .  

We show that these tradeoffs are optimized for 
21~)( t , and thus our results are applicable to 

“weakly” and maybe “moderately” challenged networks [2], 

which are characterized by sufficiently small infinitesimal 

variance 
2 .  Next section outlines Age of Network State 

Information aware NUM (ANSI-NUM) framework. 

II. OUTLINE OF ANSI-NUM FRAMEWORK 

NUM  [3] quantifies user Ss  preference for end-to-end 

bandwidth x  by an increasing, strictly concave and 

continuously differentiable utility function )(xus .  

Assuming for simplicity that for each source s , route )(sr  
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is fixed, it is known [3] that TCP maximizes the aggregate 

system utility  

                     s ss xuxU )()(                                              (1) 

over flow vector  )( sxx   subject to link l  capacities lc  

                         lsrls s cx   )(:
.                                                  (2) 

TCP finds global optimum (1)-(2) by solving individual 

optimization problem: 

                      ])([max 0 xpxu ssx  ,                                       (3) 

where the implicit costs of route )(sr  is the sum of the costs 

of the links comprising this route:  


)(srl ls pp , and link 

costs lp  are Lagrange multipliers associated with capacity 

constraints (2).  TCP achieves decentralized solution by 

adapting the flows sx  and link costs lp , where information 

on lp  is delivered to the sources by ECNs. 

We consider a challenged network which supplements 

ECN mechanism with some additional communication 

mechanism allowing more frequent updates of the link costs 

at the sources.  We model exogenous variability by assuming 

that equilibrium link prices fluctuate causing fluctuations in 

the costs sp  which can be described as follows:   

                    )()()( ssss tptp   .                        (4) 

In (4), )(  is the Wiener process, parameter 0s  

characterizes route )(sr  price sp  volatility, and s  is time 

interval between consecutive updates of the route )(sr  price  

at the source s .  Note that due to limited space, we use in (4) 

the “effective” Age of Network State Information (ANSI) 

s , which aggregates link )(srl specific ANSIs sl  

representing specific time intervals between consecutive 

updates of the link )(srl  prices at the source s .  The 

corresponding generalization is straightforward.  Also note 

that (4) is known in economics as the Market Efficiency 

Hypothesis (MEH) [5], and that assumption of “short” delays 

ensures price non-negativity.   

The source s  net utility loss due to the delay s  in 

communicating the real-time pricing information is 

          
]~))(()~([
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where the “optimal” transmission rate 

))((1

ssss

opt

s pux     is based on the instantaneous 

price )( sssp   , and the “estimated” transmission rate 

)~(~ 1

sss pux   is based on the “best” estimate of the 

unknown instantaneous price ss pp ~
.  Since this loss is 

random due to randomness in the price evolution even for 

deterministic ANSI s , we consider the source s  average 

loss ][:)(
~

ssss LEL   conditioned on the delay s , and 

characterize the aggregate average conditional loss as the 

sum of all the corresponding consumer losses: 

 
s ssLL )(
~

:)(
~

, where vector )( s . 

Expanding user s  utility about sx
~

 and leaving the first 

three terms due to assumed “small” exogenous variability: 
2)~](2)~([)~)(~()~()( xxxuxxxuxuxu ssss  (6) 

we obtain the following approximations for utility loss (5): 

sssssss ypyxuyxuL )]([)~()21()~( 2  ,     (7) 

where )~()( sssss xuy   .  Averaging (7) over )( s  

for a given s , and taking into account that 

0]~[  s

opt

s xxE  and ssE  )]([ 2 , we obtain the 

following estimate for the average loss )(
~

ssL  : 
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where 0)~( 
ss xu , and thus 0)(

~
ssL .  ANSI s  can 

be reduced by increasing rate of price sp  updates s  which 

is inversely related to s .  For illustrative purposes 

approximating very roughly ss 1 , we can estimate 

effect of s  on the aggregate system utility as follows:  

 
s ssssssss xLxuxuxU )],(

~
)()([),( .    (9) 

Maximization of (9) with respect to s  yields: 

                  )()(2 2

sssss

opt

s xuxu   .                                  (10) 

Expression (10) is qualitatively appealing, e.g., increase in 

the exogenous variability s  reduces 
opt

s .  Numerous 

issues, e.g., more accurate approximations and developing 

distributed solutions, deserve future investigation. 
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