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Abstract

Recent concerns about subjectivity in forensic firearm identification have motivated the
development of algorithms to compare firearm tool marks that are imparted on ammunition and to
generate quantitative measures of similarity. In this paper, we describe an algorithm that identifies
impressed tool marks on a cartridge case that are both consistent between firings and contribute
strongly to a surface similarity metric. The result is a representation of the tool mark topography
that emphasizes both significant and persistent features across firings. This characteristic surface
map is useful for understanding the variability and persistence of the tool marks created by a firearm
and can provide improved discrimination between the comparison scores of samples fired from the
same firearm and the scores of samples fired from different firearms. The algorithm also provides a
convenient method for visualizing areas of similarity that may be useful in providing quantitative
support for visual comparisons by trained examiners.

1. Introduction

In the field of forensic firearm identification, tool
marks are used to determine if two pieces of evidence
were fired from the same firearm. Any marks that
are imparted onto the ammunition during loading,
firing, or ejection can be used. Typically, these marks
are found as striations on the bullet imparted by the
rifling of the barrel and as striations and impressions
left on the surface of the cartridge case during the
firing sequence. Among the most common markings
for analysis are the firing pin impression and the
breech face impression left on the cartridge case.
The firing pin impression is created when the firing
pin impacts the primer cup on a cartridge to initiate
the burning of propellant which forces the bullet
through the barrel. In response to this, the cartridge
case is thrust backwards and another impression on
the primer cup is made by the firearm’s breech face,
i.e. the surface from which the firing pin protrudes
during firing.

The basis of forensic firearms identification is that
random components in the microscopic surface tex-
ture of a tool (e.g. the firearm breech face) produced
during the manufacturing process and subsequent
use can be imparted on a softer object (e.g. the primer
cup) that contacts the tool with sufficient force. Expert

examiners compare the marks on two different pieces
of evidence using a comparison microscope. The com-
parison microscope has an optical bridge consisting
of alens and prism system that combines images from
two different objectives into a single eyepiece. The
examiner is able to manipulate and align the evidence
such that a side by side comparison of tool marks is
possible. The current practice is for expert examiners
to compare the pattern and shape of the markings on
both samples and use their skill, experience, and train-
ing to determine whether the markings were generated
by the same source (tool). The conclusions generated
by this method are subjective in nature [1].

This methodology has been criticized in a report
by the National Academies [2], which also expressed
concerns over visual comparisons of pattern evidence
in other forensic areas. The report recommended the
development of objective comparison metrics and sci-
ence-based estimates for the identification uncertainty
or error rate. These goals have stimulated research into
quantitative similarity metrics for pattern evidence
comparisons, primarily in the form of computer com-
parison algorithms. In conjunction with appropri-
ate reference populations, these algorithms can then
be used to address concerns raised about applicable
expressions for the weight of evidence that ultimately
is presented in court.
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The development of quantitative similarity met-
rics can, in turn, address the Academies’ other pri-
mary concern which is the validity of the fundamental
assumptions of uniqueness and reproducibility of fire-
arm tool marks [3]. Through experience and training,
practitioners hold these assumptions to be generally
true, but to confirm this, it is necessary to establish well
defined protocols and metrics by which the reliability
of pattern matching can be validated. Certain factors
can cause similarities in the tool marks generated by
two different tools and thus confound the uniqueness
of aparticular tool mark. These factors must be consid-
ered carefully in developing a comparison algorithm
and similarity metric. Namely, a tool mark can have
class, subclass, and individual characteristics [4—6].
Class characteristics are common to tools from a large
group and typically result from the tool’s design. Class
characteristics usually consist of larger features. There-
fore, high pass filters are often employed to attenuate or
remove these features along with surface form which
is not unique or reproducible. Subclass characteristics
are details incidentally imparted during manufactur-
ing that typically persist across a limited set of firearm
components sequentially produced over a particular
time frame. An example of a subclass characteristic
are the striations imparted on a firearm component
by a worn or chipped manufacturing tool prior to its
removal by the manufacturer. Class and subclass char-
acteristics can be used for a determination of exclusion
(non-match) but they cannot be used for a determi-
nation of identification (match) since they are not
unique to a particular firearm. The individual char-
acteristics are usually microscopic in scale and can be
used for identification. However, expert care must be
taken to differentiate individual and sub-class charac-
teristics as they often have dimensions that are similar
in scale. Therefore, it is critical that expert examiners
are intimately aware of the firing process as well as the
manufacturing process associated with a wide range
of firearms to identify possible subclass features. This
subtlety is difficult to capture with a computer algo-
rithm and therefore necessitates some interaction or
final judgement from a trained expert. To assist in this,
the algorithm presented below places an emphasis on
producing a quantitative tool mark similarity visuali-
zation for breech face comparisons.

Another confounding factor is the variability
between marks made by the same tool. This issue is not
unique to tool mark identification but must be con-
sidered in many forensic areas that rely on measures of
similarity. In firearms identification, variability occurs
because the cartridge case is not always registered and
aligned rigidly relative to the firearm components
before the firing sequence. Other sources of variabil-
ity include the buildup of surface residues within the
firearm, wear which causes the tool surface to change,
cartridge-firearm physical tolerances, differences in
firing pressure, and the surface texture and hardness
of the primer cup before firing; all of which can affect
the final impression evidence. Our algorithm aims to

address the variability in impressions between firings
and determine the underlying, reproducible patterns
for a given firearm. This work may find application in
other fields where there is some degree of variability in
the relevant structure of the images that are compared.

The focus of many computer algorithms that
attempt to automate firearm tool mark identification
is on the cartridge case markings. This is because a fired
bullet will often fragment and deform upon impact
making it difficult to observe the remaining striated
tool mark pattern on the bullet, whereas the markings
on the cartridge case are typically preserved in their
entirety. Furthermore, cartridge cases are often easier
to obtain at crime scenes. For this reason, this study
will focus on cartridge cases, specifically the breech
face impression generated by handguns. However, the
analysis technique applies to the more general case of
comparing tool marks, including firing pin impres-
sions, ejector marks, the cross-section profile of stri-
ated marks, and marks from other types of firearms.

The breech face impressions that are input into
the proposed algorithm are surface topographies, that
is, digital representations of a surface obtained using
metrology instruments which map the surface topog-
raphy either as a three-dimensional (3D) point cloud
or as atwo-dimensional (2D) matrix of surface heights.
In this paper, we will use the term map or surface map
for the measurement data of the sample surface topog-
raphy. All measurements discussed here were obtained
using a spinning-disk confocal microscope which gen-
erates a 2D matrix of surface heights. Other measure-
ment technologies exist which produce comparable
results for firearm markings [7-9]. Direct measurement
of 3D surface topography differs from the traditional
method of comparison which relies on reflectance
microscopy to capture 2D images of surfaces. The ben-
efit of using 3D technology is that there is no depend-
ency on the illumination conditions and therefore
consistent and repeatable measurements can be made
of asurface [10, 11]. Additionally, 3D metrology equip-
ment captures the actual surface topography of interest
instead of an image that is a complex function of light-
ing conditions, surface topography, surface reflectivity,
surface color, and imaging system characteristics. These
features of 3D metrology address recommendations
made by the National Academies and have resulted in
efforts to promote the use of 3D metrology instruments
for tool mark examination. It is important to note that
2D images still comprise a significant portion of foren-
sic databases, such as the National Integrated Ballistics
Information Network (NIBIN), and the algorithm pre-
sented here may be capable of analyzing the similarity
of 2D images as well.

2. Methods

2.1. Surface map comparisons

To begin the development of a comparison algorithm
it is important to understand the metric used for
determining similarity of surface maps. Numerous
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Figure 1. Two surface maps of breech face impressions (left) generated by the same firearm have been registered such that they
produce maximum ACCE. The registered maps are then used with equation (2) to create the unitless similarity map (right).
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metrics are available to quantify the similarity of
two images [12], but the most commonly used is the
normalized areal cross correlation function (ACCF)
[13], that is the Pearson correlation coefficient
generalized to 2D data arrays as opposed to one-
dimensional (1D) arrays. The coefficient equals the
covariance of the two compared data arrays divided
by the product of the respective standard deviations. It
has a value of 1 for two maps that are the same, except
for a linear scale factor, and —1 for two maps that are
scaled mirror copies. The calculation of the ACCF
between maps A and B is shown in equation (1), where
A and B are arrays containing the surface heights at
overlapping points, (. is the respective mean surface
map height, and o is the uncorrected sample standard
deviation of the surface map heights. Bold variables
represent multi-dimensional arrays and non-bold
variables are scalar quantities. This metric describes
the average similarity of the entire overlapping area of
maps A and B. But, as was already pointed out, there
is always some variability between firings leading to
regions where poor, spurious, or misrepresentative
marks are present that may have a large effect on both
the average similarity metric and image registration.
This is exacerbated by the products of map heights in
the ACCF definition, which amplify the impact of large
surface height values. Other metrics and algorithms
have been proposed to reduce the effects of these
invalid regions [14-20].

Mean [(A — 4,) - (B — f1)]
040B '

ACCF = (1)

The method proposed here secks to identify regions
of a surface map that consistently and significantly

contribute to a similarity score. For the ACCEF, the
key component of the similarity score is a pointwise
multiplication of the two centered and normalized
surface map heights. The ACCF value is then obtained
as the mean of these pointwise multiplication values.
By removing the calculation of the mean value from
equation (1), it is possible to generate a map showing
the regions that contribute or detract from the ACCF
score as shown in equation (2). This similarity map
is indicative of the pointwise similarity of the two
surfaces and can be used to visually highlight the most
similar regions. Intuitively, the map is constructed by
pointwise multiplication of two centered variables
such that two aligned peaks or two aligned valleys will
produce a positive contribution to the correlation,
or a similarity, and a peak aligned with a valley will
produce a negative contribution to the correlation, or
a dissimilarity. The additional normalization serves
to scale the map such that its mean equals the ACCF
value.
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Similarity Map = (2)
The similarity map is constructed by first registering
the surface maps in translation and rotation to
produce a maximum value of the ACCEF, after which
the similarity map is calculated. Figure 1 shows two
breech face impressions from the same firearm (see
section 3) which have been registered using an ACCF
optimization. Note that the regions adjacent to the
breech face impressions on the primer cup (firing pin
impression, firing pin drag mark, primer edge roll-off,
and primer flowback) have been manually trimmed
and are represented by white regions in the figure.
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Figure2. The fraction of the similarity map which is identified as similar or dissimilar based on the threshold value applied to the
map. The curves represent four different similarity maps calculated using maps A and B of figure 1: the surface similarity map shown
in figure 1 (red), two autocorrelation maps which compare each map to itself (purple and green), and a map comparing randomly
sorted versions of A and B to represent the behavior of uncorrelated surfaces (blue). The fraction of each map that is marked as
similar is shown by the solid curves and the fraction marked as dissimilar is shown with dashed curves.

Furthermore,abandpass filter was applied to attenuate
noise and features with large spatial wavelengths as will
be discussed in section 3. The associated similarity
map of the two maps is also shown in the figure. The
false-color scale of the topography images is in units of
micrometers and the similarity map is unitless due to
the normalization. The color scales used in this figure,
and throughout the paper, consist of two parts to
improve visibility of the height variations. The linear
central part of the color scale bar covers the majority of
thesurfaceheight data (for surface mapsthe data within
three standard deviations from the mean). This range
is bounded by solid white on the color scale bar. Any
values outside of this range are colored using the same
muted tones at the top and bottom of the color scale
bar and the values listed indicate the maximum and
minimum values present in the surface map. The scale
for the similarity map is not arbitrary, as the average
value of the map gives the ACCF value of 0.415, but it
is arbitrary in terms of its use as a visualization tool.
The effects of measurement and analysis repeatability
on ACCE, including instrument repeatability, sample
setup, manual trimming, and image processing and
registration, were evaluated by comparing repeated
measurements of the same sample, resulting in ACCF
values larger than 0.98. This implies that the low ACCF
value can be primarily attributed to variation between
firings rather than variations due to the measurement
and analysis process.

The similarity map represents the contribution to
the similarity metric of each measured point or pixel
in the overlapping image domain. Similarity maps can
be generated using other similarity criteria, even if they
are not based on area similarity such as the ACCE. Lil-
ien [21] presents a similarity map based on the areal
density of matching features. It is possible to isolate the
most important regions on a surface map by defining
appropriate similarity and dissimilarity threshold val-

ues. In this context, ‘important’ means that the respec-
tive regions contribute significantly to the similarity
metric. For the ACCF metric, this requires that both the
heights of the respective features are significant relative
to the standard deviation of the sample surface map
heights and that the compared features are similar (or
dissimilar), i.e. have relative heights of the same sign
(or opposite sign). Areas of the similarity map that are
larger than or equal to the similarity threshold value
are marked as highly similar. Areas where the similarity
map values are smaller than or equal to the dissimilar-
ity threshold value are marked as highly dissimilar. The
threshold itself can be defined in several ways, which
will affect the type of features selected as well as the
overall percentage of the map identified as important.
In firearms impression evidence the important fea-
tures are those that match significantly more than the
similarities present in samples from different firearms.
Ideally the threshold can be used to highlight these key
features in a visually meaningful way.

For a given threshold value applied to the similar-
ity map of equation (2), the fraction of the surface that
will be marked as highly similar depends on both the
similarity of the compared map areas and the distribu-
tion of the normalized height values. Figure 2 provides
a useful illustration of the effect of the threshold value
on the overall fraction of a surface that will be high-
lighted. To construct this figure, the two known match-
ing maps of figure 1 were registered to each other and
the similarity map was calculated. For each threshold
value, the solid curves represent the fraction of the sur-
face marked as highly similar, and the dashed curves
the fraction marked as highly dissimilar. The respec-
tive red curves were calculated from the similarity map
of the compared maps. The blue curves represent the
marked fraction for two uncorrelated surface maps
with the same height distribution, and surface rough-
ness height parameters, as the measured maps. They




were obtained by calculating the similarity map of the
two surface maps after randomizing the order of the
elements in the measurement value arrays. Thus, the
blue curves can be interpreted as a baseline result when
comparing different-source samples that have the
same statistical distribution of surface heights as maps
A and B. Note that the maximum difference between
the red and blue curves occurs for a threshold value of
zero. However, in that case, half of the similarity map
would have been marked for two uncorrelated maps,
which reduces the usefulness of the marked areas.
The green and purple curves were obtained from the
similarity map of each surface map with itself, i.e. the
autocorrelation similarity map. They represent the
result obtained when the compared surface maps are
the same or only differ in height scale. The red solid
curve will approach the green and purple curves when
the surface maps are highly similar and the red curves
will approach the blue curves when the surface maps
are less similar.

The shape of the curves in figure 2 changes depend-
ing on the surface features present on a measured sam-
ple. Even the variability of the marks that are produced
by the same firearm will produce different behavior of
the curves. Therefore, it is necessary to define a con-
sistent threshold for selecting regions of similarity or
dissimilarity. There are several ways to achieve this;
any of which may be suitable for particular applica-
tions of this concept. For example, based on the red
curves of figure 2, the threshold value can be adjusted
for each comparison to produce a fixed percentage of
highlighting of similarity or dissimilarity on the sur-
face map. Choosing the ACCF value as the threshold
highlights areas with a more than average contribution
to the ACCF value. For both of these approaches, there
is no correlation between the size of the highlighted
area and the surface similarity. Alternatively, the blue
curves of figure 2 can be used to select a threshold value
that yields an acceptable fraction of highlighted sur-
face features when the two maps are uncorrelated. It
is also possible to select a fixed threshold which rep-
resents the minimum necessary point-wise similarity.
The dissimilarity threshold can be defined indepen-
dently using any of these concepts or by defining it as
the negated value of a positive similarity threshold,
which is how it will be defined in this manuscript.

The approach used here to define a threshold is
based on the properties of a similarity map gener-
ated by two maps that are identical except for a linear
scaling factor. In this case, the effect of the threshold
will follow the trends exhibited by the autocorrela-
tion comparisons shown in figure 2. For this scenario,
the surface points that are marked as contributing
significantly to the similarity metric are those whose
absolute map height, normalized by the o value of the
map, exceeds the square root of the threshold value.
The choice of the threshold now becomes a mat-
ter of determining the normalized map height value
above which a feature is deemed significant. In surface

metrology, there are numerous parameters to char-
acterize the height distribution of a surface map [22].
Common parameters for surface height variation are
the surface roughness average (S,), which is the mean
of the absolute height differences from the mean of
the surface map, and the root mean square surface
map height (S,), which is the square root of the mean
of the squared height differences from the mean and
is equivalent to o. Therefore, if the threshold equals
the product of the S, values of the compared maps,
divided by the product of the S, values (o), the points
whose absolute surface map height exceeds S, will be
marked. Alternatively, if S, is used in the numerator,
the threshold will select points whose absolute value
exceeds S,. Keep in mind that the discussion up until
this point has been in regards to identical surface maps
that only differ by a linear scaling factor. In actual com-
parisons, there will be variations between the surfaces,
even for the case of tool marks generated by the same
source [5]. This will result in a different ratio of S,/S,
for each surface map. Furthermore, the interpretation
of marked points will no longer relate directly to areas
of a compared surface map that exceed S, or S;. How-
ever, the interpretation for the case of identical surfaces
(or inverted copies), provides a direct link between the
height of a feature and the similarity (or dissimilarity)
significance threshold.

The S, value of a map is more sensitive to single
large peaks or valleys because of the squaring opera-
tion and is equal to or larger than S,. Breech face
impressions can have regions with large peaks or val-
leys whose occurrence may not be repeatable due to
variations in firing conditions, wear, pre-fire marks,
or contaminants. Furthermore, the measurement pro-
cess can sometimes result in large spurious values. For
these maps, the S, parameter is more robust and yields
similarity maps that are more consistent. In terms of
the threshold itself, using S, values in the numerator
will create a threshold that varies from comparison to
comparison, whereas using S, values in the numerator
will produce a threshold of unity due to the equivalence
of o and S,. Returning to the example of figure 2, the
threshold based on the product of the S, values of the
compared maps is 0.556 (for dissimilarity, the thresh-
old is —0.556). A higher percentage of the similarity
map will be highlighted using this threshold compared
to using S;, which would result in a threshold of 1.

In considering the various options for defining an
appropriate threshold for similarity maps, the thresh-
old based on S, values was chosen for its robustness
and its ability to identify a practically useful fraction
of significant features for visualization purposes, simi-
lar to those that an examiner would identify. Figure 3
shows the similarity map from figure 1 shaded to iden-
tify areas that are highly similar and dissimilar based
on this threshold. Locations of figure I where the simi-
larity value is greater than or equal to the threshold are
considered highly similar, and these are colored red in
regions where the surface maps are positive (peaks)
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and blue in regions where the surface maps are nega-
tive (valleys). Locations where the similarity is less
than or equal to the negated threshold are considered
highly dissimilar regions and these areas are colored
yellow. The regions with similarity values between
these threshold values are classified as lesser contribu-
tors to the ACCF value and are shaded in grayscale.

The similarity map is a useful visual tool for iden-
tifying the regions that might traditionally be identi-
fied by an examiner during a visual comparison of the
samples. The colored areas in figure 3 should be similar
to the regions that an examiner would highlight man-
ually if given the appropriate tools. In this sense, the
similarity map draws a connection between the quali-
tative comparisons made by human examiners and the
quantitative comparisons made with computer algo-
rithms. The similarity map could be applied in sev-
eral ways: (1) to quickly identify regions of interest for
further detailed examination by a firearms examiner,
(2) to support conclusions presented by an examiner
after an independent visual comparison, (3) as a qual-
ity control check during independent peer review of
a comparison conclusion, or (4) to evaluate whether
possible sub-class features, identified by an exam-
iner, contribute significantly to the similarity value
obtained by an algorithm. In these applications, it is
important to implement procedures that minimize the
possibility of confirmation bias.

2.2. Determining persistent and characteristic
features from several surface maps

The ability of the similarity map to identify regions
of interest in tool mark comparisons can be leveraged
to create an algorithm that attenuates the effects of
tool mark variability. The goal of the algorithm is

to combine images of multiple samples fired from
the same firearm into one image, the characteristic
surface map, that highlights features that are both
reproducible and significant. Combining multiple
instances of images before a comparison, even as an
average, is fundamentally different from averaging the
results of individual sample comparisons. The latter
mean similarity score yields reduced variability of
comparison results, but the averaging does not affect
the mean difference between the similarity scores of
same-source and different-source comparisons. For
example, uncorrelated measurement noise reduces
the absolute value of the ACCF similarity score. This
bias cannot be reduced by simply averaging the ACCF
values of multiple comparisons.

Analternative approach forimproving comparison
results by combining maps of multiple same-source
samples was recently presented by Planka [23]. In
Planka’s marks step integration (MSI) approach,
each region on the combined or composite surface
map represents the measured data from that sample
which is determined to be most representative or least
damaged in that particular region. The algorithm pre-
sented here is different in that points on the composite
surface map are calculated based on the surface maps
from all the same-source cartridge cases. In princi-
ple, this approach reduces variability even for regions
that are undamaged or ‘well-marked’. Since practical
considerations limit the number of samples used, the
challenge is to identify sample areas with major dis-
crepancies and improve upon the attenuation of their
effect on the composite image that is achieved by sim-
ple averaging.

The goal of the presented algorithm is to reduce the
variability of comparison scores while also improving
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the discrimination between scores of known matching
comparisons and known non-matching comparisons.
The algorithm employs three mechanisms to reduce
the effects of same-source sample to sample variabil-
ity: outlier rejection, averaging, and similarity maps.
The algorithm is summarized in the flow chart in
figure 4, where relevant maps are inset for the case of
three maps being used to create a representation of the
characteristic marks generated by this individual fire-
arm. After trimming, filtering, and leveling, as detailed
in section 3, each surface map or image is registered to
all other maps from the same source, typically by maxi-
mizing the respective normalized correlation coeffi-
cients. A best consensus registration is estimated based
on the results of all pairwise registrations, yielding a
stack of registered surface maps. Outliers, e.g. due to
a scratch in one image that is not present in all other
images, are detected using a modified Z-score crite-
rion [24] applied to the stack of image values at each
pixel location. The modified Z-score is shown in equa-
tion (3) where x; is a pixel value of the ith image under
test. The denominator in the equation represents the
median absolute deviation (MAD) and the factor
1.4826 is included to make it a consistent estimator
[24] of the respective standard deviation under the
assumption that the measured surface heights of same-
source samples at a single location roughly obey a nor-
mal distribution. If the absolute value of Z; is greater
than 3.5, the respective image pixel value is determined

tobean outlier and it is excluded from further analysis.
Although the assumption of an approximate normal
distribution seems reasonable for this purpose, consid-
ering the large number of influence factors that cause
variations in same-source map values, this assumption
requires further study. Modifications to this correction
factor will scale the cutoff for values that are consid-
ered outliers at each pixel, but will not fundamentally
change the procedure. The registered maps with outli-
ers removed are averaged to obtain a description of the
typical surface impressions made at the time of firing.
This averaged map is called the persistent surface map
in that it represents an improved estimate for the sur-
face topography that persists across multiple firings.
An alternative approach to address outliers, which in
our case yielded roughly similar results, is to obtain the
pixel wise median of the stack of registered maps.

7 x; — median(x)
' 1.4826 - median(|x — median(x)|) '

(3)

It is important to note that the surface area of
each impression is not identical between firings.
Therefore, in the stack of registered images, there
may be locations where certain surface maps do not
have any height information. This is due to variations
in the location and size of the masked (trimmed)
areas: the primer roll-off area, the firing pin
impression, the material flow back region, aperture
shear area, and firing pin drag mark. Furthermore,




drop-outs, i.e. sample points where the instrument
was unable to obtain a measurement value, can
vary between samples. Drop-outs can, for example,
occur in areas whose the surface slope exceeds the
measurement capability of the instrument or areas
where reflectivityistoohighortoolow.Inthe
algorithm presented here, these non-overlapping
regions were excluded from the analysis. This
reduces the overall area of the persistent surface map
but, in this particular example, the reduction was not
substantial. For applications where the reduction in
area would be problematic, it is possible to include
these regions by implementing a stitching algorithm
of the maps. In this case, the relative offset and tilt
of each image would be estimated by minimizing the
variance of overlapping pixel values, after which the
overlapping pixel values would be averaged. Blending
weights can be applied at the image edges to avoid
sharp height variations at these edges in the stitched
map. However, variations in the number of averaged
measurement values would still cause variations in
the attenuation of non-repeatable surface values
across the domain. This stitching method was not
implemented in the algorithm presented here but
could be considered if applying the algorithm to
images with substantially varying surface areas.

The next step is to determine the features that
consistently and significantly contribute to similarity.
At the consensus registration location, every possible
pairwise combination of the N surface maps is used to

generate a similarity map. The result is (I;I) similarity

maps representing the pointwise magnitude of simi-
larity for each of the comparisons. This stack of images
is then averaged to create a representative similarity
map. This process is equivalent to averaging the simi-
larity maps for the comparison of each image with the
mean of all other images. The representative similarity
map is then used to identify areas that are consistently,
highly similar by applying an appropriate threshold.
A mask is created that identifies the regions where
the similarity map is above the threshold. This mask
is then applied to the persistent surface map that was
obtained through averaging of the registered surface
topography maps. The result is a characteristic surface
map, that is, a sparse surface map that contains only
the most significant and consistent surface features
imparted by a given tool.

The threshold used to define highly similar areas
on the representative similarity map is a slightly modi-
fied version of the threshold discussed above. In this
case, the surface roughness average S, for every surface
map used to construct the characteristic surface map
is calculated. For each map comparison, the threshold
value for that comparison is calculated, which yields an

array of (I;]) threshold values. The mean of this array

is the threshold value for the representative similarity
map.

3. Results

3.1. Applying thealgorithm to measured data

To demonstrate the use of this algorithm in practice,
we analyzed a set of Winchester 9mm luger 115
grain cartridge cases which were fired from two
M&P9 Smith & Wesson” handguns. These cartridge
cases are part of a test set produced by the Federal
Bureau of Investigation (FBI) where 11 firearms with
consecutively manufactured slides were each fired
100 times. Only a selection of the cartridge cases
have been measured for this study. This includes 75
cases from the eleventh firearm of the set and 72 from
the seventh firearm of the set. The selection of the
firearms was chosen at random and the difference in
sample numbers is due to three missing samples in
the set collected for the eleventh firearm. The breech
face impression was measured using a spinning disk
confocal microscope with a 10x objective and a
nominal lateral pixel spacing of 3.125 pm. The root-
mean-square instrument noise, tested by measuring
an optical flat, was approximately 12nm. The set
of unprocessed measurements is available on the
NIST Ballistics Toolmark Research Database [25]. To
prepare the measurements for use in the comparison
algorithm, the measured breech face impressions were
first trimmed to remove roll off at the edges of the
surface map, the firing pin impression, firing pin drag
marks, and aperture shear. The trimmed surface maps
were further processed by identification of dropouts
and outliers, leveling, and application of a robust
Gaussian bandpass regression filter with cutoff lengths
of 25 ym and 250 pm to attenuate noise, waviness, and
surface form [26].

The measured and processed breech face impres-
sions were used to calculate numerous persistent and
characteristic maps, as described in figure 4, using N
random selections (without replacement) of reference
images for different values of N. These surface maps
were then compared to all of the remaining breech face
impression measurements from the same firearm as
well as the measurements from the other consecutively
manufactured firearm. The similarity was calculated
by finding the maximum ACCF between the ques-
tioned surface map and either the persistent surface
map or the sparse characteristic surface map. Then
a distribution of comparison scores was obtained
for both the persistent and the characteristic surface
maps. An example of the score distributions is shown
in figure 5. In this example, the persistent map and the
characteristic map were calculated using a set of three
randomly selected firings from the seventh firearm

2Certain  commercial instruments, or
materials are identified in this paper in order to specify the

experimental procedure adequately. Such identification is

equipment,

not intended to imply recommendation or endorsement by
the National Institute of Standards and Technology, nor is it
intended to imply that the materials or equipment identified
are necessarily the best available for the purpose.
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which were then compared to all of the remaining fir-
ings from Firearm 7 to generate the known matching
distribution and all of the firings from Firearm 11 to
generate the known non-matching distribution. This
figure demonstrates that the use of the characteristic
surface map increases the value of the similarity metric
for both matching and non-matching comparisons,
butithasa greater effect on the matching distributions
yielding better discrimination between matching and
non-matching scores.

3.2. Assessingvariability in breech face impressions
The distributions calculated in the previous
section were combined to demonstrate the overall
effect of using composite images. For each value of
N, the distributions of known matching and known
non-matching scores associated with each of the
independently selected sets of reference images were
combined into a single distribution. The first moment
(mean), the lower 5% bound, and the upper 95%
bound of each combined distribution were calculated
to understand the effect of N on the discriminatory
power and the variability in comparison scores for this
comparison algorithm. Although the distributions
cannot be fully described by their first moment and

percentile bounds, these values do give a preliminary
understanding of how the distributions vary and allow
the results to be concisely depicted

Figure 6 shows the first moment of the score dis-
tributions generated using Firearm 7 as the source of
the persistent and characteristic surface maps. The
bars indicate the lower 5% and upper 95% bounds
of the distributions. First, N =1 was used to form
a baseline for the distributions. In this case, it is not
possible to average or identify characteristic fea-
tures, which means that this part of the graph simply
describes the ACCF scores obtained when comparing
two images directly, such as in [11]. As the number
of combined surface maps increases, the mean value
of the comparison scores also increases for known
matches but stays relatively low for the non-matching
comparisons. In addition, the spread of the distribu-
tion, indicated by the bars, remains relatively constant
as Nis increased. The lack of a significant reduction in
the dispersion with N is mainly due to the unchanged
variability of the individual questioned or evidence
images used in the comparisons. In general, a wider
separation between the mean values of the known
matches and known non-matches, coupled with small
dispersion bars for all distributions, indicates a more
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discriminatory system. In comparing the scores of the
characteristic and persistent maps, there is an increase
of all scores when using the characteristic map but the
increase for known matching comparisons is greater
than the increase of the known non-matching scores.
Use of a larger number of combined surface maps
provides a better discriminatory system because non-
repeatable features in the reference are attenuated. The
comparisons using the characteristic surface map give
an additional improvement to source discrimination

by focusing on areas that both consistently and sig-
nificantly contribute to the similarity metric of known
matching reference samples. In the absence of subclass
features, which we do not see evidence of in these car-
tridge cases, these improvements mainly affect same-
source comparisons.

The same process was repeated using Firearm 11
as a reference, and the results of these comparisons are
shown in figure 7. In this case, the overall ACCF scores
were typically higher for the known matches and the
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overall discrimination for this firearm was better. The
same general trends that were seen in figure 6 are also
present in this figure. There is an increase in discrimi-
nation when averaging a larger number of surface
maps and the comparisons using the characteristic
surface map show an improvement over the same
comparisons with the persistent surface map. The
asymptotic improvement with increased N in both
cases indicates that most of the improved discrimi-
nation can be achieved with approximately five aver-
aged samples; beyond this, there are relatively small
improvements. It is important to note that these are
consecutively manufactured firearms. In general, sub-
class characteristics may increase the ACCF score for
known non-matching comparisons when images are
combined. An evaluation of the samples in this study,
by one of the authors who is an experienced firearm
and tool mark examiner, revealed that there were no
apparent visible indicators of sub-class features that
would significantly influence the id entification con -
clusions. The lack of a significant increase with N of
the ACCF values for non-matching comparisons of the
persistent surface map seems to confirm this. The large
initial jump between N = 1 and N = 2 in the mean of
the comparison scores for the characteristic reference
map may be explained by the significant reduction of
the reference map domain to areas with features that
have a significant height. This typically provides more
opportunities for the image registration process to
increase the ACCF comparison value by shifting the
position and orientation of the compared map.

4. Conclusions

The proposed method for calculating a persistent
or characteristic surface map provides an improved
estimate for the reference surface map for specific-
source identification s cenarios w here a fi rearm is

available. However, in most scenarios, it is not possible
to account for the shot to shot variability present
in the questioned crime-scene sample. Even when
multiple crime-scene samples have been found, they
typically must be analyzed independently as one
cannot assume that they were fired from the same
firearm. T his v ariability l imits t he m aximum v alue
for the similarity metric that can be attained for
same-source comparisons. By creating figures | ike
figures 6 and 7, it is possible to estimate the benefits of
combining multiple firings from a firearm to produce
arepresentation of the persistent or characteristic tool
marks. The trends present in figures 6 and 7 depend
on the same-source reproducibility of the breech face
impression data foragiven firearm. For these particular
Smith & Wesson firearms,s ignificant be nefits
were obtained by averaging roughly five r eference
files. A veragingm ores amplesd idn ot p roduce
significant a dditional i mprovements. T he p ossible
applications of this approach relate to understanding
the consistency of firings and the ability to develop a
robust approximation of the respective persistent and

significant components. In addition to increasing the
discriminatory power of a comparison system, the
ability to quantify variability between firings is useful
for expressing confidence in comparison scores. In
a research setting, the approach may be applied to
both reference and compared samples from different
consecutively manufactured firearms to identify
sub-class features and quantify their effect. Finally,
the approach may be applied to persistence studies
where a large number of firings are made from a single
firearm. Numerous firings are collected and measured
at discrete intervals within the firing sequence and
then compared to see how the impression changes
over time. Persistent features can be used to obtain a
better understanding of a typical surface impression
during each of the intervals, resulting in a better
representation of the change in important features
after alarge number of firings.

In conclusion, a new method for analyzing
impressed tool marks has been introduced which
can extract and visualize consistent and significant
features. The identified features persist over repeated
firings and are used to improve similarity conclusions
by ‘ignoring’ sample regions whose features are less
significant or less reproducible. The resulting persis-
tent surface map, along with highlighting of promi-
nent features (figure 3), serves as a useful tool in sup-
porting the conclusions of examiners by providing a
link between subjective visual similarity and objec-
tive similarity metrics. The ability to visualize areas
that are contributing significantly to the similarity
score will also aid examiners in determining if sub-
class characteristics are mistakenly being used by the
comparison algorithm. The new comparison method
was applied to a set of breech face impressions and
improved discrimination was observed between
non-matching and matching scores. We provided an
initial approach for estimating the number of aver-
aged tool markings that yield significant improve-
ments to the discriminatory power of comparisons,
providing insight into the required number of known
firings to be collected in a forensic investigation. With
further validation, these concepts will support the
goal of providing more objective and discrimina-
tory comparison methods in firearm and tool mark
examination.
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