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Certain commercial products are identified to help explain the 
research. Such identification is not intended to imply 
recommendation or endorsement by the National Institute of 
Standards and Technology, nor is it intended to imply that the 
products identified are necessarily the best available for the 
purpose.
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Examples inspired by guidance from NIST SP 800-82 
(Guide to Industrial Control Systems Security)
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What is Baseline Tailor?

Experimental open-source software for:

• Developing Cybersecurity Framework Profiles

• Tailoring National Institute of Standards and 
Technology (NIST) Special Publication (SP) 800-53 
security controls

• Generating Extensible Markup Language (XML) 
output

• Using the CSF and NIST SP 800-53 together

Baseline Tailor supports the Select step of the RMF
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Potential Baseline Tailor Users

• People responsible for:
• Information system development

• Cybersecurity implementation and operation

• Developers of:
• Industry sector-specific cybersecurity guidance

• Cybersecurity-related software applications

• Organizations wishing to improve communication 
of cybersecurity information
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Baseline Tailor Goals

• Make it easier to create and document Profiles, 
tailored baselines, overlays

• Enforce NIST SP 800-53 tailoring constraints

• Promote interoperability and reuse

• Enable security automation
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About Me

• Relatively new to the world of cybersecurity

• Past experience with XML and data modeling

• Contributed to ISO 10303 (aka STEP) standard, used 
in most computer-aided design systems

• Member of NIST’s Cybersecurity for Smart 
Manufacturing Systems project
• Objective: Deliver a manufacturing-tailored 

cybersecurity RMF with supporting guidelines, methods, 
metrics and tools that addresses performance, 
reliability, and safety requirements
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Why I’m Here

• To get feedback
• Is Baseline Tailor useful in its current state?

• What would make it more useful?

• Am I on the right track?

• To spread the word
• Prospective users

• Third-party developers (and those they listen to)
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Why Baseline Tailor?

Reason 1: Incompatible representations
• NIST SP 800-82 Industrial Control System overlay 

documented as a series of tables

• Tailored baselines for mobile devices and cloud 
computing services each documented as spreadsheets

• All use divergent documentation conventions

• None are easy for users to navigate or for software 
developers to integrate
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Reason 2: Challenges Combining 
RMF and CSF

Security Control
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Framework 
Core

Framework 
Profilecustomize

Tailoring SP 800-53 Security Controls
Use Case: Supporting the RMF Select step with a Framework Profile

Source: Matt Barrett’s 
January 2016 presentation
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About Baseline Tailor

• Single-page web application

• Hosted at https://pages.nist.gov/sctools

• Easy to install and run locally

• Includes internal data model of CSF Core

• Leverages existing information sources
• NIST SP 800-53 database (https://nvd.nist.gov/800-53)

• XML NIST SP 800-53 Controls (Appendix F and G)

• Online search

• NIST SP 800-82 Industrial Control System baselines
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Tabbed User Interface
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What You Can Do With the Tabs

Tab Operations

• Navigate security control catalog and ICS overlay
• Modify baselines
• Add to supplemental guidance

• Navigate Core
• Modify Profile

• Show all Core subcategories referencing a control
Helpful for using CSF to support RMF Select step

• Modify Profile
• View subcategory details
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Baseline Tailor Implementation

• Source code is all XML (XForms, XSLT, XHTML)
• Eases leveraging of NIST SP 800-53 XML data

• Reduces dependence on programming/scripting 
languages

• All processing client side

• Runs in common browsers (Chrome, Firefox, Safari, 
Opera, …)

• Can be run from local file system without HTTP 
server
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Security Control Editor Workflow
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Workflow: Bringing it all Together
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Summary

• Baseline Tailor is experimental open source 
software for CSF and NIST SP 800-53 RMF users

• Usage scenarios
• Tailoring a security control
• Browsing and using the CSF
• Creating structured XML
• Using the CSF and RMF together
• More likely to emerge

• Was useful in creating CSF Manufacturing Profile 
employing NIST SP 800-53 and NIST SP 800-82 
guidance
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Limitations of Baseline Tailor

• Implementation tied to current versions on NIST 
specifications
• New versions will require software updates

• Framework Profile XML could include more information 

• Cannot import an existing tailored control
• Needed for composability (e.g., tailoring an overlay)

• No support for NIST SP 800-53 assignment and selection 
parameters
• Example from IA-3 description: “The information system uniquely 

identifies and authenticates [Assignment: organization-defined 
specific and/or types of devices] before establishing a [Selection 
(one or more): local; remote; network] connection.”

• And many more…
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A Plea

Security professionals:
• Try Baseline Tailor

• Encourage software developers to 
support CSF/RMF usage

Software developers:
• Experiment with the source code

• Build more and better tools

Everyone:
• Provide feedback, ask questions, report 

bugs
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For More Information

• Baseline Tailor information page: 
http://go.usa.gov/cuxq3

• NIST Pages site: https://pages.nist.gov/sctools
• Baseline Tailor online application

• XML schemas and data

• User Guide (NISTIR 8130)

• My email: lubell@nist.gov
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Preferences Dialog
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Cyber Framework Browser Tab
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Framework Profile Tab
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Security Control Editor Tab: IA-3
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NIST SP 800-53 Constraints
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IA-3 Tailored for an Industrial 
Control System
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ICS-specific Text Added, Copy-Pasted
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Controls Referenced by PR.AC 
Subcategories
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Security Control AC-2
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Cross References Tab
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NIST SP 800-53 Database Lookup

38



NIST SP 800-82 ICS
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Framework Core: Database Export
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Structured XML via XSLT 2.0
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