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Employing Cyber-Physical Systems: Dynamic
Traffic Light Control at Road Intersections
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Abstract—Traffic lights (TLs) are used to control traffic at road
intersections. Typically, the TL control mechanism on the road
operates according to a fixed periodic schedule to change the
light (red/yellow/green). A different schedule may be employed
at late night or early morning hours. Such fixed light control
does not react to changing traffic conditions, and is unaware of
(unresponsive to) congestion. In this paper, we propose a novel
framework dynamic TL control (DTLC) at road intersections.
DTLC relies on a sensor network to collect traffic data and
includes novel protocols to handle congestion and facilitate more
efficient traffic flow. The proposed low-overhead algorithms are
practical to employ in live traffic flow scenarios. Through anal-
ysis and simulations, we demonstrate the benefits of DTLC in
optimizing traffic flow metrics, such as traffic throughput, vehicle
waiting time, and waiting line length. This paper is a step toward
employing smart TLs, which are part of the future envisioned
“Smart City.”

Index Terms—Distributed algorithms, sensor networks, smart
city, traffic flow optimization, traffic light (TL) control.

I. INTRODUCTION

THE RECENTLY proposed cyber-physical systems (CPSs)
define how the computing world manipulates and inter-

acts with the physical world. CPSs are being developed for
various application domains, such as environmental monitor-
ing and smart homes. While the CPS area is developing,
several questions need to be answered. For example, it is not
clear if the computing foundations are adequate for supporting
and using CPSs [1]. Some argue that CPSs need top-to-bottom
rethinking of computation (i.e., require changing the compu-
tation model). One of the practical domains that benefit from
advances in CPSs is the optimization of transportation sys-
tems (e.g., developing and employing smart road optimization
approaches).

Optimizing traffic flow/handling congestion are classic
issues in transportation systems. Research in Civil Engineering
has focused on improving the road conditions, changing (or
adding) traffic lanes, and controlling traffic lights (TLs) to
improve the traffic flow, especially on the main/congested
roads. New research focuses on utilizing CPSs to optimize
traffic flow and improve the driver’s experience on the road.
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Most previous research (see Section VIII) has shown the
“benefits” of using controlled TLs and proposed “theoreti-
cal” methods (centralized control). However, practical methods
are still needed to optimize the control of TLs based on the
traffic flow conditions. Therefore, we plan in this paper to
address how to “perform” traffic flow control at intersections
for optimizing the traffic flow metrics, such as throughput and
delay.

In this paper, our contributions are as follows. First, we
present a “practical” framework for optimizing the flow of traf-
fic using a dynamically changing TL. Our framework includes
collecting road conditions by sensors deployed on the sides
of the road [road-side units (RSUs)], and proposes novel
distributed algorithms to decide on when to switch TLs to
alleviate congestion. Second, we argue that our proposed tech-
niques are simple/fast and have low overhead. Thus, they can
be practically applied on road traffic “online” (i.e., while traffic
is flowing on the road). Third, through analysis and simula-
tions, we demonstrate the benefits of the proposed framework
and techniques to enable better flow of traffic. Compared to
the previous work in this area (see Section VIII), this paper is
novel and unique due to of the following reasons.

1) It proposes detailed efficient solutions (proposed algo-
rithms and supporting hardware) to be employed on the
existing TL control systems.

2) It can be employed to all types of traffic models.
3) It can be employed “gradually,” i.e., on certain

TLs/streets and then to entire regions. Significant impact
on performance can be achieved even with local deploy-
ment. This supports desirable functions for the envi-
sioned future Smart City [29].

The rest of this paper is organized as follows. Section II
describes our general system model. It also lists the objec-
tives of this paper. Section III explores the possible design
approaches for TL control. Sections IV and V present two
proposed distributed solutions for enhancing traffic flow.
Section VI analyzes the proposed techniques by outlining the
possible triggers to change the TL ahead of its schedule, and
describing the overhead of the proposed solutions. Finally,
it briefly discusses how to achieve global/regional TL opti-
mization. Section VII evaluates the proposed algorithms on
possible light/heavy traffic scenarios. Section VIII overviews
related research on traffic flow control. Section IX introduces
a tentative hardware platform that may support our proposed
framework. It also discusses other tentative road applications
(pedestrian safety). Finally, Section X concludes this paper
and provides directions for future research.
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II. SYSTEM MODEL AND OBJECTIVES

A. Road/Traffic Model

We make realistic assumptions about the traffic pattern, the
vehicles capabilities, and the road intersection.

1) Road: Typical model with intersecting roads. A road has
two opposite segments, each allowing traffic to go along
one or more lanes.

2) TLs:: Installed at the head of each road segment. The
TLs at two opposite (or intersecting) segments always
show the same (or opposite) colors.

3) Traffic Model: We propose TL control techniques that
are independent of the vehicle arrival model. Thus,
the vehicles arrive according to any arbitrary stochas-
tic model, and may proceed in any direction (forward,
left, or right).

4) Vehicle Detection: By exploiting either RSU sensors
or vehicle-installed devices, detect or report the vehi-
cles that arrive at the intersection on each of the four
segments.

B. Objectives

It is required to develop mechanism(s) to optimize/control
the traffic flow. These control protocols “collect” traffic flow
information and use it to optimize the traffic flow metrics, such
as traffic throughput or waiting time in TLs, fairness, etc. The
proposed protocols have the following features: 1) low pro-
cessing complexity; 2) low communication overhead; 3) fast
decision-making; and 4) low (practical) cost for deploying the
proposed protocol(s).

It is necessary to motivate state/city councils to adopt such
new technology in TLs, and to avoid any problems if there
are noncompliant vehicles on the road.

III. DESIGN APPROACHES FOR DTLC

A. Design Approaches

We categorize the design of dynamic traffic control mech-
anisms into two possible alternatives.

1) Design Approach 1: The rationale of this approach is to
rely on the road infrastructure to sense congestion and trig-
ger TL changes accordingly (i.e., at unequal time intervals).
Deploy sensor infrastructure (RSUs) to collect information
about the road conditions (e.g., the number of vehicles waiting
for a green light). Also deploy a TL controller (TLC) at the TL
to control its state based on an algorithm that uses information
from the RSUs. The infrastructure can also be sensors placed
at road lanes. This requires that the sensors can communicate
their data to the TLC. We name this alternative road-based
infrastructure TL control (RITCO).

2) Design Approach 2: The rationale of this approach
is to give the vehicles the responsibility to collaborate and
exchange information to determine if a congestion condition
has occurred, and thus early TL change should be triggered.
Use distributed infrastructure, e.g., a TLC at the TL and a com-
munication device per vehicle to report the vehicles’ arrivals
and locations (road segments) to the TLC. This reduces the
amount of road infrastructure, but imposes requirements on the

vehicles to support the TLC. We name this design approach
vehicle-based infrastructure TL control (VITCO).

B. Which Design Approach to Endorse

Several issues need to be considered for developing and
adopting any design approach.

1) Complexity/Cost: Evaluate processing/communication
complexity, in addition to cost. Designs that require sig-
nificant processing are acceptable if: a) the computing
devices are expected to be capable of rapidly carrying
out the computations and b) the communication com-
plexity is expected to be much more expensive than the
processing complexity. The cost is also a determining
factor.

2) Applicability: Describes which mechanism is more prac-
tical in the transportation system/road network model
under study, and therefore, is more applicable. This
involves studying several issues, such as effectiveness,
ease of deployment, and deployment/running cost.

3) Performance Metrics: Several metrics are defined in
Section VII-A (e.g., throughput) to evaluate the proposed
technique(s). This helps to determine the suitable design
approach for the road/traffic model that we are optimiz-
ing. Note that the traffic models may require different
optimization mechanisms to operate optimally.

Selecting which design approach to endorse and implement
will typically depend on the analysis of the above issues.

IV. RITCO

A. Introduction

RITCO uses “design approach 1” (Section III-A). It requires
the following.

1) TL Controller: a) Co-located with the TL and b) col-
lects information about the current road conditions from
RSUs and uses it for light control.

2) Sensors at RSUs: Each road segment is equipped with
at least one RSU installed several meters away from
the intersection to coordinate the detection of vehicle
arrivals. If the TL is going to change to red at time TRed,

each of the two RSUs installed on the opposite road
segments with the red light is notified of the impend-
ing change at time (TRed − �t), where �t is a small
number, to start counting the vehicles that will be wait-
ing at the TL. The count is periodically reported to the
TLC. If multiple sensors are used, then sensors coordi-
nate to avoid duplicate counts Using a single sensor (if
possible) eliminates such overhead.

B. RITCO Protocol

1) Overview: RITCO is a distributed protocol that is exe-
cuted at the TLC and at the RSUs. The TLC announces when
the TL is going to change (based on, e.g., timer expiration or
the waiting vehicles count exceeds a threshold). Starting at �t
time ahead of the TL change to red, the RSUs begin to count
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TABLE I
DEFINITION OF SYMBOLS USED IN THE PROTOCOLS

the vehicles that will be waiting at the red light. While the TL
is red, if the number of waiting vehicles exceeds a threshold,
the TLC triggers early TL change to green. TLC activates
the process of vehicle counting at the RSU. While active,
the arriving vehicles are counted and periodically reported to
the TLC (for reliability). When the green light is approaching
(specified by the TLC), the RSUs stop counting the arriving
vehicles. Table I lists/defines the symbols used in the RITCO
protocol (and later in the VITCO Protocol). Table II lists the
pseudo-code of the RITCO protocol. Note that the light does
not need to be changed on the “green” side if no traffic is
waiting (i.e., the RSU does not sense waiting vehicles on the
other arm).

V. VITCO

A. Introduction

VITCO uses “design approach 2” in Section V-A. It requires
the following.

1) TL Controller: Co-located with the TL. It simply inter-
prets and executes VITCO decisions.

2) Vehicle Radio VR: A vehicle’s communication device
that announces a vehicle’s arrival at the TL. Thus, the
VR’s in VITCO coordinate to control the TL.

B. VITCO Protocol

1) Overview: VITCO is a distributed protocol that is
executed at the arriving vehicles. It includes electing a coor-
dinating vehicle (CoVe), which controls the TL transitions. To
elect the CoVe, the first vehicle arriving/stopping at the red
light elects to become the CoVe. In the rare case that later
another CoVe is found, one CoVe can yield its leadership to
the other using a simple arbitration mechanism (e.g., the com-
parison of license plate numbers or the proximity to the TL).
The CoVe counts the number of waiting vehicles (similar to the
TLC in RITCO). The CoVe thus keeps track and announces
when the TL is going to change to green. While the TL is
red, if the number of waiting vehicles exceeds a threshold, the
CoVe triggers early TL change to green. Table III provides
the pseudo-code of the VITCO protocol, which is executed at
every road segment by the CoVe and the TLC (the symbols
are the same as in Table I). Similar to RITCO, the light does
not need to change to “red” on the green side if no vehicle is
waiting on the other arm of the intersection.

TABLE II
RITCO PROTOCOL DETAILS

C. Example

In Fig. 1, we illustrate the operation of the proposed TL
control optimization approaches, in addition to the legacy
TL system operation. We illustrate three approaches for TL
control.

Classical TL: Every k seconds, the TL changes (red ➔ green
or green ➔ orange ➔ red). The k seconds are fixed regardless
of the traffic conditions.

RITCO: Count the arriving/waiting vehicles at the red lights
(TL2_1 and TL2_2) using sensors on the road sides (RSUs).



YOUNIS AND MOAYERI: EMPLOYING CPSs: DTLC AT ROAD INTERSECTIONS 2289

TABLE III
VITCO PROTOCOL DETAILS

Pass this count from the RSUs to the Advanced TLC. When
the count at the TLC reaches/exceeds a threshold, the TLC
changes the light from red to green (i.e., does not wait for the
typical k seconds to elapse before switching the TL).

VITCO: Elect a CoVe at each red light to count the vehicles
that are waiting for the green light. Count the arriving/waiting
vehicles at the red lights (TL2_1 and TL2_2) using communi-
cation between the arriving vehicles and the CoVe. The CoVe
periodically reports the number of waiting vehicles to the
Advanced TLC. When the count at the TLC reaches/exceeds
a threshold, the TLC changes the light to green (i.e., does not
wait for the typical k seconds to elapse).

VI. ANALYSIS OF THE PROPOSED APPROACHES

A. Triggers to Change TLs Synchronously
or Asynchronously

The current TL transitions use fixed (preassigned) intervals
for the different lights (i.e., M1 seconds for red and M2 sec-
onds for green, where M1 and M2 are constants). Recently, in
some areas, a form of adaptive light transitions is employed.

However, such transitions were limited to prolonging the green
light at main streets until a vehicle arrives at a side street. In
this paper, we consider a much broader scope for the reasons
of TL change and propose a comprehensive approach for adap-
tive TLs. The TL can be changed (red➔green or green➔red)
in one of two ways.

1) Synchronously: According to a timer expiration (which
is being employed on the roads now).

2) Asynchronously: The TL changes if certain events
trigger the need for light change (including timer
expiration).

Triggers for asynchronous TL change can be due to (but are
not limited to) the occurrence of the following events.

1) The number of vehicles that are waiting for the green
light exceeds a certain threshold (on a single or both
sides of the TL). Considering the waiting vehicles on
each side separately is more practical to avoid having
very long waiting line anywhere.

2) No vehicles have crossed the road intersection from
the sides that have the green light for a certain time
interval.
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Fig. 1. Illustration of TL optimization techniques. To count/report the arriving vehicles, RITCO uses RSUs while VITCO uses a CoVe. TL change is triggered
based on vehicle count.

B. Properties/Overhead

1) Communication: RITCO has the advantage of being
independent of the vehicles on the road, i.e., requiring no
exchanged communication between the vehicles and the infras-
tructure. VITCO has communication cost to exchange a con-
stant number of messages between: 1) arriving vehicles and
their coordinator (CoVe) and 2) CoVe and TLC.

2) Processing: RITCO puts all the burden on the road
infrastructure (e.g., RSUs). On the other hand, VITCO puts
most of the processing burden on the representative vehicle
that communicates with the TL, as well as, the vehicles on
its segment of the road. In either case, typical processing will
simply require comparing the number of arriving vehicles to
a threshold, which is O(1) per vehicle or O(Nv) for all Nv arriv-
ing vehicles. This is quite inexpensive processing cost due to
typical small Nv (in the range of tens).

3) Cost: RITCO puts all the burden on the city/county
(road infrastructure and TL control equipment). VITCO shares
the cost between the city/county and the vehicles’ drivers.

4) Deployment: It is much easier/safer to rely on RITCO
because of its independence of the vehicles on the road.
It avoids the problems of faulty/tampered vehicle equip-
ment. RITCO also avoids the transition period in which the
vehicles will need to deploy the necessary equipment to
support VITCO.

5) Security: RITCO is more secure than VITCO because
it does not acquire information exchange with the vehicles on
the road (just counts them). Decisions at VITCO are made by
the vehicles, which presents vulnerability to greedy users (tam-
pered control devices). To protect drivers’ privacy, the vehicles
could announce their presence using unique identifiers, such
as a hash value of the vehicle identification number.

6) Communication Overhead and Processing Complexity:
Let N: maximum number of vehicles waiting for the TL
change and L: number of lanes on the road.

Lemma 1: Message exchange overhead is: 1) O(N/L) mes-
sages per vehicle to announce arrival and 2) O(1) messages to
broadcast TL update times [total: O(N/L)].

Proof: Assume that on arrival a new vehicle (V) sends a sta-
tus message about itself to the coordinator. To avoid long-range
messages which may cause collisions with other vehicle mes-
sages, V will use multihop forwarding to send its message
along its lane all the way to the coordinator. The maximum
number of these forwarded messages (assuming no need for
retransmission) is equal to the number of waiting vehicles
in one lane, i.e., N/L. Thus, the communication overhead is
O(N/L).

Lemma 2: Processing complexity is O(N).
Proof: The main processing executed by the two pro-

posed approaches is to register arriving vehicles, which is
O(N). Checking the TL trigger for light change is O(1) per
vehicle [i.e., O(N) overall].

Lemma 3: To decide whether/when to change the TL, the
complexity can be as low as O(1).

Proof: Heuristic-based algorithms, which compare the
number of waiting vehicles to a threshold (e.g., RITCO), have
low overhead of O(1).

7) Robustness to Inaccurate Information: Failure in sensing
vehicles (RITCO) or in communicating with a CoVe (VITCO)
makes information inaccurate at the controller. However, either
case is not expected to happen often. Such inaccuracy will just
delay triggering the light change until the light’s timer expires.
This alleviates any possibility for getting stuck in one light
state. Light change can also be triggered early due to false
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detection of vehicles (or faulty RSUs). This is not a problem
because there is a minimum interval imposed by the dynamic
TL control (DTLC) protocol during which light change cannot
be triggered.

8) Optimizing Channel Contention: RITCO does not suf-
fer from channel contention issues. However, in VITCO, since
multiple vehicles may arrive at the TL at the same time, con-
tention on the communication channel may cause messages to
be lost or retransmitted (indefinitely delayed). This, however,
can be mitigated by: 1) enforce that each vehicle senses the
channel before transmission (similar to typical CSMA MAC
protocols) or 2) make the vehicles carry multiple wireless radio
interface cards. Each card uses a different predetermined trans-
mission channel. The vehicle’s radio then scans which channel
is free prior to transmission.

C. Regional/Global TL Control

The framework (described in Sections IV and V) presents
protocol algorithms for “local” traffic control at a single
TL. However, based on the reactive/independent nature of
the proposed algorithms, the framework inherently addresses
global traffic optimization (across a region or a city). This is
because the proposed reaction to congestion at one TL shifts
the load toward other TLs, thus, continuously distributing the
traffic load and relieving congested areas.

D. Advantages of DTLC

A major advantage of the DTLC framework is that it makes
independent decisions at each TL to achieve local-then-global
optimization of traffic flows. The techniques neither require
exchanging information among multiple TLs nor need to relay
any information to a central controller (CC) (thus avoiding
long-range communication issues). Even if a CC is avail-
able, the CC will have to deal with possible inaccurate (e.g.,
nonsynchronized) information.

VII. EVALUATION

We evaluate our newly proposed DTLC approach (RITCO
or VITCO), in comparison to the legacy TL control. The
simulation tool is developed “in-house” using C/C++ coding.
Our simulator is sufficient to examine the functionality of TL
control. It basically generates traffic load using an arbitrary
distribution and controls the triggering of light change using
our proposed protocols. A full-fledged traffic control system
simulation is not needed in this paper because our focus is to
only generate and handle “arbitrary” traffic at an intersection.
The evaluation does not distinguish between the different fla-
vors of DTLC, because both flavors differ only in the details
of traffic information collection and not in operation. We first
define the metrics then describe the experiments.

A. Metrics/Parameters

The evaluation metrics are defined in Table IV. We focus
on two parameters: 1) number of arriving vehicles at the
TL and 2) number of TL cycles (multiple red-green transi-
tions). Details of the remaining parameters are: # lanes = 2,

TABLE IV
METRICS TO EVALUATE DTLC

Fig. 2. Throughput versus arriving vehicles.

lane capacity = 100 vehicles, vehicles arrival rate = 90/lane
(arrivals are based on an arbitrary stochastic model—i.e., it
does not matter how they arrive), threshold value (waiting
vehicles) = 75, max number of passing vehicles = 150, red
or green interval = 20 s (for classic TL control), yellow
interval = 2 s. Each result is the average of ten random exper-
iments. Note that the threshold values of lights on a certain
road are dependent on the particular road capacity, i.e., length,
number of lanes, etc.

B. Vary the Number of Arriving Vehicles

Vary the number of arriving vehicles at the TL and com-
pute the metrics. The vehicle arrival probability function does
not matter. Only the number of vehicle arrivals triggers the
TL change. Fig. 2 shows the throughput at the intersection
when the number of arriving vehicles varies from 20➔100.
The legacy TLC system does not react to increasing traffic,
while DTLC reacts by early TL switching to handle congestion
(congestion = 75 waiting vehicles threshold is exceeded). This
explains the significant throughput gains achieved by DTLC.

Fig. 3 shows the number of waiting vehicles for green light.
In DTLC, this number is upper-bounded, and early light switch
is triggered when such limit is reached. Taking such action
on both sides of the TL ensures that the waiting line never
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Fig. 3. Waiting line length versus arriving vehicles.

Fig. 4. Waiting time versus arriving vehicles.

Fig. 5. Throughput versus the number of cycles.

overflows. Fig. 4 shows that the vehicles wait slightly less
with DTLC.

C. Vary the Number of TL Cycles (Red–Green Transitions)

We define a “cycle” to be a red-light interval followed by
a green-light interval (or green followed by red). We evaluate
DTLC when the number of TL cycles varies. The number of
waiting vehicles is greater than 80. Fig. 5 shows 250% traffic
throughput improvement under heavy load.

Fig. 6 shows that the waiting line length with DTLC is about
20% less than that of legacy TLC (a modest improvement).
Fig. 7 illustrates that DTLC provides about 25% less waiting
time than TLC (intuitive, especially under heavy traffic).

Fig. 6. Waiting line length versus the number of cycles.

Fig. 7. Waiting time versus the number of cycles.

Fig. 8. Forced early light changes–high traffic load.

D. Forced Early TL Change

Fig. 8 shows the number of forced TL changes with
DTLC. Under high load (i.e., exceeding the threshold), the
TL changes will be forced at every cycle. Based on experi-
ence with how fast the lines grow on particular road lanes, road
administrators can decide how to better set the TL intervals.

E. Other Possible Metrics: Fairness

The DTLC approach clearly accounts for fairness, which
can be defined in many ways, e.g., the corresponding
vehicles at the intersecting TLs experience similar delays
(waiting times) relative to the traffic volume on each
intersection arm.
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Fig. 9. Fairness with TLC (more green time is given to main road with
heavy traffic).

Fig. 10. DTLC fairness (congestion occurs with 70 waiting vehicles). Heavy
traffic side gets more green time.

The possible operational cases are as follows.
1) Light Load: DTLC does not change the typical TL

scheduling, i.e., maintain fairness as in legacy systems.
2) Heavy Load on Both Arms of the Intersection: DTLC

employs early TL change. Such early TL change will
be applied to the two intersecting arms of lights/traffic.
Therefore, fairness is also maintained in this case.

3) Heavy Load on One Arm of the Intersection Only: DTLC
gives early green light to heavily loaded intersection
arm (i.e., distributing congestion). Since vehicles use
a mix uncongested roads and congested roads, DTLC
will typically be fair.

Fairness is demonstrated in Figs. 9 and 10, which show the
waiting time (on both sides of the intersection), when either
TLC or DTLC is employed. The time-sharing ratios between
the main/side road are quite close when DTLC or TLC is
employed (5:8 with TLC and 4:8 with DTLC). Thus, DTLC
is still reasonably fair although DTLC causes significant
throughput gains, as compared to TLC (see Figs. 2 and 5).

VIII. RELATED WORK

A. TL Control

Improving traffic flow is a classic problem in transportation
systems. Civil engineering research focused on improving road
conditions, adding/switching lanes, and controlling TL to give
time to main roads and congested road segments.

Previous work on TLC has proposed theoretical methods to
optimize traffic flow. Little focus was given to practical con-
trol protocols that optimize light transitions based on waiting
traffic.

Some legacy systems have been proposed for controlling
traffic flow (including SCOOT [22] and WITS [23]). The prob-
lem of how to control TLs to reduce congestion has recently
been addressed. Kafi et al. [18] and Tubaishat et al. [20] sum-
marized the general concept and approaches for TL control
using wireless sensor networks (this exemplifies the concept
that we recently refer to as the “CPS”).

Two research approaches that were presented by
Neudecker et al. [6] and Ferreira et al. [2] are close to
our work’s objective (but differ in the approach). In [6],
they studied how to control TLs to facilitate better flow at
intersections. Their approach is infrastructure-less (depends
on communication devices on vehicles to coordinate/control
the TL for more efficiency. The vehicles approaching an
intersection elect a “cluster” leader as they approach an
intersection, and all leaders across the intersection compete
to elect a virtual TL (VTL) leader. The VTL schedules its
red/green transitions. The technique, however, is not clear
on how a leader is elected, especially if multiple leaders
approach the TL at the same time. Thus, we need to design
a robust approach that ensures that only one VTL is present
at the intersection, and this VTL is the “best” candidate.
Ferreira et al. [2] presented a decentralized VTL system that
has two steps: 1) vehicles agree on a VTL leader and 2) the
leader announces the TL schedule to neighboring vehicles.
A leaving leader hands over leadership to another vehicle.
Such approach is flexible since it is always carried out by
the closest vehicle to the TL; one that carries necessary
equipment to coordinate with other vehicles. It is not clear
how the system ensures that only one TL leader is elected.
Reference [3] addresses the question: “to which extent can
intervehicle communication improve the wide-area transporta-
tion network that consists of several cities?” The vehicular
networking community need to extend its perspective toward
“information-centric models.”

Mueller [5] discussed several security concerns in the power
grid, and how immediate research is needed to protect the
critical infrastructure to avoid cyber-physical attacks. There
is complete absence of security solutions to the control pro-
cesses in power plants (security in vehicle controls is similar).
We lack simulation infrastructure to enable academic con-
tributions to solve these problems. Reference [5] advocates
tracking and solving “soft error problems” (a software problem
related to control, such as time settings). This is important to
guard industries, such as avionics and semi-conductors, from
faulty operations. Yousef et al. [19] studied how to exploit
a WSN to estimate the amount of traffic at one or multiple
TLs and make light control decisions based on such estima-
tions. Srinivasan et al. [24] proposed a TLC learning-based
approach using neural networks, which significantly improves
traffic metrics. However, improvement is vulnerable to slow
learning process, especially under changing traffic conditions.

Zhou et al. [21] adaptively controlled light to enable bet-
ter traffic flow through single/multiple intersections. They
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adjust a green light at a sequence of TLs for better flow.
Their control decisions are based on the traffic volume
to reduce the number of vehicle stops. Finally, [16] stud-
ies adaptive TLs based on car-to-car communication. The
goal is to improve traffic fluency and reduce fuel con-
sumption. No study, however, investigated optimal TL con-
trol based on the traffic “volume,” not traffic “availability.”
Relying on car-to-car communication is also unreliable for TL
control.

B. CPSs

Several papers have presented the general CPS prob-
lems/apps. Tabuada [4] claimed that a major research chal-
lenge is to understand how we can adapt the notion of locality
induced by a network of embedded systems to the notion of
locality induced by the physical substratum. Abdelzaher [7]
indicated that several trends impact the future of computer sci-
ence, such as: 1) Moore’s law; 2) the widening human/machine
bandwidth gap; and 3) the high cost of lack of communica-
tion. These trends motivate the development of CPSs if certain
challenges are overcome.

The CPS foundations are discussed in [8]. The claim is
that the CPS problem is the intersection of the cyber and
physical problems. There are several limitations, [8], [9],
including: 1) a critical gap between emerging cyber-physical
infrastructure and user environments; 2) existing CPSs have
not made the leap from one of a kind experiment to gen-
erally useful infrastructure; 3) lack of sufficient flexibility
and modularity; and 4) the wealth of new and diverse users
who would need better support tools, interfaces, and ease
of use. Several problems and research directions in medi-
cal applications are also discussed in [9] and [10]. These
problems include high assurance software, context awareness,
interoperability, autonomy, security, privacy, and certifiabil-
ity. CPSs are also a promising approach for mission-critical
applications (ensuring safety/security/sustainability). Example
mission-critical apps include emergency/management appli-
cations (e.g., [11] and [12]). The requirements of CPSs in
transportation are introduced as the basis for smart transporta-
tion systems applications and their development in [30]. The
requirements for employing CPSs in smart utilities (e.g., smart
grid) are discussed in [31]. NIST studies how to exploit CPSs
to serve in solving multiple measurement problems [32]. These
problems include: 1) the need for a consensus-based CPS
framework and methodology for developing CPS use-cases;
2) the need for a platform for CPS experimentation/validation;
and 3) the need to organize technical work among multiple
sectors [32].

Researchers believe it is too early to research CPS security
issues (we are still studying architecture/development issues).
However, we believe we should put the security aspects in
the forefront of our research agenda to avoid the major issues
that researchers have faced after using insecure Internet pro-
tocols. Several studies have worked on security in CPSs, in
parallel with research on its architectural design. These studies
include [13]–[15]. Recently, research was proposed to support
autonomous vehicles at intersections [17].

(a) (b)

Fig. 11. Tentative hardware for the TL control system. (a) Raspberry Pi 3.
Tentative candidate for the traffic controller. (b) Piezoelectric sensor (candidate
for RSU).

IX. SUPPORTING HARDWARE PLATFORM

AND FUTURE APPLICATIONS

Our future priority is to determine the hardware platform
to carry/support our proposed protocols, i.e., find a suit-
able controller board to attach to the TL, and suitable sen-
sors (RSUs) to be deployed on road sides. A tentative platform
is “Raspberry Pi” [27] [Fig. 11(a)]. The board has a 1.2 GHz
64-bit quad-core ARM Cortex-A53 CPU and includes an
integrated 802.11n wireless LAN and Bluetooth 4.1. It com-
municates wirelessly with the RSUs. It is sold in the range
of $35–$40/unit, which makes it economical to use on every
TL. The board gets a power source from the TL pillar. For the
RSUs, we will study the feasibility of deploying one of the
sensors that are listed in [26] (depending on their capabilities
and cost).

The tentative cost will be around $100 per RSU. An exam-
ple RSU can be the piezoelectric sensor (pressure sensor) [27],
which measures the changes in pressure. A major advantage of
this type of sensor is that it does not need a power source and
this facilitates its deployment anywhere on the road, where
vehicles pass. However, a problem that requires study in this
paper is that the sensor does not carry a wireless communi-
cation card. Thus, its output has to be transferred directly (by
wire) to the control board or indirectly by connecting it to
a separate low-cost wireless radio. Fig. 11(b) depicts a sample
piezoelectric sensor operation.

A. System Cost

We summarize the tentative hardware for the TL control sys-
tem and give a tentative cost estimate. These are just examples
to give a rough estimate of the tentative expenses of the pro-
posed system. A more detailed study will be carried out to
determine the best hardware options and to further reduce the
cost per road segment (and consequently, the overall cost).

As shown in Table V, the total cost of our proposed solu-
tion is about $440/intersection. Adding the installation cost,
software, and profit, the cost will remain in the hundreds of
dollars, which is negligible compared to the cost of a TLC
(e.g., Siemens m50 Controller [28] is $250K).

B. Future CPS Applications: Pedestrian Safety

There is now significant emphasis on legislation that
enforces the accommodation of safe walking/bicycling on the
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TABLE V
SUGGESTED HARDWARE AND ASSOCIATED COST

road. However, according to the National Highway Traffic
Safety Administration, every year tens of thousands of peo-
ple are killed or injured on the road while walking/bicycling
(e.g., in 2010, 4280/70 000 pedestrians were killed/injured, and
620/52 000 bicyclists were killed/injured). The society suffers
the pain of losing lives and the efforts/cost to treat them.

For pedestrians/bicyclists, technical road issues are still
a cause of accidents. One issue is the blind spot that occurs
when a driver makes a right turn while a pedestrian is crossing
his way. A second issue is the conflict between a driver and
a pedestrian who crosses without a “Pedestrian Clear to Pass”
signal. A third issue is when a driver makes a “courtesy wait”
for a pedestrian crossing a multiple lane street, causing other
cars to hit him.

New road safety control strategies are needed for pedestri-
ans and bicyclists. We propose to use CPSs to “sense” the
presence of pedestrians in dangerous spots (especially, those
related to open crossing areas). Such detections are then con-
veyed on clear electronic signs to alert drivers and pedestrians.
New work should focus on proposing a new architecture for
controlling the road safety, which extends the function of
the current traffic and pedestrian lights. We have shown how
CPSs can help in TL control to improve the flow of traffic
at intersections. Integrating this paper with potential research
on road safety will provide a comprehensive set of solutions
for enhancing the safety on the road while improving the
traffic flow.

X. CONCLUSION

We studied a promising CPS application (traffic flow con-
trol). We pinpointed the need to enable DTLC at road intersec-
tions. We studied the possible design approaches for enhancing
the traffic flow, and proposed two protocols to achieve this
goal. Our techniques rely on input from a sensor network on
the road, and make control decisions either centrally at the TL,
or in a distributed way using vehicle devices. Analysis shows
that our techniques incur low overhead (communication and
processing). Simulations show that our protocols provide sig-
nificant benefits to the traffic flow metrics, such as vehicle
throughput, waiting time, and waiting line length. Our future
plan is to study using CPSs for traffic safety and health issues,
e.g., avoiding accidents/reducing pollution.
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