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“When an error was
discovered by the operating
room staff, a signal
(via text page) was sent to
the sterile processing
leadership team, which would
immediately go to the
operating room to
investigate the
potential error.”

—“Applying Lean Methods to Improve
Quality and Safety in Surgical Sterile
Instrument Processing” (p. 101)
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lthough hospitals, clinics, and small-group medical practices

are accelerating their adoption of electronic health records
(EHRs)," there has been a slower adoption rate in pediatric care.?
Anecdotal reports also suggest that these systems often are not
ideal for supporting children’s health care needs. Moreover, unin-
tended consequences with the use of systems primarily designed
for adult populations to provide care to children is documented
in the literature.’ Pediatric care differs substantially from adult
care because of differences in age representations, developmental
status, size, and the measurements used to convey this type of in-
formation, and the ability to communicate. These differences
make the selection and arrangement of information displays, def-
inition of “normal” ranges, and thresholds for alerts more chal-
lenging than for EHR use with adult populations. Technical
guidance for stakeholders in the EHR design and implementa-
tion process has therefore been identified as a national need to
improve the design of EHRs for pediatric patients, in particular,
to enhance EHR usefulness, usability, and patient safety.

Given the importance of developing technical guidance, in
November 2011, the National Institute of Standards and Tech-
nology (NIST) invited experts [the authors] in human factors
engineering (HFE), usability, informatics, and pediatrics in am-
bulatory care and pediatric intensive care to participate in an ef-
fort to generate consensus recommendations. The focus of this
effort was not on all aspects of EHR design but rather on those
that are part of “critical user interactions,” defined as interac-
tions “between a user, such as a physician, nurse, pharmacist,
caregiver, or patient, and the EHR, which can potentially lead to
errors, work-arounds, or adverse events that are associated with
patient harm.” Several of the experts had also participated in pre-
vious efforts funded and coordinated by the NIST Information
Technology Laboratory, including the development of a guide-
line to evaluate, test, and validate* the usabilicy of EHRs and to
document the results from summative usability testing.’ The cur-
rent effort was informed by previously published recommenda-

tions made to improve the usefulness,* patient safety,'*"

Article-at-a-Glance

Background: Usability of electronic health records (EHRs)
is an important factor affecting patient safety and the EHR
adoption rate for both adult and pediatric care providers. A
panel of interdisciplinary experts (the authors) was convened
by the National Institute of Standards and Technology to
generate consensus recommendations to improve EHR use-
fulness, usability, and patient safety when supporting pedi-
atric care, with a focus on critical user interactions.
Methods: The panel members represented expertise in the
disciplines of human factors engineering (HFE), usability,
informatics, and pediatrics in ambulatory care and pediatric
intensive care. An iterative, scenario-based approach was
used to identify unique considerations in pediatric care and
relevant human factors concepts. A draft of the recommen-
dations were reviewed by invited experts in pediatric infor-
matics, emergency medicine, neonatology, pediatrics, HFE,
nursing, usability engineering, and software development
and implementation.

Recommendations: Recommendations for EHR devel-
opers, small-group pediatric medical practices, and children’s
hospitals were identified out of the original 54 recommen-
dations, in terms of nine critical user interaction categories:
patient identification, medications, alerts, growth chart, vac-
cinations, labs, newborn care, privacy, and radiology.
Conclusion: Pediatric patient care has unique dimensions,
with great complexity and high stakes for adverse events. The
recommendations are anticipated to increase the rate of
EHR adoption by pediatric care providers and improve pa-
tient safety for pediatric patients. The described methodol-
ogy might be useful for accelerating adoption and increasing
safety in a variety of clinical areas where the adoption of
EHRs is lagging or usability issues are believed to reduce po-
tential patient safety, efficiency, and quality benefits.
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interoperability,”? and ability to conduct research® of EHRs for
pediatric patients and previous recommendations made to en-
hance usability and patient safety with the use of health informa-
tion technology for all patient populations."

In relation to this focused work, on July 11, 2012, a techni-
cal report, A Human Factors Guide to Enhance EHR Usability of
Critical Care Interactions When Supporting Pediatric Patient Care
(NISTIR 7865),” was published. This report provided 54 de-
tailed recommendations to improve critical user interactions
with an EHR when providing pediatric care and described their
relation to concepts in the human factors and usability litera-
ture. The recommendations were grouped into the nine themes
of patient identification, medications, alerts, growth chart, vac-
cinations, labs, newborn care, privacy, and radiology. In addi-
tion, 14 areas for innovation were suggested as useful EHR
features for supporting the provision of pediatric care. Finally,
four clinical scenarios that highlight unique risks for pediatric
patients and human factors concepts were provided in NISTIR
7865 via an appendix for use in formative user-centered design
processes or summative usability evaluations.

In this article, we summarize the methods and findings from
NISTIR 7865 and then suggest how the specific recommenda-
tions could be translated into practice. In addition, we reflect on
how to translate the methodologies to similar efforts in a variety
of other areas where EHRs are being designed and implemented.
Specifically, we summarize the methodology employed to gener-
ate the recommendations that are provided, and include one of
the four representative, fictional clinical scenarios that was used
to identify unique pediatric needs and the related human fac-
tors concepts” (Appendix 1, available in online article).

We also highlight a small number of selected recommenda-
tions for three specific stakeholder groups—EHR vendors and
developers, small-group pediatric medical practices, and chil-
dren’s hospitals—to aid in implementation of these insights as
quickly as possible into the work setting. Finally, we discuss re-
flections on the process of partnering human factors experts with
clinical experts to identify the unique needs of pediatric patients
in the quest to reduce the risks of unintended consequences from
the use of a generalist EHR for pediatric populations.

Methods

MEETINGS

To derive the critical user interactions and associated recommen-
dations and to gain group consensus, we conducted a series of
one-hour teleconferences during a six-month period (February—
July 2012). The effort included all-group meetings, meetings be-
tween the human factors experts and individual clinical experts,

and subgroup meetings regarding particular scenarios and rec-
ommendations. We conducted a literature review for existing rec-
ommendations published in pediatrics and informatics journals,
which we referenced in the report” and used during the consen-
sus process. We also conducted iterative discussions with pedi-
atric clinical experts and in-depth reviews of the human factors
literature. In addition, we obtained extensive peer review of the
recommendations from experts in pediatric informatics, emer-
gency medicine, neonatology, pediatrics, HFE, usability engi-
neering, and software development and implementation (see the
acknowledgments, pages 134-135).

Clinical Expertise: Special Considerations for Pediatric Pa-
tients. Insights from the clinical experts whom we consulted re-
garding special considerations for providing pediatric care using
an EHR were as follows:

m High variability in physiology and disease states on the basis
of age and weight generates unique requirements for information
displays and alarm and alert thresholds.

m Deviations from standardized vaccination schedules are ex-
tremely complex because of interactions among events and
would benefit from automated decision support and reminders.

m Growth charts are centrally important in providing care—
they require a standardized display and easy access to allow physi-
cians to employ expert strategies to detect patterns that indicate
potential abnormalities.

®m Limited ability to communicate with pediatric patients in-
creases the reliance on the EHR to accurately identify patients,
detect erroneous assumptions, discover symptoms, and access
historical information.

m Increased options for medication orders need to be sup-
ported, including weight-based dosing, alternative medication
formats, combined prescriptions, and sophisticated rounding
strategies for dosing.

Human Factors Expertise: Relevant Concepts from Human
Factors Engineering. A number of concepts in HFE were dis-
tilled and presented by human factors experts to the authors as
particularly relevant to the area for recommendations. These dis-
tilled human factors concepts were as follows:

® Methods for conducting risk assessments of the potential
for human error in a given setting, such as human reliability
analysis (HRA)'

m Strategies to reduce mode errors, which are actions per-
formed in one mode that were intended for another mode”

m Signal detection theory and the associated phenomenon of
“alert fatigue,” in which alerts, reminders, and warnings tend to
be overridden about 90% of the time'®

m The contextualized nature of expertise and the related “rep-
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resentation effect,” in which specialized knowledge is difficult
to apply when information is not represented in the way in
which professionals are trained to use it”

m The relation of increased complexity in a scheduling task
with more interdependencies among tasks, often referred to as
task coupling®

® The importance of providing information displays that ac-
commodate distinct work flows for high-stakes tasks

The expertise derived from the clinical providers and the
human factors experts among the authors, combined with sup-
port from the literature, provided a foundation for the deeper
exploration of the unique challenges inherent in use of the EHR
in pediatric populations. This foundation was used as the panel
began to compile and analyze scenarios that captured unique
challenges of providing pediatric care with an EHR and to gen-
erate and group recommendations to address these challenges.

SCENARIO-BASED ANALYSIS OF UNIQUE CLINICAL
CONSIDERATIONS AND HUMAN FACTORS CONCEPTS

We collected relevant case experiences as a series of minisce-
narios in a “corpus of cases” approach, similar to Flanagan’s crit-
ical incident technique.” We drew on the miniscenarios, each of
which described use of an EHR in the provision of care for
pediatric patients, and identified emerging themes. We combined
these miniscenarios into related, integrated longer scenarios. For
example, the three miniscenarios from our corpus of cases related
to the theme of patient identification were as follows:

1. Twin newborn patients are admitted to a neonatal ICU.
When the physician reviews the chart, the name of each patient
does not appear on all screens, and the physician confuses the pa-
tients, resulting in Twin A’s medications being listed in Twin B’s
chart.

2. Unrelated and unnamed infants in a newborn nursery
share the same birth date and the same name. For example, Baby
Girl Smith DOB (date of birth) 1/1/2011 is used for three dif-
ferent babies from three different families being cared for at the
same time in a single newborn nursery. In several cultures, a
small number of last names are identical. The EHR listed pa-
tients by last name and date of birth.

3. The simultaneous treatment of siblings, particularly mul-
tiple birth children with the same last name and same birth date,
has resulted in numerous unintended actions. Filing reports in
the correct chart, ordering specific treatments and medications,
and administering the proper therapies have a heightened risk
of not being done correctly in this situation. The level of risk is
heightened as patients move through the system, are transferred
to other units, or are taken to external departments for therapy.

.Human factors concepts relevant to patient identification
were identified. In the three miniscenarios, the human factors
concept of mode error,” in which patient care or documenta-
tion intended for patient A is done for patient B, was relevant.

Subsequent steps included the compilation of a variety of
miniscenarios, each demonstrating one or more human factors
concepts, into four larger, integrated scenarios and the determi-
nation of the human factors elements that emerged. This assem-
bly allowed the panel to fully frame and understand the problem
and arrive at a consensus on recommendations for action in the
scenario, “Newborn with Sepsis Treated by the Emergency De-
partment,” as adapted from NISTIR 7865 (Appendix 1). The
human factors concepts are provided at the end of each se-
quence.

The “Newborn with Sepsis” scenario serves as an example of
(1) the potential areas of error for pediatric patients when an
EHR is being used and (2) the human factors—based guidance
for recommendations likely to improve the system. As we gen-
erated recommendations and linked them to guidance provided
by the human factors literature, we continually reviewed the cor-
pus of cases and their relation to human factors concepts to clar-
ify the issues and potential solutions. These scenarios were
particularly helpful in identifying when more than one issue was
being covered by a single recommendation and where it would
be better to separate the concerns. We formulated the recom-
mendations provided in the next section on the basis of the cases
represented by the four scenarios, the human factors identified,

and consultation with the reviewers and other experts.

Recommendations

For the purpose of this article, we identified three stakeholder
groups as particularly relevant to facilitate rapid translation into
practice: EHR developers, small-group pediatric medical prac-
tices, and children’s hospitals. We then selected and tailored a
maximum of 6 recommendations for each stakeholder group
from the original 54 recommendations.”

RECOMMENDATIONS FOR EHR DEVELOPERS

1. Avoid Truncating Information. Display information in
menu items and on charts/graphs without truncating critical in-
formation; the full name of the medication and dose should be
viewable without actively selecting an item. For limited space
displays, rollover interactions that show the full text when the
user moves the mouse or other input device over the items can
be used.

2. One-Click Growth Chart. Support one-click access to the
growth chart in the standard format (that is, the World Health
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Organization international growth chart for patients between
the ages of 0 and 24 months and the Centers for Disease Con-
trol and Prevention clinical growth chart for patients older than
2 years of age).

3. No Automated Changes to Default Dose. Eliminate au-
tomated changes to adult dose defaults for medication orders for
patients under the age of 18 years; automatically employing de-
faults for standard doses in the event of what appears to be an er-
roneous dose entry is extremely risky for low-weight patients.

4. Protect Against Mode Errors. Add protections against or-
dering medications in the wrong units; mode errors have been
reported because of the confusion in prescribing a medication
when the volume is specified in milliliters (mL) rather than mil-
ligrams (mg). Because of this type of mode error, 10-fold iatro-
genic overdoses for young children receiving intravenous
acetaminophen for pain relief have been publicly reported.”

5. Support High-Precision Dosing for Low-Weight Patients.
Low-weight patients can experience toxicity if medications are
rounded to the nearest digit.** In particular, medications with
narrow therapeutic indices such as digoxin or insulin have a great
potential for adverse consequences if dosed improperly. For ex-
ample, for a 575-gram (20.28-ounce) infant, kilogram units
need to be accommodated to three decimal places.

6. Allow Data Entry for Vaccinations Given at Other Insti-
tutions. In the event that systems are not completely integrated
across institutions, at a minimum, it should be possible to doc-
ument vaccinations given at other institutions. Similarly, print-
outs of vaccination records should incorporate data from all
institutions where vaccinations are given. This ability would re-
duce the risk of double vaccinations.

RECOMMENDATIONS FOR SMALL-GROUP PEDIATRIC
MEDICAL PRACTICES

Although small-group pediatric medical practices typically
purchase EHR software from vendors, there are often degrees of
freedom during the implementation and customization processes
to increase EHR usefulness, usability, and patient safety.

1. Minimize Displayed Options for Medication Orders in
Menus. With most paper-based ordering systems, medications
are ordered by physicians without the specificity used in pharma-
cies. When pharmacy-specific information is displayed to physi-
cians, there can be as many as 17 choices for a common
medication, creating complexity that can lead to erroneous selec-
tion of medications. For children, medications are often given
together or with complex dosing regimens, thereby increasing
the number of potential ordering options. Practices could either
create an interdisciplinary committee (consisting of, for example,

one or two physicians, a nurse, and an information technology
staffperson) or work with other practices to have a local com-
mittee (as with a Health Information Exchange), which would
determine the displayed options to be used, as well as medication
options that can be ordered but not shown on a primary display.

2. Display Normal Ranges for Medication Doses and Lab
Values. Normal ranges can be based on weight, height, body sut-
face area, body mass index, and age information, while also dif-
fering on the basis of information source (adult normal, pediatric
normal, weight-based normal, age-based normal, body surface
area normal). Even in cases in which EHRs do not have normal
ranges for medications based on weight and age information
available, the practice could incorporate this additional informa-
tion and display it.

3. Do Not Permit Automated Changes to Measurement Sys-
tems. Measurement systems (for example, 1b versus kg) should
not automatically change. For infants, it is common in the
United States to use the English pound measurement system for
data collection and then convert to the metric system when or-
dering medications. To reduce mode error risks from working
in different measurement systems, displays should not automat-
ically default to a different measurement system. In addition,
displaying units of measure along with data values reduces risks
for confusion about the current measurement system and scale.

4. Annotate Corrections to Plotted Data Directly on Chart.
There are a number of reasons why plotted data, such as weight,
may be inaccurate and need to be corrected to aid decision mak-
ing, such as when a premature infant’s chronologic age is evalu-
ated on the basis of a younger age group. One technique is to
“move back” data points by a time period (for example, two
months) to assess growth, given the premature birth. Data qual-
ity issues might also arise on the basis of where measurements
were taken, how the data were collected, and errors in data entry.
Annotating corrections to plotted data needs to be done such
that the next user accessing the information can see them easily.

5. Support Managing Privacy Settings. Particularly for small-
group practices, complex distinctions in privacy settings access to
areas of EHR might not be needed and could be avoided either
during purchase or when the settings are defined locally. Many
levels of confidentiality for different notes can make it difficult
for users to understand what privileges are provided with each
level, particulatly if the distinctions are not well defined in the
online help documentation. For example, systems can have con-
fidential notes, sticky notes, private notes, and internal notes,
each of which has different definitions regarding access for view-
ing and transferring to other systems. On the other hand,
features with different privacy settings with relation to patients
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and their family members may be needed. Access issues are par-
ticularly complicated for adolescent patients based on age, as-
sent status, and nontraditional caregiving arrangements.

6. Support Physicians’ Timely Access to Specialized Radio-
logic Expertise When Ordering Diagnostic Imaging. It is im-
portant for pediatricians and radiologists to directly
communicate whenever possible to clarify in real time which
scan variation to order for high-stakes sedation and intubation
procedures. Radiology is a particularly important specialty in pe-
diatric care. Knowing which test to order is an important deci-
sion because the risk associated with exposure to radioactivity is
particularly high for infant patients whose cell division is very
active and whose cumulative lifetime exposure is just beginning.
Sedation, intubation, and radiation for pediatric patients are
much higher-risk activities than for adult patients. Having mul-
tiple scans because of inaccurate selection of correct procedures
can have many negative clinical implications.

RECOMMENDATIONS FOR CHILDREN’S HOSPITALS

Although children’s hospitals and pediatric wards in adult
hospitals typically purchase EHR software from vendors, there
are often degrees of freedom during the contracting, implemen-
tation, and customization processes to increase usefulness, us-
ability and patient safety.

1. Unit-Specific Banners. On the basis of the unit’s popula-
tion, the following variables might be included: name, gender,
weight, age, gestational age, postconceptual age, and date of
birth. For pediatric patients, it is common practice for family
members with the same last name to be cared for by the same
providers and/or same organizations during the same appoint-
ment. To prevent “wrong patient” errors, constant-identification
banner headers should include gender, weight (in kilograms),
and age as well as the units for age, which can range from “days
of life” to “months” to “years” in scale. Note that for same-age
siblings due to multiple births, first name, medical record num-
ber, and unique medical events, such as birth time in minutes,
can be the main distinguishing elements and therefore should
be easily accessible if not included on the banner header.

2. Specialized Threshold Settings. Support flexibility in unit-
based settings for alerts, reminders, and warnings based on
weight, height, body surface area, body mass index, and age. Spe-
cialized units focusing on pediatric care, including pediatric
ICUs, pediatric emergency departments, labor and delivery, and
pediatric outpatient clinics, need to be able to adapt threshold
settings appropriate for their patient demographics, particularly
with respect to weight and age. A committee is recommended to
be responsible for determining these settings for groups rather

than for individuals in collaboration with staff members, includ-
ing pharmacists, physicians, nurses, and administrators, and with
periodic updates to thresholds and underlying logic.

3. Soft Stops for Adult Dose. Dosages should be capped at
the standard adult dose while allowing overrides with justifica-
tion (such as for the ordering of medications for obese adoles-
cents). When an order is entered for a child younger than 14
years of age that exceeds the standard adult dose, provide a real-
time and visible alert that the adult dose has been exceeded.
Alerts should not be “hard stops” in that they should be allowed
to be overridden with a justification.

4. Support Communications to Change Inaccurate Normal
Ranges. It is recommended that one contact person be desig-
nated to receive requests in regard to inaccurate normal ranges
for medications and labs. Notification of errors in ranges is rec-
ommended to be facilitated by EHR features, which automati-
cally directs the notice to the designated person or group.

5. Support “Break the Glass” Privacy Law Violations for Ur-
gent Care Situations. In urgent care scenarios, it might be nec-
essary to access critical health information that is available in an
EHR yet restricted for privacy or security purposes. In the event
that this is needed, the system should support access as long as
a detailed audit trail with rationale is documented.

6. Monitor Cumulative Radiation Exposure over Time. A
listing in one location of all radiology tests, done at any loca-
tion, for each patient would help to monitor and reduce expo-
sure to ionizing radiation. The use of computed tomography,
which delivers approximately 100 times the radiation dose as a
traditional x-ray,”* has increased more than 20-fold in the
United States since 1975.” For newborn patients, it is possible
that new sources of radiation will emerge in future decades, fur-
ther raising the cumulative exposure over a lifetime. High cu-
mulative radiation exposures create cancer and other undesirable
consequences. Therefore, The Joint Commission has recom-
mended capturing “dose information in the patient’s electronic
medical record.” It would be useful for physicians, nurses, ra-
diologists, and, ideally, caregivers and patients if the EHR pro-
vided a cumulative plot of radiation exposure over time.

Discussion

We selected a maximum of 6 recommendations each for EHR
developers, small-group pediatric medical practices, and chil-
dren’s hospitals out of 54 consensus recommendations. For EHR
developers, we generated recommendations that are sensitive to
specialized patient safety risks for low-weight patients and
unique patient safety concerns when ordering medications for
young children. For small-group pediatric physician practices,
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we created recommendations primarily to reduce complexity, in-
crease efficiency, and reduce the chances of displaying inaccu-
rate information. For hospitals, we created recommendations to
primarily increase flexibility in how the elements of the EHR are
implemented in a pediatric unit.

We suggest that EHR vendors developing systems for chil-
dren’s hospitals and medical practice clinics consider rapidly im-
plementing these recommendations to enhance the usefulness,
usability, and safety of their products when providing care to pe-
diatric patients. In December 2012 the Office of the National
Coordinator (ONC) added a new requirement for safety-en-
hanced design to achieve certification of EHR technology.* Hos-
pitals will be required to have certified EHRs by 2014 to meet
meaningful use Stage 2 criteria. Therefore, an additional poten-
tial benefit of implementing these recommendations is to meet
this new requirement. In addition, the ONC certification re-
quirement stipulates that vendors document their quality man-
agement systems.”® Our experience with one another and the
reviewers and other experts suggests that human factors, infor-
matics, and usability specialists are important team members in
a quality management system. The nonclinical experts on the
panel brought important knowledge to bear in terms of prob-
lematic design elements in other complex, sociotechnical set-
tings; efficient identification of relevant human factors concepts;
a synthesis of lessons learned that are not concisely or usefully
conveyed in the published literature; and, in collaboration with
the clinical experts, valid, useful scenarios for formative design
and usability evaluation.

In addition to the application of human factors expertise, we
feel that there are potential lessons learned for a quality manage-
ment system. We generated these recommendations by consen-
sus during a series of remote one-hour meetings held in a
six-month period. Notable elements of the process included the
collection of miniscenario incidents and near misses; collection
of the miniscenarios, which were created on the basis of clinical
experience, and abstracted into emerging themes; and integrat-
ing miniscenarios into longer, more elaborate scenarios that
could be useful for design and evaluation efforts. Draft recom-
mendations were generated by individual panel members, and
debate continued until consensus was reached on a final recom-
mendation. Finally, extensive peer review was provided by ex-
perts in pediatric informatics, emergency medicine, neonatology,
pediatrics, HFE, usability engineering, and software develop-
ment and implementation. The peer review process identified
potential disagreements with aspects of the recommendations,
recognized the need to clarify the description of particular is-
sues, and revealed previously unknown best-practice design and

implementation strategies for avoiding issues.

There are limitations to this effort. Most notably, none of the
recommendations have yet been validated to improve patient
safety or usability. Following all of these recommendations is un-
likely to guarantee that all important patient safety or usability
aspects have been addressed or that adoption of EHRs would be
accelerated for all providers of pediatric care. In particular, the
following topics were outside the scope of this effort: challenges
associated with supporting collaborative work and shared situa-
tion awareness among interdisciplinary panel members, transi-
tions across care settings, interoperability between systems,
integration with bar code point of care and other medical de-
vices, quality improvement and research using data pulled from
EHRs, integration with social media and handheld devices, and
software designed exclusively for use by caregivers or nontradi-
tional health care providers.

Conclusion

Usability of EHR systems has been identified as an important
factor in patient safety. The adoption of EHRs by providers spe-
cializing in pediatric patient care has lagged behind adoption for
general population providers. Pediatric patient care has unique
features, and many aspects of care are exceedingly complex and
have significantly lower margins for error. In this article, we high-
lighted unique critical user interactions important for providing
pediatric care with the support of an EHR. We also provided
specific guidance distilled from the human factors literature to
increase the usefulness, usability, and patient safety of an EHR
for three relevant stakeholder groups when designing, purchas-
ing, customizing, or implementing EHRs.
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Appendix 1. Integrated Scenario with Human Factors Concepts Highlighted:

Newborn with Sepsis Treated by Emergency Department*

A six-day old infant is brought to the emergency department (ED) by
his mother (Anna Smith), who reports that he has a fever. At triage,
he is very irritable, has a rectal temperature of 102°F (38.9°C) and a
bulging anterior fontanel. By ED protocol, he is brought to a treatment
room immediately to be seen by a physician. The infant’s history is
significant for being the Twin A of a term pregnancy delivered by a
scheduled cesarean section (in the same hospital). Twin B is reported
to be well at home with the father. The physician’s assessment is that
the infant may have sepsis/meningitis and requires a workup. On ex-
amination, the physician observes respiratory distress and deter-
mines that a chest x-ray is indicated.

The mother does not know the hospital assigned a medical record
number, so the registrar in the ED asks for the Social Security num-
ber. As is characteristic with newborns, the Social Security number
has not been issued yet. A search on “Baby Smith” retrieves many
different records. The registrar searches on and successfully finds the
mother’s electronic chart, which includes a note from the newborn
nursery with medical record numbers for both children. Using the
medical record number, the physician is then able to successfully pull
up the chart. The physician clicks the “sepsis bundle” quick order set
on the EHR interface. The system retrieves the standard adult doses
for these medications, which are far too large, as well as an inappro-
priate procedure for inserting a central line. The physician notes the
mismatch and cancels the set of orders.

Human Factors Concepts Identified

m Potential for mode error (wrong patient): Lack of a Social
Security number results in issues with retrieving the patient’s infor-
mation in a reliable and expedient fashion.

m Potential for automation surprise: Unexpected default to
standard adult dose

The physician then calls up a feature that supports weight-based dos-
ing. He estimates that the patient weighs 8 pounds and types the
number 8 in the weight box entry. The physician does not realize that
the system records the weight as 8 kg, a system default feature that,
unfortunately, does not display the unit of measurement in the data
entry field. The alert that is issued because the weight falls outside
the normal value range is located on the “face sheet” screen, not on
the screen where the dose is entered, and therefore it is missed by
the clinician. At the time of administration of the medication, the
ordered dose is not what the nurse expects, and she catches the
mistake. She realizes that the weight was entered in pounds, not
kilograms, and that the calculated dosage is therefore significantly
incorrect. The nurse informs the physician of the errors in the docu-
mented weight and calculated dosage.

Human Factors Concepts Identified

® Potential for mode error (wrong measurement system): Default-
ing to the metric measurement system is not always expected in
pediatric care for the weights for young children.

m Potential for missed information: The alert for a high weight is
unlikely to be viewed because it is not displayed on the same
screen as where the medication dose is entered.

The nurse informs the physician that the exact weight is 4.1 kg (9.0
pounds). The physician remembers that the appropriate dose for the
antibiotic is 10 mg/kg/dose, and calculates in his head that the appro-
priate dose is 41 mg. He accesses the EHR and types in the order for
41 mg of a brand-name antibiotic for the patient. The system auto-
matically changes the dose of 41 mg to the typical adult dose of
2,000 mg and changes the form of the medication from the brand
name that was ordered to the generic form of the medication avail-
able in the formulary. The clinician then cancels the order. He con-
sults with the nurse to learn how to override the automated changes
in the order, enters an order with the intended dose and form, and
confirms his order by printing his order sheet to paper.

Human Factors Concepts Identified

® Complexity: Potential for mode error, calculation mistakes, occur-
ring within a prescribing episode with weight-based dosing

m Potential for automation surprise: The unexpected change to
dose and form of the medication could be easily missed and result
in a patient receiving a medication in an unintended form and/or re-
ceiving a significantly lower or higher drug dosage.

The physician needs broad antimicrobial coverage and decides to
start a second antibiotic. The physician then enters an order for the
second medication in the EHR. The dose and frequency of adminis-
tration for this particular medication are dependent on the gestational
age of the patient, the actual age, the weight, and the renal function.
This medication is administered intravenously, so the options avail-
able for ordering are reported in mL, but the information regarding
concentrations (based on mg/kg) are truncated on the ordering dis-
play. In some of the EHR systems that the physician uses, this med-
ication is ordered in mg/kg/day, and in others it is ordered by
mg/kg/dose, so the physician has to intently focus on the units of
measurement. He clicks on each of the options, until he finds the cor-
rect concentration. He calculates the amount of medication needed in
his head and orders it. When he reviews the order, the system has
automatically rounded the dose amount to the nearest regular dose,
which is too high and would be potentially harmful to the child if ad-
ministered. He cancels the order and manually corrects the dosage in
the EHR.

(continued on page AP2)
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Appendix 1. Integrated Scenario with Human Factors Concepts Highlighted:

Newborn with Sepsis Treated by Emergency Department* (continued)

Human Factors Concepts Identified

® Potential for mode error (wrong dose): Complexity, truncation
of critical information, and inconsistent conventions increase the
likelihood of selecting an inappropriate dose.

m Potential for automation surprise: Rounding a dose to the
nearest unit or standard dose amount could have unique unin-
tended clinical consequences for low-weight pediatric patients.

The physician then returns to assess the patient and informs the
mother that antibiotics have been ordered. He learns that the pa-
tient’s twin is at home with the father and queries the mother for the
first name as a safety check. When he looks at the EHR again, he
now realizes that he had ordered the medications for the “wrong”
twin. He informs the mother that because this is an emergency situa-
tion, he will not correct the mistake now but will make a note in both
charts. He writes in the progress note that because of an error in
patient identification, the order for the sepsis medication was made
for the wrong twin, even if the “right” twin received the administered
medication. He includes a note in the right twin’s chart that he has
discussed this with the mother and that he will add the correct
information to both twins’ charts.

Human Factors Concepts Identified

m Potential for work-flow mismatch: Difficult for subsequent
providers, such as the nurse documenting medication administra-
tion, to document actions in the proper location.

m Difficult to change inaccuracies in documentation after the event,
even when documentation is often delayed until after care is
provided.

The physician then observes an acute change in the neurological
status of the infant and orders a computed tomography (CT) scan in
the EHR. There are 24 available options for CT scans, taking into
account the potential implications of size-based parameters and
sedation techniques. Choosing the appropriate test would be difficult
for a less experienced physician without consulting with a radiologist.
Because the radiologist does not have access to the EHR or the
EHR’s data until the morning of the procedure, it is not possible for
the radiologist to audit and correct orders in advance.

Human Factors Concepts Identified

m Potential for responsibility-authority double bind: Although
physicians are responsible for ordering CT scans, radiology
expertise is often needed to know exactly which CT scan is best to
order.

* The scenario is fictional. Adapted from Lowry SZ, et al. NISTIR 7865. A
Human Factors Guide to Enhance EHR Usability of Critical Care Interactions
When Supporting Pediatric Patient Care. Gaithersburg, MD: National Institute
of Standards and Technology, 2012. Accessed Jan 30, 2013.
http://www.nist.gov/healthcare/usability/upload/NIST-IR-7865.pdf.
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