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Foreword

The U. S. Department of Homeland Security (DHSESce and Technology Directorate (S&T) and the
National Institute of Standards and Technology (NIEngineering Laboratory (EL) jointly hosted a
Homeland Security Modeling & Simulation (M&S) wohap on June 14 - 15, 2011 at NIST in
Gaithersburg, Maryland.

The intent of this workshop was to bring togeth&ride range of individuals from both government and
private sectors to exchange information and bendhikr@owledge on M&S and M&S-related issues for
homeland securityThis was successful since more than 70 peopledstethe workshop that included
experts on technical and operational issues fromemgnent, industry, and academia. Participantigdhai
from throughout the U.S., Singapore, and EuropES Participation included 13 people from six
different Components. This diversity of DHS papamts is very unusual for workshops hosted by
S&T's Office of Standards. This reflects a brogeneral interest in modeling, simulation, and asialy
for homeland security.

M&S and analysis covers lots of ground, and thieidiity was reflected by the keynote speakers:

e Dr. Keith Holtermann (Director of the DHS Federah&gency Management Agency (FEMA)
National Exercise Division). “Modeling & SimulatienAn Exercise Perspective”

« Dr. William Grosshandler (Deputy Director for NIFL Building and Fire Research). “Disaster-
Resilient Buildings, Infrastructure, and Commurstie

e Dr. Charles Hutchings (former Deputy Director, Miaig and Simulation, DHS Test &
Evaluation and Standards Division). “PerspectivéhenUse of Models and Simulations in
Problem Solving for Homeland Security”

Further discussion in four parallel working sessi@entified important technical issues and progide
participants an opportunity to share informatiotthie following domains:

* Incident Management

e Critical Infrastructure Systems
» Hazardous Material Releases
» Healthcare Systems

The discussion topics of the working session inetlid)) needs and requirements; 2) M&S resources; 3)
best practices; 4) limitations, cautions, and wagsj and 5) research and development, standamds, an
implementation issues. The findings and recomnigrmaiain these proceedings augment compendiums
of information on modeling and simulation for hoamad security in each of the four technical domains
prepared as pre-read materials for the workshdris Work will be of great value to stakeholderdoth
government and private sector to benchmark our ledye, and support the advancement of M&S
capabilities for homeland security.

Bert M. Coursey, Ph.D.

Director of Standards

Science and Technology Directorate

U.S. Department of Homeland Security
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1. Executive Summary

The U. S. Department of Homeland Security (DHSEgBSce and Technology Directorate (S&T) and the
National Institute of Standards and Technology (NIEngineering Laboratory (EL) jointly hosted a
Homeland Security M&S workshop on June 14-15, 28NMIST in Gaithersburg, Maryland. The intent
of this workshop was to bring together a wide raobi@dividuals from both government and the prévat
sector to exchange information and benchmark kragdeon M&S and M&S-related issues for homeland
security. More than 70 people attended the workshop th&udied experts on technical and operational
issues from government, industry, and academiaticants hailed from throughout the U.S., Singapo
and Europe.

Dr. Bert Coursey, Director of Standards, DHS Saéemad Technology Directorate, and Dr. Vijay
Srinivasan, Chief, NIST EL Manufacturing Systemtegmation Division (MSID), gave welcoming
addresses. The workshop had three keynote speecheting:

e Dr. Keith Holtermann (Director of the DHS Federah&gency Management Agency (FEMA)
National Exercise Division). “Modeling & SimulatienAn Exercise Perspective”

» Dr. William Grosshandler (Deputy Director for NISL Building and Fire Research). “Disaster-
Resilient Buildings, Infrastructure, and Commurstie

e Dr. Charles Hutchings (former Deputy Director, Miaig and Simulation, DHS Test &
Evaluation and Standards Division). “PerspectivéhenUse of Models and Simulations in
Problem Solving for Homeland Security”

The workshop program committee assembled a drafpeadium of information on modeling and
simulation for homeland security in the four tedahidomains. The compendium was provided to the
participants as pre-read materials and servediaseline for review, discussion, validation, antkesion
in breakout sessions. Four parallel working sessmrovided opportunities to identify important M&S
technical issues and share information in the ¥alhg homeland security domains:

* Incident Management

e Critical Infrastructure Systems
* Hazardous Material Releases
+ Healthcare Systems

Sanjay Jain and Charles McLean presented the ctmamgerkshop participantsThe identified objectives
of the workshop were to 1) amend compendium doctsnéat captured M&S knowledge for the
technical domain areas; 2) discuss content in saction in the draft documents - change/expanddvem
3) add content beyond that in the draft documertd;4) suggest additional sections and content.

The discussion topics of the working sessions oheti

* Needs and requirements;

* MA&S resources that are currently available inclgdimoject, facilities, and capabilities; tools;
standards; and data sources;

» Best practices for implementing models and simohes]

» Limitations, cautions, and warnings pertaininghe tise of simulation technology; and

» Research, development, standards, and implementasioes.

Findings and recommendations from the workshopbaieg made available to stakeholders and the
general public in this joint DHS/NIST proceedingsla&ompendium report.



The report contains summaries of keynote presengtbackground materials prepared for the workshop
and conclusions resulting from discussions on s$aeed by the homeland security M&S community.
Participants were invited to join together to reviend extend background materials provided pridhéo
workshop. Those materials were updated basedeoimplut of subject matter experts and other
representatives from government, research, and eoamhorganizations that have a stake in M&S for
homeland security.

Section 2 provides a summary of the keynote adesesk also contains brief biographies of the kpesa

The remainder of this document provides a compemdiuihomeland security M&S information as
modified and expanded through discussions by wogkghrticipants in breakout sessions.

Section 3 introduces the four technical domainsweae the focus of the workshop and breakout gessi
namely:

e Hazardous Material Releases (HMR);
» Critical Infrastructure (CI) Systems;

* Incident Management (IM); and

* Healthcare Systems (HS).

Issues addressed within the breakout groups indltlteestablishment of consensus on

» Definition of customer and user needs;

e System requirements specifications;

» Recommended/approved modeling techniques and apea

Identification of data sources, reference datg fatiats, and standards;

» Appropriate model evaluation and accreditation ficas; and

Identification of current leading research, devalept, standards, and implementation issues.

Such analysis by the workshop participants mayhbad to be relevant by future efforts for develgpin
standards, conducting research and developmengrdrahcing implementation policies and procedures
for homeland security applications of M&S to impeawe protection of critical infrastructure systems

Section 4 provides general background and pelispean methodologies, models, and simulations. An
initial set of high level user and customer ne@idbmeland security M&S applications are preseirted
Section 5. (Appendix A translates the high lewesas to a representative set of M&S system catiabili
and requirements.) The existing M&S resources apalgilities such as projects, tools, standardsdatel
sets that have been developed over the years totihheegeeds are introduced in Section 6. (A dedail
listing of the resources is contained in AppendBds to this document.) Section 7 presents a d&sion

of issues, concerns, and recommendations for athg@homeland M&S, in particular recommendations
voiced by workshop participants. Section 8 conefuthe document. Section 9 provides definitions for
selected acronyms and abbreviations used in th@teSection 10 provides a list of references used

It should be noted that for the purpose of thiorgsimulation refers to execution of computer eled It
does not include role-playing or live exercisesbynan subjects, though it does include computer
simulation models that may be used in supportvef déixercises (such as those discussed in Dr.
Holtermann’s keynote address in Section 2). Oljetad report covers applications of M&S tools &so
planning, prevention, response, and recovery stages



2. Keynote Addresses

2.1. Dr. Holtermann Keynote Address

Keith Holtermann, DRPH, MBA, MPH, RN
Director, National Exercise Division
National Preparedness Directorate
Federal Emergency Management Agency (FEMA)
U.S. Department of Homeland Security (DHS)
Washington, DC

Dr. Keith Holtermann serves as the Director offleedleral Emergency Management Agency’s National
Exercise Division. The National Exercise Divisigrresponsible for providing exercise guidance and
planning support to the Nation’s emergency prepgassl community.

Prior to joining FEMA as a career executive, Drltelanann served as the Associate Dean for Health
Sciences at The George Washington University (GV@dhool of Medicine and Health Sciences where
he held numerous key positions including: Prinkipeestigator at the Response to Emergencies and
Disasters Institute; Chief of 9-1-1 Research aricPdnalysis at the Ronald Reagan Institute for
Emergency Medicine; and Director of the Emergdrdewlth Services Program. While at GWU, Dr.
Holtermann served on an interagency assignmentRitMA as the founding Director of the National
Exercise and Simulation Center, a centralizedifgddcated at FEMA headquarters in Washington, DC
that coordinates the use of modeling, simulatiol, @xercise tools to enhance the realism and
effectiveness of emergency preparedness exerditeglso served on a 4-year assignment with the
U.S. Department of Health and Human Services irQffiee of the Assistant Secretary for Preparedness
and Response in a variety of executive leaderstsiipns such as the Emergency Operations Branch
Chief, the Training Exercises and Lessons Learreatil.and Developer/Lead of the Office of
International Response Policy.

Dr. Holtermann has been in the emergency healthcesrfield for more than 35 years as a Registered
Nurse, Paramedic, Director of Emergency MedicaliBes, Forensic Investigator, U.S. Embassy Health
Officer, Strategic Arms and Intermediate Range MaicForces treaties Inspector and Monitor, andtfacu
at multiple colleges and universities. He hasqrereéd emergency-related research and/or consiitting
Kuwait, Saudi Arabia, Oman, Taiwan, Tatarstan, dnttie United Kingdom, Germany, France, Spain,
Thailand, Columbia, Bahamas, Jamaica, Mexico, draf €entral America. He is fluent in Spanish and
has written a text on EMS Development for the Uhlations/World Health Organization/Pan American
Health Organization.



Keynote Summary:
“Modeling and Simulation: An Exercise Perspective”

Dr. Holtermann'’s talk focused on the use of M&S $apporting homeland security exercises via the
National Exercise Simulation Center (NESC). Heddticed the National Exercise Program (NEP) and
discussed its major components. He presentedst@hof the NESC and the challenges it has faced
over the years to arrive at a new business modet target market of the NESC was defined as imotud
exercises, planning, and operations. The M&S appitins in the National Level Exercise 2011 (NLE11)
were discussed to exemplify such use. The futeredtof moving towards a geo-spatial concept of
operations was identified as a key motivation faréasing the use of M&S.

The NEP includes several components, includingddatiLevel Exercises (NLES) centered on the White
House directed strategy; Principal-Level Exerci(fd<sEs) that are quarterly presidential cabinetlleve
exercises; NEP multi-year schedules of NLEs andsPhBd schedules of all federal, regional, andlloca
exercises. The NESC mission is to enhance theregpat's all-hazards preparedness and response
mission through the promotion of effective andaéfint large-scale exercises and the application of
modeling and simulation to these exercises. Tlesion indicates the key challenge to be addresged b
the NESC is the change of culture of exercisendlude M&S as a way of increasing efficiency and
providing higher yield through the ability to expbaalternative courses of action. The NESC uslize
existing M&S capabilities for decision support inding human-based simulation (actors) and computer-
based simulation to increase exercise realismmantkrsion in lifelike scenarios. It focuses on fnult
participant exercise simulations. It is advandimguse of M&S across the seven functional areas of
planning, design and development, conduct, evalnaimprovement planning, lessons learned, and
promotion. NESC serves the exercise market byigiry support for exercise design and development,
exercise conduct, and exercise evaluation. ltedgplanners in strategizing and improving théang
through use of M&S. It is exploring ways to utdizm&S for real-time operational planning to prediot
impact of an incident before true situational awass can be obtained.

The NESC strives to provide the exercise commuwitly a common set of exercise support services. It
aims to improve standardization and leverage brestipes and lessons learned across exercisetiastivi
by employing a new business model of long-term prements and agreements for functional-based
services with multiple sources for increased fléitjband competition.

M&S was used effectively for the NLE11 withthe sago of a catastrophic earthquake in the New Madrid
and Wabash Valley seismic zones. NLE11 includegisites, 400 player/controller accounts via an
Emergency Management System enterprise (EMSeppiatfl 3000 injects, and more thar000 people
from over 43 federal agencies. The M&S tools usddLE11 include the EMSe platform that provides a
common operating picture for players and contrsll@n-Line Interactive Virtual Environment (OLIVE)

for avatar meetings and damage assessments; Afsekitay Simulation Engine for visualization of
scenario damage; Standard Unified Modeling Mapjhitggration Toolkit (SUMMIT) for interaction with
damage zones; and Virtual News Network (VNN) forckmedia reports. SUMMIT provides capabilities
for discovering templates and models for specifenarios and allows their integrated execution.
SUMMIT capabilities developed specifically for NLEInclude data generation for scenario, groundhtrut
and Master Scenario Event List (MSEL), 3D dataafigation based on building damage calculated using
Hazus data, visualization of 3D data on iPADs, decision tree support for MSEL development.

The NESC acquires simulation models for use in@ges based on needs of exercise planners and input
on threats, impacts, and key decisions from sulbjedter experts. The National Planning Scenarios



(NPSs) are used to identify the threats and imphatsneed to be modeled and the associated Enwgrgen
Support Functions (ESFs). The analysis based @sNRd ESFs has been used to identify the key gaps
for model development. The more critical gaps i@y models include the following:

What is the impact/disruption on public safety (lamforcement, fire, EMS, etc.)?

What is the impact/disruption on public utilitiegaé, water, electricity, telecom etc.)?

What is the extent of cyber disruption?

What is the extent and nature of the degradatieniption to infrastructure for a cyber attack?

Dr. Holtermann concluded with a brief discussionhaf Federal Interagency Geospatial Concept of
OperationdGeoCONOP3}that is intended to identify and align the geotisppaesources that are required
to support the National Response Framework, ESfessapporting federal mission partners. He
anticipates that implementation of GeoCONOPS wibvjle increased opportunities for M&S for
homeland security applications.



2.2. Dr. Grosshandler Keynote Address

Dr. William L. Grosshandler
Deputy Director for Building and Fire Research
Engineering Laboratory (EL)
National Institute of Standards and Technology (NIS
Gaithersburg, Maryland

Dr. William L. Grosshandler is the Deputy Direcfor Building and Fire Research of the Engineering
Laboratory (EL) at the National Institute of Starttaand Technology (NIST). Dr. Grosshandler is
responsible for internal operations of the Labasgtevhich deals with construction and material®eegsh,
building environment research, and fire reseafah.Grosshandler led the NIST investigation of The
Station nightclub (Warwick, RI) fire and was theadate lead investigator of the National Buildargl
Fire Safety Investigation of the World Trade Cemldé&aster.

Dr. Grosshandler received his Ph.D. in Mechanicaifeering from the University of California,
Berkeley. Prior to his appointment at NIST, herdfibree years as the Director of the Thermal Syste
Program of NSF. At the same time, he maintainegbsition as Professor of Mechanical and Materials
Engineering at Washington State University, wherd&d been since 1976. He has also held visiting
appointments at Factory Mutual Research Corporgtiow FM Global) and the University of Poitiers in
France.

Dr. Grosshandler has served on the Board of Dirscbthe Combustion Institute, the editorial adws
board of Progress in Energy and Combustion Sciembasory boards for the Fire Protection Enginegrin
Departments at the University of Maryland and WeteePolytechnic Institute, the Research Advisory
Committee of the Fire Protection Research Foundadind is active in the Heat Transfer Division and
Fellow of ASME. He chairs the International ForofrFire Research Directors (FORUM), serves on the
Fire Council for Underwriters Laboratory, and ismamber of the Science Advisory Committee of the
National Association of State Fire Marshals. Drosshandler is a recipient of two Silver Medals for
meritorious achievement and a Gold Medal for digtished achievement in federal service from the U.S
Department of Commerce.



Keynote Summary:
“Disaster-Resilient Buildings, Infrastructure and€Communities”

Dr. Grosshandler discussed past and ongoing worksaster-resilient buildings, infrastructure, and
communities, one of the three strategic goals @fhgineering Laboratory at the National Institofte
Standards and Technology (NIST). He briefly introgld NIST, the Engineering Laboratory, and then
delved into describing the work towards this syatgoal including fire risk reduction in commueii
and buildings, earthquake risk reduction in buidgimnd infrastructure, and structural performance i
multi-hazards.

NIST is an agency within the U.S. Department of Garce. It has 2,800 federal employees and almost
an equal number of associates and facilities’ yseryear. The Engineering Laboratory is one aof fo
major laboratories within NIST. It has the misstorpromote U.S. innovation and industrial
competitiveness in areas of critical national ptyopy anticipating and meeting the measurememnas
and standards needs for technology-intensive maturfag and construction in ways that enhance
economic prosperity and improve the quality of.lifa addition to the topic of the keynote addréiss,
other two strategic goals are sustainable and greffigient manufacturing, materials, and infrastiue,
and smart manufacturing, construction, and cybesighl systems.

The work on fire risk reduction in communities mdés ensuring effective and safe use of emergiag fi
service technologies such as critical fire fightamgl personal protective equipment while exploiting
science-based fire-fighting simulators and traininbhe community focused effort also includes cialg
risk of fire spread in wildland-urban interface (\lyldommunities through the use of predictive WUéfi
models from component to community scale and datbéfuels in WUI communities. The work on fire
risk reduction in buildings has reduction of resitild fire losses and engineered fire protectiothinmiits
scope. The engineered fire protection includesfi$4&S in form of numerical models for fire and
smoke spread in addition to laboratory work for ela/aluation.

The work on earthquake risk reduction in buildiagsl infrastructure is partly carried out under the
National Earthquake Hazards Reduction Program (NEHM&th NIST in lead agency role for Federal
Government'’s coordinated, long-term, nationwidegpam to reduce risks to life and property in the
United States from earthquakes. The work alsaudes earthquake risk mitigation research on
performance-based tools, guidelines, and standiardiesign of new buildings and retrofit of exigtin
buildings to resist earthquake effects, improviodding safety, and enhancing resilience of comriegi

The fourth area of structural performance undettichalzards includes wind engineering and the Nation
Windstorm Impact Reduction Program, preventionispbportionate collapse, fire resistance desigh an
rehabilitation of structures, and disaster andifaiktudies. All of these efforts utilize M&S, miarily
physics-based models, for the study of structuediopmance. Examples of simulation models and
physical test setups that were used to study thepse of part of the Murrow building in Oklahom&yC
were shared. Examples of models and test seturefavior of structures under heat generatedrby fi
were also shared. A new National Fire Researclolzdbry is being established that will provide the
capability to test the performance of real-scalecstires and enable validation of complex predictiv
models of structural fire performance. It will @alsupport development of performance-based stasdard
and codes for design of structures and foster iatiw in design and construction of buildings.

The lab has engaged in a number of disaster almlgaitudies over the years from the study of Hame
Camille in 1969 and the San Fernando earthquak8id, to 2011 incidents including the earthquake in
New Zealand, tornadoes in Joplin, Missouri, anesfin Amarillo, Texas. A data repository has been



established for use by NIST and outside researatidisdata on all the disasters and failures stlidiEhe
study of the World Trade Center collapse was deedrin a bit more detail and attracted a lot ofriest
from the audience. The study involved a four-segnstruction process with aircraft impact siniatat
reconstruction of the fires, heating of the streaitsteel, and simulation of the structural resporihe
M&S tools employed in the study included LS-DYNA faircraft impact damage, Fire Dynamics
Simulator (FDS) for fire dynamics, and ANSY'S foetimal analysis, structural response and failure
analysis. The analysis was carried out at varievsls of detail with the dimensional resolutiongang
from 1-2 to 150 centimeters, and time resolutiorgiag from microseconds to 10-minute increments.
Video clips from physics-based simulations of Wdrtdde Center were shared.

Dr. Grosshandler concluded his talk with an ackealgement for sponsorship of U.S. Department of
Homeland Security, Science and Technology Diretécsad the Federal Emergency Management
Administration for part of the work reported.



2.3. Dr. Hutchings Keynote Address

Dr. Charles W. Hutchings
Senior Systems Engineer
Program Accountability and Risk Management Division
Management Directorate
U. S. Department of Homeland Security (DHS)
Washington, DC

Dr. Charles W. Hutchings is a Senior Systems Emgimethe Program Accountability and Risk
Management Division of the Management Directordtes. Department of Homeland Security (DHS).
He is coordinating development of risk managemesthisdology and tools — including models and
simulations — to support systems development angram management in DHS.

From November 2007 to February 2011, he was Ddpigctor, Modeling and Simulation in S&T's Test
and Evaluation and Standards Division, where hgiged modeling, simulation, and analysis support,
guidance, and policy recommendations to promotadwvancement and judicious use of M&S and
computational science and engineering capabiliiehomeland security. He is the author of fouerpe
reviewed papers on the management and use of cempotlels and simulations for homeland security.

From 2001 to 2007, Dr. Hutchings served on actisy dnd as a civil servant in the U.S. Navy. Hswa
Senior Analyst in the Navy Test, Evaluation, andhlr®logy Division where he provided expertise in
M&S and led a program to develop an alternativa@ggh to assess ship survivability using an inriggat
testing technology and computational models andilsitions in lieu of large explosions in the oceém.
the Naval Sea Systems Command (NAVSEA), Dr. Huighiorovided test and evaluation guidance and
oversight on multiple programs throughout theirwasijon cycle by directly supporting program o#fi;
conducting independent reviews of test progranselacted acquisition milestones, and presenting
findings and recommendations to NAVSEA AcquisitReaview Boards (ARB) and Program Reviews.
Dr. Hutchings qualified as a U.S. Navy Engineefingy Officer at Portsmouth Naval Shipyard in 1998.

Prior to government service, Dr. Hutchings complgiest-doctoral work and was appointed Visiting
Professor in the Department of Physics at the Usityeof Nebraska-Lincoln, and authored/co-authored
17 papers in condensed matter physics and surfsmece. He received a Ph.D. in Physical Chemistry
from the University of Heidelberg, Heidelberg, Gamy in 1994, and received an M.S. in Physics and
B.S. with majors in Mathematics and Physics froma8yse University, Syracuse New York in 1990 and
1987, respectively.



Keynote Summary:
“Perspective on the Use of Models and Simulations i
Problem Solving for Homeland Security”

Complexity, uncertainty, and risk often charactetimmeland security problems. Preparation forf&hd
of a major hurricane, for instance, is a good exampoth individuals and organizations need torasgisla
variety of questions in preparing for and respogdmthis natural threat. These questions migtitide:

*  Where will the hurricane go?

e When will it arrive?

* What are anticipated impacts such as damaging wiiuds surge, and expected rainfall?

* What will be the consequences, and how can thesdgtimated?

* What's the best course of action to recover altertturricane has made landfall and its full
impacts are known?

Government officials face similar types of questiomaddressing a terrorist threat or man-madestisa
such as a chemical spill or failure of a critiag#frastructure due to a cyber attack. For example:

* What are the risks due to a given threat?
e How can risks be mitigated?
» Given athreat or hazard is realized, what is st tvay to respond and recover?

An important role for the U. S. Department of Hoamel Security is coordination of an array of adtgt

to prevent, protect, respond, and/or recover froth batural and man-made threats and hazards.iBecis
makers face a variety of problem situations in gagithe Nation. These types of problem situatiaires
multifaceted. They can be static or dynamic. Ttey be simple in nature or complex and “messy.”
They can involve physical systems as well as nieltiypganizations and human beings. They can be
routine or unprecedented as with the Deepwaterzdoroil spill in the Gulf of Mexico or the Fukusham
nuclear catastrophe. Decision making to resolpmhlem situation can be done by individuals ougio
using different types of decision models and casthectured or unstructured.

A variety of information science tools, which intate elements of strategic, knowledge, and opémstio
management; organizational behavior; quantitatie¢hods; and computer science disciplines, have
evolved to support problem solving and decisioningbkf all types. These include data processing
capabilities, management information systems, aetsupport tools, and pervasive computing
capabilities. Computer models and simulations khbe included in this category.

How can computer models and simulations help resalproblem situation? Consider what happens
when a problem situation manifests itself. A parsporganization becomes aware of the problem
situation that may be obvious or only indirectlyagent. If it is not apparent, the problem mustlearly
identified and defined, and M&S capabilities cadh iai problem identification and definition by mouhg
relevant environments, systems, and/or processesudy and analysis. For instance, the Modeling,
Virtual Environments, and Simulation (MOVES) Inst# at the Naval Postgraduate School uses virtual
reality to help identify problems with and make noypements to military doctrine and training.

Next, the responsible stakeholders must decidb®appropriate course of action to resolve thetifie

problem. Predictive modeling and simulation calitss — those used to assess the future perforenahc
a given process or system in a specified environmescenario — can be used to evaluate the coafses
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action and make an informed decision. These tgpeapabilities might include engineering or scifént
models to assess various physical threats or haarditigate risks and potential damage. Computer
models that forecast hurricane tracks and proviftemation on the time and location of landfall good
examples. Predictive engineering models are thisliar the NIST post mortem analysis of the ca@ap
of the World Trade Center towers presented by Dos&handler.

Once the best course of action to address a praditeation is established, communication with all
affected stakeholders is the next challenge ircéffely implementing the solution. Simulations &S
data are important here too. Hurricane track fasecand the output of plume models for hazardous
material releases are examples of M&S productsghwhelp provide situational awareness to multiple
stakeholders and coordinate an effective response.

For homeland security analysis and problem soldlegjsion makers at all levels should take advantdg
the full range of M&S tools and capabilities frothtae sciences (behavioral, biological, management
physical, and social). These tools and capatiliten help analysts understand how communities at
various levels (national, regional, state, andl)dtaction normally and how these communities are
stressed during a catastrophic event or disa®¥th a “big picture” perspective and sound M&S
capabilities, decision makers can make informedceisoand respond quickly to contain damage and
promote resiliency after any disaster.

One of the challenges for better using M&S captiddifor homeland security is that “model,”
“simulation,” and “data” mean different things tiffdrent communities; and, it is important to renamp

this when dealing with a wide range of models amd@ters from different disciplines. For examples t
physical science community views data objectivedyich is typically acquired from sensors or
instruments that provide readings that are obsengspendently. This community then develops n®del
that capture the behavior of physical systems basedeasured data, and evaluation of models,
commonly known as ‘validation,’ is an assessmerhtavf well the simulated or calculated values of a
physical system correspond to measurements givegriamty.

For the social science communities, data is ofterersubjective, and researchers typically form
consensus on what a set or sets of data repreBkase communities use models to organize thinki
to study complex phenomena or systems. ‘Validation'sually a check of consistency, plausibilitygda
whether or not the results make sense given whatdsrstood of the phenomena or system of interest.

The principle challenge for this workshop is toibegprting through and documenting M&S capabilities

and M&S-related issues for better developing, eatathg, and using these important tools for homeland
security.
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3. Introduction to M&S for Homeland Security

The National Incident Management System (NIMS) [D20®8a], developed by the U.S. Department of
Homeland Security under the authority granted leyHbmeland Security presidential Directive (HSPD)-
5, Management of Domestic Incidents, provides gtata for the management of large homeland
security-related incidents. NIMS provides a nagidemplate for federal, state, tribal, and local
governments, non-governmental organizations (NG&wg),the private sector to work together to prevent
protect against, respond to, recover from and atéighe effects of incidents, regardless of casize,
location, or complexity.

The NIMS integrates best practices into a comprakierframework for use nationwide by emergency
management/response personnel. The incident maeag@ersonnel should also utilize the National
Response Framework (NRF) [DHS 2008b] that buildsnudIMS and describes additional specific
federal roles and structures for incidents in wheeral resources are involved. NIMS, togetheh wi
NRF and other documents, provides the structurdate® coordinate, integrate, and synchronize
activities derived from various relevant statutegtjonal strategies, and presidential directivesr¢ate a
unified national approach to implementing the iecidmanagement mission (see Figure 1).

Homeland - _
Security Strategy (FOETLEILEED National
& Legislation Directives Initiatives

National
Incident
Management
System
(2008)

National
Response
Framework
(2008)
Coordinated

Approach to
National Homeland

Infrastructure .
Protection Plan Security

(2009)

National
Preparedness
Guidelines
(2007)

Implementing
Recommendations

(8/07)

Figure 1: National Framework for Homeland Security (from [DHS 2009a])
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The subsections that follow describe four technilwahains within the homeland security framework for
which modeling and simulation may play a significeoie.

3.1. Hazardous Material Releases

Simulations of hazardous material releases attéompibdel and evaluate the dispersion of varioudsin
of materials including chemical, biological, nualeand radiological agents into the atmosphere, BVA
(heating, ventilation, and air conditioning) systewithin buildings and other enclosed spaces, \shést
systems, and the soil. Releases may be accidergal a ruptured tank car from a train derailment)
intentional (e.g., a terrorist attack), or natead)., a wildfire or volcanic eruption). Exampte#gelease
sources include nuclear power plant accidentsslealspills from tanks or industrial plants, use of
chemical and biological sprayers, fires, smokestamlssions, nuclear detonation clouds, and other
explosive blasts.

Hazardous materials are substances which if redleasmisused can cause death, serious injury, long
lasting health effects, and damage to structureo#timet properties as well as to the environmentR&B
2010]. Hazardous materials may be in solid, liqaridjaseous form and may be explosive, flammable,
combustible, corrosive, reactive, poisonous, biiglalg or radioactive. These material have to lwperly
contained in storage, use and transport, else ¢heinical, physical, and biological properties mpage a
potential risk to life, health, the environmentdaroperty. In a hazardous materials incidentdsbguid,
and/or gaseous contaminants may be released frexh éir mobile containers. Hazardous material
incidents can range from an accident on a highwaylting in a chemical spill to contamination of
groundwater by naturally occurring methane gas.

There are numerous incidents of hazardous matetedses (HMR) in the United States every yeare Th
releases may be airborne, or spills and dischahge£ontaminate water bodies, vegetation, sod, tauilt
up structures. The airborne hazards are alsoifigehés hazardous fumes, noxious chemicals, or
mysterious odors. The airborne hazards affecsard people outdoors but they may permeate bgéddin
and affect people indoors. The hazardous mateliedses lead to areas and buildings being evatimate
a majority of cases. However, depending on thatthzelease pattern, weather conditions, and &aum
of other factors, it may be advisable to stay indpbe., shelter in place.

The majority of the HMR incidents are results ofidental releases of toxic industrial or agricuddur
chemicals [AFCESA 2001]. Occasionally they mayddeases of biological or radiological materials.
The majority of releases happen during the couirsegular operations at fixed facilities [KCOEM 201
due to industrial accidents (e.g., fire or equiptmaalfunction at chemical plants). Other causes of
releases are transportation accidents (e.g., taxakésions, train derailments, etc.), malicioussa@.g.,
vandalism, terrorist attacks), and natural disaqieg., earthquakes, hurricanes). A recent exaofpl
HMR due to a natural disaster is the release dbaative plumes from a nuclear power plant affedted
the earthquake and tsunami in Japan in March 2011.

The airborne HMR have drawn more attention dudedr fpotential to negatively affect large areasmg
key parameters that are relevant to dispersiotnabspheric releases are the release locationseelea
mechanism, agent chemical/material properties, veeaonditions, and terrain and geography. M&S
tools are important to analyze and predict theatspn of such releases using inputs on these jgaeasn
based on reports, visual observations, and sen3tiestools take into account the material releated
local topography, and meteorological and atmospluaia to determine the dispersion area and assdcia
concentrations [NRC 2003, page 9]. The concenptratare then used to assess the risk to the pmmylat
environment, and property in the affected areasident management personnel use the results sé the
types of models and simulations to predict the ichpareleases, allocate resources, and plan respon
operations, among other uses.
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HMR is one of the hazards included in the all-hdzamtext that NIMS addresses. NIMS identifies a
specific resource category, hazardous materiabresy and for national resource typing to facégitat
resource management for HMR incidents. It alsts daf utilizing personnel with special skills fBiMR
incidents in the unified command. Similarly, itlsdor the planning section to include a distitexthnical
unit to coordinate and manage large volumes ofrenmiental samples or analytical data from multiple
sources in the context of certain complex incidegpasticularly those involving biological, chemicat
radiological hazards. Technical specialists aggign the environmental unit may include a sciantif
support coordinator as well as technicians pradficie response technologies, weather forecasturess
at risk, sampling, cleanup assessment, and disposal

The NRF includes 15 emergency support functions@® align categories of resources and provide
strategic objectives for their use. The ESFs alled up as needed by FEMA to coordinate response
support from across the Federal Government andyoearnmental organizations. The ESF#10 is devoted
to oil and hazardous material response and provatksal support in response to an actual or piafent
discharge and/or uncontrolled release of oil omhdaus materials when activated. The ESF desdtilges
role of different federal agencies in respondinglMR incidents. It calls for use of the Interaggnc
Modeling and Atmospheric Assessment Center (IMAAER single point for the coordination and
dissemination of federal dispersion modeling armhhé prediction products that represent the federal
position during an actual or potential incidenbheTMAAC's goal is to draw upon the best available
capabilities and information from all participatingencies. It is not intended to replace dispersio
modeling capabilities that government agencieseatiyy have in place to meet agency-specific
requirements [DHS 2010f]. The NRF also calls fee of National Oceanic and Atmospheric
Administration (NOAA) capabilities when needed fmrerational weather data and forecasts tailored to
support the response.

The NRF also provides Incident Annexes that desdtib concept of operations to address specific
contingency or hazard situations. There are tweaes relevant to HMR, biological and
nuclear/radiological incident annexes. The nudladiological incident annex identifies the Depagtm
of Energy’s National Atmospheric Release Advisogntr (NARAC) as a key resource that may be
activated [NARAC 2010a]. NARAC provides a comptib@sed emergency preparedness and response
predictive modeling capability. NARAC utilizes M&8 provide real-time computer predictions of the
atmospheric transport of material from radioact®leases and of the downwind effects on health and
safety. The annex also calls for IMAAC to genetatesingle and interagency coordinated Federal
prediction of atmospheric dispersions and theiseguences [NARAC 2010b]. IMAAC and NARAC
functions are currently served by a single unieleat the Lawrence Livermore National Laboratory in
Livermore, California. In addition, Department@dmmerce’s responsibilities in the annex include
providing atmospheric transport and dispersionn@limodeling assessment and forecasts to the
coordinating agency when IMAAC is not activatedgd amaintaining and further developing the Hybrid
Single-Particle Lagrangian Integrated Trajectory @PLIT) transport and dispersion model [NOAA
2011a].

The Federal Government’s blueprint for respondnigdth oil spills and hazardous substance reléases
described in the National Oil and Hazardous SulbstaPollution Contingency Plan, more commonly
called the National Contingency Plan or NCP [EPALX). The plan is included in the code of federal
regulations in volume 40, part 300. The plan distlabs, in response to major discharges of oil or
hazardous waste, the National Response Team amdeissand responsibilities, the Regional Response
Teams and their roles and responsibilities, andjémeral responsibilities of Federal On-Scene
Coordinators (FOSCs). It requires notificatioraofy discharge or release to the National RespoasteC
through a toll-free telephone number. The NCPuidet a Scientific Support Coordinator (SSC) as a
special team to the FOSC. In addition to othezram coordination activities, the SSC provides sst@
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air and water modeling in support of oil and harasisubstance releases. NOAA provides the SSC for
releases in the coastal zone and EPA for inland.zdine National Response Center (NRC) acts as the
central clearinghouse for all pollution incidenpoeting. The regulations call for use of dispensio
modeling for a specific situation, such as, toxiwant emitted from burning of identified materiads
metal recovery furnaces, and determination of alo& emission rates of specific compounds. The
owners and operators of sites subject to reguldiime to certify use of dispersion modeling anahiidie
the tools and version used.

HMR dispersion modeling is also called for interoa&l level applications. The verification regimithe
Comprehensive Nuclear Test Ban Treaty Organiz4@arBTO) utilizes atmospheric transport modeling
(ATM) for identifying a possible release area optedict the travel path of radionuclides based on
known emission location. Based on high-qualitybgllometeorological data and using ATM, it is poksib
to trace the various three-dimensional travel pafteny selected radionuclide from any monitoring
station where it was measured back to the areaewharay have originated [CTBTO 2011].

Another international level application coordinatbcbugh National Oceanic and Atmospheric
Adminsitration (NOAA) is the determination of hadarto aviation due to volcanic ash. International
Volcanic Ash Advisory Centers (VAACSs) have beerabshed for collecting the information needed for
this task, analyzing the data, forecasting drifthaf volcanic cloud, and preparing notices andsamtyi
bulletins. These organizations utilize dispersiardeis, operational satellite data, seismic monitansl
volcanic observatories for their information [JCE&T1O0].

3.2. Critical Infrastructure

Critical Infrastructure and Key Resources (CIKR)d®mls and simulations may be used to understand
infrastructure systems, their interdependenciess thulnerabilities, and the impact of the propagabf
damage across interdependent infrastructure sydiagsesl upon emergency incidents. They may also be
used to support training exercises, performancesarement, conceptual design, impact evaluation,
response planning, analysis, acquisition, concéping and evaluating new systems, vulnerability
analysis, economic impact, and determining inteeddpncies between CIKR systems.

The National Infrastructure Protection Plan (NIFIPHS 2009a] provides the structure needed to
coordinate, integrate, and synchronize activitesved from various relevant statutes, nationaltstyies,
and presidential directives to create a unifiedomai approach to implementing the CIKR protection
mission (see Figure 1). The relevant authoritiekushe those that address the overarching homeland
security and CIKR protection missions, as wellrasse that address a wide range of sector-spediiRC
protection-related functions, programs, and resipdities. Homeland Security presidential Diretiv
(HSPD-7) established U.S. policy for enhancing ClptRtection by creating a framework for NIPP
partners to identify, prioritize, and protect thatidn’s CIKR from terrorist attacks. The directive
identified 17 CIKR sectors and designated a fedgeator-Specific Agency (SSA) to lead CIKR
protection efforts in each. The directive allowsttee U.S. Department of Homeland Security to idgnt
gaps in existing CIKR sectors and establish newoseto fill these gaps. Under this authority, the
Department established an™$ector, the Critical Manufacturing Sector, in Mag008.

Protecting and ensuring the continuity of CIKR essential to the Nation’s security, public heatid a
safety, economic vitality, and way of life. Craidnfrastructures are the assets, systems, amsriet,
whether physical or virtual, so vital to the Natibiat their incapacitation or destruction would éav
debilitating effect on security, national economsécurity, public health/safety, or any combination
thereof. Key resources are publicly or privateptrolled resources essential to the minimal ojmratof
the economy and government [DHS 2009a].
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The NIPP identifies CIKR sectors and responsibknages. The sectors and responsible agencies are
identified below:

1.

Agriculture and Food- This sector is defined as the supply chainsefed, animals, and animal
products; crop production and the supply chairseefd; fertilizer; and other necessary related
materials. It includes the post- harvesting congods of the food supply chain, from processing,
production, and packaging, through storage andlalision to retail sales, institutional food
services, and restaurant or home consumptiBesgonsible AgencieBepartment of Agriculture,
Department of Health and Human Services)

Banking and Finance This sector includes institutions that provide tbllowing products and
services: deposit, consumer credit, and paymemegmsgs credit and liquidity products; investment
products; and risk-transfer products, includingirasice. Responsible Agencipepartment of the
Treasury

Chemical-This sector can be divided into five main segmepased on the end product produced:
basic chemicals, specialty chemicals, agricultangmicals, pharmaceuticals, and consumer
products. Responsible Agencpepartment of Homeland Security — Office of Infrasture
Protection

Commercial Facilities- This sector consists of the following eight suibses: public assembly
(e.g., arenas, stadiums, aquariums, zoos, museomgntion centers); sports leagues (e.g.,
professional sports leagues and federations);tseémg., casinos); lodging (e.qg., hotels, motels,
conference centers); outdoor events (e.g., them@ausement parks, fairs, campgrounds,
parades); entertainment and media (e.g., motidnneictudios, broadcast media); real estate (e.g.,
office/apartment buildings, condominiums, mixed-tesglities, self-storage); and retail (e.g.,
retail centers and districts, shopping mall§egponsible Agencigepartment of Homeland
Security — Office of Infrastructure Protectjon

Communications Fhis sector includes physical properties such as livie, wireless
infrastructure, satellite, cable, and broadcastimgj also services such as the Internet, information
services, and cable television networkResponsible Agencipepartment of Homeland Security
— Office of Cybersecurity and Communications)

Critical Manufacturing—This sector includes manufacturers that desigrduare, and distribute
products not covered by other sectors, includimgnary metals (e.g., iron and steel mills and
ferro-alloy manufacturing, alumina and aluminumdarction and processing, nonferrous metal,
except aluminum, production and processing); nmelyi(e.g., engines, turbines, and power
transmission equipment); electrical equipment,iappks, and components; transportation
equipment (e.g., motor vehicles, aerospace prahatiparts, railroad rolling stock, and other
transportation equipment)Résponsible Agencipepartment of Homeland Security — Office of
Infrastructure Protectign

Dams— This sectocomprises the assets, systems, networks, anddusatelated to dam projects,
navigation locks, levees, hurricane barriers, n@ilengs impoundments, or other similar water
retention and/or control facilities. It providesvade range of economic, environmental, and social
benefits, including hydroelectric power, river rgation, water supply, wildlife habitat, waste
management, flood control, and recreati@Responsible Agencipepartment of Homeland
Security — Office of Infrastructure Protectjon

Defense Industrial Base This sector is subdivided into segments, subasegs, and commodities
that produce or comprise weapon system platforomaponents, and expendables. Major
segments include missile, aircraft, troop supmpéace, combat vehicle, ammunition, weapons,
information technology, shipbuilding, and electmni Commodities include mechanical
components and systems, structural elements, ieldctind electronicsResponsible Agency:
Department of Defense)

Emergency ServicesThis sector is a system of response and rec@lenyents that forms the
Nation’s first line of defense and prevention aeduction of consequences from any terrorist
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attack. It is a sector of trained and tested persihplans, redundant systems, agreements, and
pacts that provide life safety and security sewvi@eross the Nation via the first-responder
community comprised of federal, state, local, fribad private partners. First-responder
disciplines included within the sector are: emagyemanagement, emergency medical services,
fire, hazardous material, law enforcement, bomtadgutactical operations/special weapons
assault teams, and search and resddesfonsible Agencipepartment of Homeland Security —
Office of Infrastructure Protectiyn

. Energy— The energy infrastructure is divided into thirgerrelated segments: electricity,

petroleum, and natural gas. More than 80 perdetieccountry’'s energy infrastructure is owned
by the private sector. The sector’s reliance @elpies highlights the interdependency with, and
the reliance on, the Energy Sector for power, wiigans that virtually all sectors have
dependencies on this sectoRegponsible Agencipepartment of Energy)

Government Facilities- This sector includes a wide variety of buildinganed or leased by
federal, state, territorial, local, or tribal gomerents, located domestically and overseas. Many
government facilities are open to the public fosibess activities, commercial transactions, or
recreational activities. Others not open to thielipicontain highly sensitive information,
materials, processes, and equipment. This inclgdesral-use office buildings and special-use
military installations, embassies, courthousedpnat laboratories, and structures that may house
critical equipment and systems, networks, and fanst Responsible Agencielsnmigration and
Customs Enforcement, Federal Protective Service)

Healthcare and Public Health Fhis sector consists of state and local health rtieyeats,

hospitals, health clinics, mental health facilitiesrsing homes, blood-supply facilities,
laboratories, mortuaries, and pharmaceutical sitekpResponsible Agenciepartment of

Health and Human Services)

Information Technology (IT) Fhis sector is comprised of virtual and distributedctions
necessary to provide IT products and services direfuhardware, software, IT systems, and
services. Responsible Agencipepartment of Homeland Security — Office of Cybetsity and
Communications

National Monuments and IcorsThis sector is comprised of a diverse arraysséts located
throughout the United States and its Territori@sany are listed on either the National Register of
Historic Places or the List of National Historicridmarks. They include monuments, physical
structures, or objects that are: 1) recognizet hationally and internationally as representirgy th
Nation’s heritage, traditions, and/or values orraagnized for their national, cultural, religipus
historical, or political significance; and 2) serthe primary purpose of memorializing or
representing significant aspects of our Nation'sthge, traditions, or values and serve as points
of interest for visitors and educational activiti#hese assets generally do not have a purpose or
function that fits under the responsibility of amat sector.Responsible Agencipepartment of

the Interio)

. Nuclear Reactors, Materials, and Wast&he sector includes: nuclear power plants; nmmegp

nuclear reactors used for research, testing, andrig; nuclear materials used in medical,
industrial, and academic settings; nuclear fueli€altion facilities; decommissioning reactors; and
the transportation, storage, and disposal of nudtederial and wasteRgsponsible Agency:
Department of Energy)

Postal and Shipping The sector moves over 720 million messages,ustedand financial
transactions each day. Postal and shipping actwvidifferentiated from general cargo operations
by its focus on small- and medium-size packageshgrskrvice from millions of senders to nearly
150 million destinations. Sector-specific assetfuide: high-volume automated processing
facilities; local delivery units; many and varieallection, acceptance, and retail operations; malil
transport vehicles including vans, trucks, tradtaiters and aircraft; and information and
communications networks. Every sector of the econdepends on the service providers in this
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sector to deliver time-sensitive letters, packagas, other shipmentRésponsible Agency:
Department of Homeland Security — Transportatiocuty Administration)

17. Transportation SystemsThis sector comprises all modes of transporgwiation, maritime,
mass transit, highway, freight rail, and pipelireg vast, open, interdependent networked system
that moves millions of passengers and millionaktof goods each yeaRRdsponsible Agencies:
Department of Homeland Security — Transportatiocu8ty Administration, United States Coast
Guard

18. Water— This sector includes drinking water and wastewatilities, facilities, and systems.
(Responsible AgencyEnvironmental Protection Agency

To ensure an effective, efficient CIKR protectiamgram over the long term, the NIPP relies on the
development, safeguarding, and maintenance ofsyatams and simulations to enable continuously
refined risk assessment within and across sectat$ceensure preparedness for domestic incident
management. In particular, the complexity of idegendency calls for use of modeling and simulation
capabilities. DHS Office of Infrastructure Proteat(IP) is the lead coordinator for modeling and
simulation capabilities regarding CIKR protectiordaesiliency [DHS 2009a]. In this capacity, DH&h
several objectives including:

» Specifying requirements for the development, maiamtee, and application of research and operations
related modeling capabilities for CIKR protectiordaesiliency;

» Utilizing available relevant modeling and simulaticapabilities in training and exercises to
familiarize the Sector Specific Agencies (SSASs) atiter CIKR partners with them;

» Providing guidance on the vetting of modeling tpalsd

« Promoting use of applicable private sector modedimgabilities, including initiatives and expertibg,
DHS, SSAs and their CIKR partners.

The principal capability within the IP to supporbdeling, simulation, and analysis efforts is theidizl
Infrastructure Simulation and Analysis Center (NGSA NISAC has been tasked with developing
advanced modeling, simulation, and analysis caitiabifor the Nation's CIKR. These tools and asaly
together address CIKR in all-hazards context iridgigphysical and cyber dependencies and
interdependencies. These sophisticated modekyr lefibrm decision makers, especially for crosserec
priorities. NISAC is the principal but not the es@ource available to CIKR stakeholders in need of
modeling, simulation and analysis capabilitiesSAC works with other providers of CIKR analysis to
improve overall analytical quality and ensure cstesicy.

Information regarding sector-specific CIKR-relatadhorities is addressed in the respective Sector
Specific Plans (SSPs). The SSPs provide the nfeaimaplementing NIPP across all sectors. SSRs als
provide a national framework for each sector thadles the development, implementation, and updating
of state and local homeland security strategiesGIK®R protection programs [DHS 2009a]. As the
responsible agent for the identification of asseid existing databases for their sectors, the SSAS’
objectives include:

» Outlining the sector plans and processes for daggliata system, and modeling and simulation
development and updates in their respective S$is; a

» Facilitating the collection and protection of aaterinformation for database, data system, and
modeling and simulation use in collaboration wiglster partners.

Fourteen of the SSPs are publicly available. Théadd current capabilities identified in these SSP
suggest that there are large opportunities foofi$4&S in each of the sectors.
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3.3. Incident Management

Incident management models and simulations mayséd to support analysis, planning, and training
needs pertaining to terrorist attacks, nationaliscevents, and natural and man-made disasters.
Simulation models may be used to understand intig@magement systems, interdependencies with other
systems, their vulnerabilities, and the impactroéegency incidents on the population and responder
community. Incident management models and sinarlativill be used to support training exercises,
performance measurement, conceptual design, inepatitation, response planning, analysis, acquisitio
conceptualizing and evaluating new systems, vubilisaanalysis, economic impact, and determining
interdependencies between incident managementthadiofrastructure systems.

The NIMS [DHS 2008a] and NRF [DHS 2008b] provide tklevant guidance for the incident
management domain. Incidents and their manageanemefined in NIMS as below.

“Incident : An occurrence, natural or manmade, that req@inesponse to protect life or property.
Incidents can, for example, include major disastemsergencies, terrorist attacks, terrorist threats
civil unrest, wild land and urban fires, floodszhedous materials spills, nuclear accidents, dircra
accidents, earthquakes, hurricanes, tornadoesicatogtorms, tsunamis, war-related disasters,
public health and medical emergencies, and othauroences requiring an emergency response.”

“Incident Management: The broad spectrum of activities and organizatiproviding effective
and efficient operations, coordination, and suppgplied at all levels of government, utilizing
both governmental and non-governmental resourcgsato for, respond to, and recover from an
incident, regardless of cause, size, or compléxity.

From the definitions it is clear that incident mgement has a broad scope since it involves a \sidger

of activities, includes a large number of organaa, in response to an even wider range of emeygen
threats and occurrences. DHS has developed & detwments to organize and manage the complekity o
the broad scope. The two major documents are lSNMnd NRF mentioned above, each with a set of
associated documents and components. Homelanditggresidential Directive-5 (HSPD-5) [DHS

2003], called upon the Secretary of Homeland Sgctoidevelop a national incident management system
The NIMS provides a systematic approach to guidieablved organizations through the entire lifectey

of preventing, protecting against, respondingéopwering from, and mitigating the effects of iresits

while the NRF focuses on preparing for and progdirunified national response to incidents. NIMS,
together with NRF and other documents, providestheture needed to coordinate, integrate, and
synchronize activities derived from various relehstatutes, national strategies, and presideritiettives

to create a unified national approach to implenmgntihe incident management mission (see Figure 1).

NIMS has five major components: Preparedness, Canwations & Information Management, Resource
Management, Command & Management, and Ongoing Mameant & Maintenance. The Ongoing
Management & Maintenance component specificallgreefo M&S. The component has two subsections:
National Integration Center (NIC) and SupportingfAmologies. NIC’s role includes developing M&S
capabilities for training and exercise programs ruaihtaining a repository of best-practices manuals
models, and recommendations.

A major sub-component of the Command &Managememipoment of NIMS is the Incident Command
System (ICS). The Incident Command System isdadsrdized, on-scene, all-hazards incident
management approach that:
» Allows for the integration of facilities, equipmemiersonnel, procedures, and communications
operating within a common organizational structure.
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» Enables a coordinated response among variousiptitsts and functional agencies, both public
and private.
» Establishes common processes for planning and rivanegsources.” [FEMA 2010]

The ICS calls for use of technical specialistslanping and other parts of the recommended incident
command organizational structure. The technicatigists’ roles include providing information thaty
support tactical decisions on an incident. Nunatmcodelers are specifically identified as a cate@d
technical specialists. M&S experts may thus b&ted as technical specialists in ICS to providepsut
for tactical decisions.

The NRF defines the roles and responsibilitiegease actions, and organizations, and emphasizes
planning as a critical element of the responséntibduces national planning scenarios to be aseal
critical element for preparedness. The 15 natiplaining scenarios [FEMA 2009] may be used to help
focus efforts to prepare for natural disastersotest attacks, and other serious incidents. Tatenal
planning scenarios atmprovised Nuclear Device; Aerosol Anthrax; Pandeinfluenza; Plague; Blister
Agent; Toxic Industrial Chemicals; Nerve Agent; @hle Tank Explosion; Major Earthquake; Major
Hurricane; Radiological Dispersal Device; Improvis&xplosive Device; Food Contamination; Foreign
Animal DiseaseandCyber Attack.

» Improvised Nuclear Devicgcenario is based upon a 10-kiloton nuclear détonan a large
metropolitan area.

» Aerosol Anthraxscenarids an aerosol attack spread by a truck in a city.

» Pandemic Influenzacenario involves the outbreak of influenza forakhihere has not been an
effective preplanned response.

» Plaguescenarids a pneumonic plague that strikes three areasridjar metropolitan city.

» Blister Agentscenario involves a light aircraft spraying cherhidster agents into a packed college
football stadium.

» Toxic Industrial Chemicalscenarids an attack where a group of terrorists land beliers at a
petroleum refinery, start fires with rocket-propeligrenades and improvised explosive devices that
result in a toxic chemical release.

» Nerve Agenscenario involves the release of Sarin vapor im¢oventilation systems of three
commercial office buildings in a busy metropolitea.

» Chlorine Tank Explosioacenarianvolves an explosion at an industrial facility ahe release of a
large quantity of chlorine gas.

» Major Earthquakescenarids a 7.2 magnitude quake that occurs along a fauié in a major city.

* Major Hurricanescenarids a Category 5 hurricane that hits a major metitzpparea.

» Radiological Dispersal Device (RDBenario involves separate Cesium Chloride bonaigkston
three regionally close, moderate-to-large cities.

» Improvised Explosive Device (IEB}enario involves IED bombings inside a sportsaraha parking
facility near an entertainment complex, and suitidmber attacks in an underground public
transportation concourse.

» Food Contaminatioscenaridnvolves the distribution of anthrax-contaminatedumnd beef and
orange juice to different states and cities.

» Foreign Animal Diseasscenario is a coordinated bio-terrorism attack ithfatcts farm animals with
foot and mouth disease at several large livestpekations.

e Cyber Attacks a computer attack that is directed at sevends jpd the national financial infrastructure
over the course of several weeks.
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M&S tools and applications should, wherever possiblipport the fifteen national planning scenarios
defined by DHS. ltis likely that incident managarhsystems will play a significant role in mosttlod
national planning scenarios, with the possible ptioa of the cyber attack scenario.

The NRF defines 15 emergency support functions §fE8fat can be used to coordinate response in
functions such as transportation, communicatidre fifjhting, mass care, housing, public health and
medical services, search and rescue, and eneye 8f the annexes specifically call for use of M&S
ESF#8 — Public Health and Emergency Services fmllgse of Interagency Modeling and Atmospheric
Assessment Center (IMAAC) to provide predictionmgdM&S of hazards associated with atmospheric
releases for use in emergency response. ESF#ll@n®Hazardous Material also calls for use of IMAA
for such predictions and for use of M&S for oillspiajectory analysis and calculation of pipelimé
discharge volumes. The ESF#12- Energy recommeselsfuM&S for modeling impact of disruptions to
the energy sector on economy, and on other critiastructure and key resources. ESF#13 — Public
Safety and Security calls for use of modeling arédasting for crowd size, impact of weather, ameo
conditions to analyze potential factors that mdgafresource allocations. It also notes the |biligiof
requesting National Aeronautics and Space Admatisin (NASA) capabilities for geo-spatial modeling
and decision support if needed.

3.4. Healthcare Systems

Healthcare System models and simulations may lebtossupport analysis, planning, and training needs
for the healthcare institutions, epidemics, aneiottealthcare-related emergencies. Simulation rsodel
may be used to understand healthcare systemgjeéptmdencies with other systems, their vulneradslit
and the impact of emergency incidents on the pdipaland healthcare community. These models and
simulations will also be used to support trainingreises, performance measurement, conceptualesig
impact evaluation, response planning, analysigjiaitipn, conceptualizing and evaluating new system
vulnerability analysis, economic impact, and detamng interdependencies between healthcare and othe
infrastructure systems.

The Healthcare and Public Healthectorconsists of state and local health departmentgitads health
clinics, mental health facilities, nursing homdsold-supply facilities, laboratories, mortuariesda
pharmaceutical stockpiles. The Responsible Agémicthe sector, as designated in the relevant DHS
documents, is the Department of Health and Humavic®s. Organizations that may be involved in
addressing sector issues and as well the develdmhardels and simulations include: Center for
Disease Control, Food and Drug Administration, Depant of Homeland Security (border control for
foreign viruses, agricultural pests, etc.), SoSiaturity Administration, the U.S. Public Health \Bee,
public health regulatory agencies such as the @mmmission, state and local agencies, academic
institutions, and research hospitals.

DHS has developed specific plans for all the altinfrastructure and key resources sectors. €htos
specific plan for Healthcare and Public Health (HRi¢ntifies HHS as the sector specific agency [DHS
2011]. HPH sector is responsible for 15 percetthefgross national product. About 85 % of themé
assets are privately owned and operated. Theglbtilth component of the sector is managed aatbss
levels of government from local to national. ThEHHsector's vision has been stated as to achiexalbv
resiliency against all man-made and natural threldtsS supported establishment of two councils, a
Health Sector Coordinating Council for private sectomponent, and a Government Coordinating
Council for the government sector. The councilgehastablished collaborative workgroups on differen
topics such as, research and development needsapadility gaps for the sector, and measures and
metrics for progress towards infrastructure pradectjoals. The HPH sector R&D goals include
strengthening of surge capacity modeling tools [H#887], a goal that would strongly rely on M&S
techniques.
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The healthcare systems domain includes: modefiimement victims and existing patients affectgd b
incidents; medical symptoms, physiological procesaad behaviors that patients may experienceeas th
result of a natural disaster, terrorist attaclemidemic; disease management operations and prasedu
the impact of disasters, etc. on the environmemtadsas the food supply (pollution, contaminatiett.).
Issues that may be addressed by simulation applisainclude: analysis of policies, evaluatioropfions
and predictions concerning the state of publictheapread of communicable diseases, policies for
intervention, triage and priority scoring for sutigs or other treatments, vaccination programs; cos
effectiveness analysis, medical emergency respfatsdities management, overall readiness of the
healthcare system, hospitals and other relatetitifesforganizations, surge capacity, operatiomattces,
logistic support systems, resource utilization, eyarcy department treatment delays and effect on
community resources, alternate architectural optfon changing the existing function of a spaca to
space capable of surge such as parking garagderapdrary sites, and elements of the
pharmaceutical/equipment manufacturing sectorsregehealthcare system needs.

Healthcare system models may be comprised of:

» representations of medical personnel and hospitals

» constrained medical resources and work calendars

» hospital facilities (e.g., operation theatres, risiee care units, beds)

* medical equipment, single use devices, and condesab

» administrative documents and processes, and mgdiweddures

e routing, status, and location of ambulances as agtither Emergency Medical Technician (EMT)
resources and processes

» location, cost, status, quality, effectiveness, disdensation of pharmaceuticals

» logistics of industry practices and processes,(elignate controlled containers, other special sged

Models and simulations may be implemented as coenpatitware, simulation-based training facilities
(e.g., emergency and critical-care, medical/sutgiaient care, maternity and pediatric rooms), and
specialty devices (e.g., mannequins for varioudiegifpns such as trauma, surgery and emergeney car
and disease diagnosis and treatment).

DHS addresses healthcare systems in two contaxtss a function included in the response to
emergencies in the context of incident managenagakb) as a critical infrastructure sector thausthbe
protected against efforts to affect its operation.

The NIMS identifies that an incident may have a ofixmplications including political, social, ecamé,
environmental, public safety, public health, am@ficial, and hence require a coordinated respdrse.
the healthcare systems perspective, the respociselé@s collection of data on public health and
environmental modeling using standard techniqdd® public health information should be maintained
securely given the sensitive nature of data. Tfanation may be collected for investigations and
analysis to determine the cause, projecting theashrand selecting countermeasures for publicthealt
events and disease outbreaks. Typically M&S apfitio will be used for projections based on the
collected information and for evaluating resportsgegies. A public information officer should efurlly
manage release of information on public health.

The NIMS defines the health and medical resourpmtyfor resource management for incidents. The
command staff may include a medical advisor fanessof medical and mental health services, mass
casualty, acute care, vector control, epidemiologynass prophylaxis considerations, particularly i
response to a bioterrorism incident. The commaaiifl may also include public health specialists or
radiation health specialists depending on the npigtances. Protocols should be developed for
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credentialing of volunteer management agencies asithe Red Cross, Medical Reserve Corps, and by
organizations such as hospitals. NIMS calls fatiregup area command for public health emergencies
since the impact may not be immediately identialhay be geographically dispersed and evolve over
long periods of time.

In addition to concerns for the incident victimse healthcare systems need to be concerned with the
health of emergency responders. The NIMS definesieed for addressing occupational health and
mental issues for emergency responders includingjitorong of immediate and long term effects of the
incidents. The command staff should include atgafficer and/or an occupational safety and health
specialist for monitoring and advising on the Heald safety of incident personnel. The logistestion
should include a medical unit for providing medisatvices to incident personnel.

The NRF [DHS 2008b] acknowledges that the respditgifior public health and welfare lies with the
governments of the states, territories and tribedis, and that they can request federal assisifahes
anticipate their resources will be exceeded. S¢Vederal departments do have the authority téadec
disasters or emergencies. The Secretary of HaattitHuman Services (HHS) can declare a publicthealt
emergency. In a coordinated response, the stateitpries, and tribal governments should activate
special response teams with a public health spsic&ilould the incident warrant such action. The
response is followed by short-term recovery thellides providing essential public health and safety
services. Restoration of healthcare services wosl@lly include coordinating with private sector
owner/operators. The NRF emergency support anmeEreide primary operation level mechanism to
provide assistance in functional areas includinglipunealth and medical services.

The NRF Emergency Support Function ESF#8-Publidtdead Medical Services specifically describes
the federal coordinated response in case of aghbllth disaster or potential for one. It idéasifHHS

as the primary coordinator. The response addressdikal needs and other functional needs of paople
the need of medical care. The ESF briefly dessribe concept of operations and the organizatiothi®
ESF#8 response. It defines initial actions, suglaasessment of public health/ medical needshheal
surveillance, providing medical care personneljggent, and supplies, patient evacuation and eae,
mass fatality management. National Oceanic and8giheric Administration (NOAA) and Interagency
Modeling and Atmospheric Assessment Center (IMAA®@) be called on for support in case of
hazardous material releases being the cause efrteegency. ESF#6 - Mass Care, Emergency
Assistance, Housing, and Human Services also frails large role for healthcare systems including
emergency first aid and physical and mental hesdthiices for those in mass care. A number of other
ESFs call for support roles dealing with publicltiea

The NRF also includes incident annexes that desthi® specialized application of the response
framework to specific situations. The incident exes include those for biological, nuclear/ radijidal,
catastrophic, food and agriculture, and mass eviacuiacidents. The focus of biological incideminax
is to respond to human disease outbreaks of knoruaknown origins with the HHS as the primary
agency coordinating the response. The actiongifiehin the incident annex include HHS workingthwi
partner organizations to evaluate the incident.ilé\the annex doesn’t specifically mention it, M&8n
be used to predict the spread of the disease iovertd help determine the areas and populatioisiat r
All the other incident annexes include utilizatimirhealthcare systems for caring for incident witi

Related to the incident management context, theefimmd Security presidential Directive-8 (HSPD-8)
calls on DHS to develop mechanisms for improved/dgf of federal preparedness assistance to state,
tribal, and local governments [DHS 2008a]. Annéx HSPD-8 provides guidance for the planning and
development of an integrated planning system.eéiiftnational planning scenarios have been developed
that may be used to help focus efforts to prepara@dtural disasters, terrorist attacks, and atbdapus
incidents. With the exception of cyber attack scenghe rest of the scenarios will require the
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participation of the healthcare sector for prepaesd, response and recovery. Also, a few of the
scenarios, such as pandemic influenza and plagqeire responses primarily involving healthcare
systems. M&S tools and applications should, wher@essible, support the modeling of healthcare
systems in the fifteen national planning scenali&fned by DHS.
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4. Perspectives on Methodologies, Models, and Simulatis

Concise Oxford Dictionary of Current English, 19€6fines Methodology as “a body miethodsused in
a particular activity.” Methodology is principle$ method, and such principles can be used to stndy
inform problem solving and decision-making. [Chackl 2000] describes a useful model linking
methodology and the user of a methodology to protdelving:

“A problem-solving situation with three elements:

» A user of methodology (this assumes that the sskamiiliar with the methodology)

* Methodology as documented

» Situation as perceived by the user
Relationship and interactions between the thremeatts are encapsulated in the LUMAS model
(Learning, User of methodology, Methodology formalescribed, Actual approach adopted, and
real world problem Situation) shown in Figure 2.sifkple example narrative for the diagram may
be: A user, U, appreciating a methodology, M, aolerent set of principles and perceiving a
problem situation, S, asks, “what can | do?” Therdken tailors from M a specific approach, A,
judged to be appropriate for S, and uses it inteemgt to improve the situation. This generates
learning, L, which may change the user, U or théhoaology, M.

A methodology is, then, a logical framework that aoly brings forth learning for an individual,
but does so in a consistent and systemic manreastings can be shared and passed on.”

Another perspective on methodology comes from tiberhational Council on Systems Engineering
(INCOSE) where methodology is defined as “a coitetbf relatedorocesses, methods and tools”
[INCOSE 2008]:

“Methodology can be differentiated from other rethtconcepts using the following definitions

from [Martin 1996]:

» A Process (P) is a logical sequence of tasks paddrto achieve a particular objective. A
process defines “WHAT” is to be done, without sfgog “HOW” each task is performed.
The structure of a process provides several legélaggregation to allow analysis and
definition to be done at various levels of detaistipport different decision-making needs.

A Method (M) consists of techniques for performiagask, in other words, it defines the
“HOW” of each task. (In this context, the words: €thod,” “technique,” “practice,” and
“procedure” are often used interchangeably.) At Ewel, process tasks are performed using
methods. However, each method is also a procesH, itsith a sequence of tasks to be
performed for that particular method. In other vgrthe “HOW” at one level of abstraction
becomes the “WHAT” at the next lower level.
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The interrelationship of processes, methods, tamid,environments is graphically represented inifeic.

“Model” and “simulation” can be defined or claseiiin many ways. For example, the DHS Lexicon
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Figure 2: The LUMAS Model [Checkland 2000]

e A Tool (T) is an instrument that, when applied tgarticular method, can enhance the
efficiency of the task; provided it is applied peoly and by somebody with proper skills and
training. The purpose of a tool should be to featid the accomplishment of the “HOWSs.” In a
broader sense, a tool enhances the “WHAT” and Hh@W.” Most tools used to support
systems engineering are computer- or software-basetlare also known as Computer Aided

Engineering (CAE) tools.”

“Closely associated with methodology is an Envirentn(E) that consists of the surroundings, the
external objects, conditions, or factors that iaflae the actions of an object, individual person or
group [Martin 1996]. These conditions can be sodaltural, personal, physical, organizational,

or functional. The purpose of a project environmsrauld be to integrate and support the use of
the tools and methods used on that project. Anrenmient thus enables (or disables) the

“WHAT” and the “HOW".”

[DHS 2010] includes the following definitions:
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Model approximation, representation, or idealizatiorselected aspects of the structure, behavior,
operation, or other characteristics of a real-wgriocess, concept, or system.
Simulation model that behaves or operates like a given processept, or system when provided a
set of controlled inputsSimulation model that behaves or operates like a given processept, or

system when provided a set of controlled inputs.
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Figure 3: The Process, Methods, Tools, Environmen&lements, and Effects of Technology and
People [INCOSE 2008]

In addition, Department of Defense glossary [DoR@(rovides the following definition.

* Modeling & SimulationThe discipline that comprises the developmentanase of models and
simulations. M&S is highly dependent upon InformatiTechnology as defined in DoD Directive
4630.05, Interoperability and Supportability ofdrmhation Technology (IT) and National Security
Systems (NSS), May 5, 2004. The use of models,direy emulators, prototypes, simulators, and
stimulators, either statically or over time, to diep data as a basis for making managerial or teahn
decisions. The terms “modeling” and “simulationgé aften used interchangeably, but simulations
generally execute models over time, space, eventgher processes.

The focus of this document is on computer modedssimulations — computer implemented physical,
mathematical, process, phenomenological, or otpestof models. One perspective on the way irchvhi
computer models and simulations support methoddkgyodeled in Figure 4 (M in the LUMAS Model).

Models can broadly be divided into structural apavior representations of systems, which could
include mathematical or empirical modeling. Eatthese types of models can be implemented using
computer models for simulation and used to studstions of interest about a particular system.ioviar
examples of model types are shown. This list oflehtypes is not complete or exhaustive, but ismta
show typical applications of M&S that support metblmgies such as operations research, systems
engineering, experimentation, or other types ofyaism

Although M&S capabilities are tools in many diffatenethodologies, M&S using computers is itself a
methodology with supporting processes, methodst@old. Figure 5 illustrates a simplified, generic
process for development of computational M&S cdpads to address a non-trivial engineering or
scientific problem from the perspective of an M&Svdloper. The process shown in Figure 5 also maps
to the LUMAS model as shown in Figure 2. This pexis also applicable to simpler problems where
trivial steps may be combined. Also, the M&S depelr may be the problem solver and consumer of the
M&S results such as an engineer addressing a systesign question or a program manager doing a
“what if’ analysis to assess the risk to a program.
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Examples of

Methodologies:

o Policy Analysis

e Operations
Research

o Systems
Engineering

o Statistics

e Test and
Evaluation

o Computer
Modeling
and
Simulation

The first step in the process includes the modebde developer (U) developing a clear understanain

what problem situation (S) the consumer of the M&8llts is trying to address. A conceptual model o
the system or problem serves as a framework inloeive) and implementing the appropriate computer
modeling capability (A) using the M&S methodolody)(to address the question at hand. With a clear

* Experimentation

(Epistemology)

o

General
Knowledge

METHODOLOGY

Structural

Conceptual (language, images)
State Charts

Discrete Event System Specification
Discrete Time System Specification
Agent-Based Models

Cellular Automata

Neural Networks

Object-Oriented Models

Computer Modeling
and Simulation

Differential Equation Specified Systems (DESS)
Stochastic Models

Logic Models

Linear Programs

Mathematical
Modeling

Parametric/Empirical Models
Uncertainty Models

| Modeling

Human-in-the-Loop (HITL)
Hardware-in-the-Loop (HWIL)
Finite Element Model (FEM)
Finite Volume Model (FVM)
System Environment Models

Mock-up/Prototype
Scale Models; e.g., ships, airplanes
Maps

Figure 4: Modeling in Methodology

conceptual model in mind, developers have a numbehnoices to make in generating results:

» What data, knowledge, theories, or models are abailor applicable to address the problem at hand?
» Is the data, knowledge, or understanding sufficiemoth quality and quantity to address the pnoble

at hand, or will additional data or observationgdgpired to support development?
» What is the risk of using erroneous results, &vil.these results be the only input to a decisiamn,
will other sources of information be available tpport decision making?
* How can the conceptual model be expressed matheathaior physically?
* What boundary and initial condition should be used?
* What modeling paradigm or approach would be mostapiate to implement the analysis?

» Given the developers’ experience, what particutales or capabilities would be most suitable for

implementing the model, considering software, hamgdyvand other constraints and limitations?

» Given the code or computer capability has beenldped, have any mistakes or errors been made in

completing this or in entering the data?

» Given there are no mistakes or errors found in ldgieg the capability or entering the data, are the

results realistic, and do they make sense?
» What approach should be used to ensure that thksese correct?
* How do uncertainties and approximations affectctmputational results?
» Given that everything else is correct, are theltesuitable to address the problem at hand?
» How should the results and associated uncertamprésent for use in decision making?
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M&S capabilities include only selected aspects system and are implemented in a computing
environment; therefore, they need to be criticallgluated to ensure that the results are credibléir
specific intended use, and this is typically doemg an evaluation process (L), which is includethie
M&S methodology (M) and informs the model develofig) of the quality of the M&S capability and
results in addressing the problem at hand (S).

Evaluales/_\

Problem at Hand /

System @

N

=3 ©

Evaluation Process
(W&A)

Includes

Interprets
Enhances
Informs

Address Checks

©w

Model Developer

Specify Intended
Use to Address

~

Grounds

Inform.

Uses
Consumer of Results

M&S Results Supports

Creates

Uses M&S ﬁ ®

Methodology

Creates

Produces

\\ Computer Model/

Smuaton ® Data from
X Conceptual Model Obser\lljaatltoans and gxztell:r?s
Supports Yy

Grounds,

Guides Development and Use of

Figure 5. Computer Modeling and Simulation — Develper’'s Perspective

One of the choices to be made by model develomersecns modeling paradigms. A number of
paradigms can be used to create models that cessesy selected aspects of a system. Thereaadlbr
speaking two paradigms based on modeling of tinserete event and continuous. A hybrid paradigm
combines the discrete event and continuous paradiginother paradigm, Monte Carlo simulation, uses
random distributions to represent the outcomegystesn without modeling the passage of time. Mont
Carlo simulation concepts are used to model ind&id¢thance event outcomes within discrete event and
continuous simulations.

Discrete event simulation representation uses s\ibat make step changes in the status of thensyste
over time. The simulated clock in discrete eymradigm does not have to successively increment th
time and can jump from the time of one event tatitne of next event since there is no change in the
system in between the events. Continuous sinoaisitinodel changes in system parameters over
continuous time. The simulated clock proceedimiouous time steps and the relevant parameters
updated at each time step. The continuous paragigenerally used for modeling systems that inelud
phenomenon that change continually. For examipdedispersion of a plume happens continually with
time and will be difficult to represent with disteesvents. The continuous phenomena are typically
modeled using differential equations that modehsfactors as growth, decay, in-flows, and out-flows
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There are a few other prevalent paradigms thabeagrouped within the two major paradigms introdilice
above or their hybrid form. Agent-based modelsegelty follow the discrete event paradigm thougéyth
may utilize the hybrid form too. Agent-based maddilize a decentralized representation of systnas
allow the system behavior to be determined basetktined behaviors of a number of modeled agents.
Their strength lies in modeling systems with langenber of agents, such as, a crowd of people affect
by an incident. The continuous paradigm includesizs-based models (also referred to as dynamic
system models) and system dynamics. Physics-lagddls mimic the change in system state using laws
of physics that are represented by differentiabtiqns. They generally model systems at a versiléet
level such as movements and changes of state eftsbfluids and gases. System dynamics simulation
represents a system using causal relationshipsié@tmine system behavior over time using difféaén
equations. It is basically a continuous represemtaf systems generally at a highly aggregatellev

Evaluation of M&S capabilities and results showlkiet into account the many factors that affect tredity
of the results including the level of understandindgtnowledge of the issues being addressed and the
experience level of model developers. Severalmizgéions have developed processes and guidetines t
address the credibility of M&S capabilities. Foaexple, DoD has a process for documentation,
evaluation, and certification of M&S results knoam Verification, Validation, and Accreditation

(VV&A) that is defined in a recommended practicédguDoD 2006]. The DoD process is implemented
in policy, which develops a common understandinthefmajor steps in the VV&A process defined as
below [DoD 2009]:

» Verification. The process of determining that a model implentemtand its associated data
accurately represents the developer’s conceptsaligéion and specifications.

» Validation. The process of determining the degree to whiclodetrand its associated data are an
accurate representation of the real world frompiiespective of the intended uses of the model.

» Accreditation.The official certification that a model, simulaticor federation of models and
simulations and its associated data are accedtahlese for a specific purpose.

All M&S capabilities should complete verification@validation (V&V). M&S capabilities used as the
primary input to critical decision making, e.g., @wst, schedule, or performance of the system,|dhmzu
formally accredited to certify that the results aredible for their intended use. Analysts andsiec
makers need to be aware of these sorts of issues priesented with computational modeling and
simulation results.

[Balci 1998] developed a taxonomy and describesiieeof different methods to evaluate M&S
capabilities and results based on software tesjipgoaches. Figure 6 identifies these verification
validation, and testing methods or techniquesdhatbe used to support an evaluation process such a
VV&A.

In addition to the use of recommended practicesdoceptual modeling and ensuring model credibility
model developers should employ recommended pradiitea number of other aspects. [Jain 2011]
recommends best practices for modeling, simulatiad, analysis for homeland security applicatioms fo
the following aspects:

Conceptual modeling

Innovative approaches

Software engineering

Model confidence/verification, validation, and axtitation (VV&A)
Use of standards

Interoperability

Execution performance

Noo,rwhpE
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8. User friendliness and accessibility

Verification, Validation and Testing Techniques

|
Informal

I
Andit
Desk Checking
Documentation Checking
Face Validation
Inspections
Reviews
Turnng Test
Walkthroughs

|
Static
I

Cause-Effect Graphing
Control Analysis

Calling Structure Analysis
Concwrrent Process Analysis

Control Flow Analysis

State Transifion Analysis

Data Analysis

Data Dependency Analysis

Data Flow Analysis
Fault/Failure Analysis
Interface Analysis

Model Interface Analysis

User Interface Analysis
Semantic Analysis
Structural Analysis
Symbolic Evaluation
Syntax Analysis
Traceability Assessment

I
Dynamic

I
Acceptance Testing
Alpha Testing
Assertion Checking
Beta Testng
Bottom-Up Testing
Comparison Testing
Compliance Testing

Anuthorization Testing

|
Formal

|
Induction
Inductive Assertions
Inference
Lambda Calculus
Logical Deduction
Predicate Caleulus
Predicate Transformation
Proof of Comrectness

Performance Testing
Security Testing
Standards Testing
Debugging
Execufion Testing
Execution Monitoring
Execution Profiling
Execution Tracing
Fault/Failure Insertion Testing
Field Testing
Functional (Black-Box)Testng
Graphical Comparnisens
Interface Testing
Data Interface Testing
Model Interface Testing
User Interface Testing
Object-Flow Testing
Partition Testing
Predictive Validation
Produet Testing
Regression Testing
Sensifivity Analysis
Special Input Testing
Boundary Value Testing
Equivalence Partitioning Testing
Extreme Input Testing
Invalid Input Testing
Real-Time Input Testing
Self-Driven Input Testing
Stress Testing
Trace-Dnven Input Testing
Statistical Technigues
Structural (White-Box)Tesfing
Branch Testing
Condition Testing
Data Flow Testing
Loop Testing
Path Testing
Statement Testing
SubmodelModule Testing
Symbolic Debugging
Top-Down Testing
‘Visualization/Animation

Figure 6: Taxonomy of Verification, Validation, and Testing Techniques [Balci 1998]
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5. Needs Analysis Overview

This section contains brief summaries of the M&8dsefor each of the four technical domains. Append
A identifies some of the potential capabilities aaduirements that are associated with the needsafth
domain.

5.1. Hazardous Material Releases M&S Needs

Emergency planners, first responders, and traip@rgonnel need simulations to support exerciséss, dr
emergencies, tests, alerts, real world incidemts,pdanning for national security events. When a
hazardous atmospheric release occurs officials twakiow -What is the hazard? Where is it going?
Who is at risk? How do we respon@&mulation results may be used to help officials

a) Provide real-time access and automated reach-bgudkme modeling capabilities with the
incorporation of real-time weather data.

b) Establish situational awareness of current/foreglashe transport direction and hazard areas.

c) Support contingency planning, damage assessmemtiogenent of response strategies, and
consequence management as well as the develophmmotective action guides/recommendations to
deal with the short and long term health and oflumerse effects of a hazardous release.

d) Estimate potential damages, casualties, illnessebfatalities.

e) Estimate emergency assistance requirements.

f) Project areas where buildings, land, agriculturaps, bodies of water, and other man-made or natura
resources are or will be contaminated.

g) Select locations for incident command sites, deaoittation facilities, sheltering, and evacuation
areas.

h) Determine emergency response and health servicidiida impacted by the release.

i) Make shelter-in-place, evacuation, and persondéptive equipment use decisions.

j) Identify safe approach and evacuation routes.

k) Guide field measurement and aerial sampling teams.

[) Determine radiological monitoring requirements.

m) Estimate the source amounts and locations of unkrreleases.

n) Obtain information for communications with the galib allay concerns.

0) Support post-event analysis for exercises and kicitidents.

Both forward and reverse simulations are neededwdard simulations predict the spread of a cloud of
materials from a known release. Reverse simulatitens be used to predict probable source locatiods a
guantities of agent released based on sensorfdeaaource location, weather, quantity, and tyges o
chemicals involved may affect the dispersion oferiats.

Inputs to simulation models may include the chandstics of the agent released, release mecharssth u
the location of release point, terrain and struegtwaround the release point, and weather conditilonaits
may alternately be based on the sensor readingdiowein the area of interest indicating the pneseof
an agent and the direction(s) of the spreading elum

Outputs may include time profile of the plume, afésl areas and populations, and the exposuregfofil
the population in the region affected by the plover time.

5.2. Critical Infrastructure M&S Needs

Modeling and simulation should be used to supg@rtteeds of the various CIKR sectors, managers,
analysts, service providers, and first respondétimthe homeland security community. Most
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importantly, it must support the planning and resmoneeds of the NIPP partners including the
Department of Homeland Security and other fedstatg, local, tribal, territorial, and private smct
organizations. The high-level needs identifiecblehave been derived from the NIPP [DHS 2009a].
High level needs for CIKR modeling and simulati@avé been grouped into the following categories:

- Model, simulation, tool, and database development
- M&S maintenance, updates, and security,

- M&S partnering and coordination, and

- M&S resource support and information dissemimatio

A list of high level user and customer needs fd{RRM&S follows:

Development of models, simulations, tools, andlusas —

Provide modeling, simulation, and analysis of thkRCassets and systems to enhance
preparedness, protection, response, recovery, dightion activities.

Develop, protect, and maintain data systems andlations to enable continuously refined risk
assessment within and across sectors and to gm&ya@redness for domestic incident
management.

Use models and simulations to comprehensively exatfie potential consequences from terrorist
attacks, natural disasters, and manmade accideitaffect CIKR and to analyze sector, cross-
sector, and regional dependencies and interdepeledemcluding the cyber domain.

Conduct pre-planned, short-term, and long-termyaeal as well as unplanned, priority analytical
projects that are based on higher-level taskirthatrare related to current threats to CIKR (e.g.,
hurricane CIKR impact analysis).

Conduct pre-incident studies (e.g., hurricane stestudies) that are posted and available for
downloading on the Homeland Security Informatioriidek (HSIN).

Work with end-users to design operations-relatetstthat provide maximum utility and clarity
for CIKR protection activities in both emergencasl routine operations.

Identify and integrate existing databases and athtx services into CIKR databases and data
systems, such as the Infrastructure Data WareHtiD¥¥), to reduce the duplication of effort;
ensure that available data are consistent, cuaadtaccurate; and provide users with a
consolidated picture across all CIKR sectors.

Facilitate the actual integration of supportingathases or the importation of data into CIKR
protection databases and data systems using a aorstaadardized format, data scheme, and
categorization system or taxonomy specified by Di&ordination with the SSAs.

Provide guidance on the vetting of modeling toolstlude the use of private sector operational,
technical, and business expertise.

Provide mechanisms for accessing and inputtingnimé¢ion into models, simulations, tools, and
cross-sector interdependency analyses.

Develop long-term capabilities by maintaining exgerin the development, application of
improved processes and analysis tools in suppdonger-term DHS projects.

Predict damage to infrastructure primarily affedbydan incident to help develop initial response
until the situation awareness information becomvedlable. Utilize predicted damage information
to develop initial recovery plans until detailedEge assessments are performed.

Predict cascading damage to other infrastructure.

Predict impact on human populace due to damadeetmfrastructure (including evacuation
models).

Analyze trade-offs between investments and risksifwove resiliency of critical infrastructure in
disasters.
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Provide predictions of critical infrastructure perhance across the whole range from micro and
macro scale, for example, models that predict araickndividual buildings to models that address
impact of a hurricane on all the infrastructuretayss in a region.

M&S maintenance, updates, and security —

Continuously update, maintain, and/or develop renlstand key databases to keep pace with the
constantly evolving threat, technology, and busiress/ironments to produce reliable projections.
Protect sensitive information associated with M&8I$ and databases.

Work with end-users to design appropriate inforomafirotection plans for sensitive information
used and produced by CIKR protection modeling tools

Outline in the sector plan processes for datalizga,system, and modeling and simulation
development and updates.

Specify the timelines, milestones, and schedulethfoinitial population of CIKR databases, as
well as regular maintenance and updates.

Define the schedule for integrating data and da@bato such systems as the IDW.

M&S partnering and coordination —

Partner with the private sector on M&S activitiesadd value to industry’s ability to assess risk
and refine its own business continuity and secylfiys, as well as to contribute to the security
and sustained economic vitality of the for CIKR teiiion and resiliency.

Develop and maintain simulation and modeling cdfigds in coordination with partners that have
relevant modeling capabilities to create appropnméechanisms for the development,
maintenance, and use of such for CIKR protectiodisted by HSPD-7.

Review existing private sector modeling initiativaesd opportunities for joint ventures to ensure
that DHS, the Sector Specific Areas (SSAs), anit @kKR partners make the maximum use of
applicable private sector modeling capabilities.

Work with sector partners, as appropriate, to ita¢d the collection and protection of accurate
information for database, data system, and modelmbsimulation use and to enhance abilities to
innovate and to provide products, services, anthi@ogies to quickly focus on mission needs.
Establish robust relationships that are usefusfaring and protecting sensitive information
regarding threats, vulnerabilities, countermeasumed best practices.

Encourage industry and other partners to partieipatearly as possible in policy development,
initiatives, risk analysis, and the management éa&ork so as to help focus corporate and
government planning, resource investment, and Ntiigffementation.

Enable greater information sharing regarding spettifeats and hazards enabled by the issuance
of security clearances to private sector partners.

Encourage the leveraged application of preparedyngdelines and self-assessment tools within
and across sectors so that risks can be managedeffectively and efficiently from the corporate
level down to the individual facility level.

Coordinate and plan across multiple agencies fiselassets and facilities that are considered to
be at the greatest risk.

Participate in national-level and cross-sectontraj and exercise programs, as well as the
National Incident Management System.

Establish informal networks among private sectotrgas and between the private sector and the
various federal agencies that can be used foraalittils planning and response.

Encourage industry to go beyond efforts alreadtjfied by corporate business needs to assist in
broad-scale CIKR protection.

Coordinate with the DHS Science and Technologydimate (S&T) and the SSAs on the
specification of requirements for the developmeamgjntenance, and application of research- and
operations-related modeling capabilities.

34



Create an environment that encourages and suppoetstives and recognition for companies to
voluntarily adopt widely accepted security practice

Work with industry to develop and clearly priorgikey missions and enable the protection and/or
restoration of related CIKR.

M&S resource support and information dissemination

Provide the resources necessary to enable cros-sgerdependency studies, exercises,
symposiums, training sessions, and computer magedimd otherwise support business continuity
planning.

Provide information on the availability of relevanbdeling and simulation capabilities to SSAs,
federal agencies and departments, and other ClkiRgra that have CIKR responsibilities
through outreach meetings, training, and exereigéhssectors, analysts, and consumers.
Articulate the benefits of CIKR M&S to governmeptijvate sector partners, e.g., corporate
leaders, through the use of public platforms amdhfe communications, both the business and
national security benefits of investing in secuntgasures that exceed their business case.
Promote understanding of CIKR assets, systemsonk$wand facilities, and other capabilities
through industry ownership and management of amagrity of CIKR in most sectors.

Provide private sector owners and operators witlkelif, accurate, and useful analysis and
information on threats to CIKR.

Enable time-sensitive information sharing, restorgtand recovery support to CIKR partners and
priority CIKR facilities and services during emeargithreat and incident management situations.
Target application of limited resources to the bigjtrisk issues, to include federal grant funding
where appropriate.

Provide support for M&S R&D initiatives that areauked to enhance future CIKR protection
efforts.

Establish and conduct joint R&D and modeling, siatiolh, and analysis programs.

Provide operational support to DHS and other Féd&oaernment entities on an as-needed basis
in the form of analysis, simulation, and scenaggedlopment.

Reproduce selected products for widespread dissgimmin hard copy, by email, or via
electronic media.

5.3. Incident Management M&S Needs

Modeling and simulation should be used to supp@rtieeds of various managers, analysts, service
providers, and first responders within the homelseclrity community. Most importantly, it must
support the planning and response needs of the pdRRers including the Department of Homeland
Security and other federal, state, local, tribatitorial, and private sector organizations. ThghHevel
needs, identified below, have been derived fron\NH&P, the National Infrastructure Simulation and
Analysis Center (NISAC) mission statement [NISACLQA], as well as a number of other DHS
documents, and outside sources. A list of higklleger/customer needs for incident management M&S
follows:

» Provide models of the normal operations of incideahagement systems, as well as the effects of
epidemics, natural disasters, and terrorist attapks them to support analysis, planning, and
response activities of homeland-security incideattagement-system partners.

» Establish incident management models, simulatiang,data sets that support the national planning
scenarios.

e Support planning for facility defense and secusiection and placement of incident management
monitoring devices and system sensors to updatesstdormation, damage assessment, coordinated
shutdown, and accelerated recovery of incident gamant systems.
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» Provide M&S capabilities to help establish pri@#tiand potential mitigation strategies for protegti
and/or isolating the impact of events on the pdprieand incident management systems.

» Predict economic impacts of disasters and othevaelt incident management events.

» Provide decision makers the ability to assess paliwestment, and resource allocation options that
address incident management needs — near anddiong t

» Provide an integrating function that includes tthentification and modeling of incident management
system interdependencies. Supported interdeperatesicould include physical, geographic, cyber,
and logical (see [Rinaldi 2004]); enable the in&tign of national, regional, local systems and data
sources; and bring together disparate users, igftbomproviders, and individual infrastructure sect
leaders.

* Move towards predictive capabilities that use sméebased tools to understand the behavior and
expected performance of inter-related infrastrueguPredictive capabilities should support various
conditions, incident management systems, and @aratneters such as time of day for events, level
of demand for the incident management system, mysteaknesses, capacity of facilities,
mobilization resources, surge capacity, temporappsert organizations, their systems, and functions.

» Define a standard classification of incident mamaget problems.

» Establish virtual capabilities that provide portfmis Nation-wide remote access and communications
to incident management-related modeling, simulatonl analysis capabilities, and guidance for
selection of appropriate capabilities for defineddent management problems.

» Identify user data and interfaces needed for eaciiént management model and event type.

» Provide standard formats for the import and expbdata between the portal and external data
sources.

e Assist in planning for the backup and/or remotiéngjtof critical data sources outside of regions
affected by events, e.g., hurricane disaster areas.

» Provide simulation and analysis capabilities to@ewange of users that will enhance the
understanding of vulnerabilities, risks, and evamisequences to incident management systems.

» Provide education and training to public and pev@gcision makers on how to cope effectively with
crisis events.

» Provide capabilities for coordinating incident mgement operations with other government agencies,
and other organizations as well as conducting miatiaactions.

» Provide M&S capabilities that provide timely infoation to decision makers for incident
management.

5.4. Healthcare Systems M&S Needs

Modeling and simulation should be used to supp@tieeds of various managers, analysts, service
providers, and first responders within the homelsexclrity community. Most importantly, it must
support the planning and response needs of the paRRers including the Department of Homeland
Security and other federal, state, local, tribatitorial, and private sector organizations. Thghhevel
needs identified below have been derived from tagddal Infrastructure Simulation and Analysis @&ent
(NISAC) mission statement, as well as a numbettlofroDHS documents, and outside sources. Anlinitia
list of high level user/customer needs for healtbhdd&S follows:

» Provide simulation and analysis capabilities to@dewange of users that will enhance the
understanding of vulnerabilities, risks, and evaisequences to healthcare systems.

» Provide M&S capabilities to help establish pri@#tiand potential mitigation strategies for protegti
and/or isolating the impact of events on the pdmieand healthcare systems.

» Provide models of the normal operations of heatthsgstems, as well as the effects of epidemics,
natural disasters, and terrorist attacks upon tleesnpport analysis, planning, and response defivit
of homeland-security healthcare system partners.
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» Predict economic impacts of disasters and othewvagilt healthcare events.

» Support planning for facility defense and secusiection and placement of healthcare monitoring
devices and system sensors to update status infformdamage assessment, coordinated shutdown,
and accelerated recovery of healthcare systems.

» Establish healthcare models, simulations, and slgtsathat support the national planning scenarios.

» Provide decision makers the ability to assess pdaliwestment, and resource allocation options that
address healthcare systems needs — near and tang te

» Provide an integrating function that includes tthentification and modeling of healthcare system
interdependencies; supported interdependenciesdsimmlude physical, geographic, cyber, and
logical [Rinaldi 2004]; enable the integration aftional, regional, local systems and data sources;
bring together disparate users, information pragdand individual infrastructure sector leaders.

* Move towards predictive capabilities that use smebased tools to understand the behavior and
expected performance of inter-related infrastregu(Predictive capabilities should support various
conditions, healthcare systems, and event parasmieh as time of day for events, level of demand
for the healthcare system, system weaknesses,igapifacilities, mobilization resources, surge
capacity, temporary support organizations, theitesys, and functions).

» Provide education and training to public and pev@gcision makers on how to cope effectively with
crisis events.

» Establish virtual capabilities that provide portils Nation-wide remote access and communications
to healthcare-related modeling, simulation, andyasigcapabilities.

» Identify data and interfaces needed for each hesi¢hmodel and event type.

» Provide standard formats for the import and expbdata between the portal and external data
sources.

» Develop situational awareness for healthcare systdrtocal, regional, and national level followiag
large-scale incident.

» Help plan for the backup and/or remote sittingritfcal data sources outside of regions affected by
events, e.g., hurricane disaster areas.

Other possible application scenarios that may teetfefine M&S user needs and system requirements fo
healthcare systems include:

» Resource planning, capacity analysis, and deplogmen

e Care prioritization and management,

» Patient diagnosis, treatment, and other medicagasing models,

» Emergency medical response operations,

» Layout of hospital facilities, departments, andgesses,

* Flow of health care documentation and information,

» Mass preventative measures,

» Public health strategies (e.g., quarantines, vations),

» Coordination with other government agencies, healimtenance organizations (HMOSs), and other
organizations,

» Laboratory test procedures and identification ofdmical agents,

» Decontamination and treatment for radiation expesand

» Media interactions for healthcare-related prevérgadctivities and emergency incidents.
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6. ldentification of M&S Resources

This sectionintroduces existing M&S resources that support Hantesecurity and are possibly relevant
to meeting some of the needs and requirementsmiessim the previous sections. A detailed listighe
resources in each of these categories is contairtbé appendices to this document. Topics adddess
include:

» Projects, facilities, and capabilities (Appendi) B

» Simulation models and tools (Appendix C),

» Relevant standards and guidelines (Appendix D), and
» Data sources (Appendix E).

6.1. Projects, Facilities, and Capabilities

Modeling, simulation, and analysis have been reizeghas important capabilities that can signifibant
contribute towards improving the security of theibia[NRC 2002]. Over the years, the U.S. Departime
of Homeland Security and other agencies have beeglapbing capabilities, establishing facilities and
sponsoring and executing projects that employ Mé&Sitiatives focused on improving security. The
government agencies have also sponsored such {srajett supported development of M&S capabilities at
the national laboratories, other government cohtseganizations, and universities. It is clearhpbrtant
that knowledge of projects, facilities, and captbg that significantly employ M&S be shared amartig
involved in or contemplating to be involved in sud#velopments. Such knowledge sharing will help
avoid duplication of efforts and facilities and maslp create synergies among different effortsis Th
section provides an overview of the projects, fiedl, and capabilities that employ M&S. AppenBix
provides a number of such projects, facilities, eapabilities organized by the four domains adee s
this report. The lists and descriptions have limreloped based on literature and on-line searches
without any assessment on the quality of the omgdinin. Inclusion in this report should not be stomed
as a recommendation.

An example of a facility that actively employs M&sSthe National Exercise Simulation Center (NESC)
described by Dr. Holtermann, the key note speakdhe opening day of the workshop. NESC utilizes a
number of M&S tools for creating security incidestnarios in support of national-level exercisésth

its broad mission of supporting national-level eisrs across a wide range of scenarios, NESCasiliz
M&S tools that are applicable in different domairas. Many of the facilities that employ M&S in a
significant manner are focused on specific domesas The National Infrastructure Simulation and
Analysis Center (NISAC) is focused on the criticditastructure domain area, though it should bedot
that the domain includes eighteen identified infiactures and an associated range of threatsabettter
create a need for a large variety of M&S toolsugNISAC has developed M&S tools specific to
selected infrastructures and has a number of oggwinjects that are enhancing existing or develppin
new capabilities specific to individual, or in sogeses multiple, infrastructures. While NISAC igaat

of DHS, there are other facilities that are spoeddry multiple agencies. The National Atmospheric
Release Advisory Center (NARAC) operates underrmeeship of eight government agencies and uses
M&S for analysis and predictions of atmospherigdisions. A few of the agencies maintain their own
simulation labs such as the U.S. Fire Administraiod U.S. Secret Service.

Some of the facilities have evolved at universjt@hers at private corporations, and yet othetl wi
partnerships among universities and corporati@mne have been sponsored by DHS or other
government agencies, while others formed consosgitomdevelopment of the associated field. TheaBex
Engineering Extension Service, a member of the §&&M University System, operates the Emergency
Operations Training Center that utilizes M&S foeating a range of scenarios for training incident
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management personnel in managing large scale.cfisis Center for Integration of Medicine and
Innovative Technology (CIMIT) in Boston is a norfit consortium of teaching hospitals focused on
improving patient care. This consortium is invahia several initiatives on various aspects of theale.
One of CIMIT’s projects is focused on utilizing M&8r emergency health care and thus contributes to
improving homeland security.

Similar to facilities and associated capabilitipmjects utilizing M&S for homeland security apjglions
are being carried out at a wide range of orgariratincluding:
e Government organizations, such as:
o DaD laboratories
0 NIST Engineering Laboratory
0 U.S. Nuclear Regulatory Commission
» Government contractors and federally funded orgsitims, such as, national labs.
» Academia
0 University institutes and research centers focuseM&S, such as:
= Arizona Center for Integrative Modeling and Simidat(ACIMS), joint effort
of Arizona State University (ASU) and University Afizona
= |nstitute for Simulation and Training at UniversafCentral Florida (UCF)
= Modeling, Virtual Environments and Simulation (MOSEInstitute at Naval
Postgraduate School (NPS)
= University of Alabama Huntsville (UAH) Center forddeling, Simulation
and Analysis
= Virginia Modeling And Simulation Center (VMASC) @ld Dominion
University (ODU)
0 University labs, such as, Johns Hopkins Univerajplied Physics Laboratory
(JHU/APL)
0 Universities offering M&S graduate programs — ARRDU, UCF, NPS, etc.
» Professional organizations in the area of simutesiach as, Society for Computer Simulation,
SimSummit, and Simulation Interoperability Standa@iganization (SISO)
» International research centers — particularly snEuropean Union, Japan, Singapore, e.g.,
CIMNE (International Center for Numerical MethodsEngineering), and Spain

Most of the projects mentioned in this report agg carried out with DHS sponsorship. The infaiora
on projects provided here is admittedly of a transhature and may get outdated soon after puidicaf
this report. In fact, it is possible that somejgcts may have already been completed; but the
corresponding source web sites were not updatedertheless, the information provided in this répor
will provide the reader with an understanding @& tipe of projects and organizations involved.
Hopefully, it will provide the motivation to ideffifi other projects of interest before initiating nprojects
involving M&S for homeland security applications.

The Complex Event Modeling, Simulation, and AnadyBroject focuses on interdependencies, cascading
effects, and the dynamics of multi-event and mdtitor attacks. The Training, Exercise & Lessons
Learned (TELL) project developed a federated, satmh-based training and exercise capability fogda
and complex events in a virtual/constructive/limeieonment. The Complex Incident Response Training
System (CIRTS)-Combat Medics (CM) project beingeexed by MYMIC LLC under a Small Business
Innovation Research Phase Il contract award isldpivey a simulation game-based training system for
scene and patient management care following biasies sustained from explosives including
Improvised Explosive Devices (IEDs). Appendix Byides brief descriptions on the projects, faiti

and capabilities mentioned above and others.
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6.2. Simulation Models and Tools

Simulation models and tools are the primary meansihploying M&S for applications. Some computer-
based models are used by simulation experts ty stoud analyze the issue at hand and advise theidieci
makers. Other models are encapsulated in toolséaton a specific intended use that reduces the
requirement for simulation expertise on the pathefusers. Still others are used for trainingppses and
utilize interactions with users. The models ar@lg@nhance M&S capabilities and are employedeat th
facilities discussed in the previous section. &utg similar to those mentioned in the previousicec

often include the development of models and tools.

It should be noted that for the purpose of thiorgsimulation refers to execution of computer eled It
does not include role-playing or live exerciseshbynan subjects, though it does include computer
simulation models that may be used in supportvef éixercises. In homeland security exercises, many
times simulation is used for live exercises withuse of computer-based models. Similarly in the
healthcare area, the term “simulation” is usedhtiduide a wide variety of modalities. The Center fo
Immersive and Simulation-based Learning (CISL)tanfdrd School of Medicine [Stanford 2010] defines
the following simulation modalities in the healthe@ontext: standardized patient actors, part-task
physical trainers, virtual reality and visualizatja@esktop simulation and virtual worlds, and mayuie-
based simulation. M&S, the focus of this repoigrad primarily with the desktop simulation and wat
worlds and overlaps somewhat with the virtual tgaind visualization modalities in the CISL list.

The simulation models and tools for homeland sécapplications can be grouped in many ways. They
can be classified based on their high-level objedtito simulation and gaming. The simulation niede
can be grouped by the five major phenomena modededial behavior, physical phenomena,
environment, organizations, and infrastructureesyst Gaming elements can be grouped by the fles ro
offered: civilian population and opposing forces,scene responses, response management, support
institutions, and live elements [Jain 2008]. Whilese grouping schemes address the interests of
researchers and developers, they may not senretds of the target audience of this documentt Tha
audience primarily includes federal, state, locdti&al personnel responsible for homeland secuiitgr
example, personnel involved in incident managemeyt need to look through all the five simulation
groups since incidents may involve multiple phenonaeMore specifically, a dirty bomb incident on a
public site may require modeling of the crowd fallng the explosion (social behavior), predictiort o
path of the plume generated by the bomb (physit@ahpmena and environment), actions of the
emergency response personnel (organizations) henidipact on the operations of the public
transportation systems such as metro railway @tfoature system). Similarly, someone using gaming
tools for homeland-security-related training mailiag elements from multiple gaming groups.

The needs of personnel with homeland security mesipiities are anticipated to be based on the dioma
in which they are involved. For example, for somedvolved in incident response or managemertief t
models and tools that cover various aspects ahttident will be of interest. At the same timeisit
understood that some of the incidents may requarerapecialized analysis based on the associated
domain. The atmospheric release of toxic matefdalexample, will require incident management
capabilities plus specialized expertise in hazasduoaterial release to predict the dispersion ofeleased
agent. The simulation models and tools in thidipation, hence, are organized by domains. In
particular, the models and tools captured in Appe@dchave been organized by the four major domains
that were addressed in this workshop: criticalasiructure systems, incident management, hazardous
material release, and healthcare systems. A faheaihodels and tools are considered to be usaful f
multiple domains and are repeated in the list Withanticipation that readers interested in oneaiiom
may only go through the corresponding part of Agide©. The simulation models and tools are listed
alphabetical order for each domain. Sub-classifioausing for example the criteria discussed jongsly,
is not used for further grouping of the tools witleiach domain. For example, simulation and gaming
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tools are not separated out since only a few gamoiolg were found. These include DI-Guy in inciden
management domain and GameTT in healthcare systemain.

A number of models and tools are available fronioeer sources including commercial, government, non-
profit, and academic organizations. For examplecfitical infrastructure (Cl) systems the listlides
those developed by Department of Energy’s Natibabbratories (e.g., NISAC Agent-Based Laboratory
for Economics, N-ABLE), those developed by comnadreendors (e.g., IntePoint Vu), and those
developed at universities (e.g., MIT Screening Mdtiogy, MSM). While offerings primarily from
domestic organizations are included, occasionaliistdeveloped by overseas organizations are also
included. For example, the list of Cl models amalg includes Critical Infrastructure Protectiod L
Modeling and Analysis (CIPMA) developed under smwakip of government of Australia, Critical
Infrastructure Simulation by Interdependent AgdatsSIA) developed by a consortium of Italian
universities, AIMSUN, a traffic modeling tool fromvendor in Spain, and Infrastructure
Interdependencies Simulation (I12SIM) being devetbaithe University of British Columbia in Canada.

There are several cases of tools with similar,iaradfew cases the same, acronyms. For examgldisth
of tools for Cl systems includes Crisis Informatidanagement Software (CIMS) and CIMSuite (CIMS).
The list of tools for Healthcare systems includ&sSEEdsim, EDSIM, and ED Simulation, all of which
are different tools. This suggests that readedspatential users of M&S should consider the full
information about the particular tool when compgninultiple options.

The simulation models and tools included in Appgrigliare again based on literature and on-line
searches; as such, their inclusion in this regwtisl not be construed as a recommendation. \hele

list is current at the time of publication, it scommended that potential users conduct an orséiaech to
explore any new tools that may have become availaBbtential users should also look for lists tm@a
through other surveys and reports that appearagifineciable frequency. For example, a report faom
NIST workshop on M&S for emergency response [J803} includes brief description of 63 tools for the
purpose; a survey performed by Idaho National katooy [Pederson 2006] under the sponsorship of the
U.S. Technical Support Working Group identifiedt80Is for critical infrastructure interdependency
modeling.

The information in Appendix C is intended to praviah example of the kinds of simulation models and
tools available for purposes identified by the depimg organization and relevant for homeland segcur
applications in the corresponding domain. Poténsars can determine the number of available tials
address the general area of interest and usestteslthe initial group to explore further. The 6f

models and tools with their identified purposes rap help new users understand the possible fises o
M&S. If the list does not include any relevantlgy@ new tool may be needed. For example, the lis
includes a number of tools to model Cl systemsgit levels — mainly to study interdependenciesw Fe
focus on modeling Cl systems in detail. Potentsdrs with the need to do so may have to sponsor
development of such tools.

The necessary capabilities of simulation modelstaal$ should be guided by requirements. Before
making a selection, users and their advisors shoelate a detailed list of requirements based en th
identified need. These may be based on thosefigoeiri Appendix A. Candidate models and tools can
then be identified using the lists provided in Apgix C. The set of critical requirements shouldubed
for initial screening of that list. The models a@odls remaining on the list after the initial senéng

should be evaluated in detail against the comgletef requirements.

The evaluation should consider the expected diffiaavolved in using the model or tool for theanded
purpose. This type of assessment can be basddaussion with the vendor or the organization that
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developed the model or tool (such as an acadenmisearch organization). Use of a majority ottadl
recommended practices discussed in [Jain 201 1heknwith such an assessment.

The solution with the best evaluation and assessoagnthen be selected for use. Additional custom
development may be needed if the requirementsatieatot met are deemed to be essential for the
intended purpose.

Please refer to Appendix C for list of tools witksaciated brief descriptions of simulation modeld a
tools for each of the four domains addressed duhagvorkshop.

6.3. Relevant Standards and Guidelines

Many modeling, simulation, and analysis (MSA) saftevapplications have been developed or are
currently under development. However, there fkellikelihood that these applications will be chlgaof
being integrated or readily adapted to supporediffit local needs of incident management organizsti
across the Nation. MSA tools, like many otherwaft applications, are costly to develop and may be
impossible to integrate if they are independentdated by different organizations. Consensus stdada
could help reduce the costs associated with simualatodel construction and interoperability between
simulation and other software applications. Stagslaan enable and encourage software and dat&re-us
Standards can also enable the integration of imdbgrely developed modules to rapidly model a specif
scenario. Thus standards are critical to facilitheedesign, development, and implementation of
simulations and models and to help the homelangrggcommunity make more effective and efficient
use of MSA applications. Standards may result foomsensus standardization processes within stasdard
development organizations (SDOs), DHS mandateastenfaces that are defined by commercial
developers that are accepted as de facto standards.

Standardization of integration architectures, dtions of module scope and functionality, data
interfaces and protocols, application programmirfaces, VV&A procedures and other test methods,
data sets, and other interoperability mechanismdduaelp maximize the potential of MSA applications
Appendix D lists the available standards and gindslrelevant to the four domains addressed in this
report. The standards and guidelines listed irafigendix include those that have been approvetéy t
standard organizations, those that are underghagpproval process, and de facto standards that ha
been adopted widely by users but have not beeraefbrmpproved. The list and descriptions have been
developed based on literature and on-line searcBese standard/guideline items in Appendix D might
appear in more than one domain; this is due textsnded scope which covers aspects of multiple
domains. To make searching for relevant topicee&s readers, Appendix D is presented as follows

D.1 — Domain-Independent Standards and Guidelines
D.1.1 — Conceptual Modeling Standards and Giniele
D.1.2 — Distributed Simulation Standards anddélines
D.1.3 — Geographic Information System StandardkGuidelines
D.1.4 — Communication Standards and Guidelines
D.1.5 — Training System Standards and Guidgline
D.1.6 — 3D Modeling Standards and Guidelines

D.2 — Hazardous Material Release Standards ande(ihed

D.3 — Critical Infrastructure Standards and Guitkdi

D.4 — Incident Management Standards and Guidelines

D.5 — Healthcare Systems Standards and Guidelines

Thetitle, description standard typeresponsible organizatigrandclassificationare noted with each
associated standard/guideline presented in AppdhdiXhetitle identifies the name of the standard or
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guideline. Thelescriptionprovides a brief introduction of the standard/gliite. Thestandard typés
the identification of the standard or guidelineigissd by the responsible organization. Binganization
identifies the responsible organization of the d#ad or guideline. There are a number of orgaioiaat
whose standards missions relate directly or intiréo the four domains addressed in this report.
Examples of these organizations are

» American National Standards Institute (ANSI)

e Department of Defense (DoD)

» Department of Homeland Security (DHS)

« Emergency Interoperability Consortium (EIC)

» Environmental Systems Research Institute (ESRI)

» Federal Geographic Data Committee (FGDC)

» Institute of Electrical and Electronics EnginedEEHE)

* International Committee for Information Technoldgiandards (INCITS)
* International Organization for Standardization (JSO

* National Fire Protection Association (NFPA)

* Object Management Group (OMG)

» Organization for the Advancement of Structured imfation Standards (OASIS)
» Simulation Interoperability Standards Organiza{i§i50)

» Synthetic Environment Data Representation anddhgerge Specification (SEDRIS)
» The Agency of Healthcare Research & Quality (AHRQ)

* The Centers for Disease Control and Prevention (CDC

» The National Institute of Standards and Technol®dy$T)

e The Joint Commission Resources (JCR)

* The Open Geo-spatial Consortium, Inc. (OGC)

 Web 3D Consortium (WEB3D)

»  World Meteorological Organization (WMQO)

e World Wide Web Consortium (W3C)

The classificationof standards/guidelines is based on the categmizvatheme identified by McLean,
Jain, and Lee [McLean 2008]. The categories ircAuthitectures, General Purpose Integration
Interfaces, Domain-specific Integration InterfacEguipment Specifications, Operational Guidelirees]
Document Formats

» Architecturessupport the overall design or structure of a systesystem environment. Interface
standards facilitate interoperation or data excbdyejween structural components.

» General Purpose Integration Interfacase used to integrate a wide variety of computer
applications and are not specific to homeland sigcoir related mission areas. Example interfaces
include markup languages, image file formats, aatdlthse query languages.

» Domain-specific Integration Interfacese specific to homeland-security-related areas; e.
emergency communications message formats.

» Equipment Specificatiordefine required capabilities, functional charast&s, or rules that
ensure quality, safety, and health of users.

» Operational Guidelineglefine organizational structures, policies, proceduand protocols.

» Document Formatspecify layout and structure for documents in wanacessing, database,
spreadsheet, graphic, presentation, printed, apoded formats.
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6.4. Data Sources

MSA applications need to access many differentsygfehomeland-security-related information that
originates from various sources. The distributidétimely and accurate information is a key to ertiag

the ability to manage homeland security planningident management, routine security operations, an
emergency response. Example data sources arelAreations of Hazardous Atmospheres (ALOHA),
which is maintained by the National Oceanic and @dpheric Administration (NOAA); Global Terrorism
Database (GTD), which is maintained by the DHStaed\ational Consortium for the Study of Terrorism
and Responses to Terrorism (START); and the EmeygResponse Safety and Health Database, which is
maintained by the Centers for Disease Control amddntion (CDC) and the National Institute of
Occupational Safety & Health (NIOSH).

Much of the information used to develop or run hiamé security models and simulations are publicly
available, but scattered. Appendix E presentsnabyen of such data sources organized by the four
domains addressed in this report. The list andrg#gons have been developed based on literatute a
on-line searches without any assessment of theawcor reliability of the information. Thdle,
description data sourceresponsible organizatiqiormat andclassificationare noted with each of the
associated standard/guideline item of Appendix Betitle identifies the name of the data source. The
descriptionprovides a brief introduction of data content irdigld in the data source. Tthata sourcas

the identification and version of the data soussigmed by the responsible organization or dateigko.
Theresponsible organizatiomay be groups or companies, or even the entiregemey response
community including federal, state, local, andatigovernments, and the private sector. fbinmat
identifies the data format. The data may be staseplain text files, structured interchange fosnat
remote databases. The format of this data maybedoon standards or proprietary formats of inftiona
providers. Thelassificationidentifies the data type, which is based on thegmization scheme
identified by McLean, Jain, and Lee [McLean 2008he major categories of data sets incllragdents,
Environment, Resources, Controlling Documents, Geayy and Layout, Demographic and Behavioral,
Investigative Intelligence, Training, Systems Eagiing,and Simulation Support.

» Incidentsdata include incident summaries, chronologiegaese operations, models, message
logs, media files, reports and other records, died action reviews.

« Environmentaldata include climate, weather, societal, polifiegbnomic, biosphere, and
chemical properties/hazard effects data.

» Resourceslata include organizations, funds, facilities,spginel, systems, vehicles, other
equipment, communications channels, document madéconsumable supplies.

» Controlling Documentsdlata include policies, plans, protocols, and paces.

» Geography and Layoutata includes definitions of geographical regiomg ather areas, maps,
layouts, and models.

» Demographic and Behaviordiata include demographic and behavioral data.

» Investigative Intelligencenclude various databases that are mined to gattedligence for
combating terrorism including locations, faciliti@ganizations, individuals, components,
documents, money, weapons, vehicles, and drugs.

» Trainingdata include course syllabi, lesson plans, indtvnat materials, tests, exercises, and
references.

e System Engineeringata include requirements analyses, design spatiifins, system
documentation, test plans and procedures, andadéstsets.

» Simulation Suppordata include software assets, statistical disfidingt and programming scripts.
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7. Discussions and Recommendations

This section is intended to capture practices aswles relevant to program sponsors, project masyager
researchers, developers, and implementers of M&Bdmeland security applications. The resources
introduced in Section 6 (and detailed in the apjm&s)l and research, development and implementation
experiences are used to identify the best practicbs followed for future efforts and to provide
uncertainties, cautions and warnings for use dfi sypplications. Further, the resources in Se@iare
compared with the information in Section 5 and Amtig A to identify the unmet needs and requirements
These unmet needs and requirements are used tdyidem prioritize the research, development,
standards, and implementation issues that shoudditheessed going forward. Hence, this sectionigesv

a summary of discussion topics and recommendati@isre divided into four major areas:

» Summaries of workshop breakout group discussiodg@zommendations,

» ldentification of best practices,

» Uncertainties, cautions, and warnings regardingetgtions of these models and simulations, and

» Research, development, standards, and implemantatioes that may need to be addressed by the
research community, program sponsors, and staketsdio improve the quality and utility of models
and simulations.

7.1. Breakout Groups Summaries

The subsections that follow contain brief summaoiethe discussions in each of the four parallebkout
groups. The editors carefully considered all tiput from the workshop breakout groups and modified
this document and its appendices as appropriatéesNrom the breakout groups for each domain are

captured in Appendix F. The readers are encouregpdruse the notes for domain-specific inputs as

some of the information is not included in othertims or appendices of the report.

7.1.1. Hazardous Material Release Breakout Group Summary

The HMR breakout group identified two key needstfe HMR area. First, there is a need for couptihg
M&S and decision support tools to allow M&S resutide communicated to decision makers through
systems that they use for managing HMR incideBisch systems may include GIS-based solutions and
response asset planning models. Second, a nesthfmtards for products and VV&A was highlighted.
HMR M&S products should utilize standard presentatf customer products including use of same
contour levels and colors for chemical effects asel of federal protective action guideline levels f
radiological impacts. While it was recognized ttiesre are multiple challenges to defining standard
VV&A approaches for HMR applications, a need foctsstandards was identified.

The group also identified two key issues both eglab communication of M&S outputs. First, it is
critical to ensure that results of M&S products ewerectly communicated to the users and hence the
outputs should include information to support tightrinterpretation. The issue extends to commatita
to the public based on M&S results. The secongeigsnanates from the difficulty to understand and
communicate uncertainty in M&S results. Standguoraaches incorporating rigorous statistical meshod
are needed to incorporate all sources of unceytai@mmunicating uncertainty to the users consrtioe
be a major challenge.

Overall, the group concluded that the workshop rifomted to the progress towards meeting the need fo

general guidance to developer and user commuitiéd&S tools. Such guidance will be addressed as a
part of an-ongoing long-term discussion in the camities. The group identified communicating the
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complex information provided by, and the limitatoof, M&S tools to the complete range of users as a
developing new challenge.

7.1.2. Critical Infrastructure Breakout Group Summary

The CI breakout group had a larger challenge thia@rdoreakout groups given the wide scope of the
domain that is comprised of 18 identified critioefrastructure sectors and key resources. Somewhat
predictably, given the wide scope of the domairg ofthe key need areas identified centered on limgde
capabilities. The group came up with a long Ifstapabilities needed with strong interest in modgl
human and crowd behavior, actions of organizatidasjage to infrastructure components due to various
causes such as explosions, and modeling of daniafgastructure with and without shoring up. The
second key need area focused on modeling of casgadpact of single and multiple incidents across
different critical infrastructures to develop uretanding of interdependencies and associated socio-
economic impact of overlapping Cl sectors. A thiggd area revolved around VV&A practices that was
considered to be more challenging than other dosrdhie to the need to validate integrated models of
multiple interdependent infrastructure.

The key issues discussed by the Cl breakout grisgpreciuded one focused on communication of M&S
results to decision makers and the users, sintilthr@ discussion in the HMR breakout group. A namb
of attendees expressed concern for the possibflityisuse of M&S results due to incorrect underdiiag
of M&S capabilities. Failure to convey criticafimmation on limitations of M&S models to decision
makers and users can lead to erroneous extrapwatince tools don’t have automated means to stop
application in inappropriate situations. The seckay issue that dominated the discussion wadrtiitet
availability of data for M&S that may lead to udeotd data and in turn lead to erroneous resultsyvas
mentioned that some crowd evacuation data is ftaml970s. Also, generally the infrastructurelities
data are not updated to include the modificatibias happen over the years.

Overall, the group saw a large opportunity for impng the prevention, preparedness, response, and
recovery from incidents for critical infrastructusgstems through use of M&S and called for conderte
efforts to develop validated modeling capabilitesl addressing the issues of communication of M&S
capabilities and data availability.

7.1.3. Incident Management Breakout Group Summary

The incident management breakout group identifieamajor needs areas. One concerned the issue of
standards to support M&S. Standard classificatevesneeded for incident management problemsnhat i
turn will allow quick determination of associatgupaoaches and tools needed. Clear problem definiti
will also help development of requirements and eat@bn of candidate M&S tools. Standards are also
needed for data structures, data interfaces, gatiabgdisplay and visualization, and nomenclatufiéhe
second major need focused on the ability to idgtitié M&S tools applicable for an incident. A
searchable on-line index of models appropriategiven situation, like the “experts book” used by
journalists, will be useful to analysts in emergeaperation centers for utilizing M&S. The indexlw

also be useful for identifying M&S tools for othgurposes such as prevention, preparedness, and
recovery.

The key issues that surfaced in the discussiomsdad the challenge of providing M&S tools across
different levels of organizations involved in ineitt management. An organizational behavior rebearc
effort may be required to determine how differawvels use information and M&S, and that may paint t
how to measure benefits of M&S. Another issue kexa around optimizing effort in validating and nigi
M&S tools. At what point should analysts and uszEnsclude validation efforts? Similarly, in incitde
management decision making, at what point sho@dttalysts and decision makers consider that enough
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analysis has been done to make a decision? Thpeaes to be no consensus on approaches to answer
such questions across different incident managesiktions. Answering such questions will help
optimize the validation effort and decision maksupported by M&S tools.

7.1.4. Healthcare System Breakout Group Summary

The healthcare systems breakout group felt thag tisea critical need for a healthcare model exampl
Availability of an exemplar will help improve uséM&S for healthcare systems in emergency response
by enabling better understanding of the applicghbdf M&S potential users. While there is incremgsuse
of M&S for healthcare applications, there is sillarge part of the healthcare community involved i
emergency response that needs to be educated patémial of M&S in such applications. The group
spent some time outlining the exemplar as a congmsitie model of the healthcare system including its
supply chain applicable in disaster situationse Wodel should include the timeline from pre-event
actions to post-event long-term recovery. Thegwent activities may include vaccinations, training
alternate resource planning, and interagency coatioh. Modeling of events may include operations
under full to partial loss of capabilities of fatés, records, supplies, staff, and techniciahise post

event modeling may include living and fatality respe, patients, responders, and after-trauma.

Another key need identified by the group concemigz input and output for M&S tools. Healthcare
systems use a wide range of systems and formatiafar Developing new standards may not help aue t
the large effort and costs for converting the lggaystems. Data translators are needed that kam al
accessing required data from a myriad of legactesys.

The key issues identified by the group revolvediatbthe human side of the equation. The groupdtrou
attention to the limited understanding of M&S witkalthcare professionals and recommended an effort
for healthcare simulation training in educationugied in curriculums in multiple disciplines incind
nursing, medical schools, ancillary health prograengjineering, architectural, and business. An
associated issue focused on lack of confidencaalyst capabilities and led to a recommendation of
certification of healthcare simulation professianal

7.2. Best Practices

Best practices are really only effective if a metblogy is well defined for a given problem solving
approach. For example, the LUMAS model shows heawriing (L) influences a documented
methodology (M). The link between L and M in thdMAS model is where the user of a methodology
encounters best practices.

Computer models and simulations are tools in eetsanf problem solving methodologies such as
operations research, systems engineering, and miesd science, where methodology is defined as a
collection of related processes, methods, and.tddisthodologies evolve as they are used by piaicéts
to address new problems and as new technologietalsdare developed to support them.
Methodological advances are encouraged by docunggefisting methods, processes and tools and by
updating these periodically based on lessons Idaand best practice from practical experience.

A variety of M&S approaches, methodologies, andstaoe currently available. Some are more suitable
to solving certain classes of problems than oth&te risk management framework defined in the NIPP
[DHS 2009a] provides the high level methodologgveht to use of modeling and simulation for critica
infrastructure systems. The best practices incuage will primarily focus on those used for maag!
and simulation tool development, deployment, areinsupport of the NIPP risk management
framework.
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Other approaches and best practices for solvirgrdiit types of homeland security modeling and
simulation problems include:

» Design M&S tools to meet usability requirements tnchinimize user errors.

» Perform data collection and experimentation at ksaliles running in parallel with code development
and benchmarking of models against data earlydrdédvelopment cycle (used in Navy's Dynamic
System Mechanics Advanced Simulation (DYSMAS) prbje

» Use the scenario-driven-development process for M#&® (used in Navy's Combat weapon system
(AEGIS)).

» Follow a structured process for developing of M&8I$ that includes keeping the user involved from
the beginning and sharing accreditation guideluygfsont with the developers.

» Use various test and validation methods to ensiwrearrectness of models and the usability of
results, e.g., use of historical data or releaseast materials to validate HMR models, use oftpos
incident data, demonstrations and live events.

» Provide tools that can be used at the local lewehhalysis, evaluation, or training purposes.

» Provide tools that do not require sophisticatedexybnsive system support.

» Provide distributed web-based tools that allow pizgtions to develop and run custom exercises.

» Utilize implementation techniques that enable astr real-time) computation of predictions, for
example, changing weather conditions or hazardatenmal release characteristics.

» Provide capabilities to continually update inpatd&S tools based on real data from the field and
provide updated predictions to incident managers.

» Provide quantified confidence levels with M&S rasukuch as satisfaction/regret curves provided by
Critical Infrastructure Protection Decision Supp®ystem — Decision Model (CIPDSS-DM)).

» Use reach-back centers to support use of M&S higémt managers and responders (e.g., NARAC
and NISAC).

» Sustain appropriate maintenance of M&S tools andgsses for user feedback.

For best practices identified by workshop attendpegific to each technical domain, see the Breakou
Group Notes (Appendix F).

7.3. Limitations, Cautions and Warnings

This sub-section is intended to highlight and doentthe limitations associated with M&S applicatida
minimize improper use and highlight potential areedurther development. Typical M&S applications
require significant effort and hence they shoulditiézed only when appropriate, i.e., they sholoéd
considered for complex problems that cannot beesded using other analytical options. The level of
detail and specificity achieved by using the mogthisticated models and simulations may not be
practical or necessary for all scenarios.

M&S and computational science capabilities areiooitg to evolve and are providing new insights on
many complex phenomena. Since an M&S capabilihukites reality, it should be critically evaluated
ensure that the results are credible for theirifipeatended use. Evaluation of these capabditbould

take into account the many factors that affeciiity of the results including the level of unstanding

or knowledge of the issues being addressed anefherience level of model developers. For example,
model developers must fully understand the proldeing addressed and form a conceptual model for use
as a framework in developing and implementing amatational model. With a clear conceptual model in
mind, developers have a number of choices to nragernerating results from computer modeling.

The level of detail and specificity achieved byngsihe most sophisticated models and simulations ma
not be practical or necessary for all assets, syster networks. In these circumstances, a sireglifi
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dependency and interdependency analysis basedoent gxdgment may provide sufficient insight to
make informed risk management decisions in a timmyner [DHS 2009a].

For applications that are identified as suitableM&S applications, it should be recognized thatdels
provide results with varying levels of error anctertainty. Analysts should ensure that decisiokarsa
understand the uncertainties in M&S results anérdimitations and ask themselves questions sutheas
ones listed below.

* What data, knowledge, or theories are availabkppticable to address the problem at hand?

» Is the data, knowledge, or understanding suffidiemtoth quality and quantity to address the pnoble
at hand, or will additional data or observationgdwpired to support development?

» What is the risk of using erroneous results, &il.these results be the only input to a decisiam,
will other sources of information be available tpport decision-making?

» How can the conceptual model be expressed matheathg®i

e What boundary and initial condition should be used?

*  What modeling paradigm would be most appropriaienfdement the analysis?

» Given the developers’ experience, what particutates would be most suitable for implementing the
model, considering software, hardware, and othesttaints and limitations?

» Given the code has been developed, have any mistalegrors been made in completing this or in
entering the data?

» Given there are no mistakes or errors found in ldg@ieg the code or entering the data, are the tesul
realistic, and do they make sense?

* What approach should be used to ensure that mesigts are correct?

» How do aleatory and epistemic uncertainties andegapations affect the computational results?

» Given that everything else is correct, are theltesuitable to address the problem at hand?

» Is the tool being used within the range of itstiitked purpose? For example, is a model originally
designed for training being used for incident mamagnt?

» Are sufficient model documentation, reference dats, and access to experts (or knowledge)
available to facilitate the use of tools?

» How should the results and associated uncertamgyrésent for use in decision making?

* In the case of simulation-based training exercisage the stress conditions and state of mindan th
response personnel that could occur during amealént such as a massive failure or attack on a
critical infrastructure system been adequatelytedéa If not, how will this affect the quality of
training and conclusions drawn from the exercig¢§o data inconsistencies between simulated
exercises and real incidents may affect exercsatseand trainee perceptions. Communication
difficulties and incompatibilities between systemay not be accurately reflected in training
exercises.

* Incident command or incident management modelpanticularly susceptible to variations in
predicted results due to difficulties in modelingan behaviors precisely and random occurrences in
real incidens; various agencies and local govemsnaften define similar organizations, operations,
and responsibilities differently; and incidentalatay be required in different formats for differen
agencies and local governments complicating thégmentation of simulation-based exercises or
analytical models. How will these factors affe@ tesults of these models and simulations?

* HMR models are particularly susceptible to variagiin predicted results due to difficulties in
precisely measuring topography and weather comditidepidemic models are particularly susceptible
to variations in predicted results due to diffiestin precisely modeling human behaviors and rando
occurrences of transmission of diseases. Howtléke factors affect conclusions and actions that
may be taken by responders based on these vasation
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Analysts and decision makers need to be awaresgéthorts of issues when using or when presentad wi
M&S results. For related discussion of limitatipogutions, and warning for each technical donsse,
the Breakout Group Notes (Appendix F).

7.4. Research, Development, Standards, and Implementatidssues

A number of research, development, standards,rapktimentation issues remain to be addressed.t A lis
of major issues is below.

Research and Development

» Convey uncertainty of the M&S outputs (how to dis tis a key gap!)

» Identification of technical gaps and needs for nedg@mulations, tools, and databases, e.qg.,
increasing accuracy of hazardous material releaskehpredictions in urban environments.

» Develop system requirements specifications for Hantesecurity models, simulations, tools, and
databases.

» Develop systems dynamics models for addressintpgicassues for different homeland security
incidents and protection of critical infrastructsire

» Develop mechanisms to enable access to and usag&8fapplications by users in the field (non-
laboratory personnel), SSAs, partners, criticalastructure managers and staff, operational peedponn
emergency response personnel, and healthcare syebeiders.

» Develop simulation application architectures told@anodular system construction, software re-use,
module integration and standard data interfacésport data from external databases

» Use a system-of-systems engineering approach tdethelopment of applications.

* Use UML/SysML in specification of homeland seculitgS applications.

» Develop M&S applications as open systems.

* Increase reality in simulation-based training e and devices.

» Extend models to include Geo-spatial Concept ofr@tjmns (GeoCONOPS) capabilities.

» Provide capabilities for simulation of all hazarit&luding individual and simultaneous multiple
events, e.g., impact of earthquake and tsunamthegat nuclear plants.

» Provide capabilities to model human and organinatibehaviors.

» Develop benchmarking data sets for identified ajgilbns within each domain.

» Develop techniques to validate models of systemsiwing human behavior.

» Provide guidance for drawing conclusions based conabination of uncertain and accurate input
data.

» Provide guidance for analyzing trade-offs betwesgkand investment in M&S and identify point of
diminishing return.

Standards

» Establish standards and guidelines for the devedmpiaind implementation of sharable object-oriented
models and simulations.

« Standardize VV&A approaches across domains fortifileth application types.

» Standardize domain specific models.

» Develop standards for volunteered geo-spatial @eten sensors, tweets, utilities etc) and streaming
data to populate databases and rapid injectsniftastructure interdependency models.

» Develop metadata standards for models and datatérpperability.

» Standardize nomenclature for each domain and adoyeain for common concepts.

Implementation
» Identify appropriate models, simulations, tools] databases to address homeland security needs.
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» Identify and develop common models, simulationslsioand databases that can be shared with the
user community.

» Develop a central repository/ directory/ authoiatsource of models and tools with related
information such as guidance on use and quality.

» Integrate models and simulations implemented fifertint technical domains as well as with other
homeland security software applications and dathas

» Establish security and protection mechanisms fositige data.

» Address issues of ownership and usage of publglprivately developed models, simulations, tools,
and databases.

» Ensure adequate return on investment to stakelsodohet sponsors for research projects.

» Address the major constraint of organizationalstesice to sharing data — biggest obstacle may be
policy and culture, not technology.

For more detailed identification of issues and mgm@ndations for each technical domain, see the
Breakout Group Notes (Appendix F).
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8. Conclusion

This proceedings document is the starting poirgroéffort to capture the current knowledge reletant
M&S for homeland security applications. It focusesfour homeland security domains: hazardous
material releases, critical infrastructure systamdent management, and healthcare systemsedebr
of these domains, the document identifies neealsstates those needs into required M&S capabilities
and provides summary information on resources avilto meet the needs and requirements. The
information on needs, requirements, and resouscesdd together with research, development, and
implementation experiences to distill practices esdes for future efforts.

The compendium of homeland security M&S informatimmtained in this document was used to facilitate
input from more than 70 domain experts and stakighnslin a workshop setting. The U.S. Department of
Homeland Security and the National Institute oh8&rds and Technology hosted the workshop at NIST’s
Gaithersburg, Maryland campus in June 2011. Hbjzed that this document will provide value as a
reference for program managers, project managegsarchers, developers, and implementers of M&S for
homeland security applications. Use of this doauras a common reference may help increase the
awareness across the associated community an@émigdmce collaborative efforts for homeland security
applications of M&S for homeland security.

The workshop attendees found the initial workshidprimation very useful and generated ideas foréutu
work for refining and making the information on M&®ore accessible. The information should be made
available on-line to allow frequent refreshing oftents to stay updated. Needs and requirements for
M&S may vary based on the application being usgat@paredness, response, or recovery and hence may
be enhanced accordingly. The value of informatiniM&S can be increased through future efforts
defining a criteria for inclusion of M&S tools thatovide a consistent level of detail, grouping by
application (vs. current alphabetical listing). if@ementary to the defined criteria would be tovjte
information or links to information on validity eleations and quality, intended uses (training, sleai
support, level of organization), limitations of nedsl availability, currency, complexity, and eaese.

Effort is also needed to present M&S in a larganfework of analysis tools to encourage its appatgri

use. Domains with limited prior exposure to M&Shgain from development of exemplars that
demonstrate models, data inputs and outputs fdicagipns of interest, and encourage good practices
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9. Selected Acronyms and Abbreviations

AHRQ - The Agency of Healthcare Research & Quality
AIA — American Institute of Architects

ALOHA — Area Locations of Hazardous Atmospheres
ANSI — American National Standards Institute

AOO - area of operations

CBRNE - chemical, biological, radiological, nucleand explosive
CDC - The Centers for Disease Control and Preventio
CIl — Critical Infrastructure Systems

CIKR — Critical Infrastructure and Key Resources

CIMIT — Center for Integration of Medicine and Inrative Technology
CIP — Critical Infrastructure Protection

CIPDSS-DM - Critical Infrastructure Protection Dson Support System — Decision Model
CIRTS — Complex Incident Response Training System
CISL — Center for Immersive and Simulation-basedrhang
CM — Combat Medics Project

CMMI — Capability Maturity Model Integration

CNN — Cable News Network

DHS — Deparment of Homeland Security

DoD — Department of Defense

DOE - Department of Energy and Design of Experiment
DOT — Department of Transporation

DTRA — Defense Threat Reduction Agency

EIC — Emergency Interoperability Consortium

EL — Engineering Laboratory

EMS — Emergency Management System

EMT — Emergency Medical Technician

EPA — Environmental Protection Agency

ESF — Emergency Support Function

ESRI — Environmental Systems Research Institute

EU — European Union

FEMA — Federal Emergency Management Agency
FGDC — Federal Geographic Data Committee

GIS - geographic information system

GTD - Global Terrorism Database

GWU — George Washington University

Hazmat — hazardous material

HAZUS — HAZards United States

HHS — Health and Human Services

HIPAA —Health Insurance Portability and Accountability Act
HMR — Hazardous Material Releases

HS — Healthcare Systems

HSIN — Homeland Security Information Network

HSPD — Homeland Security presidential Directive
HVAC - heating, ventilation, and air conditioning

ICS - Incident Command System

IDW — integrated data warehouse

IED — Improvised Explosive Device

IEEE — Institute of Electrical and Electronics Emggrs
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IM — Incident Management

IMAAC — Interagency Modeling and Atmospheric Assaest Center

INCITS — International Committee for Informationchmology Standards (INCITS)

IND — Improvised Nuclear Device

IP — Office of Infrastructure Protection

ISO — International Organization for Standardizatio

IT — information technology

JCR — The Joint Commission Resources

KML —Keyhole Markup Language

LLNL — Lawrence Livermore National Laboratory

LUMAS - Learning, User of methodology, Methodoldgymally described, Actual approach adopted,
and real world problem Situation

MOVES — Modeling, Virtual Environments, and Simidat Institute

MS or M&S — modeling and simulation

MSA — modeling, simulation, and analysis

MSEL — Master Scenario Event List

NARAC — National Atmospheric Release Advisory Cente

NASA — National Aeronautics and Space Administratio

NEHRP — National Earthquake Hazards Reduction Rrogr

NEP — National Exercise Program

NESC — National Exercise Simulation Center

NFPA — National Fire Protection Association

NGO - non-governmental organization

NIC — National Integration Center

NICOE - National Intrepid Center of Excellence

NIMS — National Incident Management System

NIOSH - National Institute of Occupational SafetyH&alth

NIPP — National Infrastructure Protection Plan

NISAC — National Infrastructure Simulation and Ays$ Center

NIST — National Institute of Standards and Techgglo

NLE — National Level Exercises

NOAA — National Oceanic and Atmospheric Administrat

NPS — National Planning Scenario or Naval Postgred8chool

NRC — National Research Council or Nuclear Regoya@ommission

NRF — National Response Framework

NRL — Naval Research Laboratory

NSS — National Security System

OASIS - Organization for the Advancement of Streedunformation Standards

OFCM - Office of the Federal Coordinator for Metegy

OGC - The Open Geo-spatial Consortium, Inc.

OLIVE — Online Interactive Virtual Environment

OMG - Object Management Group

PLE - Principal-Level Exercises

R&D - research and development

S&T — DHS Science and Technology Directorate

SDO - standards development organization

SEDRIS — Synthetic Environment Data Representaimhinterchange Specification

SISO — Simulation Interoperability Standards Orgation

SOP - standard operating procedure

SSA - Sector-Specific Agency

SSP - Sector Specific Plans
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START — National Consortium for the Study of Tersar and Responses to Terrorism
SUMMIT - Standard Unified Modeling Mapping Integoat Toolkit
T&E — test and evaluation

TELL — Training, Exercise & Lessons Learned Project

VMASC - Virginia Modeling And Simulation Center

VNN — Virtual News Network

VVA or VV&A — verification, validation and accredition

W3C — World Wide Web Consortium

WEB3D — Web 3D Consortium

WMO — World Meteorological Organization

WUI — wildland-urban interface
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Appendix A — Capabilities and Requirements Specifations

This section provides a high level list of capdigii and requirements for homeland security model
implementations. Capabilities and requirementifipations are categorized into five major areas:

* Intended Use,

e Functionality,

» Data,

e User interfaces,

* Performance, and

« Verification, validation, and accreditation.

A specific system implementation may contain ongubset of these requirements as determined by
program management and/or the customers and users.

A.l - HMR M&S Capabilities and Requirements
A.1.1 - Intended Use

Incident managers and emergency planners, supmebttaning personnel will use hazardous material
release models and simulations to:

a) Analyze hazardous material releases and providdiginee data to incident management personnel.

b) Support training exercises, drills, emergenciestsialerts, and real world incidents (terrorisieks,
industrial accidents, and natural disasters, elguds from volcanic eruptions).

c) Determine the readiness of healthcare systemspone to various types of emergencies.

d) Model past hazardous material releases for edurdtaining, and analysis purposes.

A.1.2 - Functionality

This section identifies functions that may be inled in hazardous material release models and
simulations.

a) Predict the initial direction, travel, and dispersof a plume over time from a single or multiple
sources taking into account the type of sourceeri@chemical properties, release location, waathe
conditions, terrain, urban areas, and other marerstadctures.

b) Predict the concentration of the chemical or bimabagent within the plume and flow through
drainage areas over time.

c) Estimate deposition and contamination levels fogrveater, ground, and building surfaces.

d) Identify exposed population and predict exposwelteover time.

e) ldentify the time when the sensors placed in tiea af interest will be triggered following the rase
of the plume.

f) Provide for reverse simulations to estimate unkneaurce amounts, probable release locations, and

support event reconstruction.
g) Provide capabilities to refine simulations basedield measurements and other sensor data.

h) Support a number of different established problemsjels, representations, and techniques including

chemical, biological, radiological, nuclear, anglesives (CBRNE) source characterizations,
Gaussian-plumes, dense gas dispersion physicsdapulayer meteorology, atmospheric turbulence,
urban flow and dispersion, high altitude disperstone integrated dosages, inverse modeling and
event reconstruction.
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Automate the utilization of sensor field measuretseénm estimate source terms and optimize
predictions.

Couple sensor data and simulations via Bayesiamdnte, stochastic sampling, and optimization
methods.

Perform backwards analyses to determine probadbitigtribution of unknown source characteristics.
Generate optimal and probabilistic forward plumedeigredictions.

Use Markov chain sampling to determine probabdisturce locations based on sensor readings,
Green’s function methodology (heat conduction aiffdsion), fate and transport models.

Provide source characterization models for expdigpersal devices that predict airborne fractions
and particle-size distribution.

Provide fast-running empirical urban models andhvhrigsolution building-scale computational fluid
dynamics models use finite element modeling (FEdhhiques.

Support vector and raster representations of gpbgrauildings, and other structures.

Support a range of different grid resolutions,,e86. meter, 100 meter, 1 kilometer, 10 kilometer.
Model indoor exposure levels due to the effectsuwiliding leakiness, i.e., outdoor plume air
concentration versus corresponding indoor air cotnagon.

Support the integration and/or distributed executibinterrelated models including dispersion,
weather, exposure and hazard effects, watershed.flo

Support various release mechanisms including eipissfires, volcanic eruptions, gas cylinders,
sprayers, manual methods, tank ruptures, and hgikbllapses.

Support micro and meso-scale forecasts (10 km).

Model radiation effects including fallout, wet dejtion hotspots, ground shine, cloud shine, and
inhalation doses.

Identify regions where the exposed population @ilberience life threatening, serious long-lastorg,
notable discomfort effects.

A.1.3 - Data

This section identifies input and output data tyfied may be supported for hazardous materialselea
models and simulations.

a)

b)

Meteorological data: observed and forecast weathweditions that may affect a plume including wind
speed, anthropogenic heating, direction, and pitatign
Source description data to define the scenaribarsburce model (where, when, what, how much).
For example:
» Plume release mechanisms and their attributesosipls, fires, compressed gas
cylinders, tank ruptures, and manual release ofieosv
» Specifications of characteristics of an explosielease: detonation point, explosive source
characteristics (particle size distribution andtigpaistribution of mass from surface to
several hundred meters above ground)
Hazardous agent characteristics including form,(ligsid, or powder), chemical and physical
properties, material properties, particle sizeanijht distributions, cohesion, and lethality
Specification of the incident area including looatof source, terrain, and buildings, geo-spatighd
and data on critical infrastructure in the area thay be affected
Population location, density, and attributes byetioh day
Demographics data
Health action levels associated with the knownusipected released agents
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A.1.4 - User Interfaces

This section identifies user interface capabilitieat may be supported for hazardous materialselea
models and simulations. The user interface remergs will depend on the scope and capabilitigbef
M&S application. For example, the requirements kbl different for a system that can quickly runaon
laptop at the incident site to determine immedieties as compared to systems that can provide
predictions over time and over a large area atdrigicuracies with support from experts for intetgion
of results. The brief list below provides higlhiderequirements as a starting point; additional
requirements will need to be developed based ordbpe and the user for specific applications and
should be driven by user domain analysis.

a) Provide capabilities to configure simulation rurigwspecific release incident parameters, weather
conditions, and geographic regions

b) Provide a capability for modifying of key releass@meters including location of source, agent
characteristics, and location of sensors on the fly

c) Generate graphical views of plume dispersion o\&D &r 3D representation of area of interest with
appropriate legends and documentation

d) Provide user control mechanisms that effect rapatation/playback of animation to move forward
and back to desired points in time

e) Use various standard representation schemes tayligease effects including chemical
concentration, radiation intensity, toxicity, lelig and exposure levels, e.g., colors, shadiogiaur
lines

f) Provide interfaces to generate still image ando/files (such as Keyhole Markup Language (KML)
files, shape files to input GIS systems) that cam$ed to transfer results for viewing or playback
using other software tools

g) Provide output products in standardized formatkiding graphical and associated metadata and data
files based on type of release and users

h) Specify uncertainty using appropriate graphical amaherical means in various output products

i) Provide interpretation of output products and whateans while identifying the impact of
assumptions used in the model

j) Define legal coverage and disclaimers as apprapfiatindemnification

A.1.5 - Performance

This section identifies possible performance cagrsitions for hazardous material release models and
simulations.

a) Support fast running local models that generatdiptions in 5-15 minutes

b) Provide for updates from real time meteorologicghlases and observations
c) Share model predictions with other software appbics, e.g., incident management applications

A.1.6 — Credibility and Evaluation

This section identifies approaches that may be tesedrify, validate, and/or accredit hazardouseriat
release models and simulations.

a) Use the release and monitoring of harmless/inacetrchemicals to validate models

b) Use of validated dispersion models as componenutaedn other systems
c) Validate new models by comparison of model predittiagainst historical release data
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A.2 - Critical Infrastructure M&S Capabilities and Requirements

This section translates the high level needs dészlis the previous section to a set of requiresiefhe
requirements are intended to be common acrosseallt and hence at a high level. These requiresnent
will serve as the starting set that may need terttenced for specific Cl for unigue intended uge.
separate document with a more detailed set of cormemuirements is being developed in a relatedteffo

A.2.1 - Intended Use

CIKR models and simulations will be used by analy®iKR managers, emergency planners, first
responders, and training personnel to:

a) Analyze the resource requirements, behavior, arfonpeance of CIKR systems,

b) Determine the readiness of CIKR systems to respmrédrious types of emergencies,

¢) Analyze interdependencies between CIKR systems,

d) Model past incidents and system failures for edapatraining, and analysis purposes,

e) Evaluate security measures and practices devefop&IKR systems, and

f) Conduct training exercises, drills, emergencieststalerts, real world incidents, and planning for
national security events.

A.2.2 - Functionality

This section identifies possible functions and téjiges that may be included in CIKR models and
simulations.

a) Create and evaluate models/computer simulatioriptbaide more information about
interdependencies, and promote rapid responsdr,rapd recovery from attacks

b) Simulate incidents requiring a response based hiciggand procedures established for the entity
involved

c) Predict the impact of vulnerabilities and protegtimeasures

d) Create simulations and tabletop exercises for natitevel multi-agency events

e) Conduct tabletop exercises that simulate real-wsellrity emergency in order to assess and improve
the emergency response and preparedness of owrtkoparators, State and local law enforcement,
and local emergency responders

f) Simulate response to catastrophic incidents

g) Simulate threats, identify vulnerabilities in Clkdgstems, measure potential impacts, and evaluate
countermeasure, mitigation, and response strategies

h) Perform cross-sector interdependency analyses

i) Test facilities protective measures using traireaats of simulated adversaries to help asset owners
and operators determine the effectiveness of retection programs and prepare staff to respond
quickly and properly in the event of an actual decit

j) Establish capabilities for modeling and simulatidrstrategies for quickly evacuating large crowds
(e.g., 50000-130000 individuals)

k) Develop modeling and simulation methods to deteertiire resilience of the sector when an event or
incident occurs

[) Create multi-use tools that supports situationarawess, command and control operations, planning,
simulations, research, training, and re-analysisast events

m) Conduct cyber-security assessments of control systnd related technologies

n) Develop advanced control system technologies usimgeling and simulation to better evaluate risk
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0) Develop and participate in threat simulations axet@ses, including those that test cyber-security
readiness and response capabilities

p) Use system studies, models, simulations, and astgsidentify, develop, and submit gaps that
represent mission needs

g) Provide simulations to train security personnedgoure facilities against a potential attack anditea
the aftermath of an attack

r) Provide simulation capabilities for modeling, simtion, and visualization of the Internet as it teta
to each CIKR sector

s) Setup more realistic simulations of failure scemsmand the consequences of full or partial faiafre
CIKR systems

t) Provide capabilities to model chains-of-events)getions, etc. that lead to CIKR system failures

u) Provide software resources including the tools, @gmdand communications databases needed to
assess network performance, perform modeling andlation, and visualize network topologies as
they relate to CIKR systems

v) Provide capabilities for dependency identificateond its utility with other sectors for their owski
analysis and management efforts

w) Support broader national-level interdependencyyaeal conducted by enhancing the modeling and
simulation capabilities of national laboratoriesl @overnment agencies

x) Provide functions to create high level models dRlevolutions over time to support analysis of
system vulnerabilities, security, readiness, perforce and resource requirements

y) Provide training and exercise simulations for Clg®tems that provide functionality for various
incident and exercise parameters, exercise comindl after action reviews

z) Provide various types of training implementatiomsduding tabletop exercises, 2D and 3D computer
gaming, and immersive virtual reality environments

aa) Provide capabilities to refine simulations basedcinal incident data, field measurements, andosens
data

bb) Support vector and raster representations of gpbgrdouildings, and other CIKR structures and
systems

cc) Support a range of different grid resolutions dtical infrastructure models, maps, and displays., e
30 meter, 100 meter, 1 kilometer, 10 kilometer

dd) Support the integration and/or distributed executibinterrelated CIKR and other models including
hazardous material release exposure and effectdeint management systems, healthcare systems,
weather, and watershed flows

ee) Identify regions where the exposed population @ilberience life threatening, serious long-lasting o
notable effects from incidents or failure of CIKigs&®ems

ff) Include capabilities to model cyber-security ataok CIKR control systems, such as, Supervisory
Control And Data Acquisition (SCADA) systems

A.2.3 - Data

This section identifies data management issuessiwinput and output data types that may be
supported for CIKR models and simulations.

a) Establish a data taxonomy, meta-data frameworkdatailed information models for CIKR
simulation and modeling data to help support amslynd support data interoperability and
data/information fusion

b) Establish standard data structures, databasegxahdnge mechanisms for CIKR data used in models
and simulations

c) Establish a CIKR M&S data warehouse that categsrieh item in a data item into non-overlapping
region to support filtering, grouping, and labeling
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d) Establish processes to ensure data quality anddartnaceability mechanisms to track data back to
original sources

e) Establish an information assurance program to nearialgs related to the use, processing, storagk, an
transmission of information or data and the systantsprocesses used for those purposes

f) Provide information assurance measures that pratettlefend information and information systems
by ensuring their availability, integrity, authesation, confidentiality, and non-repudiation of &K
M&S data

g) Support the Protected Critical Infrastructure Infation (PCIl) Program that enhances information
sharing between the private sector and the govarnmerder to analyze and secure critical
infrastructure and protected systems, identify gtaibilities and develop risk assessments, and
enhance recovery preparedness measures

h) Use geographical information systems-based mettoonlack and model the effects of incidents on
CIKR systems, e.g., the flow and concentrationasftaminants in source water supplies

i) Establish a data taxonomy, information models, lshas, and exchange mechanisms for CIKR data
including:
» Structure and layout of CIKR systems and supp@aiizations
* CIKR system data flows
* Inventory of CIKR resources
» Standard CIKR management operations, processegraceldures
» Message logs and incident time lines
» Specification of the incident area including evispes and parameters, timing of events, schedule

of restoration activities, terrain and buildingsaifected areas
» Demographics data: population location, densitg, atributes by time of day
» Meteorological data: observed and forecast weatheditions that may affect an incident
including wind speed, direction, and precipitation

* Plume data for hazardous material releases ands®pb

i) Support of appropriate existing data standardsadehimplementations, training and exercise
simulations, e.g., SCORM — Shareable Content Oljjeftrence Model [ADL 2011].

k) Include capability for geographic models to utilizster and elevation data.

A.2.4 - User Interfaces
This section identifies user interface capabilitlest may be supported for CIKR models and simoresti

a) Provide three-dimensional urban imagery with déaalization, zoom capabilities, and high-spatial
resolution

b) Provide after-action reporting capabilities to itlignwveaknesses and issues identified from exescise
assign offices to be responsible for correctingfmms, and track these assignments to ensure
completion

¢) Provide tools for modeling, simulation, and vismation of information technology systems

d) Provide capabilities to configure simulation rurihwepecific CIKR systems, incident types and
associated parameters, affected populations, rdepoesources, weather conditions, and geographic
regions

e) Generate graphical views of CIKR systems, failuiresident and responder activities over a 2D or 3D
representation of area of interest at differen¢lewf resolution

f) Provide user control mechanisms that affect rapatation/playback of simulation runs to move
forward and back to desired points in time

g) Use various DHS standard symbology, maps, andseptation schemes to display incident
parameters, resource locations, and time lines

h) Provide virtual reality interfaces to support 3Dvgiag for critical infrastructure exercises

95



k)

Provide exercise controller interfaces for theidiion, execution, as well as playback of exercise
simulations for after action reviews and hot washes

Provide interfaces to generate still image andwiiles that can be used to transfer results fewirng
or playback using other software tools

Provide displays that help users understand thertainoty associated with M&S results

A.2.5 - Performance

This section identifies possible performance carsitions for CIKR models and simulations.

a)

b)

c)

d)
e)

Support various simulation techniques as appragrgatch as system dynamics modeling, discrete
event simulation, business process modeling, dogsed modeling, and computational fluid dynamics
models as appropriate to create specific individhaaled computational models for modeling complex
systems, emergence, Monte Carlo Methods, compngdtsmciology, multi-agent systems, and
evolutionary programming

Support time scaling of models and simulations &pitities to move forward rapidly in time to focus
on events of interest (real-time for training aadtér than real-time to support planning and aiglys
during actual incidents)

Provide for updates from real time CIKR system infation, meteorological databases and
observations

Share model predictions with other software apptcs

Provide capabilities for interoperable networkegliementations at different sites by different
organizations

A.2.6 - Credibility and Evaluation

This section identifies considerations for ensuthmg credibility and evaluating CIKR models and
simulations.

a)
b)
c)
d)

e)

f)

Support the Systems-Based Risk Management (SBRd&tEpRSs

Establish cross-sector working groups to supperdivelopment and evaluation of simulation models
Support evaluation of M&S tools using standarddetied scenarios with data and results

Support evaluation of M&S tools through identificet of standard processes and techniques for the
purpose that may be customized to CIKR sectorsefied

Establishing procedures for evaluating credibiifyCIKR and other data used as input for M&S tools
Provide guidance for generating uncertainty dath vesults from M&S tools

A.3 - Incident Management M&S Capabilities and Reqirements

A.3.1 - Intended Use

Incident management models and simulations willded by incident managers, emergency planners, firs
responders, and training personnel to:

a)
b)

c)
d)

Analyze the resource requirements, behavior, arfdipeance of incident management systems,
Conduct training exercises, drills, emergencieststalerts, real world incidents, and planning for
national security events,

Determine the readiness of incident managemengsygsto respond to various types of emergencies,
and

Model past incidents for education, training, andlgsis purposes
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A.3.2 - Functionality

This section identifies possible functions that rhayincluded in incident management models and
simulations.

a)

Provide functions to create high level models spander evolutions over time to support system
performance and resource analysis — the modelddshomprehend the possibility that intended
responders are among the victims.

b) Provide training and exercise simulations for ircidmanagement that provide functionality for
various incident and exercise parameters, execois&ol, and after action reviews

¢) Provide simulations that can be used through malppases including training, day-to-day operations
and incident response planning and operationddw glersonnel to develop and reinforce the
expertise over time

d) Provide various types of training implementatiomduding table top exercises, 2D and 3D computer
gaming, and immersive virtual reality environments

e) Provide capabilities to refine simulations basedciunal incident data, field measurements, andosens
data

f) Support vector and raster representations of gpbgraduildings, and other structures

g) Support a range of different grid resolutions arident management models, maps and displays, e.g.,
30 meter, 100 meter, 1 kilometer, 10 kilometer

h) Support the integration and/or distributed executibinterrelated models including hazardous
material release exposure and hazard effectg;atritifrastructure systems, healthcare systems,
weather, and watershed flows

i) Identify regions where the exposed population @ijperience life threatening, serious long-lasting o
notable effects from incidents

A.3.3 - Data

This section identifies input and output data tyihes may be supported for incident management mode
and simulations.

b)

Structure of responder organizations and invermbrgsponder resources

Standard incident management processes and presedur

Message logs and incident time lines

Specification of the incident area including evigpes and parameters, timing of events, schedule of
responder activities, terrain and buildings in etiéel areas

Demographics data: population location, density, atributes by time of day

Meteorological data: observed and forecast weatheditions that may affect an incident including
wind speed, direction, and precipitation

Plume data hazardous material releases and expdosio

Support of appropriate data standards in modelémphtations, training and exercise simulations,
e.g., SCORM - Shareable Content Object ReferenaeMaDL 2011]

A.3.4 - User Interface

This section identifies user interface capabilitiest may be supported for incident management lrode
and simulations.

a)

Provide capabilities to configure simulation ruritwspecific incident types and associated
parameters, affected populations, responder resguneather conditions, and geographic regions
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b) Generate graphical views of incident and respoadgvities over a 2D or 3D representation of area o
interest at different levels of resolution

c) Provide user control mechanisms that affect rapateation/playback of simulation runs to move
forward and back to desired points in time

d) Use various DHS standard symbology, maps, andseptation schemes to display incident
parameters, resource locations, and timelines

e) Provide virtual reality interfaces to support 3armgag for incident management exercises

f) Provide exercise controller interfaces to effeetitiitiation, execution, as well as playback ofreise
simulations for after action reviews and hot washes

g) Provide interfaces to generate still image andoiiles that can be used to transfer results fewirg
or playback using other software tools

A.3.5 - Performance

This section identifies possible performance casitions for incident management models and
simulations.

a) Support time scaling of models and simulations aitities to move forward rapidly in time to focus
on events of interest (real-time and faster thahtime to support analysis during actual incidents

b) Provide for updates from real time meteorologicghlases and observations

¢) Share model predictions with other software applbos

d) Provide capabilities for interoperable networkegliementations at different sites by different
organizations

A.3.6 - Credibility and Evaluation

This section identifies approaches that may be tsegtaluate and determine the credibility of ircit
management models and simulations.

a) Conduct walkthroughs of simulation models of incidmanagement simulations and models with
experienced incident managers and first responders

b) Compare results and predictions of incident managemmodels against past events using historical
data

c) Conduct side by side training exercises using cotimeal techniques (e.g., tabletop exercises) and
computer-based simulations to compare effectiveimeashieving intended goals such as training
objectives, realism, and exercise resource reqeinésn

A.4 - Healthcare Systems M&S Capabilities and Requements

This section translates the high level needs dsszlis the previous section to a set of requiresiefhe
requirements are intended to be common acrosgalihitare systems and hence at a high level. These
requirements will serve as the starting set that neged to be enhanced for specific healthcare sykie

unique intended use. A separate document withre aetailed set of common requirements is being
developed in a related effort.

A.4.1 - Intended Use

Healthcare organization managers, emergency planiirst responders, doctors and nurses, suppdrt an
training personnel will use healthcare systems hsaated simulations to:

a) Analyze the resource requirements, behavior, arfdipeance of healthcare systems,
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b)

c)
d)
e)

)

9)

Conduct training exercises, drills, emergenciesstalerts, and support real world incidents (rtu
disasters, terrorist attacks, and epidemics),

Determine the readiness of healthcare systemsponel to various types of emergencies,

Model past incidents for education, training, andlgsis purposes,

Support communication of current status and avigledsponse options,

Evaluate and implement response options basedabtime information. Update responses as
situation unfolds, and

Build consensus for response decisions.

A.4.2 - Functionality

This section identifies possible functions that rhayincluded in healthcare system models and
simulations.

a)

Provide functions to create high level models d@fltieare system operations and evolutions over time
to support system performance and resource analysis

b) Provide training and exercise simulations for Hezte personnel that provide functionality for
various incident and exercise parameters, execois&ol, and after action reviews

c) Provide various types of training implementatiomsuding tabletop exercises, 2D and 3D computer
gaming, immersive virtual reality environmentsjriag facilities, and mannequins

d) Provide capabilities to refine simulations base@ctual incident data, hospital usage data, medical
assessments, and field measurements

e) Support representations of geography, buildingsatie exposure and spread, lethality levels,
healthcare institutions, equipment, personneljmit patients

f) Support the integration and/or distributed executibinterrelated models including epidemics,
hazardous material release exposure and hazaddseffeitical infrastructure systems, incident
management systems, and weather

g) ldentify regions where the exposed population @ilberience life threatening, serious long-lastorg,
notable effects from incidents

h) Identify and specify the system state for diffede@alth care domains across integrated health
emergency Area of Operations (AOO) over time

i) Integrate healthcare response with law enforcemplants and authority

j) Provide capability to analyze impact of incidentl aesponse actions at different resolution levels
from population to individuals

A.4.3 - Data

This section identifies input and output data tyihes may be supported for healthcare models and

simulations.

a) Structure of healthcare organizations and inventéngsources

b)

Standard healthcare processes and proceduredriage,and treatments)

Message logs and incident time lines

Specification of the incident area including evispies and parameters, timing of events, schedule of
responder and healthcare personnel activities,latipn, terrain and buildings in affected areas
Pre-incident protocols and associated resourcereggents

Casualty data including injury analysis, traumaes/p

Treatment plans for casualties of different typed associated resource requirements
Demographics data: population location, densitg, aftributes by time of day

Meteorological data: observed and forecast weatheditions that may affect an incident including
wind speed, direction, and precipitation
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i) Plume data hazardous material releases and expbosio
k) Support of appropriate data standards in modelemphtations, training and exercise simulations,
e.g., Shareable Content Object Reference Model [RD11]

A.4.4 - User Interfaces

This section identifies user interface capabilitiest may be supported for healthcare system meaels
simulations.

a) Provide capabilities to configure simulation rurihwepecific incident types and associated
parameters, affected populations, responder arithbage system resources, weather conditions, and
geographic regions

b) Generate graphical views of incident, respondet,taalthcare system activities over a 2D or 3D
representation of area of interest at differen¢lewf resolution

c) Provide user control mechanisms that affect rapateation/playback of simulation runs to move
forward and back to desired points in time

d) Use various DHS standard symbology, maps, andseptation schemes to display incident
parameters, resource locations, and timelines

e) Provide virtual reality interfaces to support 3Dvgag for healthcare exercises

f) Provide exercise controller interfaces to effeetitiitiation, execution, as well as playback ofreise
simulations for after action reviews and hot washes

g) Provide interfaces to generate still image andoiiles that can be used to transfer results fewirg
or playback using other software tools

h) Integrate simulations with other healthcare systemdels and with other related domain models, such
as, with traffic models for accurate representatibambulance travel times

i) Generate alternate scenarios and analyses to gausights in to healthcare system operations &nd i
capabilities

A.4.5 - Performance
This section identifies possible performance carsitions for healthcare system models and simulstio

a) Support time scaling of models and simulations aitities to move forward rapidly in time to focus
on events of interest (real-time for training aadtér than real-time to support analysis duringadct
incidents and planning)

b) Provide for updates from real time epidemic, innigleneteorological databases and observations

c) Share model predictions with other software appbos

d) Provide capabilities for distributed executionmteroperable networked implementations at different
sites by different organizations

A.4.6 - Credibility and Evaluation

This section identifies approaches that may be tseglaluate and determine the credibility of Hezdte
models and simulations.

a) Conduct walkthroughs of simulation models of headtle simulations and models with experienced

healthcare personnel, incident managers and éisgtanders.
b) Compare results and predictions of healthcare systedels against past events using historical data.
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c) Conduct side by side training exercises using cotimeal techniques (e.g., tabletop exercises) and
computer-based simulations to compare effectiveimeashieving intended goals such as training
objectives, realism, and exercise resource reqeingsn
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Appendix B — Projects, Facilities, and Capabilities
B.1 — HMR Projects, Facilities, and Capabilities

This section identifies projects, facilities, artier capabilities that currently exist that are kiag on
modeling and simulation of hazardous material sdea

BioWatch Indoor Reachback Center (BIRC), Sandiaddat Laboratory -BIRC's role is to provide
scientific modeling support to decision makers oesling to a public release of a biohazard agetiRCB
is prepared to deliver information to decision makgypically, the emergency response personnagat
traffic transportation facilities) within two houdd notification of a biohazard release. The infation
includes important issues such as the size antidocaf the release and recommendations as to where
sampling efforts should be focused. BIRC can affer insight into whether the release is merely
environmental in nature, or intentional, for exaenglterrorist attack. BIRC is part of the Departtrad
Homeland Security’s BioWatch program, an early wagrsystem designed to rapidly detect trace
amounts of biological materials at various pubdicilities across the United States. BioWatch &ssis
public health experts to determine the presencegandraphic extent of a biological agent release,
allowing federal, state, and local officials to mauickly determine emergency response, medical car
and consequence management needs [Sandia 2008].

Environmental Protection Agency (EPA) National Esqpe Research Lab (NERE)located in Research
Triangle Park, North Carolina, provides scientifitderstanding, information and assessment tools to
reduce and quantify the uncertainty in the Ageneygosure and risk assessments for all environrhenta
stressors [EPA 2010a]. The Atmospheric Modelingj Analysis Division provides numerical and
physical modeling support to the homeland secunigsion in protecting against the environmental and
health effects of terrorist acts. This involvesmauical modeling complemented by physical modeiing
the Division’s wind tunnel. For example, a 1.6@@ls model of lower Manhattan was built and the
dispersion of material from the collapse of the Wdrade Center towers was studied under various
meteorological conditions. Also, dispersion obaine material around the Pentagon was simulatttkin
wind tunnel.

Evaluation, improvement and guidance for the udea#l-scale emergency prediction and responsestool
for airborne hazards in built environment$his action of the European Cooperation in Soéeand
Technology (COST) under its Earth System SciencdeEmvironmental Management area is aimed at
developing an inventory of the different models amethodologies currently in use faredicting the
dispersion of hazardous materials in urban artiaso aims to characterize their performancetand
establish strategies for their improvement. Itlb@sn identified as a first cross-community iniviatto
harmonize European efforts in threat assessmermtegludtion for local-scale airborne hazards [COST
2011].

Federal Radiological Monitoring and Assessment €e(fRMAC)-FRMAC is one of the emergency
response resources, or assets, administered by NN#&A-ederal Government maintains an extensive
response capability for radiological monitoring as$essment. In the unlikely event of a major
radiological incident, the full resources of the&sUGovernment will be coordinated to support statel,
and tribal governments. The FRMAC mission is tordotate and manage all federal radiological
monitoring and assessment activities during majdialogical emergencies within the United States in
support of state, local, and tribal governmentsubgh the Lead Federal Agency [NNSA 2010].
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Indoor Environment Department Facilities and Instrentation, Lawrence Berkeley National Laboratory
— The department has a number of facilities fopordenvironment research under controlled condition
The Stainless Steel Environmental Chamber is dedifpr investigations of emissions of pollutantsir
indoor sources under very low background pollutamiditions and other related research. The Dual
Chamber Facility is constructed of conventionabimdmaterials to more closely simulate rooms in a
building, e.g., with painted wallboard. The Indd@xispersion Experimental Facility is equipped for
studies of air and pollution transport and dispersi large indoor spaces, and evaluation of
computational fluid dynamics simulations using athed experimental techniques. Ventilation Research
Laboratories are used to develop and evaluatertgaseanalytical methods, to calibrate tracer gas
instrumentation, and to assemble gas samplersthediastruments. The duct research laboratofyris
research on building duct systems with respech&gy losses and indoor air quality [LBNL 2010a].

Joint Ambient Breeze Tunnel (JABT), West DesettQaster, Dugway Proving Grounds, U.S. Army
The tunnel can be used for physically testing tiealvior of different challenge materials, interfésge and
obscurants. The facility is 530 ft long, 42 ftdeiand 58 ft high and rests on a 15-cm (6-in) tratkel-
reinforced concrete pad. An inner movable ceipngvides flexibility in size and allows the openato
tailor challenges enabling prudent use of chengndl biological agent stimulants. Sensors are
strategically located in areas where they willintgrfere with cloud movement or standoff deteditoe of
sight. Referee/control and monitoring instrumeméstaused in the test control room annex near the
middle of the JABT. Variable-speed blowers mowed¢loud through the test section at speeds ranging
from 0.2 to 6.0 meters per second (0.4 to 12 maduds may be as long as 100 meters (328 ft) while
moving through the test section at the desired eatnation [DPG 2010].

Joint Urban Test Bed (JUTB)The OFCM formed the Joint Action Group for Jdifrban Test Beds
(JAG/JUTB) under the Working Group for Urban Metgogy (WG/UM) for recommending criteria for
multifunctional joint urban test beds. During F¥1®, the JAG/JUTB continued work on an operational
concept document for multifunctional joint urbasttbeds intended to provide services and data ttemo
developers, test and evaluation personnel, and offees and stakeholders. The operational concept
document includes capabilities and benefits, mamagé structure, infrastructure requirements, siglect
process, implementation framework, definitions, ahdracteristics of urban scales. For Fiscal YE)
2011, the goals of the JAG/JUTB are to finalizéecia for establishing urban test beds and estahblis
JUTB Prototype Model Site in National Capital RegifOFCM 2011]

National Atmospheric Release Advisory Center (NARAovides tools and services to the Federal
Government that map the probable spread of hazamaterial accidentally or intentionally releasett i
the atmosphere. NARAC provides atmospheric plurediptions in time for an emergency manager to
decide if taking protective action is necessarprtect the health and safety of people in affeareads.
Located at the U.S. Department of Energy’s Lawrdrigermore National Laboratory, NARAC is a
national support and resource center for planmiggy;time assessment, emergency response, antkdetai
tudies of incidents involving a wide variety of laads, including nuclear, radiological, chemical,
biological, and natural emissions [NARAC 2010a].

Radiation Safety Information Computational CenRE[CC), Oak Ridge National LaborateryThe

RSICC is a Department of Energy Specialized InfdimmeAnalysis Center (SIAC) authorized to collect,
analyze, maintain, and distribute computer softveane data sets in the areas of radiation transoit

safety [ORNL 2010a]. RSICC staff tests each cafere its release, documents and resolves diffezult

or problem areas, and assists users with theitignes Problems and issues that are unresolvedevil
made available to code developers to promote theawements in new code releases. RSICC maintains a
database of issues and fixes for code installatierification, and use. New versions of codes gent
customers are ‘recycled’ to RSICC for further diss®tion, thereby increasing the value-added o&sod

in a cost efficient manner.
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Research Applications Laboratory (RAL), Nationahte for Atmospheric Research (NCARNational
Security Applications Program at RAL has grownrtdiide a combination of DOD, foreign, and private—
industry projects. RAL’s objective is to improvestaorological support of homeland security needs
through the use of new capabilities in high—-resotuimesoscale modeling, short—term thunderstorm
prediction, multi—-dimensional integrated displaygmerical weather prediction and fine—scale rediona
and global climatology prediction. New technolagée in operational use at U.S. Army Test and
Evaluation Command'’s (ATEC’s) ranges and are bamglemented in Washington, DC at the Pentagon,
originally sponsored by the Defense Advanced Rebdarojects Agency (DARPA) and later adopted by
the Pentagon Force Protection Agency (PFPA). Toggts involving modeling plumes of hazardous
materials include: sensor data fusion, Salt Lakg Glympics, Urban Shield, Joint Urban 2003, and
bioaerosol study [UCAR 2010].

Wind Engineering and Fluids Laboratory (WEFL), Qaldo State University The lab focuses on
determination and mitigation of wind effects onldimgs and structures, dispersion of pollutants, an
experiments using boundary-layer wind tunnels. ddre of the WEFL is three large boundary-layerdwvin
tunnels. Research is carried out in cooperatidh faculty and students from various departments at
Colorado State University and other institutionshiea U.S. and abroad. Staff of the WEFL also is
involved in wind engineering service. Facilitiegladechnical personnel are available to researcreats
practitioners not affiliated with the WEFL [Colo$#2008].

HMR Relevant Project Reports/ Documents:

» Emergency Response Guideb@Okange Book; [DOT2008]): The Emergency Response
Guidebook (ERG2008) was developed jointly by theépartment of Transportation, Transport
Canada, and the Secretariat of Communications eamkportation of Mexico (SCT) for use by
firefighters, police, and other emergency servipasonnel who may be the first to arrive at the
scene of a transportation incident involving a hdaas material. It is primarily a guide to aidsfir
responders in (1) quickly identifying the specificgeneric classification of the material(s)
involved in the incident, and (2) protecting thelmee and the general public during this initial
response phase of the incident. The ERG is updatery three to four years to accommodate new
products and technology. The next version is saleeldfor 2012.

e Tracking and Predicting the Atmospheric Dispersibtiazardous Material ReleasfdRC
2003]: This is a report of a workshop by the samee. The workshop concluded that
atmospheric observational and modeling tools catribmte substantially to preparation and
planning for possible future events involving releaf hazardous materials, to emergency
response in the minutes to hours after such ant,eaed to the recovery and analysis following
such events. The report discusses user needstavagbance observational resources,
strengthening modeling capabilities and applicaittnemergency response.

e Successful Response Starts with a Map: Improvirasaial Support for Disaster Management
[NRC 2007a]: This report is about the use of gatiapdata for incident management. Despite
the technological advances in geospatial dataelated technology, it has seen limited use in
incident management. The report identifies théofacthat have inhibited such use and provides
recommendations for addressing them.

* Federal R&D Needs and Priorities for Atmospheriafisport & DiffusiofOFCM 2004]: The
report provides a comprehensive view of federabhbdjpy to provide atmospheric transport &
diffusion modeling support. It discusses user et recommends strategies to address those
needs.

» Integrated Chemical and Biological Defense Progmesearch, Development and Acquisition
Plan for the Departments of Defense and Energy:Mimt Detection [DoD 2003]: The report
provides a technology area focused roadmap for atend biological defense (CBD) research
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development and acquisition (RDA). This repothis third one in a series of report and is
relevant since it added modeling and simulationineap to the areas covered. Appendix C of the
document reports on acquisition and transitionvitigs involving information system and

includes information on a number of M&S tools.

* IMAAC Interagency VV&A Workshop ReppiSI 2009]: The workshop's objectives included
informing the development of the IMAAC VV&A procesaddressing the technical aspects, and
including specific consideration of the needs aksholders in the VV&A process. It presents a
simple VV&A process arrived at with the purposéieing achievable, appropriate, and
understandable.

B.2 — CI Projects, Facilities, and Capabilities

A number of projects have been initiated to add@d9€1&S issues. Although some have been sponsored
by DHS, there have been others conducted by outsgimizations both within and outside of the AS.
representative list of projects follows:

Canada’s Public Security Technical Program CIP Rais: The M&S of elements of Canada’s critical
infrastructure—and particularly the area of depecdss and interdependencies between sectors and sub
sectors—is developing as a unique, horizontal €¢aech area with opportunities to support all Ctes.
Two ongoing projects are: PSTP Study 08-0120C1920®2010) — Conducting a HAZMAT scenario-
based live simulation of telecommunication Cl basgcontinuity capability that will include the
development and validation of “as-is” and “to-bedaels (using an established architecture framework)
PSTP Study 08-100CI (2009 to 2010) —Integrated datadn of Critical Infrastructure Interdependencies
for Major Event Planning, using M&S technologiesDC 2009].

Chemical Sector Supply Chain and Economics Projgtis project is a key component of a larger effort
to deliver Enabling Homeland Security Capabili{iEsICs) for the Modeling, Mapping, and Simulation
program. The first goal of this project is to plata a detailed data set of the chemical and pedroacal
manufacturing, supply and distribution componeh& tomprise the chemical infrastructure supplyrcha
The second goal is to develop a means to mathaattgtimalyze not only the consequence of significan
threats, but also the resiliency of the supply chairecover from these impacts [DHS 2011a].

Complex Event Modeling, Simulation, and AnalysiENISA) Project: This project focuses on
interdependencies, cascading effects, and the dgaarhmulti-event and multi-vector attacks. Taffort
will provide significant improvements in timelinegyality and usability of information to providedision
makers up-to-date information to make informed sleais during an event. The program will leverage th
capabilities developed for the Critical Infrastuuret Protection Decision Support System (CIPDSS) and
sector-specific modeling, simulation and analysISQ). The project is within the Infrastructure
Protection Thrust Area and the Modeling, Simulatima Analysis Program of the Infrastructure and
Geophysical Division [DHS 2009b]. (Also includeddection B.3 Incident Management Projects,
Facilities, and Capabilities)

Critical Infrastructure Test Range Complex (CITROLITRC at Idaho National Laboratory is a national,
comprehensive program that researches, develops$esis technologies, systems, and policies teptrot
the Nation’s infrastructure. CITRC is comprisedtw sites formerly occupied by the Auxiliary
(originally Army) Reactor Area (ARA) and the Povigurst Facility (PBF), later part of the Waste
Reduction Operations Complex (WROC). The remainddéXL land not occupied by facilities is
designated part of the site-wide critical infrasttue test range (CITR), and serves as a real-wiatdral
laboratory. CITR has industrial-scale infrastruetaomponents, including an isolatable full-scééeteic
power grid with a 61-mile transmission loop, seir@ependent substations, and a control room for
conducting comprehensive interoperability, vulnditgtand risk assessments [INL 2008].
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Design of an Interoperable European federated Sitmn network for critical InfraStructures (DIESLS)
This project proposes to establish the basis feur@pean modeling and simulation e-Infrastructarscl
upon open standards to foster and support researah aspects of critical infrastructures withpeaific
focus on their protection. This European e-Infrastire will support full cooperation of the diffeite
partners in charge for studying (inter)dependenaiesitical infrastructures, while preserving the
confidentiality of the proprietary knowledge embeddnto the different models and simulation package
The project aims to address the following: avallgbof models and data for single infrastructures,
interoperable simulation of multiple infrastructsirand testbeds and benchmarks for protectionicotut
[DIESIS 2011].

Disaster-Resilient Structures and Communities Paiotg and ProjectsThese programs and projects at
the Engineering Laboratory of the National Instof Standards and Technology contribute to thé goa
developing the technical basis for the standaet$ology, and practices needed for cost-effective
improvements to the safety and security of buildingd building occupants, including evacuation,
emergency response procedures, and threat mitigafibe disaster resilience of structures and
communities is determined by building codes, stesg]aand practices used when structures were built—
most older structures have only minimal resilieiMest codes, standards, and practices are highly
prescriptive, simplified, and inconsistent withpest to risk—stifling innovation and increasing ttoghis
program fulfills a national knowledge transfer rthat is not well-supported by a fragmented U.S.
construction industry and helps NIST its specifatigtory responsibilities including: the Fire Peation

and Control Act (1974); the National Earthquake &tdg Reduction Program Reauthorization Act (1977,
amended 2004); the National Windstorm Impact Redncict (2004); and the National Construction
Safety Team Act (2002). [NIST 2011]

FLOODsite Project: This project was carried out under the Europeami@onity’s Sixth Framework
Programme and focused on identifying advantagesimadivantages of existing tools for long-term dloo
risk management and derived concrete demandstimefdevelopment. The project identified 19 tools
and conducted an in-depth evaluation on them. tdtle considered were predominately developed in
Germany, The Netherlands, and United Kingdom anlliited: Planning Kit, Water Manager, IRMA-
Sponge Large Rivers, IVB-DOS, STORM Rhine, MDSFREMTAS, Flood Ranger, DESIMA, NaFRA,
PAMS, HzG, DSS-Havel, WRBM-DSS, Elbe-DSS, INFORN/RSS, RISK/RISC, FLIWAS, and
FLUMAGIS. Four other tools — RAMFLOOD, ANFAS, MIKEL DSS, and EFAS are also briefly
described. [Schanze 2007]

Group Model Building for Critical Infrastructure @ulation: A group of researchers from Europe and the
U.S. are utilizing group model building workshopsdevelop systems dynamics models of critical
infrastructure. In initial reported effort Groupodel Building (GMB) and system dynamics were uged t
develop plausible scenarios for a Cl & Informatia@chnology (IT) crisis with cross-border effects.
Expert consensus was achieved about the crisisicstusgcture “driving” the event into a cross-barde
crisis. The model showed the negative effectsxabordinated single country action on crisis petioep
and resource misallocation, in turn escalatingsdaration and severity. It is particularly sevérthe

crisis is exacerbated by IT failures [Sveen 2010].

Homeland Infrastructure Threat and Risk Analysist€e (HITRAC) HITRAC is the infrastructure-
intelligence fusion center for DHS and incorporapalysts from the Office of Infrastructure Proimct
and the Office of Intelligence and Analysis. HITRAreates actionable risk-informed analysis for
federal, state, local, tribal, territorial, privagector, and international partners. The analiyssisde:
critical infrastructure, regional, and cyber thraaalysis, critical infrastructure prioritizaticemalytic
support to state and local partners, and infragtragnodeling and simulation. The risk-informed Igtia
products are intended to provide decisionmakersyelgawith protecting critical infrastructure and/ke
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resources with a common understanding of the feskiag the country. The center also provides tlodst
methodologies, and approaches to translate theaaghimderstanding into actionable risk mitigation
strategies. [DHS 2011d]

Modeling & Simulation Capability for Resource Comqtion and Consequence Managemerite

Modeling & Simulation Capability for Consequencemdgement prototype allows emergency planners to
design and run dynamic, time aware, GIS based “ifhgaming simulations depicting the impacts upon
critical infrastructure and resource consumptiorirdua large-scale mass evacuation from the Nationa
Capital Region to a host-State. The capabilitbgmemergency planners to run multiple iteratioies
simulated event with different resource allocatiomduding the ability to activate and deactivatelsers,
place barriers, and enforce fuel rationing. Thatqiype is being developed for the All Hazards
Consortium Regional Catastrophic Preparedness Gragram (FEMA Region 3) focusing on the eastern
panhandle of West Virginia; however the simulafiagic is being designed for extensibility to encasp

all state-wide counties, neighboring states andjggahical regions/districts. [Baker 2011]

Modeling Delay Tolerant Networking following Comrioation Infrastructure Disruption in a Disaster:
Delay Tolerant Networking (DTN) is needed for commuations following disruptions in

communications infrastructure in a disaster. tisaster scenario people with hand-held wirelesgde
(e.g., cell phone, PDA, even laptops), houses Wil routers and automobiles with radios can be
connected in an effective way using DTN device®tm a functional communication network. This
project is developing a mobility model that incladbe impact of the disaster on the transportation
network, and that models population and relief gighinovement. The researchers are augmenting the
“Opportunistic Network Environment” (ONE) simulatof DTNs with required extensions for the purpose
[Uddin 2009].

National Infrastructure Simulation and Analysis @n(NISAC):NISAC is a modeling, simulation, and
analysis program within DHS comprising personndghmWashington, D.C., area as well as from Sandia
National Laboratories (Sandia) and Los Alamos Netid.aboratory (LANL). A facility dedicated to
NISAC is located at Sandia Albuquerque. Congressdaizd that NISAC serve as a “source of national
expertise to address critical infrastructure prigde¢ research and analysis. NISAC prepares aadesh
analyses of critical infrastructure and key resesrCIKR), including their interdependencies,
vulnerabilities, consequences, and other compésxitits mission is to improve the robustness ef th
Nation’s critical infrastructures by providing advanced modeling and simulation capability that wil
enable an understanding of how the infrastructpezates; help identify vulnerabilities; determihe t
consequences of infrastructure outages; and omipriatection and mitigation strategies. NISAC's
objectives are to leverage the existing capalslitiethe NISAC partners to provide leadership iticad
infrastructure interdependencies modeling, simoitatand analysis [NISAC 2011a].

Particle Dynamic Simulation for Critical Infrastrture Protection:The project utilizes particle modeling
for the simulation of dynamic fracture phenomenhdmogeneous and heterogeneous materials such as
encountered in blasts on a concrete wall. Pamigldeling is a dynamic simulation method that tyjhjca
uses a lattice of small (but not molecular leveiltigles, evolving according to laws of mechanésa
discrete representation of fluids and/or solidke @nalysis will be used to establish design requénts

for nanoparticle reinforcement of concrete strugtaomponents to meet severe loading (i.e., bladt a
seismic) demands [SERRI 2007].

Virtual USA— A DHS program, called Virtual USA, will enable firesponders nationwide to link
disparate tools and technologies in order to stierdocation and status of critical assets andrimédion.
These may include power and water lines, floodaets, helicopter-capable landing sites, emergency
vehicle and ambulance locations, weather and ¢raffinditions, evacuation routes, and school and
government building floor plans [Boyd 2009].
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Wide Area Recovery & Resiliency Program (WARRRIs program will leverage existing applied
technologies and solutions developed; formalizg liemm working relationships among DHS, EPA, HHS,
DoD, State, regional and local stakeholders; eistatthe body of knowledge to support operational

planning; and document approaches to reduce theedimd resources required to recover anacaIpy

wide urban areas, military installations, and ottréical infrastructure following a catastrophieemical,
biological, or radiological incident. In additido overall recovery of wide urban areas, emphagise
placed on community resiliency and how, at thelltmael, communities and local officials are better

prepared to manage a large scale incident aedteblish economic, environmental and social

functionality within the Denver urban area. [WAARB11]

CIKR Relevant Project Reports:

» Highway Evacuations in Selected Metropolitan Areessessment of Impedimeji2e®T 2010a]:

This report was developed in response to a redumstU.S. Congress. It provides an assessment
of mass evacuation plans for 26 metropolitan airetie U.S. and identifies and prioritizes
deficiencies on those routes that could impedewatams. It also provides results of an analysis
of how national highway system (NHS) projects unmerstruction west of the National Capital
Region (NCR) could increase the NCR’s evacuatigractéy and a detailed plan to accelerate such
projects.

» Verification and Validation of Selected Fire Mod&ds Nuclear Power Plant ApplicatioisiRC
2007b]: This report documents the verification &atidation (V&V) of five fire models that are
commonly used in nuclear power plant applicatiohike results of this V&V are reported in the
form of ranges of accuracies for the fire modebmons.

B.3 — IM Projects, Facilities, and Capabilities

A number of projects have been initiated to addimsgent management M&S issues, although some
have been sponsored by DHS, there have been ottradsicted by outside organizations both within and
outside of the U.S. A preliminary list of projeétdlows:

Complex Event Modeling, Simulation, and Analysigéat: This project focuses on interdependencies,
cascading effects, and the dynamics of multi-eamait multi-vector attacks. This effort will provide
significant improvements in timelines, quality amshbility of information to provide decision makes
to-date information to make informed decisions dgiidn event. The program will leverage the
capabilities developed for the Critical Infrastuuret Protection Decision Support System (CIPDSS) and
sector-specific modeling, simulation and analysISQ). The project is within the Infrastructure
Protection Thrust Area and the Modeling, Simulatimal Analysis Program of the Infrastructure and
Geophysical Division [DHS 2009b]. (Also includeddection B.2 CIKR Projects, Facilities, and
Capabilities)

Emergency Operations Training Center (EOTC), Tdxagineering Extension Servideocated in
College Station, Texas, the center is a state-@fth emergency management and incident command
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training facility operated by the National EmerggiResponse and Rescue Training Center, a divifion o
the Texas Engineering Extension Serviéde EOTC's goal is to provide participants (inchegi
government agencies, corporate industrial teantsjuaisdictions from across the Nation) the skilisy
need to respond to, manage, and recover from Ergle-incidents. The EOTC provides a wide spectrum
of possible operations, ranging from the incidearhmand post perspective to the emergency operations
center and multi-agency coordination viewpointh&t fbcal, regional or state levels. The overalldant
management structure used in the EOTC replicatebtident Command System and follows the NIMS
as required in the NRF. The,8R20-square-foot EOTC uses state-of-the-art simaflaind computer-
based technologies to train incident managers reigpes, and jurisdiction officials in the managenef

a large-scale crisis using a unified command amproahich can be tailored to any group [TEEX 2010].

Incident Management Simulation Laboratory (Simlahl. Fire Administration, Emmitsburg, MO he
laboratory is configured to afford candidates "n@alld" training in a variety of emergency situatso
encompassing incidents such as dwelling fires, ceroial and large structure fires, catastrophicsiess
and major emergency events, such as hazardousiatsmteleases and mass casualty incidents. 3D
computer models are used to provide visual cluegware generated through the use of commerdial of
the-shelf special effects, graphics, and animataftware, and controlled through a standard petsona
computer by menu driven software. The goal ofsiheulation training is to provide the student wath
variety of visual and auditory cues that will enbarhe decision-making process in practical sioumsti
This training provides realistic experience in #pplication of the principles of the NIMS and
conversancy with the recognition primed decisiorkimg model of higher order cue-based decision-
making [USFA 2010c].

Integrated Modeling, Mapping, and Simulation (IMMBdgram and Standard Unified Modeling and
Mapping Integration Toolkit (SUMMIT)The IMMS program is designing and prototypingjraulation
and collaboration environment for linking togetleaisting and future modeling and simulation tools t
enable analysts, emergency planners, and incidanagers to more effectively, economically, anddigpi
prepare, analyze, train, and respond to real @mpial incidents. When complete, the IMMS prognaith
demonstrate an integrated modeling and simulatpalgility that supports emergency managers and
responders with 1) conducting “what-if” analysed awercises to address preparedness, analysisngrai
operations, and lessons learned, and 2) effectieelgnomically, and rapidly verifying responseits;t
plans and procedures. IMMS program is developieg3tandard Unified Modeling and Mapping
Integration Toolkit (SUMMIT), a software framewoftr rapidly linking together these resources, and
supporting collaboration across user communit®gMMIT will enable discovery and exploitation of
models, simulations, data, and archived analysgsatie relevant to a specific scenario or eveirtefest
and bringing together users and modeling resodroesmany locations while ensuring that access to
existing data and models is controlled by the resmowners [DHS 2010d].

National Exercise Simulation Center, Federal EmamyeManagement Agency (FEMAXe National
Exercise Simulation Center (NESC) is a Congresflipn@andated state-of-the-art training and exercise
facility within FEMA Headquarters, and serves d&&g element within the Federal Coordination Center
(FCC). The FCC draws on the specialized capasliof its FEMA elements, including the Disaster
Operations Directorate, the National Preparednéssrate, the Office of National Capital Region
Coordination, and others as needed, to collabevitfeand support deliberate planning, training,reises
and response operations coordination [FEMA 201Dhé NESC is focused on utilizing decision support
simulation to increase exercise realism and immersi lifelike scenarios. It integrates Human Bhse
Simulations (actors) and Computer Based Simulafionthe purpose [Holtermann 2010].

Simulation Based Incident Planning and Responsggt:drhis project provides FEMA analysts, decision

makers, policy makers as well as emergency managgisoperators an integrated modeling and
simulation capability to effectively, economicalfnd rapidly verify and validate response tacfitasns
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and procedures and to conduct "what-if" type amaysior to an incident (preparedness, analysis,
training) and during/after an incident (operatioh@tsons learned) [DHS 2009b].

Security and Incident Modeling Lab (SIMLAB), U.&crgt ServiceSIMLAB uses MS&A assets and
technologies to develop simulated training exescfee the Service's protective detail teams, tattic
response units and counter-surveillance units. SiBllalso employs modeling and simulation for
planning and analysis. These projects are typidatlyprototyping emergency preparedness strategies,
defensive and counter-measure analyses, vulneyadnild risk assessments, resource threshold staies
many other contingency examinations [U.S. Army 3007

Training, Exercise & Lessons Learned (TELL) prajddie TELL project is developing a federated
simulation-based training and exercise capabitiit ises advanced computer models and will allow
responders at all levels to affordably train andreise for large and complex events in a
virtual/constructive/live environment. TELL willdk multiple agencies, functions, and jurisdictioms
improve preparedness and decision-making for emeggeesponders and managers. TELL incorporates
training objectives, scenarios, and metrics defimgdther programs, and the capability to captessdns
learned to improve future emergency response citpeb[DHS 2009b].

IM Relevant Project Reports/ Documents:

» Emergency Response Guidebf@kange Book; [DOT2008]) — Please see B.1 forief br
description of this document.

e Computer Simulation for Emergency Incident Managgnfeport of the Department of
Homeland Security Incident Management Simulationkéfmp[LLNL 2004]: This workshop
report captures joint input from senior represeévestof the emergency response and incident-
management communities and the M&S technologists fDepartment of Energy laboratories. It
includes a summary of simulation capabilities tirat relevant to incident-management training,
recommendations for the use of simulation in botident management and associated training,
and future R&D needs.

B.4 — HS Projects, Facilities, and Capabilities

The term “simulation” is used to include a wideiggr of modalities in healthcare area. The Cefuter
Immersive and Simulation-based Learning (CISL)tanfdrd School of Medicine [Stanford 2010] defines
the following simulation modalities in the healthre@ontext: standardized patient actors, part-task
physical trainers, virtual reality and visualizatjaesktop simulation and virtual worlds, and mayuie-
based simulation. M&S, the focus of this repoats been defined to focus on computer based sironlati
and hence aligns primarily with the desktop simaftaand virtual worlds and overlaps somewhat whith t
virtual reality and visualization modalities in Cl8st.

A number of projects and facilities focus on hezdile simulation. However a majority of them focuas o
standardized patient actors, part-task physicaldara, and mannequin-based simulation. A prelingina
list of projects, facilities, and capabilities thatlude the categories of our interest, i.e., tigskimulation
and virtual worlds, and virtual reality and visuaaliion, is provided below.

Center for Integration of Medicine and Innovativectinology (CIMIT) -€IMIT focuses on health care
technologies, providing the resources and infrattine to address technology application issueseat t
national and international level. CIMIT acts asriglge between individual investigators and
implementation of their ideas. It connects theestigators with a team of experts, and provides a
nurturing collaborative environment to help theadgow towards multiple uses, multiple partners, an
multiple programs to address complex patient cesblpms. The work of simulation group at CIMIT
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includes building desktop simulation tools suchhesReal-time Incident Preparedness Simulation $RIP
[CIMIT 2010].

Complex Incident Response Training System (CIR®8)b@t Medics (CM) projectMYMIC LLC is
developing CIRTS-CM under a Small Business InnavaResearch Phase Il contract award in early
December 2009. CIRTS-CM is a simulation game béaseaing system for scene and patient management
care following blast injuries sustained from exples including Improvised Explosive Devices (IEDs).
Eventually, CIRTS-CM support will expand to otheedital domains, such as training combat lifesavers,
individual soldiers and marines, military combapsort hospitals, civilian emergency medical

technicians, other emergency first responders reidénts other than IEDs [MYMIC 2010a].

Medical Emergencies Simulation Lab, Institute fion®8ation and Training, University of Central Flaia

— The lab builds on simulators developed by otheigeate sophisticated medical simulation cap#sli
that can enhance military, civil defense, and snisanagement training. For example, the lab dpeelo
HLA-compliant software packages that allow simufatasualties generated during combat exercises to
gueue up for treatment by combat medics using aahywatient simulator. The playing-field-to-
emergency treatment model also has been usedri&ENTs in civilian mass casualty exercises [IST
2009].

NIH Center for Biomedical Computation at Stanfo&ihibios) -Simbios is the NIH Center for physics-
based Simulation of Biological Structures. Simlpoavides infrastructure, software, and trainindédp
biomedical researchers understand biological fanthfanction as they create novel drugs, synthetic
tissues, medical devices, and surgical interveatid@imbios is investigating a wide scale of biatay
structures — from molecules to organisms. Drivifgdgical problems include RNA folding, protein
folding, myosin dynamics, cardiovascular dynamass] neuromuscular biomechanics. Simbios is
developing and disseminating the SImTK core sinmutatioolkit, an open-source software that includes
capabilities for modeling the geometry and physidsiological systems. To ensure utility and accyra
the software and training material is being devetband tested in close collaboration with biomddica
scientists. Simbios has developed OpenSim, ancgtioin for advanced neuromuscular modeling thad use
the SImTK toolkit, and is making it openly availah5IMBIOS 2010].

National Capital Area Medical Simulation Centefhe SimCenter is part of the Uniformed Services

University of the Health Sciences (USUHS) locatethie Forest Glen Annex Silver Spring, Marylahd.
has facilities for simulating medical procedureat thre high risk or high consequence for patiefetga

The simulations allow healthcare personnel devatapmaintain the cognitive and psychomotor skills
necessary to perform medical tasks safely andtefédg. The Virtual Medical Environment Lab at the
center includes surgical, emergency room and fiekpital simulations, medical gaming as well agdar
scale simulations designed to train medical teantmitlefield and natural-disaster scenarios [USWU}.

National Center for Collaboration in Medical Modedj and Simulation Fhe NCCMMS is a joint project
of Eastern Virginia Medical School (EVMS) and Oldminion University (ODU) and a variety of
academic, governmental and commercial partnessmikision is to improve both the quality and qugnti
of medical care available to U.S. military forcéihis is accomplished by providing a collaborative
environment where basic and applied medical mogelitd simulation research can be undertaken by
EVMS and ODU researchers within the context of mm@hensive academic medical center that provides
a convenient clinical test bed for new technologied approaches. The center has access to theisxpe
of the large U.S. military medical community asresented by the Naval Medical Center, Portsmohth, t
Uniformed Services University of the Health Scien@nd other military medical facilities. Projeats
NCMMS include homeland security, emergency trairdnd response, and gaming simulations [EVMS
2009].
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Research Into Global Healthcare Tools (RIGHTYhe RIGHT project is being carried out by a

consortium in the United Kingdom that is led Brubgiversity and involves several universities aeco
partners, government organizations, and privatepamies. The project aims to employ modeling and
simulation methods for healthcare service plannifige aim is to achieve similar kind of performance
gain as have been achieved in other sectors, suddastry & manufacturing, aerospace and the amyfit

through the use of M&S.
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Appendix C — Simulation Models and Tools
C.1 — Hazardous Material Release M&S Tools

A large number of dispersion modeling tools haverbereated or are used by a number of federal
agencies, universities, research organizationscamgnercial companies. A survey [Mazzola 1995] in
the mid-90s listed 94 such tools while another syf®@FCM 20104a] in the late 90s listed 63 of thew.
number of reports in the past have also includéatnmation on HMR M&S tools. These include:

» Tracking and Predicting the Atmospheric Dispersibhlazardous Material Releases [NRC 2003],

» Federal R&D Needs and Priorities for Atmospherian&port & Diffusion [OFCM 2004], and

« Integrated Chemical and Biological Defense Prograsearch, Development and Acquisition
Plan for the Departments of Defense and EnergyPBiot Detection [DoD 2003]

This section lists some of the better-known togléndicated by Internet searches. The tools aemnged
alphabetically based on their acronyms.

Tool Acronym Brief Description

A2C A2C integrates mesoscale modeling and computatfandidynamics modeling
(CFD) into a single model. It can be used to modielflows over complex terrain, a
flows around buildings with diurnal variations oéather conditions, recirculation
flow, separation streamline, and reattachment painta building, and transport and
diffusion of airborne particles and pollutants [YSa#ft 2010].

=

ADAM Air Force Dispersion Assessment Model (ADAM) is adified box and Gaussian
dispersion model that incorporates thermodynansiosmistry, heat transfer, aerosq
loading, and dense gas effects. Release sceifragiode continuous and
instantaneous area and point, pressurized andssyized, and liquid/vapor/two-
phased options [EPA 2010c].

ADMS-Fire ADMS-Fire is a model of dispersion and depositiamf fires. It uses the ADMS
(Atmospheric Dispersion Modeling System) dispersitodel coupled with a fire
source model to predict dispersion and depositf@opntaminants. The types of
incidents modeled by ADMS-Fire are tire and otheap fires on open sites. The
contaminants of concern are those that could patBrihave a food safety impact,
namely PAHSs, dioxins/furans and heavy metals. itaalculate the dispersion and
deposition of these or any other contaminants fuckvemission data are available
[CERC 2010].

ADMSSTAR | ADMSSTAR is a model for the analysis of Short-Teketidental Releases based on
the ADMS methodology, developed specifically tdraate air concentration and
deposition rate for radiological or chemical envssito the atmosphere. It can be
used either in situations where the source dedagiknown or it can perform a back
calculation and estimate the source strength baisedmple data. ADMSSTAR may
be linked with ESRI's ArcGIS (Geographical Infornaet System) and used to
display contours of concentration and/or depositieerlaid on a map of the area
where the incident occurred [CERC 2010].
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AFTOX

AFTOX is a Gaussian dispersion model that will Harmbntinuous or instantaneous

liquid, gas, elevated or surface releases fromtmiarea sources. Output consists| of

concentration contour plots, concentration at &ifipd location, and maximum
concentration at a given elevation and time [EPAQ2).

ALOHA

Areal Locations of Hazardous Atmospheres (ALOHAamsatmospheric dispersion
model used for evaluating releases of hazardousichévapors. ALOHA allows the
user to estimate the downwind dispersion of a cbaihasloud based on the
toxicological/physical characteristics of the raled chemical, atmospheric
conditions, and specific circumstances of the sgledt is part of NOAA and EPA’s
Computer-Aided Management of Emergency OperatiGASEO) suite of tools
[EPA 2010b].

AMET

The Atmospheric Model Evaluation Tool (AMET) wasvdped to aid in the
evaluation of meteorological and air quality sintiglas [EPA 2010a]. AMET utilize
an open source relational database program angdeansmurce statistical program t
store and analyze model predictions against obsenga AMET is currently script

1°Z]

O

based, and includes numerous scripts for performimgmon analysis such as scatter

plots, box plots, spatial and time series plots, @mput of many different statistics.
AMET is available for download from the Communityolieling and Analysis
System web site [CMAS 2010].

ANSYS

ANSYS Multiphysics simulation solutions allow engars and designers to create
virtual prototypes of structures operating undai-morld multiphysics conditions. It
enables simulation of the interactions betweercsiral mechanics, heat transfer,
fluid flow and electromagnetics within a singlejfied engineering simulation
environment. It allows prediction of forces, stes, and thermal and catastrophic
effects. The software is ISO-9001 certified andR@A-1 quality classification for
use in nuclear structural analysis. [ANSYS 2011]

ASPEN

The Assessment System for Population Exposure Matile (ASPEN) consists of a
dispersion and a mapping module. The dispersiorutedd a Gaussian formulation
based on ISCSTS3 for estimating ambient annual geetancentrations at a set of
fixed receptors within the vicinity of the emissisaurce. The mapping module
produces a concentration at each census tract. digj@ needed are emissions data
meteorological data and census tract data [EPAQ010

BERT

The Bio-agent Event Reconstruction Tool (BERT)gedito estimate the magnitude

and extent of an airborne biological release basetheasurements from wind
sensors and biological agent sensors distributaghdra city. BERT is used to find
potential release areas and eliminate others,fgussible to put upper and lower

limits on the amount of material that could haverbeeleased. The tool can then be

used to predict the potential downwind hazard ateasompute the total number of

persons at risk, and to locate hospitals, schaticgstations, fire stations and other

infrastructure that might be impacted by the redd@sjic 2010].

BioDAC

BioDAC (an abbreviation for the Weapons of MasstRuesion Decision Analysis
Center [WMD-DAC] Biological Defense Application) &scomponent of the WMD-
DAC suite of simulation components. BioDAC is usedimulate the release of

biological agents and evaluate the efficacy ofrgdaet of response strategies. Three
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primary roles exist in a BioDAC simulation—Publiealth Official (PHO), Navy
Official (NO), and Analyst. BioDAC is designed fose in simulator-based exercise
involving officials from various interested militaand governmental agencies
[Linebarger 2007].

BROOM

Building Restoration Operations Optimization Mo(BROOM) is a handheld,
software-based restoration and decontaminationthablcontains building maps ang
other information to simplify tracking and samptglection in a contaminated area.
Surface sampling results transmitted to SandiaRB(see section 6.1) can be inpu
into BROOM, an approach that leads to more accuwateamination maps and mor
certain predictions [Sandia 2008].

}S

)

—
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CFAST

The Consolidated Model of Fire and Smoke Transi@F\ST, is a computer
program that fire investigators, safety officiaagineers, architects and builders ca
use to simulate the impact of past or potentiakfiand smoke in a specific building
environment. CFAST is a two-zone fire model usedaioulate the evolving
distribution of smoke, fire gases, and temperatureughout compartments of a
building during a fire. These can range from vanal containment vessels, on the
order of 1 mto large spaces on the order @idD n?. A visualization program,
Smokeview (SMV), is available to display the outpliCFAST simulations [NIST
2009].

AN

COAMPS

The Coupled Ocean/Atmosphere Mesoscale Predictiste® (COAMPS) can be
used for short-term numerical weather predictiarvirious regions. The
atmospheric portion of COAMPS represents a compitete-dimensional data
assimilation system comprised of data quality ainamalysis, initialization, and
forecast model components. Features include a lfjjaletocatable grid, user-define(
grid resolutions and dimensions, nested grids,miom for idealized or real-time
simulations, and code that allows for portabiligtween mainframes and
workstations. Model applications include dust fastc cloud and fog forecast, land
surface and urban effects, and chemical/biologigaht transport and dispersion
[NRL 2010al].

COMIS

Conjunction Of Multizone Infiltration Specialist€OMIS) models the air flow and
contaminant distributions in buildings. The progream simulate several key
components influencing air flow: cracks, ducts,tdittings, fans, flow controllers,
vertical large openings (windows and/or doorskhén hoods, passive stacks, and
“user-defined components.” COMIS allows the useatdfine schedules describing
changes in the indoor temperature distributiondiagration, pollutant concentratiorn
in the zones, pollutant sources and sinks, opesfimgndows and doors, and the
weather data. The flexible time step implemente@@MIS enables the modeling o
events independent of the frequency with whichwkather data are provided [LBN
2010b].

="

COMIS
Integrated
Models

COMIS has been integrated with outdoor and oth#wadn modeling tools and

techniques [LBNL 2010c]. These include:

» Residential models in NARAC — Combines NARAC'’s misder outdoor plumes
with “box” model of houses to predict indoor-outd@xchange.

¢ COMIS in HPAC — Combines HPAC for outdoor plumeswLOMIS to

determine indoor exposure to outdoor plumes.
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 Building Interior and Exfiltration (BINEX) — incldes two models for building
airflow, COMIS ported by LBNL to HPAC, and an intarmodel from Science
Applications International Corporation (SAIC).

e CFD in COMIS — combines COMIS with a ComputatioRklid Dynamics (CFD)
capability to study exposure in large, poorly mixegéices such as auditoriums of
conference halls.

CONTAM CONTAM is a multi-zone indoor air quality and vdation analysis computer
program designed to help determine airflows, coimtant concentrations, and
personal exposure. Predicted contaminant congimtsacan also be used to estimate
personal exposure based on occupancy patterns buttding being studied.
Exposure estimates can be compared for differentnagtions of ventilation rates and
source strengths [NIST 2008].

CT-Analyst The Contaminant Transport Analyst, or CT-Analystisinstant-response software
tool developed at the Naval Research Laboratontycdna help cities respond quickly
and efficiently to the release of a chemical, bjidal, or radioactive threat. It
combines detailed 3D modeling of the city with axerstanding of how airflow
carries contaminants through its streets and pesviidst responders with the
information they need to make effective decisiddRI. 2010b].

EPIcode The Emergency Prediction Information code is a cenaially available computer
code for modeling routine or accidental releasdsaafrdous chemicals to the
environment. It is reported to be routinely usedN&PA calculations within the
Department of Energy system, as well as emergesgponse centers. It is a
commercial product from Homann Associates, IncRlfiede 2010].

FDS Fire Dynamics Simulator (FDS) is a computationaididynamics (CFD) model of
fire-driven fluid flow. The software solves numeddly a form of the Navier-Stokes
equations appropriate for low-speed, thermallyahiflow, with an emphasis on
smoke and heat transport from fires. A visualizafpoogram, Smokeview (SMV), is
available to display the output of FDS simulatih&ST 2010b].

FEM3MP FEM3MPis a finite element model based massively paratide that generates
accurate predictions of wind fields and dispersattentrations. It has been
developed at Lawrence Livermore National LaboratotyNL) over the past two
decades. It has both Reynolds Averaged NaviereStRANS) and Large Eddy
Simulation (LES) turbulence models. The code leskextensively tested against
data obtained from wind-tunnel and field experirsgatich as Urban 2000 in Salt
Lake City, Utah, and Joint Urban 2003 in Oklahonitg (LLNL 2001].

FLUENT FLUENT is a computation fluid dynamics (CFD) tolb&t has been used for gas
dispersion analysis and hazard assessments. slanggnstructured grid to represer
complex shapes together with Large Eddy Simulgfi&s) and Detached Eddy
Simulation (DES) turbulence models. It is a conmuiztool available through
ANSYS [ANSYS 2010].

—

GASTAR GASTAR is a dense gas dispersion model suited wefirg accident and emergency
response scenarios or investigating site safetylving releases of flammable and/q
toxic materials from a variety of industrial acaittesuch as cryogenic spills,

=
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catastrophic tank failure, pipe fractures, and iplibse jets. It is used for risk
assessment, land-use planning, emergency resplamseng, and management and
training [CERC 2010].

HOTSPOT

HOTSPOT is a fast-running local-scale steady-<Eatessian plume model for
radiological releases developed at LLNL. This masléast and simple, requiring a
minimum amount of input data. It can provide idipigedictions of the time-
integrated effect (such as dosage from the enliima¢ passage). It can be used to
make initial protective action recommendationspgsionservative assumptions,
before advanced model results are available [NARADOC].

HPAC

Hazard Prediction and Assessment Capability (HP&&dmated software system

provides the means to accurately predict the effethazardous material released
into the atmosphere and its impact on civilian anilitary populations. It can model
chemical, biological, radiological, and nuclear mgelt has been developed under
sponsorship of the Defense Threat Reduction AGEDBATSD 2010].

the

HYSPLIT

Hybrid Singe-Particle Lagrangian Integrated Trajecmodels dispersion of
chemical agents. Itis a complete system for caimgimple air parcel trajectories
to complex dispersion and deposition simulatiore model’s default configuration
assumes a puff distribution in the horizontal aadiple dispersion in the vertical
direction. It was developed by National Oceanid Atmospheric Administration
[NOAA 2010a].

LODI

Lagrangian Operational Dispersion Integrator, LOBRNn atmospheric dispersion
model developed for operational emergency respwithéen the U.S. Department of
Energy’s National Atmospheric Release Advisory @efiiARAC) [NARAC
2010a]. It solves the 3-D advection diffusion egpratising a Lagrangian stochastig
Monte Carlo method which calculates possible ttajges of fluid “particles” in a
turbulent flow [Leone 2001].

LSMS

LSMS (Liquid Spill Modelling System) is a tool forlculating the spreading and
vaporization of a liquid pool. Liquids such as kdjed natural gas (LNG), liquefied
petroleum gas (LPG) and others are routinely statdéolw temperatures and on the
release to the atmosphere they boil or evaporgtending on their temperature
relative to the ambient air. As the liquid spredtls,size of the liquid pool changes
and the vaporization rate alters accordingly aruh snformation is essential for
calculating the subsequent dispersion of the cajfibv[CERC 2010].

JEM

Joint Effects Model (JEM) is being developed by BN'&d will provide the military
with a single validated ability to predict and ®ka@BRN and toxic industrial
chemicals (TIC) effects, as well as estimates efstburce location and source term
and the ability to make refined dispersion caldafe. It was scheduled for full
operation by fiscal year 2009, and the second imerg of JEM, scheduled to be
operational by fiscal year 2011, will include tHaliay to predict hazard areas and
effects for urban areas [Smith 2005].

OBODM

OBODM is intended for use in evaluating the potrdir quality impacts of the ope
burning and detonation (OB/OD) of obsolete munigiand solid propellants.

>

OBODM uses cloud/plume rise dispersion, and dejpositlgorithms taken from
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existing models for instantaneous and quasi-coatiasources to predict the
downwind transport and dispersion of pollutanteaskd by OB/OD operations [EP
2010c].

A

QuIC

Quick Urban and Industrial Complex (QUIC) dispensinodeling system produces
three-dimensional wind field around buildings, aguts for building-induced
turbulence, and contains a graphic user interfacedtup, running, and visualizatiof
QUIC has been applied to neighborhood problemshigdgo, New York City, Salt
Lake City, and Washington, D.C. [LANL 2010a].

n.

RASCAL

Radiological Assessment System for ConsequenceysisgRASCAL) was
developed for use by U.S. Nuclear Regulatory Corsimis(NRC) staff who respond
to power reactor accidents and other radiologiocargencies. RASCAL 3.0.5

(December 2006 release with December 2008 updagehg latest version available.

It evaluates releases from nuclear power planentdpel storage pools and casks,
fuel cycle facilities, and radioactive material Hhng facilities. RASCAL can be use
by response personnel to conduct an independehiagieen of dose and consequen
projections and for training and drills [ORNL 2010b

d
Ce

RUSTIC/MESQO

RUSTIC/MESO is a coupled fast-CFD/Lagrangian transand dispersion model fg
predicting airborne and deposited hazards in udmsironments. The modeling
system consists of a fast running urban wind flode; Realistic Urban Spread and
Transport of Intrusive Contaminants (RUSTIC), tisatoupled with a Lagrangian
particle advection and diffusion code (MESO — Mesats Atmospheric Transport
and Diffusion Code). The design of both codes hdhat the computational speed
can be moderated with input parameters that deterthie degree of accuracy and/
quickness of the solution [Roney 2010].

SCIPUFF

Second-order Closure Integrated PUFF Model (SCIBUS-& Lagrangian puff
dispersion model that uses a collection of Gaugsigis to predict three-dimensiong
time-dependent pollutant concentrations. In additthe average concentration
value, SCIPUFF provides a prediction of the stiaasvariance in the concentration
field resulting from the random fluctuations in thind field [EPA 2010c].

al,

Turbo FRMAC

Turbo Federal Radiological Monitoring and Assessn@anter (Turbo FRMAC
(TF)) software automates the calculations describe®lumes 1-3 of The Federal
Manual for Assessing Environmental Data During diBlagical Emergency. This
software automates the process of assessing rgitialaata during a Federal
Radiological Emergency. The manual upon which tftware is based is
unclassified and freely available on the Interfi€ttakes values generated by field
samples or computer dispersion models and assbesdata in a way which is
meaningful to a decision maker at a radiologicategancy; such as, do radiation
values exceed city, state, or federal limits; stidkie crops be destroyed or can the
be utilized; do residents need to be evacuatettesbe in place, or should another
action be taken [OSTI 2010].

UDM

Urban Dispersion Model is a component of the DTRPAC modeling suite. Itis a
Gaussian puff model designed to calculate the fibdispersion around obstacles if
an urban environment. DTRA entered into a cooperaigreement in fiscal year
2000 with the United Kingdom’s Defence Science @iadhnology Laboratory and

N
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Defence Research and Development Canada to devélivh The program’s
objective was to enhance HPAC models in an urbamaito[Neuman 2006].

VERDI

VERDI is a Java program for visualizing meteorologmissions, and air quality
modeling data. With options for overlaying GIS Séfilps and observational data
onto model output, VERDI offers a range of optifmrsviewing atmospheric
modeling data. VERDI scripting provides a powerfitérface for automating the
production of graphics for analyzing the data [CM2(&.0].

VLSTRACK

The VLSTRACK Computer Model, version 1.6, providggroximate downwind
hazard predictions for a wide range of chemicallzintbgical agents and munitions
of military interest. Output can be obtained eithgra cumulative hazard from the
time of the attack or as a periodic hazard for @&l period. The model also
features variable meteorology, allowing for inteifey the attack with a
meteorological forecast; this feature is very intgort for biological and secondary
evaporation computations. A vertical wind profileteorology forecast can also be
used for high-altitude releases [OFCM 2010b].

WRF

Weather Research and Forecasting (WRF) model issescale numerical weather
prediction system designed to serve both operdtfonecasting and atmospheric
research needs. It features multiple dynamicals;@e@-dimensional variational
(3DVAR) data assimilation system, and a softwaohigéecture allowing for
computational parallelism and system extensibilMRF is suitable for a broad
spectrum of applications across scales ranging frmters to thousands of kilometg
[WRF 2010].

C.2 — Ciritical Infrastructure M&S Tools

Tool Acronym

Brief Description

ABAQUS

Abaqus Unified FEA product suite has following sfigrant capabilities that are use
to solve multiphysics problems such as impact afde on critical structures:
Computational Fluid Dynamics (CFD), Coupled Euleriaagrangian, Hydrostatic-
Fluid-Mechanical, Piezoelectric-Mechanical, StruatuAcoustic, Thermal-Electrical
Thermal-Mechanical, Thermal-Fluid-Mechanical, atidi&ural-Pore Pressure.
[Simulia 2011]

AIMS

The AIMS system is designed to aid research intacarinfrastructures and the
interdependencies between them. The simulatida faguses on the types of
services that are provided by infrastructure corepts Each infrastructure system
component is modeled as an agent and its sencies laehavior [Bagheri 2007].

AIMSUN

Developed by Transport Simulation Systems, SpalilSAUN provides integrated
modeling of traffic at macro-meso-micro scalesprtivides advanced traffic models
capable of fast execution [TSS 2010]. It is onéheftools used in the M&S
Integration Framework project at the National Cefdethe Study of Preparedness
and Catastrophic Event Response (PACER) locatédhais Hopkins University.

D
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ANSYS

ANSYS Multiphysics simulation solutions allow engars and designers to create
virtual prototypes of structures operating undai-veorld multiphysics conditions. It
enables simulation of the interactions betweercairal mechanics, heat transfer,
fluid flow and electromagnetics within a singlejfied engineering simulation
environment. It allows prediction of forces, st&s, and thermal and catastrophic
effects. The software is ISO-9001 certified andR@A-1 quality classification for
use in nuclear structural analysis. [ANSYS 2011]

ATFP

Anti Terrorism/ Force Protection (ATFP) tool hagbealeveloped at the Naval
Postgraduate School and can be used for planningdi@rside security for ships in
port. It combines agent-based simulation with X2i3ed visualization. The target
users are personnel in charge of port securityGoast Guard [Brutzman 2006].

ATOM

Air Transportation Optimization Model (ATOM) is @&twork flow model of the air
transportation system of the Nation. It can baelusedetermine the impact of
disruptions and to develop optimal re-routing scegifiNISAC 2011b].

CARVER2

The CARVERZ2 vulnerability assessment tool is desigro quickly and easily
identify and compare potential natural disaster@n@rrorist targets at the local,
state and national levels in order to assist gawent officials in the allocation of
protective resources. It does not have any simonl@apability. Developed under tk
sponsorship of the National Institute of Standana$ Technology, it is available fre
of charge to federal, state, and local governméitials and agencies [NI2CIE
2009].

ne
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CASCADE

The CASCADE model can be used for analyzing themddl of catastrophic

disruptions of large, interconnected infrastrucsystems due to cascading failures,

is a probabilistic model of load depending cascgdiilure. It has been extended tq
include a dynamic component. It can be used ttuat@the impact of policies on th
reliability of infrastructure for various operatioanges [Carreras 2009].

D
e

cP®

Critical Infrastructure Interdependencies Integré@i°) has been developed at
Argonne National Labs to estimate (through Montd&simulation) the time and/or]
cost to restore a given infrastructure componespegific infrastructure system, or
interdependent set of infrastructures to an opmmatistate. Clalso provides a
framework for incorporating uncertainty into theagysis of critical infrastructures
[Gillette 2002].

CIMS

Critical Infrastructure Modeling System (CIMS) Hazeen developed to examine the
interrelationships between infrastructure netwaihd more specifically, the
emergent systems behaviors that develop when omei@ nodes within the system
are perturbed. It takes a command-level approaekisg to provide decision make
with sufficient information in terms of mission [denhoeffer 2006].

[S

CIMSuite

Critical Infrastructure Modeling (CIMSuite) softweaoffers powerful, easy-to-use
tools for both modeling and simulating complex iatgions of infrastructure system
and predicting emergent behaviors through time. 8ilke software gives users the
potential to integrate multiple systems and visagaihe results of cascading events
including factors such as human social dynamice. CiMSuite software data
structure lends itself to both 3-D visualizatiorddarther algorithmic treatment,

including time-step simulations, real-time datagration and analysis using metho
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such as genetic algorithms and neural networks RBQ7].

CIPDSS

Critical Infrastructure Protection Decision Supm®ystem (CIPDSS) has been
developed jointly by LANL, Sandia and Argonne NatblLabs (ANL). The set of
tools under the CIPDSS program models the impa€t @i the economy,
government, and population. LANL developed thg ldtel models, Sandia
developed the national level models while ANL po®d the decision support part.
The set of tools is intended to provide “ordersnafgnitude” results quickly. It was
used for the analysis underlying NISAC's reportpmtential impact of pandemic
influenza [Powell 2007].

CIPDSS-DM

CIPDSS-DM is a model used to compute the relatreégpence of alternative
intervention strategies based on multi-attributeisien theory and was developed
specifically as an aid to making decisions undeddtons of uncertainty and risk. It
helps decision makers integrate the large amouquatitative information and
insights generated by consequence simulationsaistogle measure of relative mer
that informs the decision maker's comparison oflalsée alternative intervention
strategies. The relative preference model is coetbimith an analysis model that
calculates the level of confidence in choosing @mg intervention strategy over
another and quantifies maximum and expected |lefedatisfaction and regret
[NISAC 2007].

—

CIPMA

The Critical Infrastructure Protection (CIP) Modgiand Analysis (CIPMA)
Program is a key component of the Australian Gawvemt's efforts to enhance the
protection of the critical infrastructure. The chitity includes a series of ‘impact
models’ to analyze the effects of a disruptionritaal infrastructure services. This
information is assisting the development and dioacbf government policy in
national security and critical infrastructure paiten (CIP), and helping owners ang
operators to better protect their critical infrasture [TISN 2010].

CIPR/Sim

Critical Infrastructure Protection and Resiliendgn8lator (CIPR/sim) allows
emergency planners to visualize the real-time aisgaffects of multiple
infrastructure failures before an actual emergeours. It uses a common operati
framework that allows the tool to import real-timh&ta from numerous existing
analysis modules, including RTDS (Real Time Dig&ahulator) for electric grid
analysis, QualNet for telecommunications analyaigl PC Tide for wind speed and
flood surge analysis [Walsh 2009].

CISIA

Critical Infrastructure Simulation by Interdepent@gents (CISIA) is a simulator
that uses a modular and sufficiently abstract smaretion of the different
infrastructures’ components to allow consistentdpsons, starting from the
incomplete and generic data acquirable from stdke® Each component interact
with the others via a multitude of mechanisms tualify different concepts of
proximity. The simulator has been used to analiyea,simplified scenario, crisis
evolution in the urban area of Rome in the presefieefailure in the electric power
system [De Porcellinis 2008].

192}

CommAspen

CommAspen is an agent-based model for simulatiagriterdependent effects of
market decisions and disruptions in the telecompatitins infrastructure on other

L7

critical infrastructures in the U.S. economy sustbanking and finance, and electri

121



power. CommAspen extends and modifies the capabilitf Aspen-EE, an agent-
based model previously developed by Sandia Natiosabratories to analyze the
interdependencies between the electric power syatehother critical infrastructure
[Barton 2004].

172}

CTH (ChartD
to Three
Halves)

CTH models multidimensional, multi-material, lardeformation, strong shock wav
physics. CTH has several models that are usefudifonlating strong shock, large
deformation events. Both tabular and analytic eéqnatof state are available. CTH
can model elastic-plastic behavior, high explosig®nation, fracture, and motion d
fragments smaller than a computational cell. Agpgonmed burn model is available
for modeling high explosive detonation. Fracture ba initiated based on pressure
principle stress. A special model is availablerfmving fragments smaller than a
computational cell with statistically the correelacity. [Sandia 2011]

1%

or

DEM

The Discrete Event Model (DEM) has been combinetl twdraulic simulation
model (Adaptive Hydraulic model [ADH]) to produce mtegrated set of tools for
addressing a wide range of navigation and opemtigmoblems at Corps locks and
dams and commercial facilities and thus investigeees with waterways
transportation infrastructure [USACE 2011].

DEW

Distributed Engineering Workstation (DEW) can bediso create integrated systen
models, incorporating entire power distributionwatk from substations to service
points. It supports interconnected, multidiscigtinmodels (i.e. Power, Fluid, Gas)
and system interdependencies and provides andlgima for advanced system
planning, design, and operation [EDD 2011].

—

DYNA3D

DYNAS3D (“Dynamics in 3 Dimensions”) is an explidihite-element code that
addresses the behavior of structures as they defodnfiail. Homeland security
applications of the code include: blast-effect gees$, mass transit vulnerability
analysis (underwater tunnel), blast resistant tcashanalysis, and analysis of effec
of destructive earthquakes and major accidentgidgds and dams. Some of the
analyses include use of related codes such as Al(B8fitrary Lagrangian Eulerian
in 3D code for modeling explosive processes), NIREBlonlinear implicit 3D finite
element code for modeling dynamic deformations) @R#él (Smooth Particle
Hydrodynamics code for modeling a hole in an unégewtunnel) [LLNL 2011].

IS

DYSMAS

Dynamic System Mechanics Advanced Simulation (DY S)I#s a fully-coupled
hydrocode for simulating underwater explosion pmeeioa and their effects on navi
structures. It provides system design/qualificasapport and structural damage
prediction capability [Moyer 2008]. The tool caa bseful for modeling impact of
underwater explosions on ships in general.

=

EMCAS

The Electricity Market Complex Adaptive System (ERME) models the electricity
market representing its diverse participants asriggy” All agents have their own se
of objectives, decision-making rules, and behavVipatterns. Further, agents can
draw on an array of historical information (e.cqasppower prices) and projected dq
(e.g., next-day load) to support their unique deniprocess. EMCAS has been us
to study electricity market restructuring issuethia U.S., Europe, and Asia [ANL
2011a].

—
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FAIT

Fast Analysis Infrastructure Tool (FAIT) is useddtetermine the significance and
interdependencies associated with elements of #tieMNs critical infrastructure. It
utilizes system expert-defined object-orientedriofépendencies, encoded in a rule-

based expert systems software language (JESS)fite delationships between assets

across different infrastructures. These interdeperaigs take into account proximity|
known service boundaries, ownership, and otherugn@paracteristics of assets fou
in their associated metadata [NISAC 2011c].

FDNA

Functional Dependency Network Analysis (FDNA) ismathodology that enables
planners to measure the ripple effects of degragedability in one or more entities
or feeder-receiver chains on system capabilities,td the potential realization of
adverse events [Garvey 2009]. It can be usedittyghe cascading effect of an
incident across interdependent infrastructure gyste

FEPVA

The Framework for Electricity Production VulneratyilAssessment (FEPVA) can b
used to assess the potential impact of naturastissaor malicious attacks for both
response and preventative purposes. In partidulzan be used to identify the pow
plants that will be potentially affected and to whagree given a disruption of fuel
supply due to a disaster. The framework has thigemsapabilities: (1) requiremen
analysis, data acquisition, and data processingldelopment of the data
warehouse; and (3) visualization and data minifgh2009].

FinSim

Financial System Infrastructure Model (FinSim) esgants the U.S. financial services

sector as a complex decentralized system with ptelinteracting autonomous
decision nodes, or agents. Those nodes represtanedt types of real-world agents|
such as banks, traders, markets, and brokers.iffdrgcfal system interactions are
executed through an explicit message exchangematiated by the
telecommunications system with electric power depeuies for the purpose of
investigating possible vulnerabilities [Outkin 2006

Fort Future VI

Fort Future Virtual Installation (V1) is meant frstallation level infrastructure

modeling. It integrates utility system simulatiomish each other and with a resour¢

contention process model. Results from utility dations include detailed operating
data, such as flow rates and pressures in watesygsand voltages and currents in
electrical systems. The VI incorporates rules ahtb (heuristics) to translate
simulation results into actionable information lzhse the question at hand [USAC
2010].

FRAM

The Fuzzy Relation Analysis Method (FRAM) method baen implemented in GIS
for modeling and analyzing interdependencies dicaliinfrastructures. The
modeling processes include the following four comgrts: (1) an asymmetrical
fuzzy relation matrix representing direct relatioips between nodes in infrastructu

networks; (2) an asymmetrical fuzzy relation matggresenting direct and cascade

relationships between infrastructure networksa(®athematical transformation
converting asymmetric relations in to transitiviatiens with properties of direct
relations stronger than indirect relations; anda(#)ethod for ranking infrastructure
in terms of their relative importance [Cheng 2007].

12SIM

Infrastructure Interdependencies Simulation (12Si8feing developed under the

D

e

e

U7

Joint Infrastructure Interdependencies Researchr&mo (JIIRP) at the University of
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British Columbia in Canada. It is intended to captine complex time line dynamic
that occur in a system of multiple infrastructuassevents develop during large
disaster situations. The system modeling and swol#pproach implemented in
I2SIM is based on a dynamic time-sensitive coottiimeof the delivery of the vital
goods and services required to maximize human\aility. I2SIM models the
network of networks that results when multiple @is brought into the picture
simultaneously [UBC 2007].

IEISS

Interdependent Environment for Infrastructure Sys&mulations (IEISS) is a
flexible and extendible software framework desigfeedMS&A of multiple
interdependent infrastructures. It allows studgarhplex, nonlinear and emergent
system behaviors through a system-of-systems nmadefpproach and a unified vie
of physical interdependencies. It includes théofuing infrastructure models:
electric power, natural gas, water, petroleum (R@lecomm and SCADA. It
includes interactive 2D and 3D visualizers. lacsessible through HYDRA, a
service oriented architecture, and INDRA, a brovesexbled client for risk based
decision support [NISAC 2011d].

[IM

Inoperability Input—Output Model (l1IM) estimatestbascading inoperability and
economic losses that result from interdependenditbén large-scale economic and
infrastructure systems. Based on the Nobel Prizerwg W. Leontief economic
model, the 1IM is a computationally efficient, ipmasive, holistic method for
estimating economic impacts. It can be used twutate higher-order effects from
attacks to vulnerabilities and implementation sknmanagement policies in large-
scale economic systems and to evaluate risk maragamtions against multiple
objectives [Crowther 2005].

INTEPOINT
VU

IntePoint Vu uses a combination of techniques tdyae complex environments an
model system-wide interdependencies across physidaial and social networks. |
utilizes Agent-Based Simulation to model the bebtiaef dynamic systems. It allows
developing a broad understanding of an incidenti@snichplications and facilitates
effective, timely decisions to plan for the unknofimtePoint 2008].

U7

=

[

Loki Toolkit

Loki is a generalized networked-agent modelingkibolt includes a set of
components that can be selected, customized, anbdiced to create abstract mode
of diverse networks including power systems, pipedj social networks, and
financial networks. The ability to combine netwelows modeling the interaction
across these networks. The toolkit includes arabsd visualization resources, su
as network displays and statistical summariesltovadnalysts to rapidly gain insigh
into the behavior of networked systems. Loki-Ihfecsocial network model for
evaluating disease cascades, has been used tidyideak evaluate mitigation
strategies for disease spread [NISAC 2011¢].

Is

S
ch
[S

LS-DYNA

LS-DYNA is a general purpose transient dynamiddimlement program capable of
simulating complex real world problems. It is Bbagly coupled multi-physics solve

=

that can be used for modeling critical infrastruetbehavior under an earthquake and

other forces. It has a combined Implicit/Explgitiver for highly nonlinear transient
problems enabling the solution of coupled multigibhy and multi-stage problems.
[LSTC 2011]
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MACCS2

MACCS2 Accident Consequence Analysis Code is usedltulate dispersion of
radioactive material to the environment and theuteton. It uses a dose-response
model to determine the health consequences ofaaes@wuclear facility accident in
terms of early fatalities (how many people in aydapon would die in the weeks or
months following exposure) and latent cancer risk many people in a populatiorn
would contract a fatal cancer as a result of ex)JNRC 2011]

MBRA

The MBRA tool supports the Model-Based Risk Assesgrntechnique. There are tw
key components of MBRA: the network analysis araftult tree analysis. These
two parts can be performed independently or togeitee network analysis models
an infrastructure network and helps the analysietermine which components are
the most critical. The fault tree is an engineeti#ghnique used to model possible
faults to related parts of a system and then terdehe how best to allocate resourg
to those parts to minimize overall risk [CHDS 2Q11]

MELCOR

MELCORE is an integrated, engineering-level compaotele used to model the
progression of postulated accidents in light-wagtactors, as well as non-reactor
systems (e.g., spent fuel pool and dry cask).dtrisodular code consisting of three
general types of fast-running, parametric modekages for (a) basic physical
phenomena, (b) reactor-specific phenomena, arsligort functions. These
packages model the major systems of a nuclear polaet and their associated
interactions. [NRC 2011]

MIITS

Multi-Scale Integrated Information and Telecommatimns System (MIITS) moduls
is a scalable, end-to-end simulation environmentdpresenting and analyzing
extremely large, complex communication networkarf type, including cellular
networks, public switched telephone networks (PSTte Internet, and ad hoc me
networks. MIITS offers network representation imes@l resolutions, ranging from
packet-level simulation to flow-based approachess used as a part of the Urban
Infrastructure Suite (UIS) at NISAC [NISAC 2011f].

MIN

A three-layer Multi-Layer Infrastructure NetworkgliN) model is used to model

auto, urban freight, and data infrastructure amgesbusing Agent-Based Simulation.

This modeling uses a game-theoretic approach be¢hasauto and freight flow
dynamics are based on a fixed-point formulatioa Gfournot-Nash equilibrium of
games while travelers, travel information providérsight shippers, and carriers ar
treated as self-interest players in the games [FR805].

(0]
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117

MSM

The MIT Screening Methodology (MSM) has been depetbat the Massachusetts
Institute of Technology (MIT) for the identificaticand prioritization of
vulnerabilities in infrastructures. The infrastuiets are modeled as interconnected
digraphs and employ graph theory to identify thedidate vulnerable scenarios.
These scenarios are screened for the susceptitfilibeir elements to a terrorist
attack, and a prioritized list of vulnerabilitiesproduced. The prioritization
methodology is based on multi-attribute utility ey The impact of losing
infrastructure services is evaluated using a vakesthat reflects the perceptions ar
values of the decisionmaker and the relevant sti#lels. These results, which are
conditional on a specified threat, are provideth®decisionmaker for use in risk
management [Li 2009], [Apostolakas 2005].

d
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MUNICIPAL

Multi-Network Interdependent Critical InfrastructuProgram for Analysis of
Lifelines (MUNICIPAL) is a decision support systdar the design and assessmen
of protection strategies including: identifyingykelements to reduce the impact of
disruptions, determining what levels of effort eequired to restore service,
designing alternative paths to reduce vulnerabiibhd determining where to site
emergency response resources to rapidly restoresgmfter a disruption.
MUNICIPAL supports response and restoration follegvdisruptions, facilitates
analysis of threat scenarios and supports emergar@garation and training activitig
[Lee 2005].

N-ABLE

NISAC Agent-Based Laboratory for Economics (N-ABLER large-scale
microeconomic simulation tool that captures comphgernal supply chain and
market dynamics of businesses in the U.S. econdhoan be used to evaluate
policies through simulation of millions of interaw firms. It has been used to stud
the impact of chlorine transportation disruptiothxa model of B00 related firms
and 15000 links [NISAC 2011g].

Net-Centric
GIS

A network-centric modeling approach is used anthfrastructure interdependency
knowledgebase is implemented in a WEBGIS environrfareffective decision-
making process. The spatial knowledgebase mimtesrelationships between
selected critical infrastructure sectors. The apgih can be used for effectively
addressing the issues of infrastructure interdegendduring emergencies [Abdalld
2007].

NG Analysis
Tools

Natural gas (NGx) analysis tools allow modelinghaf natural gas pipeline

infrastructure. NGflow identifies critical linksd nodes in a network topology.
NGanalyzer assists users in analyzing identifiexlegagineering vulnerabilities, sucl
as the number of city-gates, available storage pameline capacity and
interconnection. NGcut determines network compofahtre sets that could isolate
a specific location or site from all supply sourcékGdepletion addresses outage
duration times and determines whether and whemgaonent outage will affect a
specific location or site. NGpressure determirms the loss of a critical link or nod
under various operating conditions might affecatural gas system [ANL 2011b].

e

NSRAM

Network Security Risk Assessment Model (NSRAM) isal for determining the
probability of failure and repair/recovery timeafmplex systems composed of a
network or system of networks. It models intercartee networks, such as electrica
grids, communication systems, and roadways. ltsifea include: a time domain
probabilistic risk assessment method, an abilitgrtalyze the interaction of dispara
network elements, and a detailed repair simulatapability [IIIA 2007].

ol

PARCS

The Purdue Advanced Reactor Core Simulator (PARE&)omputer code that
solves the time-dependent two-group neutron diffugiquation in three-dimensiong
Cartesian geometry using nodal methods to obtaitrémsient neutron flux
distribution. The code may be used in the analykigactivity-initiated accidents in
light-water reactors where spatial effects mayrbjeadrtant. [NRC 2011]

|

PipelineNet

PipelineNet is a Windows stand-alone PC applicatian integrates hydraulic and
water quality models from EPA’'s EPANET 2.0 with &tiig databases to give

emergency managers real time information for estigahe risks to public water
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supplies. PipelineNet simulates the flow and catregion of biological or chemical
contaminants in a city or municipality’s water distition system from single and
multiple sources, simulates water tracing and ageiids in the location of
monitoring sites, provides tools for regulatory gdiemce and helps to evaluate
contamination mitigation alternatives [SAIC 2011a].

RADTRAD

RADionuclide Transport and Removal And Dose (RADTRAestimation code uses
a combination of tables and numerical models ofemterm reduction phenomena o
determine the time-dependent dose at specifiedidtmsafor a given nuclear accident
scenario. It also provides the inventory, decayrghend dose conversion factor
tables needed for the dose calculation. It canske to assess occupational radiation
exposures, typically in the control room; to estiersite boundary doses; and to
estimate dose attenuation due to modificationfatdity or accident sequence. [NRC
2011]

Restore

Restore models complex sets of steps requiredcmngulish a goal, such as repairing
a ruptured natural gas pipeline, when the timeireduo complete a step may be
uncertain due to such factors as the time of dawather, and availability of crew.
Restore allows a user to estimate the time and(atsth may also be uncertain)
needed to achieve an intermediate stage of coraplets well as overall completion.
The tool also identifies the “most active path’aigh the network of tasks. It
generates output graphs of probability distribugier overall and intermediate
completion times [ANL 2011c].

R-NAS

R-NAS is a network flow model of primary rail tragkyards, bridges and other ralil
facilities in the continental U.S., with flow based commodity movement data from
the Department of Transportation. The model caudee for quantifying the impact
of disruptions in the network. Network flow optation routines can be used to

reroute the flows to support trans-incident operetisupport. The model has been
used to analyze the impact of Hurricane Katringhanrail network [NISAC 2011b].

RTDS

Real Time Digital Simulator (RTDS) provides powgstems simulation technology,
for study of power systems with complex High Voba§jternating Current (HVAC)
and High Voltage Direct Current (HVDC) networks.isla fully digital
electromagnetic transients power system simulagtrdperates in real time. Since
the simulator functions in real-time the power egstalgorithms are calculated
quickly enough to continuously produce output ctads which realistically
represent conditions in a real network. The sitoulean be directly connected to the
power system control and protection equipmentdanimg simulations [INL 2010].

SIERRA

SIERRA (System for Import/Export Routing and Reaguénalysis) is a hetwork
model that represents container movements betvineed.S. and 46 other countries
that account for the vast majority of U.S. impantel exports. It predicts flows
between the ports including, the total volumes kethimport and export) by each
port, the modal volumes (truck and rail) moving @stically into and out of each
port, and volumes between each port and a seamdportation analysis zones within
the U.S. It was created to allow analysis of thengfes in flow patterns that would
occur under a variety of potential conditions (egrt disruptions, extensive security-
related delays, etc.) related to container portsraavements. [NISAC 2009] [Jones
2011]
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Subway
Environmental
Simulation
(SES)

The Subway Environment Simulation (SES) ComputegRrm and Subway
Environmental Design Handbook were developed iredmyy 1970’s under
sponsorship of thEederal Transit Administratioto assist in the planning, design,
and construction of subway ventilation systemsrdtvides tunnel designers with the
tools to: properly size and locate ventilation shadvaluate tunnel geometry and fan
size, optimize temperature, and model the effecheat and smoke resulting from
fires and other sources. [DoT 2011]

TEVA

Threat Ensemble Vulnerability Assessment (TEVA3 probabilistic framework for
assessing the vulnerability of a water utility ttagge range of contamination attacks.
TEVA addresses the spatial and temporal complexiievater-distribution networks
by integrating network hydraulic models with watgrality models, health-impact
models, and sensor-placement algorithms. The iatedset of models allows
decision makers to assess the potential healthcimpd a variety of contamination
scenarios; to design and evaluate possible mitigatirategies, such as a contaminant
warning system; and to plan effective responseities, such as containment and
public health intervention [ANL 2011d].

TRACE

The TRAC/RELAP Advanced Computational Engine (TRA®Ea modernized
thermal-hydraulics code designed to to analyzeslargall break loss of coolant
accidents and system transients in both pressur@etboiling-water reactors. The
capability exists to model thermal hydraulic pheeomin both one-dimensional (1
D) and three-dimensional (3-D) space. This is tREClé flagship thermal-hydraulics
analysis tool. [NRC 2011]

TRAGIS

The Transportation Routing Analysis Geographic imfation System (TRAGIS)
model is used to calculate highway, rail, or watgnnoutes within the United States.
TRAGIS is a client-server application with the usgerface and map data files
residing on the user’s personal computer and théngpengine and network data files
on a network server. The user can also view dldeétiisting of the route and
population-density information, which can be usetthwther risk models [ORNL
2006].

1%

TRANSIMS

Transportation Analysis Simulation System (TRANSM8nulates the daily
activities and movements of individuals in an urbagion. The individuals are
synthetic—they do not represent actual people—lmengus taken on the entire
synthetic population would be statistically ideatic The locations visited by
individuals are real street addresses and refgatbland-use patterns in the region.
It provides the following information about the fiyetic population and its mobility:
household structure and demographics, activitytiogs, times, and durations, and
trips between activities, including route plans ardcution of the route plans on th
transportation network. It is also used as a modulUrban Infrastructure Suite
(UIS) at NISAC [NISAC 2011h].

1%}

uIs

Urban Infrastructure Suite (UIS) is a set of sewvteroperable modules that employ
advanced modeling and simulation methodologiespoasent urban infrastructures
and populations. These simulation-based modulelndetl through a common
interface for the flow of information between Ul&csor simulations to model urban
transportation, telecommunications, public heatiergy (IEISS), financial
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(commodity markets), and water-distribution (WISiyastructures and their
interdependencies [NISAC 2011i].

VISAC

Visual Interactive Site Analysis Code (VISAC) idava-based expert system that
provides mission planners with a coordinated cdipabd predict and analyze the
outcomes of different accidents/incidents at vagiouclear and industrial facilities.
The incidents can range from simple individual pquént sabotage to complex
sorties that utilize a range of military weaponsydated truck or car bombs, or
satchel charges. The target facility is generateeélither customizing existing 3-D
CAD models for near real-time analysis or creatingew model from scratch. Using
event/fault tree methodology, VISAC provides thelability of facility kill, the
probability of undesirable collateral effects (clieshor radiological releases), and i
estimate of facility down time [ORNL 2004].

WISE

Water Infrastructure Simulation Environment (WIS&an analytic framework
supporting the evaluation of water infrastructuréerms of both infrastructure
specific and interdependency issues. AnalystaisanVISE to study transmission
scale water distribution systems, define and sitaiflaod events due to excess
rainfall and hurricane storm surge, create spatiimates of water demand, simula
water distribution system hydraulics and water iqualsing EPANET, build water
distribution network models within a GIS and visgaloutput from EPANET within
a GIS [NISAC 2011j].

te

C.3 — Incident Management M&S Tools

A number of incident management modeling and tngindols have been developed through the efforts of
federal agencies, universities, research organizaitind commercial companies. This section ligstiag
tools that have been identified through Internataees and site visits to known organizations vedlin
M&S of incident management systems. The tools eisnged alphabetically based on their developer’s
acronyms, or in some cases, abbreviations assigntte authors for purposes of the readabilityhisf t

document.

Tool Acronym

Brief Description

ACATS

Advanced Conflict and Tactical Simulation (ACAT S)tsvare is for training first
responders in the event of a chemical, biologiealiological (CBR), or nuclear
terrorist attack in an urban scenario. ACATS presithe ability to model
contaminant flows throughout urban environmentsiatwbuildings through their
HVAC systems. ACATS is able to look at conceptysmations through additional
modeling capabilities that include human injuried #atalities, portable CBR senso
building evacuation, crowd behavior, and respomaeics [LLNL 2010].

IS,

ADMS

Advanced Disaster Management Simulator (ADMS) &ilable in two versions.
ADMS-COMMAND is an on-scene incident command tramsimulator for first
responders and on-scene commanders in mono anidagelitcy operations, from

basic incidents to complex disasters. It bridgesgdp between tabletop exercises and

real world experience. Common learning objectivesGommand, Control,
Coordination and Communication [ETC 2010a].
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ADMS-EOC

ADMS-EQOC is for training strategic level incidenamagement teams, and
Emergency Operations Center personnel. ADMS-EO{des additional learning
objectives such as Planning, Mapping, Logistics lafmmation Management.
ADMS-EOC can be combined with ADMS-COMMAND to tradm-scene and
strategic command at the same time [ETC 2010b].

ASOCC

Area Security Operations Command and Control (ASDI€@n interactive

computer-based system designed to provide realditnational awareness

capabilities. It can provide graphic and imageagdd photographs and maps with
supporting data, collaboration capabilities, adod alert function, and a means to
access and display updated information from weledagatus board and databases.
was originally developed by the Defense Informafsystems Agency (DISA) for
U.S. military use. ASSOC may provide access ta datcurrent situation needed for
simulation of response options [CWID 2004].

BioDAC

Biological Weapons of Mass Destruction Decision lsig Center has been
developed at Sandia. It combines multiple simatetifor analysis of decisions
related to a biological agent release. The sinmrahcludes: threat, population,
health monitoring, environmental monitoring, andidgent management roles of
multiple involved groups. It was used to suppaoreaercise in San Diego. Insights
gained from the exercise and analyses have beerpimrated in to the development
of National Bio-Monitoring Architecture [Linebarg2007].

CATS

Consequences Assessment Tool Set (CATS) provideteint manager and first
responder tools for analyzing and assessing thadtrgd potential disasters from
natural and technological sources. CATS assessatisequences of technological
disasters on population, resources, and infrastrelcCATS analyzes the damage to
the environment, the risk to the well-being of éx@posed population, and provides
real-time resource allocation information to mitgéghe consequences. [SAIC 2011

CEMPIlanner

Comprehensive Emergency Management Planner (CEM&pis a web-based
planning system that creates industry compliamldt provides customizable
templates that collect the information and gensrateergency operation plans
(EOP), site plans and all of their components. Jdfeware is included in this list
since it may be possible to input the generatedsgiato simulation models for
evaluation [Previstar 2008].

Commander

Commander is a situational awareness tool buitherGeo-spatial Information
System (GIS) application developed by Intergrapbvkm as GeoMedia. It includes
other critical information such as vehicle trackiplume cloud distribution, dynamiq
building and vehicle gate status. It also alloesource tracking, interfacing with th
Warfighter Protection Lab (WPL) simulation suitedeas a front-end driver for the
Center for Domestic Preparedness Incident Commandsg tool [Belk 2006].

11

CPS

The Continual Preparedness System (CPS) is priyraadtisis information
management software (CIMS) from Previstar, buidtiides predictive modeling
capabilities including a bio-agents model set fdedtious and non-infectious
diseases and hurricane debris model. A modeldwigdavailable for users to build
their own models [Previstar 2008].

130



CrowdSim

Developed at LANL, CrowdSim is an agent-based fraork for simulating large
crowd dynamics. It simulates behavior of pedessriara crowd. It has been used t
model the national mall. It was originally builh ®epast and includes event handle
and visualization. It is now being enhanced ugiagicle and cell modeling
computational techniques [Saeger 2007].

O

D

DI-Guy

Dismounted Infantry Guy (DI-Guy) Scenario was deped by Boston Dynamics as
an interactive, three-dimensional simulation dépicindividuals and their behaviors.
The Warfighter Protection Lab employs DI-Guy toateescenarios and control the
placement and behavior of characters in detailbdruenvironments, allowing
emergency responders to train for situational stemautside of actual emergency
events [BostonDyn 2007].

DrillSim

The DrillSim simulator is a multi-agent crisis silator that can play out the activities
of the response (e.g., evacuation) during a diisia the perspective of IT solution
integration. The simulator can model differenp@sse activities at both the macro
and micro level, and model the information flowvee¢n different entities. IT
solutions, models, etc. can be plugged in at diffemterfaces between these
activities to study the effectiveness of reseandhtions in disaster management and
tested for utility in disaster response. DrillSsrbeing developed at the University pf
California at Irvine [Massaguer 2006].

EDMSIM

Emergency and Disaster Management Simulation (EDMJI$ an entity-based, real
time constructive simulation for training the Enemgy Operations Center (EOC)
staff by replacing the traditional “Table Top mddmhd Master Scenario Events List
(MSEL) exercises with a computer simulation. EDMSiluvhs on multiple computers
for training EOC staff and leaders: First Resposdgerate the simulation and report
to EOC, EOC makes decisions, and Decisions aredt@gthin the simulation and
feedback provided. [ATC 2010]

EM*ES

Emergency Management Exercise System (EM*ES) ezaagio-driven simulation-
supported exercise environment that offers greattility with respect to the
targeted training audience and types of incideniteduced in the scenario. It is
available in both web-based and distributed apfidinavariants. It can be used
operationally as a command and control system amd the line between training
and operations. It provides a common operatiora@lig for emergency management
personnel thereby facilitating a higher state nfational awareness for all
participants. It is fully compliant with the Natial Incident Management System
(NIMS) [Wall 2009].

EMST

Emergency Management Staff Trainer (EMST) is a inplétyer simulation-based
exercise system geared toward emergency respoofesgionals. EMST provides
scenarios, exercises, and other capabilities thgi®t the structure of the National
Incident Management System (NIMS), including battiividual and team training
for the fifteen FEMA Emergency Support FunctionSEs). EMST is an all-hazardsg
trainer, with a range of scenarios including ndtdisasters, terrorist attacks,
pandemic, and civil unrest. Each EMST exerciseagepresents an unfolding
situation through email, news videos, web siteckasi simulated phone calls,
meetings, maps, images, and other injects, andresciine participant to take action
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to respond to or mitigate the situation [ECS 2010].

Ground Truth

Ground Truth is designed for high-level incidenintoanders who need to understa
how to best allocate their resources. The gameealsoates users on the dangers
faced by on-scene emergency responders. The sej@moe has been developed at
Sandia National Laboratory at Livermore with supfa@m University of Southern
California’s GamePipe Laboratory [Janes 2007].

ind

Hydra

Hydra is a training simulator designed to providgdent command officers and
senior-investigating officers with training thatas close to the real thing as possib
The Hydra system provides students with a chaneggerience the management g
large-scale criminal investigations and major caitincident command. It includes
support for fast-time and slow-time decision makiagtical and strategic levels of
command, complex information and action flow, siatetl resource management,
and decision tracking and audit [Hydra 2010]. Deped in the United Kingdom, th
simulation system is in use at the Los Angelescedliepartment [Pittman 2010].

1C2020

Incident Command 2020 (IC2020) is being developddaatmouth College as a
prototype of a next-generation incident commandasaoe architecture that combine
situational awareness, embedded simulation, amhjplg functions. It is designed tg
be a realization of the NIMS incident command systs&nd common operational
picture, and to be a research and demonstratidiotafor simulation, sensor
integration, and human factor studies. The simutetiiat supports IC2020 manage
the state of simulated objects (vehicles, persomugiipment) and generates event
notifications [McGrath 2006].

ICATS

Incident Command Analytic Training System (ICATS)ieing developed at LLNL
with ACATS at its core (see earlier entry for ACATECATS is a collection of
simulations and technologies that provides a swmiuir the training of our federal,
state, and local emergency incident managers. ICAT8Ing used to evaluate and
train incident command staff making critical deois in a stressful virtual-
catastrophe environment. It links them simultangofilem distributed locations and
jurisdictions and enables them, individually anleztively, to experience the
immediate consequences of their decisions andrditerthe best course of respons
[LLNL 2010].

ICWM

Incident Command Workflow Modelingas been developed at Monmouth
University. It provides on the fly modification duwalidation of workflow for ICS. It
has been designed with volunteers in mind who nesegrintuitive features for the
description and modification of the workflow [Wagg08].

Incident
Commander

Incident Commander is a PC-based simulation deeeldépr the U.S. Department of
Justice by BreakAway to train first responders, my@ecy personnel and multi-
agency personnel to plan, and prepare for emergamtgrisis situations. Incident
Commander can train up to 16 players simultanepusti users assuming roles as
either the commander or members of the operatears.t The game simulates varid
crisis scenarios, including a natural disastechasl hostage situation, and a
terrorism incident in a hypothetical any town, US&ting [Breakaway 2010a].

S
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JNEM

Joint Non-kinetic Effects Model (JNEM) developedts Jet Propulsion Lab is a top
developed for DoD requirements to model non-kinetfects such as the reaction of
crowd and civilians in areas surrounding a ford@ac The tool models a number of
situations such as power outages, water shortagdssewage spill, and their impact
on civilian mood. Civilian concerns and mood aréurn modeled based on
perceived autonomy, safety, culture and qualitjfef The tool is also applicable to
homeland security scenarios and has been usegporsiArdent Sentry — Northern
Edge 07 exercise conducted jointly by DoD and DBBgmberlain 2006].

LMIS

LMIS is a simulation-based exercise and trainingatdlity whose focus is on disaster
response and recovery. LMIS is derived from Dabudations including the Joint
Semi Automated Forces (JSAF) code base, whichhighdy scalable civilian model
utilizing entity-level modeling with aggregate-léveetwork data and behavior
models; the Warfighters Simulation (WARSIM), an eggate-level command and
staff training simulation with in-depth logisticsomtels and interfaces to operational
command & control (C2) and situational awarenessesys; and a variety of
additional models and capabilities specific todbenain of disaster response [Beck]
2009].

LPAT

Logistics Process Analysis Tool (LPAT) has beerettgyed at ANL. The LPAT
model helps the planners quantitatively evaluagetdinsportation and logistics
aspects of their emergency plans through a “fromel@use to citizen” simulation.
Planners are able to use LPAT’s macro-level laggsdind transportation componen
independently or together with its micro-level prss simulation component to test
analyze and understand the interactive elemertedfupply chain, the impact of
conflicting priorities, and the consequences ofdtics decisions before
implementation of the plan. By using LPAT, plarsiean define the range and scope
of a logistical operation and predict the type gnoentity of assets required for a
particular response or recovery effort [ANL 2010].

OREMS

Oak Ridge Evacuation Modeling System (OREMS) candeal to estimate
evacuation time and to develop evacuation plandiftarent events or scenarios
(e.g., good vs. bad weather conditions, day vsttilge evacuations) for user-defingd
spatial boundaries. The system permits experimentatith alternate routes,
destinations, traffic control management strate@iad evacuee response rates. For
every scenario it is possible to identify evacuatio clearance times, traffic
operational characteristics (e.g., average evamuapeed), bottlenecks, and other
information necessary to develop effective evaoumgblans and to conduct
transportation infrastructure vulnerability studi@RNL 2010d].

1%

PLAN C

Planning with Large Agent-Networks against Catadtes (PLAN C) is an agent-
based simulation tool for emergency managers, yskeamers and public health
officials to prepare and evaluate Pareto-optimahglto respond to urban catastrophic
situations. PLAN C uses a large-scale computatimuodti-agent based disaster
simulation framework involving thousands of ageltthas been able to simulate th
complex dynamics of emergency responses in diffandran catastrophic scenariog
(e.g., chemical agent, bomb explosion, food porsgprand smallpox). It can devise
plans that optimize multiple objective functionggienumber of casualties, economic
impact, time to recovery) in terms of their Paretmtier in a high-dimensional spacg;
for this purpose, it uses an evolutionary genetarch algorithm. It is designed to be

11
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used and parameterized by relatively unsophisticasers. The technology can be
transferred to any urban setting, to multiple cotapplatforms, and to different
modes (offline or online) of planning [NYU 2009].

Play2Train

Play2Train is a virtual training space in Seconeldésigned to support Strategic
National Stockpile (SNS), Simple Triage Rapid Tmorgation (START), Risk
Communication and Incident Command System (IC®)itrg. This virtual
environment, which currently comprises a town amal hospitals, spreads over thre
islands Asterix, Obelix and Getafix (65536 x 3 m@ters). Play2Train provides
opportunities for training through interactive rglaying. This project implements
one of the distance learning methodologies propbgetie Idaho Bioterrorism
Awareness and Preparedness program (IBAPP) piifét2010].

Restore

Developed at ANL, Restore models complex setsapfsstequired to accomplish a
goal, such as repairing a ruptured natural gadipgevhen the time required to
complete a step may be uncertain due to such faatthe time of day, weather, ar
availability of crew. Restore allows a user tdraate the time and cost (which may
also be uncertain) needed to achieve an interneestiage of completion, as well as
overall completion. It can also model workaroundd a simultaneous complete
repair to obtain a distribution for the earliestei until service (either temporary via
the workaround or normal via complete repair, whigr comes first) can be
restored. The tool also identifies the “most acipath” through the network of task
It generates output graphs of probability distritws for overall and intermediate
completion times [ANL 2011c].

Stadium

The tool uses agent-based simulation to analyze emress following an improvised

explosive device (IED) attack on a stadium. Trselts can be used to support new
policy recommendations and training capabilitidse tadium model depicts PNC
Park, the major-league baseball stadium in PittggluPa. Anti-IED countermeasure
modeled include guidance to exits, egress ontpltngng field, and shock- and
shrapnel-absorbing baffles inside the spiral stjysathat provide the largest-volum
routes of egress. [Samuelson 2007][Redfish 2011]

VISAC

Visual Interactive Site Analysis Code (VISAC), diomed at ORNL, is a Java-base
expert system that provides mission planners witbadinated capability to predict
and analyze the outcomes of different accidentsimts at various nuclear and
industrial facilities. The incidents can rangeatfireimple individual equipment
sabotage to complex sorties that utilize a rangeiliary weapons, simulated truck
or car bombs, or satchel charges. The targettiatsligenerated by either customizi
existing 3-D CAD models for near real-time analy@i€reating a new model from
scratch. Using event/fault tree methodology, VISgrGvides the probability of
facility kill, the probability of undesirable cotleral effects (chemical or radiologica
releases), and an estimate of facility down timBINR 2010e].

C.4 — Healthcare Systems M&S Tools

d

1°2)

1Y%

A number of healthcare and epidemic modeling tbale been developed through the efforts of federal
agencies, universities, research organizationsamnercial companies. This section lists existowjs
that have been identified through Internet searehéssite visits to organizations involved in M&5 o

healthcare systems. The tools are arranged alpbalbebased on their developer’s acronyms, oroime
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cases, abbreviations assigned by the authors fpopes of the readability of this document. Sintiba
the previous sub-section, the focus is on modalsamis for desktop simulation and virtual worldad
virtual reality and visualization.

Tool Acronym

Brief Description

Code Orange

BreakAway developed a training simulation calleat& Orange” for the
Washington Hospital Center to train staff in thie joles they would have to assume
in a mass casualty incident. Based on job desoriptand tasked outlined in the
Hospital Emergency Incident Command System (HEI@8)ocol, this simulation
allows users to assume roles in triaging patieatside the hospital and inside the
ER [Breakaway 2010b].

CVMDM

Community Vaccination and Mass Dispensing Model MDM) simulates the
allocation and distribution of pharmaceutical miaisracross a jurisdiction and the
dispensing of those materials through points gielising (PODs). Given a request
time for initial supplies from the Center for Diseaand Prevention Control’s
Strategic National Stockpile, estimated resupplgrivals, population size and age
distribution, and POD personnel resources, the hreadeulates the estimated start
time for public vaccinations, POD queue times dmdughput, and operation
closure. Linked with a disease progression subm@iéMDM tracks and reports the
number of infections and fatalities based on dsehsracteristics and the
performance of prophylaxis supply logistics and RQENL 2011e].

EDS

—

ED Simulator (EDS) is a tool for Emergency Deparittbroughput, staffing, patien
flow, and efficiency analysis. EDS combines thev@oand analytical capabilities ¢
simulation with database and data analysis techiesolt is designed to be used at
the unit Manager level as a tool for ongoing prea@galysis, continuous process
improvement, and accurate, objective internal beracking. It is based on
MedModel simulation “engine” [ProModel 2010a].

=

Edsim

Edsim is a semi-reusable product to quickly model st alternative design
scenarios for existing and proposed hospital enmesgdepartments. It meets the
needs of hospital administrators to improve Keyfdtarance Indicators (KPIs), suc
as patient length of stay (LOS), bed utilizatidimaation of bottlenecks, etc.
Edsim is also useful for predicting performancemposed emergency departments
before finalizing architectural designs [Ferrin ZD0

>

EDSIM

Emergency Department SIMulation (EDSIM) was devetbfhrough a cooperative
effort involving the University of California, Dasj Medical Center (UCDMC)
Department of Emergency Medicine and the UCDMGQHgldepartment using the
Extend Suite v.5 modeling platform developed bydima-That, Inc. It provides
modules that are connected by conduits that caty elements representing
patients, staff, orders, laboratory results, imagts It combines continually updated
job queue prioritization and mid-task preemptiopatalities that together allow the
model to capture the chaotic nature of ED staff/agt{Connelly 2004].

ED Simulation

ED Simulation is a desktop application designecigigally for quickly modeling
and simulating Emergency Departments. It reduceptbhgramming by pre-building
Emergency Department workflow processes. Its agfitins include: minimizing
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patient waiting times and ED overcrowding, identifyworkflow “bottlenecks,”
evaluating the effect of patient arrival and symptmix, and testing disaster
preparedness scenarios [Loud Squirrel 2011].

EpiSIimS

The epidemic simulation engine, EpiSimS is a C+gliagtion that runs on high-
performance computing clusters. It is stochastenafpased discrete event model
that explicitly represents every person in a atyd every place within the city where
people interact. A city or region is representegsitally by a set of road segment
locations and a set of business locations. EpiSiarSsimulate various
pharmaceutical and non-pharmaceutical interventioctuding panic-based stay-
home behavior, therapeutic and prophylactic usnt¥irals, contact tracing,
vaccination, wearing of masks, social distancinggvers (increased inter-personal
separation, hand washing, cough etiquette, etausdhold quarantine, and closures
of schools [LANL 2010b].

Flexsim
Healthcare

Flexsim Healthcare is a 3D simulation tool withraation for medical facilities. Its
features include drag and drop model building, theale object library, interfaces
with commonly used databases and spreadsheeistictaracking, and a dashboar
with dynamic charts and graphs. It has been usechédeling emergency room
operations. [Flexsim 2011]

o

GameTT

Games For Team Training (GaMeTT) is an immersiaanbased, virtual
environment designed for distributed medical teiming. Participants log in to
GaMeTT from their own office or homes to work cotigely towards team training
objectives, optimizing the time available for tiaip and the opportunity for team
interaction. GaMeTT utilizes game-based technotogyroduce visually engaging
scenes, user-friendly interfaces, and intuitiver geenmands. The tool is suitable for
distributed medical teams such as the Disaster dakdissistance Teams (DMAT)
that are comprised of 35 volunteers who come tagdtbm different parts of the
country to form a team in case of a disaster [MYNITLOb].

HMS

Healthcare Modeling Studio. A simulation modelimiusion, is used to build custor
analysis tools for a variety of healthcare fa@htiincluding emergency departments,
operating rooms, admissions, clinical labs andliangiservices. The tool can be
tailored to each client’s specific processes, aggdion, terminology and metrics,
HMS helps healthcare professionals improve admatise and operational
efficiency, reduce cost and maximize ROI, validatecess change or facility
expansion, and predict the impact of staffing clesmy equipment upgrades [AAI
2007].

>

LES

Learning Environment Simulator (LES) developed @ lAlamos National Labs has
been built as an interface to Critical Infrastruet®rotection Decision Support
System (CIPDSS). Itis designed to engage decisigkers at the grass-roots leve
(local/city/state), deepen their understandingroéeolving crisis, enhance intuition
and let them test their own strategies. The iniasion is based on a pandemic
influenza outbreak and has been tested with a gvbhpspital administrators and
first responders. LES is a simulated environmdotahg the user to experience the
complexities of a crisis before it happens, inahgdimpacts to critical infrastructure
with their interdependencies and estimating humeaith & safety and economic
impacts [LeClaire 2009].

D
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MEDMODEL

MedModel is a simulation tool designed specificédlythe healthcare industry for
evaluation, planning and redesign of hospitalsiedi, and other healthcare system
MedModel models can be used to identify inefficiesdn an existing process and
test a variety of scenarios. Typical applicatiordude: department specific
productivity improvement, facilities design (lalotinics, radiology, emergency
rooms, etc.), planning for future changes, stiffiping, analyzing patient capacity
equipment planning and logistical analysis, emerggmeparedness, and bed
capacity managemerProModel 2010b].

2

MUSTER

MUSTER is a simulation tool for Multi-user EmerggriResponse training.
MUSTER supports training of doctors, nurses, PadicseEMT’s, rescue workers,
disaster medicine rescue teams and others in @igastdicine and management. T

ne

core of the training simulator is the patient mo@zinish doctors have developed the

model. It is able to simulate a patient’s conditiymamically based on the injuries
and the treatment he receives. Patients in a soegan be defined individually
[IFAD 2011].

Optima Predict

Optima Predict is an interactive strategic planrsalytion for emergency services
that provides a platform for effective planning anhulation of requirements of
resources such as ambulances. Optima Predictitakesccount key performance
indicators such as response times, vehicle typgsaverage, shift rosters, post
locations and hospital ramp times to enable usegsiitkly build scenarios that mak
logistical and business sense [Optima 2011].

e

PLAN C

Planning with Large Agent-Networks against Catgdtes (PLAN C) is an agent
based simulation tool for emergency managers, upkamers and public health
officials to prepare and evaluate Pareto-optimahglto respond to urban
catastrophic situations. PLAN C has been useirtolate emergency responses if
different urban catastrophic scenarios (e.g., cbahaigent, bomb explosion, food
poisoning, small pox). It can devise plans thatmize multiple objective functions
(e.g., number of casualties, economic impact, tamecovery, etc.) in terms of thei
Pareto frontier in a high-dimensional space; fts gurpose, it uses an evolutionary
genetic search algorithm [NYU 2009].

RIPS

Real-time Incident Preparedness Simulation develdyehe SimGroup at the
Center for the Integration of Medicine and Innovati echnology (CIMIT) is a
training tool for emergency response personndk dh incident simulator with gam
like qualities and it provides a platform for ciegtdisaster scenarios, sharing ther
and then training on them with other professionais. based on the NIMS hierarch
[CIMIT 2002].

SimCare

SimCare Process Simulator 9.0 is a process sironlatiftware for the healthcare
industry. SimCare pro healthcare simulation inctusiepport for hospitals, clinics,
and blood centers. It allows for importing CADe§lfor the facilities such as
emergency departments, and historical data fodnagidel development of the
model [CreateASoft 2011].
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Appendix D — Relevant Standards and Guidelines

This appendix lists standards and guidelines ttet Ine used to develop or run homeland security rmode
and simulations. The appendices are organizedlas/fo

* D.1 - Domain-Independent Standards and Guidelines
— D.1.1 - Conceptual Modeling Standards and Guidgline
- D.1.2 — Distributed Simulation Standards and Gungsl
- D.1.3 - Geographic Information System StandardsGuidelines
- D.1.4 — Communication Standards and Guidelines
- D.1.5-Training System Standards and Guidelines
— D.1.6 — 3D Modeling Standards and Guidelines

e D.2 - Hazardous Material Release Standards ande(ihed

* D.3 - Critical Infrastructure Standards and Guiuksdi

e D.4 - Incident Management Standards and Guidelines

» D.5 - Healthcare Systems Standards and Guidelines

The name of standard or guideline, a brief dedonpif its contents, type of standard or guideline,
responsible organization, as well a classificatibthe type of standard is given below.

D.1 — Domain-Independent Standards and Guidelines

D.1.1 — Conceptual Modeling Standards and Guidelirse

Standard Title Overview

Discrete Event System SpecificationDescription: DEVS is a systems-theoretic approach to
(DEVS) modeling. More specifically, it is state-centerediialism. A
system consists of interconnected subsystems. gystém is a
system. Leaf systems (atomic DEVSes) are stateimegh
DEVS can be viewed as a framework unifying a nunaber
other formalisms in a consistent, systems theqretite
centered fashion [DEVS 2011].

Standard Type: Specification

Organization: Simulation Interoperability Standards
Organization (SISO); Society for Modeling and Conepu
Simulation International (SCS)

Classification: Domain-specific integration interface

Systems Modeling Language Description: SysML is a general purpose modeling language for
(SysML) systems engineering applications. It is a dialéttML, the
industry standard for modeling software-intensiysteams It
supports the specification, analysis, design, iatibn and
validation of a broad range of systems and syst&Ehsystems.
These systems may include hardware, software,nm&ton,
processes, personnel, and facilities [OMG 2011].
Standard Type: SysML 1.2

Organization: Object Management Group, Inc. (OMG)
Classification: Document format
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Unified Modeling Language (UML)

Description: A graphical language for visualizing, specifying,
constructing and documenting the artifacts of ansanke-
intensive system. The UML offers a standard wawttite a
system’s blueprints, including conceptual thingshsas
business processes and system functions, as wadhasete
things such as programming language statements)aks
schemas, and reusable software components [ANSIc201
Standard Type: UML 2.0, UML 2.1.1; UML 2.1.2; UML 2.2;
UML 2.3; ISO/IEC 19501:2004

Organization: ISO; ANSI; Object Management Group, Inc.
(OMG)

Classification: Document format

D.1.2 — Distributed Simulation Standards and Guidehes

Standard Title

Overview

Distributed Interactive Simulation

Description: Distributed Interactive Simulation (DIS) is a
government/industry initiative to define an infrasture for
linking simulations of various types at multiple#tions to
create realistic, complex, virtual worlds for thslation of
highly interactive activities. A series of IEEE rstkards to
support information exchange between simulatiorliegtions
participating in the DIS environment are defindeEE Std
1278.1 defines the format and semantics of dataages, also
known as Protocol Data Units (PDUSs), that are emghe
between simulation applications and simulation rganzent.
IEEE Std 1278.2 defines the communication serviegaired to
support the message exchange described in IEEE23&11.
IEEE 1278-3 provides guidelines for establishirigl&
exercise, managing the exercise, and providinggsrtaedback.
IEEE 1278-4 establishes guidelines for the veltifticg
validation, and accreditation (VV&A) of Distributddteractive
Simulation (DIS) exercises [IHS 2011a].

Standard Type: IEEE 1278-1993, IEEE 1278.1-1995, IEEE
1278.1A-1998, IEEE-1278.2-1995, IEEE 1278.3-198&H
1278.4-1997

Organization: IEEE; IHS, Inc.

Classification: Domain-specific integration interface

Extensible Modeling and Simulatiof
Framework (XMSF)

n Description: The Extensible Modeling and Simulation
Framework (XMSF) is defined as a set of Web-based
technologies and services, applied within an exéns
framework, that enables a new generation of modelin
simulation (M&S) applications to emerge, develop an
interoperate [DODCCRP 2011]. XMSF provides a framew
which allows both Department of Defense (DoD) aad-BoD
Modeling and Simulation (M&S) projects to take adbzae of

Web-based technologies.
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Standard Type: XMSF 1.0

Organization: Naval Postgraduate School MOVES Institute;
George Mason University NetLab; Science Application
International Corporation; Old Dominion University
Classification: Domain-specific integration interface

High Level Architecture (HLA)

Description: This standard defines the HLA, its components
and the rules that outline the responsibilitieslbA federates
and federations to ensure a consistent implementfift EE
2011c].

Standard Type: IEEE 1516-2000, IEEE 1516.1-2000, 1516
2000, ANSI/IEEE 1516.3-2003; IEEE 1516.4-2007
Organization: IEEE/Simulation Interoperability Standards
Organization (SISO); ANSI

Classification: Domain-specific integration interface

D.1.3 — Geographic Information

System Standards an@uidelines

Standard Title

Overview

American National Standard for
Information Technology —
Geographical Information Systems
Spatial Data Standard for Facilities
Infrastructure, and Environment
(SDSFIE)

Description: This standard provides a means to model and
categorize real-world geographic phenomena ofesteo the
—Facilities, Infrastructure, and Environment (FIE)rBain(s) into
a set of geographic data that can be representedpatial
database and presented to a user in digital fohis. SDSFIE
standard is intended to provide the enterpriseéaidtabase
schema to support multiple FIE applications. Thaidhal
Standard is applicable to the federal, state, goumid city
agencies; private companies; and any other orgémisathat
perform AM & FM functions for facilities and oth&ypes of
infrastructure (such as roads, waterways, utilsteams, etc,)
and/or perform environmental compliance, restomatémd/or
pollution prevention activities [ANSI 2011a].
Standard Type: ANSI INCITS 353-2006
Organization: American National Standards Institute (ANSI)
International Committee for Information Technoldgtandards
(INCITS)
Classification: Domain-specific integration interface

CityGML — Exchange and Storage
Virtual 3D City Models

oDescription: A standard for the representation, storage, and
exchange of virtual 3D city and landscape modetyGDAL is
implemented as an application schema of the Gebgrap
Markup Language version 3.1.1. It is based onla general
purpose information model in additional to geomeing
appearance information. For specific domain ar@agGML
also provides an extension mechanism to enriclake with
identifiable features under preservation of senganti
interoperability [OGC 2011a].

Standard Type: OGC 06-057r1; ISO TC211
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Organization: Open Geo-spatial Consortium, Inc. (OGC)
Classification: Domain-specific integration interface

Content Standard for Digital Geo-
spatial Metadata (CSDGM)

Description: The standard is often referred to as the FGDC
Metadata Standard. The objectives of the stanalartb
provide a common set of terminology and definitifosthe
documentation of digital geo-spatial data. The dhaa
establishes the names of data elements and comptemeénts
(groups of data elements) to be used for theseopasg) the
definitions of these compound elements and dataerits, and
information about the values that are to be praVide the data
elements [FGDC 2011a].

Standard Type: FGDC-STD-001-1998; FGDC-STD-001.1-
1999; FGDC-STD-001.2-2001

Organization: Federal Geographic Data Committee (FGDC)
Classification: Domain-specific integration interface

Content Standard for Digital Geo-
spatial Metadata (CSDGM) —
Extensions for Remote Sensing
Metadata

Description: The standard of Extensions for Remote Sensing
Metadata standard provides a common terminologysahdf
definitions for documenting geo-spatial data olgdifrom
remote sensing, within the framework of the FGDQ{€at
Standard for Digital Geo-spatial Metadata (CSDGM)dard.
The extensions provide a means to use standard FE®BIENt
to describe geo-spatial data derived from rematsisg
measurements. This standard is intended to sufhport
collection and processing of geo-spatial metadatddta
derived from remote sensing. It is intended to eduby all
levels of government and the private sector [FGDC12)].
Standard Type: FGDC-STD-012-2002

Organization: The Federal Geographic Data Committee
(FGDC)

Classification: Domain-specific integration interface

GeoAPI SWG Standard

Description: The GeoAPI Standard Working Group (SWG)
aims to create the GeoAPI 3.0 Standard, whichdeifine a set
of Java language interfaces along with an assatiatt suite, td
provide a standardized, programming language Ieadization
of some core Open Geo-spatial Consortium (OGC)
specifications. These interfaces will facilitate #reation of
accurate, coherent, interoperable, and verifiablg@émentationg
of those OGC standards [GEOAPI 2011].

Standard Type: OGC GeoAPI 3.0 SWG

Organization: OGC

Classification: Domain-specific integration interface

Geographic Information — Encoding

Description: The standard specifies the requirements for
defining encoding rules to be used for interchamiggeographic
data within the 1ISO 19100 series of Internatiortah8ards [ISO
2011b].

Standard Type: ISO 19118:2005
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Organization: ISO
Classification: Domain-specific integration interface

Geographic Information — Location
based services — Multimodal Routir
and Navigation

Description: The standard specifies the data types and their
1@ssociated operations for the implementation otimotal

location-based services for routing and navigatibis. designed

to specify web services that may be made availablgreless

devices through web-resident proxy applicationsjsnot

limited to that environment [ISO 2011b].

Standard Type: ISO 19134:2007

Organization: ISO

Classification: Domain-specific integration interface

Geographic Information — Location
based Services — Tracking and
Navigation

Description: ISO 19133:2005 describes the data types, and
operations associated with those types, for théementation
of tracking and navigation services. It is desigteedpecify web
services that can be made available to wirelesgegthrough
web-resident proxy applications, but is not restddo that
environment [ISO 2011b].

Standard Type: ISO 19133:2005

Organization: ISO

Classification: Domain-specific integration interface

Geographic Information — Portrayal

Description: The standard defines a schema describing the
portrayal of geographic information in a form urgtandable by
humans. It includes the methodology for descrilsiyignbols and
mapping of the schema to an application schenumes$ not
include standardization of cartographic symbolsl, tueir
geometric and functional description [ISO 2011b].

Standard Type: ISO 19117:2005

Organization: ISO

Classification: Domain-specific integration interface

Geographic Information —
Procedures for Item Registration

Description: ISO 19135:2005 specifies procedures to be
followed in establishing, maintaining and publighiegisters of
unique, unambiguous and permanent identifiers naeahings
that are assigned to items of geographic informatio order to
accomplish this purpose, ISO 19135:2005 specifeaents of
information that are necessary to provide ideratfan and
meaning to the registered items and to managestistration of
these items [ISO 2011b].

Standard Type: INCITS/ISO/IEC 19135-2005

Organization: ISO; International Committee for Information
Technology Standards (INCITS); International Eletgtchnical
Commission (IEC)

Classification: Domain-specific integration interface

Geographic Information — Schema
for Moving Features

Description: The standard defines a method to describe the
geometry of a feature that moves as a rigid bo8@[P011b].

Standard Type: ISO 19141:2008
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Organization; 1ISO
Classification: Domain-specific integration interface

Geographic Information — Services

Description: ISO 19119:2005 identifies and defines the
architecture patterns for service interfaces useddographic
information, defines its relationship to the Opsgst8ms
Environment model, and presents geographic sertasemomy
and a list of example geographic services placéddrservices
taxonomy. It also prescribes how to create a platfoeutral
service specification, how to derive conformantfplan-
specific service specifications, and provides dinds for the
selection and specification of geographic servioa® both
platform-neutral and platform-specific perspectiii&O
2011b].

Standard Type: INCITS/ISO 19119-2005

Organization: ISO; International Committee for Information
Technology Standards (INCITS)

Classification: Domain-specific integration interface

Geographic Information — Simple
Feature Access

Description: ISO 19125-1:2004 establishes a common
architecture for geographic information and defitegms to use
within the architecture. It also standardizes naamsgeometrig
definitions for Types for Geometry. INCITS/ISO 1%12-2004
specifies an Structured Query Language (SQL) schbata
supports storage, retrieval, query and updatengblsi geo-
spatial feature collections via the SQL Call Lelveérface
(SQL/CLI) and establishes an architecture for the
implementation of feature tables. INCITS/ISO 19223004
defines terms to use within the architecture ofggaphic
information and defines a simple feature profiléS® 19107.
In addition, this part of ISO 19125:2004 descriaeet of SQL
Geometry Types together with SQL functions on thgpes.
The Geometry Types and Functions described repragaofile
of ISO 13249-3. INCITS/ISO 19125-2-2004 standarslthe
names and geometric definitions of the SQL Types fo
Geometry and the names, signatures and geometinitioas
of the SQL Functions for Geometry [ISO 2011b].

Standard Type : INCITS/ISO 19125-1-2004 ; INCITS/ISO
19125-2-2004

Organization: ISO; International Committee for Information
Technology Standards (INCITS)

Classification: Domain-specific integration interface

Geographic Information Framework
Data Standard

Description: The standard establishes common data
requirements for the exchange of National Spat&hD
Infrastructure (NSDI) framework data [FGDC 2011c].
Standard Type: FGDC-STD-014.0-2008; FGDC-STD-014.1-
2008; FGDC-STD-014.2-2008; FGDC-STD-014.3-2008;

FGDC-STD-014.4-2008; FGDC-STD-014.5-2008; FGDC-ST

014.6-2008; FGDC-STD-014.7-2008; FGDC-STD-014.7b-

2008; FGDC-STD-014.7¢c-2008; FGDC-STD-014.7d-2008;
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FGDC-STD-014.7e-2008
Organization: Federal Geographic Data Committee (FGDC)
Classification: Domain-specific integration interface

GeoTIFF

Description: GeoTIFF is a metadata format, which provides
geographic information to associate with the imdaga.
GeoTIFF implements the geographic metadata formadling
compliant Tagged Image File (TIFF 6.0) tags andcstires.
“GeoTIFF” refers to TIFF files, which have geograpfor
cartographic) data embedded as tags within the Til&:FThe
geographic data can then be used to position thgerm the
correct location and geometry on the screen ofogrgghic
information display [GEOTIFF 2011].

Standard Type: GeoTIFF/Revision 1.0

Organization: geotiff.osgeo.org

Classification : Document format

Governmental Unit and Other
Geographic Area Boundaries

Description: A specification for establishing of content
requirements for the collection and interchang&ao¥ernment
units and legal entity boundary data and for fetilig the
maintenance and use of that information [FGDC 2010]
Standard Type: FGDC-STD-014.5-2008

Organization: Federal Geographic Data Committee (FGDC)
Classification: Domain-specific Integration Interfaces

GRIdded Binary (GRIB)

Description: Format specifications for representing
meteorological, gridded-point data [WMO 2010a].

Standard Type: FM 92-IX Ext. GRIB; FM 92-VIIIl EXT. GRIB
Organization: World Meteorological Organization (WMO)
Classification: Domain-specific Integration Interfaces

Homeland Security Mapping
Standard — Point Symbology for
Emergency Management

Description: The primary purpose of this standard is to
establish a common set of symbols for use by maprsdk
support of emergency managers and first responkievil
allow users to rapidly interpret map data and taltle to
disseminate consistent, usable information. ThigAcan
National Standard is applicable to all organizaitrat create
maps or otherwise display features for the Emengenc
Management or First Responder communities. lmstdid at
this time to support portrayal of point featureatttelate to the
emergency management and hazard mapping disciffhes!
2011b].

Standard Type: ANSI INCITS 415-2006

Organization: American National Standards Institute (ANSI)
International Committee for Information Technoldgtandards
(INCITS)

Classification: Domain-specific integration interface

Keyhole Markup Language (KML)

Description: This standard is about an XML grammar and filg
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format for modeling and storing geographic featsash as
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points, lines, images, and polygons for displag|8
applications. KML is focused on geographic visuatiian,
including annotation of maps and images. Geographic
visualization includes not only the presentatiogmafphical data
on the globe, but also the control of the useriggation in the
sense of where to go and where to look [OGC 2011b].
Standard Type: KML 2.2-2007

Organization: Google Inc.; Open Geo-spatial Consortium
(OGC)

Classification: Document format

OpenGIS Implementation
Specification for Geographic
Information — Simple Feature Acce

Description: The OpenGIS Simple Features Interface Stand
(SFS) provides a well-defined and common way faliaptions
5$0 store and access feature data in relationabjectrelational
databases, so that the data can be used to sopipert
applications through a common feature model, data sind
information access interface. OpenGIS Simple Featare geo-
spatial features described using vector data elenseich as
points, lines, and polygons [OGC 2011c].

Standard Type: OGC 06-103r4 Version 1.2.1, OGC 05-126
Organization: Open Geo-spatial Consortium, Inc (OGC)
Classification: Domain-specific integration interface

Schema for Coverage Geometry af
Functions

1dDescription: The standard defines a conceptual schema for
spatial characteristics of coverage, which supp@gpping from
a spatial, temporal or spatiotemporal domain ttufegattribute
values where feature attribute types are commaiti to
geographic positions within the domain. A coverdgmain
consists of a collection of direct positions ine@inate space
that may be defined in terms of up to three spdiraknsions ag
well as a temporal dimension [ISO 2011b].

Standard Type: ISO 19123: 2005

Organization: ISO

Classification: Domain-specific integration interface

Shapefiles (.shp)

Description: A shapefile stores non-topological geometry an
attribute information for the spatial features idada set. The
geometry for a feature is stored as a shape comgpuasset of
vector coordinates. A geo-spatial format providesrs a
graphical method to display geographic data. Silepare a
geo-spatial vector data format for geographic imfation
systems software. Shapefiles spatially describetpapolygons,
polylines. A “shapefile” commonly refers to a caliien of files
with “.shp”, “.shx”, “.dbf”, and other extensions@ common
prefix name (i.e., “lakes.*”) [ESRI 2011a].

Standard Type: Industry specification

Organization: Environmental Systems Research Institute
(ESRI)

Classification: Document format

ard
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Spatial Data Modeling Language
(SDML)

Description: SDML format is very simple text, which provide
for easy parsing and support for attribute infoiorafUWA
2011].

Standard Type: SDML 1.0

Organization: Silicon Graphics

Classification: Domain-specific integration interface

U7

Spatial Data Transfer Standard
(SDTS)

Description: The Spatial Data Transfer Standard (SDTS) ba
specification (Parts 1, 2 and 3) describes the nlyidg
conceptual model and the detailed specificationshi® content,
structure, and format for exchange of spatial dathlitional
parts (4, 5, 6 and potentially others) are addegutefies, each
of which defines specific rules and formats forlgipy SDTS
for the exchange of particular types of data [FGIRC1d]
Standard Type: FGDC-STD-002.1; FGDC-STD-002.5; FGD(
STD-002.6; FGDC-STD-002.7-2000

Organization: Federal Geographic Data Committee (FGDC)
Classification: Domain-specific integration interface

N
)

)

Spatial Referencing by Coordinates

Description: The standard defines the conceptual schema fg
the description of spatial referencing by coordésabptionally
extended to spatio-temporal referencing. It dessribe
minimum data required to define one-, two- andehre
dimensional spatial coordinate reference systertisam
extension to merged spatial-temporal referencemstIt
allows additional descriptive information to be yided. The
part 2 of the standard, 1ISO 19111-2:2009, spedifies
conceptual schema for the description of spatfereacing
using parametric values or functions. It appliesgbhema of
ISO 19111 to combine a position referenced by doatds with
a parametric value to form a spatio-parametric dioate
reference system (CRS). The spatio-parametric GRS c
optionally be extended to include time [ISO 2011b].
Standard Type: 1SO 19111: 2007; 1ISO 19111-2: 2009
Organization: ISO

Classification: Domain-specific integration interface

Standard for a U.S. National Grid
(USNG)

Description: A standard is used to define the U.S. National (
and supports Universal Transverse Mercator (UTM)
coordinates, Military Grid Reference System (MGRBJls, and
the specific grid presentation requirements. itsed for
acquisition/production of printed map and acquositof
location service appliances with printed map présl{lEGDC
2011€]

Standard Type: FGDC-STD-011-2001

Organization: Federal Geographic Data Committee (FGDC)
Classification: Domain-specific integration interface

Standard Representation of

Geographic Point Location by

Description: The standard is a representation of latitude,

=

5rid

longitude and altitude for geographic point locasioThe order
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Coordinates of the elements is the latitude, the longitude tedaltitude.
Representation includes units of measure and auatedorder
[ISO 2011b].

Standard Type: ISO 6709:2008

Organization: ISO

Classification: Domain-specific integration interface

Topologically Integrated GeographicDescription: A GML (an OGC specification for encoding

Encoding and Referencing geographic features in XML) data format for TIGER
/Geography Markup Language (Topologically Integrated Geographic Encoding and
(TIGER/GML) Referencing) data is a standards-based alterratite

TIGER/Line format. The TIGER/Line files are extra.cf
selected geographic and cartographic informatiomfthe
Census Bureau's TIGER database. TIGER/GML datébean
viewed as JPEG, PNG, and TIFF images and SVG n@pB€|
2011d].

Standard Type: TIGER/GML v3.0

Organization: Open Geo-spatial Consortium, Inc (OGC); U.§
Census Bureau

Classification: Domain-specific integration interface

U7

Vector Product Format (VPF) Description: A format, structure, and organization for large
geographic databases that are based on a geamneladata
model and are intended for direct use [MIL 2010].
Standard Type: MIL-STD-2407

Organization: National Geo-spatial-Intelligence Agency
Classification: General purpose Integration Interfaces

Web Coverage Service (WCS) Description: Web Coverage Service (WCS) defines a standard
interface and operations that enables interopeeaduess to geg
spatial coverage that refers to content such aflisatmages,
digital aerial photos, digital elevation data, atlder phenomen
represented by values at each measurement poir@ EDG1e].
Standard Type: OGC WCS 2.0 Interface Standard, WCS
Implementation Standard 1.1.2

Organization: The Open Geo-spatial Consortium, Inc (OGC
Classification: Domain-specific integration interface

1525

Web Feature Service (WFS) Description: This specification describes the Web Feature
Service (WFS) operations. The WFS operations sippor
INSERT, UPDATE, DELETE, LOCK, QUERY and
DISCOVERY operations on geographic features usimgPas
the distributed computing platform. In the contekthis
specification, a transaction is a logical unit afrlwthat is
composed of one or more data manipulation opea{loeC
2011f].

Standard Type: OpenGIS WFS Implementation Specification
Version 1.1.0; OpenGIS WFS Interface Standard dargio0;
ISO 19142

Organization: The Open Geo-spatial Consortium, Inc (OGC);
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ISO
Classification: Domain-specific integration interface

Web Map Service (WMS)

Description: The specification provides a simple HTTP
interface for requesting geo-registered map imégas one or
more distributed geo-spatial databases. A WMS r&qiefines
the geographic layer(s) and area of interest forbeessed. The
response to the request is one or more geo-regjistaap
images (returned as JPEG, PNG, etc) that can plagésl in a
browser application. The interface also supporsathility to
specify whether the returned images should be pierest so
that layers from multiple servers can be combirnedod [OGC
2011q].

Standard Type: OpenGIS WMS Implementation Specificatio
Version 1.3.0; ISO 19128:2005

Organization: The Open Geo-spatial Consortium, Inc. (OGQC
ISO

Classification: Document format

D.1.4 — Communication Standards and Guidelines

Standard Title

Overview

Caltech-USGS Broadcast of
Earthquakes (CUBE) Message
Format

Description: A message format used to report earthquake
broadcast message from the Caltech-USGS Broadtast o
Earthquakes (CUBE) system, a real-time notificatigstem for
earthquake information. CUBE message consists of an
identification segment, earthquake's time, locatimagnitude,
depth, etc. [USGS 2011a].

Standard Type: Government specification

Organization: California Institute of Technology Seismologic
Laboratory (Caltech); United States Geological 8urflUSGS)
Classification: Document format

Common Alerting Protocol (CAP)

Description: The Common Alerting Protocol (CAP) is a simp
flexible data interchange format for collecting atistributing
“all-hazard” safety notifications and emergency niags over
information networks and public alerting systems\Web-
services applications, CAP provides a lightweigahdard for
exchanging urgent notifications. CAP can also keslus data-
broadcast applications and over legacy data neBv@KP is
fully compatible with the existing national broadt&mergency,
Alert System (EAS) [OASIS 20114a]. It is an XML-r&dd data
interchange standard for alerting and event natific
applications. The standard supports two functiarstandalone
protocol and a payload for Emergency Data Exchaagguage
(EDXL) messages.

Standard Type: CAP-V1.1

=

~—

al

Organization: Organization for the Advancement of Structur

%

ed
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Information Standards (OASIS)
Classification: Domain-specific integration interface

Common Incident Management
Message Sets for use by Emergen
Management Centers

Description: This standard is the Base Standard for a family
cyelated standards that address the intercommumicageds of

emergency management centers and other typestefsen

engaged in transportation incident management [IEEB].

Standard Type: IEEE 1512-2000, IEEE 1512.1, IEEE 1512.

IEEE 1512.3

Organization: Institute of Electrical and Electronics Engineel

(IEEE)

Classification: Document Format

of

Emergency Data Exchange
Language (EDXL)

Description: Several organizations are collaborating on the
design and development of a suite of specificatiorder the
name “Emergency Data Exchange Language (EDXL)” [(BAS
2011b]. EDXL is an integrated framework for a widage of
emergency data exchange standards to support iopstat
logistics, planning, and finance.

Standard Type: EXDL Distribution Element, V. 1.0 (EDXL-
DE-V1.0); EDXL Resource Message Specification 1.6rkihg
Draft Version 26 (EDXL-RM 1.0 v0026); EDXL Hospital
Availability Exchange v1.0 Public Review Draft C(RO¥XL-
HAVE-1.0-spec-pr02)

Organization: Organization for the Advancement of Structur
Information Standards (OASIS); Department of Homdla
Security (DHS); Emergency Interoperability Consarti(EIC)
Classification: Domain-specific integration interface

National Information Exchange
Model (NIEM)

Description: NIEM is designed to develop, disseminate and
support enterprise-wide information exchange statedand
processes that can enable jurisdictions to effelstishare
critical information in emergency situations, adlvas support
the day-to-day operations of agencies throughauNdition
[NIEM 2011].

Organization: A partnership of the U.S. Department of Justig
the U.S. Department of Homeland Security, and ti& U
Department of Health and Human Services.

Classification: Domain-specific integration interface

ea

D.1.5 — Training System Standa

rds and Guidelines

Standard Title

Overview

Sharable Content Object Reference
Model (SCORM)

> Description: SCORM is an XML-based framework used to
define and access information about learning objeatthey can
be easily shared among different learning managesystems
(LMSs). SCORM was developed in response to a UrStetes

Department of Defense (DoD) initiative to promote

149



standardization in e-learning. SCORM integratesta&related
technical standards, specifications, and guidelitesigned to
meet SCORM'’s high-level requirements—accessible,
interoperable, durable, and reusable content astermg.
SCORM content can be delivered to your learneramia
SCORM-compliant LSM using the same version of SCORM
[ADL 2011].

Standard Type: SCORM 1.1, SCORM 1.2, SCORM 1.3
Organization: U. S. Department of Defense (DoD)
Classification: Document format

D.1.6 — 3D Modeling Standards and Guidelines

Standard Title

Overview

The Collaborative Design Activity
(COLLADA)

Description: COLLADA is for establishing an open standard
digital asset schema for interactive 3D applicaifDOLLADA
2011]. The schema supports all the features thdema3D
interactive applications need including programraatiade
effects and physics simulation.

Standard Type: COLLADA 1.4.0

Organization: The Khronos Group

Classification: Document format

Virtual Reality Modeling Language
(VRML)

Description: VRML is a proposed design based on the Silicgn
Graphics Open Inventor ASCII file format. VRML idanguage
for describing multi-participant interactive simtitas — virtual
worlds networked via the global Internet and hylgted with
the World Wide Web. All aspects of virtual worldsgiay,
interaction and internetworking can be specifiedg¥ RML. It
is the intention of its designers that VRML becaime standard
language for interactive simulation within the WbwWide Web
[WEB3D 2011a].

Standard Type: VRML 1.0

Organization: Silicon Graphics, Inc.

Classification: Domain-specific integration interface

X3D

Description: X3D is a royalty-free open standaibisformat
and run-time architecture to represent and comnatmigD
scenes and objects using XML. It is an I1SO ratifieghdard that
provides a system for the storage, retrieval aagljalck of real
time graphics content embedded in applicationsyi#ilin an
open architecture to support a wide array of domaird user
scenarios [WEB3D 2011b].

Standard Type: ISO/IEC 19774:2006 (Humanoid Animation);
ISO/IEC 19775-1:2008 (Architecture and base compta)g
ISO/IEC 19775-2:2010 (Scene access interface);|EBD/
19776-1:2009 (XML encoding); NEN-ISO/IEC 19776-2080
en (Classic VRML encoding); ISO/IEC 19776-3.2:2010
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(Compressed binary encoding); ISO/IEC 19777-1:2005
(ECMAScript binding); ISO/IEC 19777-2:2006 (Javading)
Organization: The Web3D Consortium

Classification: Document format

D.2 — Hazardous Material Release Standards and Guitines

This section identifies standards an
hazardous material release models

d guidelinas d@ne potentially relevant to the development of
and simulatidhe.standards and guidelines may include

mechanisms and formats for the interchange of data, storage, generation of information displays,
integration of systems, and/or conceptualizatiah @gsign of hazardous material release models and

simulations.

Standard Title

Overview

After a Terrorist Bombing: Health
and Safety Information for the
General Public

Description: Federal, state, and local officials are working
together to help people who have been affectetidpliast and
will provide updated information as soon as theydemore.
This document contains “Immediately after the eVand
“Hours or days after the event” [CDC 2010a].

Standard type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Air Quality — Exchange of Data

Description: A general air quality data format for direct data
import and condensed air quality data format fler éixchange
[ANSI 2010].

Standard Type: 1ISO 7168-1:1999; ISO 7168-2:1999
Organization: International Organization for Standardization
(ISO), and American National Standards Institutsl &4
Classification: Domain-specific Integration Interfaces

Airborne instrumentation for
measurement of terrestrial gamma
radiation

Description: Applies to airborne radiation detection systems
used in geologic mapping, in regional and locabpezting for
uranium mineralization and for locating and monitgrman-
made changes in environmental radioactivity [IEC 0
Standard type: IEC 61134 Ed. 1.0 b:1992

Organization: International Electrotechnical Commission (IE
Classification: Operational Guidelines

C)

American National Standard for
Training Requirements for
Homeland Security Purposes Using
Radiation Detection Instrumentatio
for Interdiction and Prevention

Description: This standard describes training requirements f
U.S. Homeland Security purposes using radiatioadien
j instrumentation for interdiction and prevention [BN2010].
nStandard Type: ANSI N42.37-2006
Organization: American National Standards Institute (ANSI)
Classification: Operational Guidelines

Binary Universal Form for Data

Description: Format specifications for representing

Representation of Meteorological

meteorological, non-grid-point data (alphanumesit)}t[ANSI
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Data (BUFR)

2010].

Standard Type: FM94 BUFR; FM 94-IX EXT. BUFR
Organization: World Meteorological Organization (WMO) an
American National Standards Institute (ANSI)
Classification: Domain-specific Integration Interfaces

Casualty Management After
Detonation of a Nuclear Weapon in
an Urban Area

Description: Immediate actions for first responders when a
nuclear weapon has been detonated in an urbanTdnisa.
document contains recommended immediate actiornzolare
officers, firefighters, and emergency medical técians who
may be faced with the detonation of a nuclear weapa
populated area [CDC 2010b].

Standard Type: N/A

Organization: the Centers for Disease Control and Preventig
(CDC)

Classification: Operational Guidelines

n

Communicating in the First Hours
for Anthrax: Short and Extended
Messages

Description: Public health officials can use these short and
extended messages during the first hours aftesgested
anthrax emergency. The short messages includetiedsen
information to help minimize the immediate riskthe public
from an attack. The extended messages also ingkeral
information that can be used as a resource forial§iin
developing messages tailored to a specific sitnd@dC
2010c].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Digital Weather Markup Language
(DWML)

Description: An XML-based language for retrieving data fron
the NWS digital forecast database [NWS 2010a].

Standard Type: Government specification

Organization: National Weather Service (NWS)
Classification: Domain-specific Integration Interfaces

—

Emergency Response Cards

Description: Detailed tables describing the necessary PPE &
actions for different types of exposure to eacmaffeDC
2010d].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

X

ESRI Shapefile Technical
Description

Description: A geo-spatial vector data format for geographic
information systems software [ESRI 2010].

Standard Type: Industry specification

Organization: Environmental Systems Research Institute
(ESRI)

Classification: Document formats
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Facts About the Laboratory
Response Network

Description: Description of the network of labs that respond
biological & chemical terrorism. In 1999, the Cestéor
Disease Control and Prevention (CDC) established th
Laboratory Response Network (LRN). The LRN’s pumpizsto
run a network of labs that can respond to bioldgical
chemical terrorism, and other public health emetgen The
LRN has grown since its inception. It now includéste and
local public health, veterinary, military, and imational labs.
This fact sheet provides a brief description of tRN, and how
it works [CDC 2010s].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

to

Fire Protection Guide to Hazardous
Materials

Description: A guide on how taafely store and handle
chemicals and respond to emergencies quickly drdtafely.
This resource provides three comprehensive indexdise users
can access information by chemical name, synonyt6 A%
number. You'll have information about the full rangf
chemicals, plus National Fire Protection AssocraidFPA) 30
or Occupational Safety and Health AdministratioiSHR)
classifications for flammable and combustible ladgi[NFPA
2011].

Standard Type: 2001 Edition

Organization: The National Fire Protection Association
(NFPA)

Classification: Operational Guidelines

Flexible Image Transport System
(FITS)

Description: A data format designed to provide a means for
convenient exchange of astronomical data betwesallations
whose standard internal formats and hardware ditfes used
for the transport, analysis, and archival stordgecigntific data
sets [NASA 2010a].

Standard Type: Government specification

Organization: National Aeronautics and Space Administratid
(NASA)

Classification: Document formats

Guidance Documentation —
Dispersion Modeling of Toxic
Pollutants in Urban Areas

Description: Guidance related to air pollution and air quality
management [EPA 2010d].

Standard Type: EPA-454/R-99-021

Organization: Environmental Protection Agency (EPA)
Classification: Operational guidelines

Guidance for Protecting Building
Environments from Airborne
Chemical, Biological, or

Radiological Attacks

Description: This document identifies actions that a building
owner or manager can implement without undue dslay
enhance occupant protection from an airborne ctamic

biological, or radiological attack [CDC 2010f].
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Standard Type: N/A

Organization: The National Institute for Occupational Safety
Health (NIOSH), The Centers for Disease Control and
Prevention (CDC)

Classification: Operational Guidelines

&

Guidance on the Application of
Refined Dispersion Models to
Hazardous/Toxic Air Pollutant
Releases

Description: Guidance related to air pollution and air quality
management [EPA 2010e].

Standard Type: EPA-454/R-93-002

Organization: Environmental Protection Agency (EPA)
Classification: Operational guidelines

Guidance on the Development,
Evaluation, and Application of
Environmental Models

Description: The U.S. Environmental Protection Agency (EP)
uses a wide range of models
(http://www.epa.gov/osp/crem/library/whitman.PD&)bake
informed decisions that support its mission of ectihg human
health and safeguarding the natural environmeiit water,
and land — upon which life depends. This guidamogiges
recommendations for the effective development,uatan, and
use of models in environmental decision making arce
environmental issue has been identified. This guie
recommends best practices to help determine wineode!,
despite its uncertainties, can be appropriateld tsénform a
decision [EPA 2009].

Standard Type: EPA/100/K-09/003

Organization: U. S. Environmental Protection Agency (EPA)
Classification: Operational Guidelines

A)

Guide for Fire and Explosion
Investigations

Description: The Guide for Fire and Explosion Investigations
designed to assist individuals who are charged thigh
responsibility of investigating and analyzing falrd explosion
incidents and rendering opinions as to the oricgise,
responsibility, or prevention of such incidents pN&2011].
Standard Type: NFPA 921-2008

Organization: The National Fire Protection Association
(NFPA)

Classification: Operational Guidelines

is

Guide for the selection of Personal
Protective Equipment for Emergen
First Responders

Description: A guidance intended to be useful to the emerge
CYirst responder community in the selection of pesgrotective
equipment (PPE) [NCJRS 2010].

Standard Type: National Institute of Justice (NIJ) Guide 1021
00

Organization: National Institute of Justice
Classification: Operational guidelines

Hazardous Substances Emergency
Events Surveillance (HSEES)

Description: Collects & analyzes info about acute releases @
hazardous substances that need to be cleanedheptoalized
according to federal, state, or local law, as waslthreatened

releases that result in a public health action stscan
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evacuation. The Hazardous Substances EmergencysEven
Surveillance (HSEES) system was established bjgeacy for
Toxic Substances and Disease Registry (ATSDR) teatand
analyze information about acute releases of hamardo
substances and threatened releases that resyjuislia health
action such as an evacuation. The goal of HSEESrisduce
the morbidity (injury) and mortality (death) thafsult from
hazardous substances events, which are experiegdedt
responders, employees, and the general public [@IOg].
Standard Type: N/A

Organization: The Agency for Toxic Substances and Diseas
Registry (ATSDR)

Classification: Operational Guidelines

Hierarchical Data Format-Earth
Observing System (HDF-EOS)

Description: HDF is a format for prescribing standard data
products that are derived from EOS missions [NSHEDCO].
Standard Type: Government specification

Organization: National Aeronautics and Space Administratid
(NASA)

Classification: Domain-specific Integration Interfaces

Interim Recommendations for
Firefighters & Other First
Responders for the Selection & Us
of Protective Clothing & Respirator
Against Biological Agents

Description: The approach to any potentially hazardous
atmosphere, including biological hazards, must bdemwith a
eplan that includes an assessment of hazard andeeo

s potential, respiratory protection needs, entry ok, exit
routes, and decontamination strategies. Any plaolitng a
biological hazard should be based on relevant iiafes disease
or biological safety recommendations by the CerftarBisease
Control and Prevention (CDC) and other expert itieluding
emergency first responders, law enforcement, abtighiealth
officials. The need for decontamination and foatneent of all
first responders with antibiotics or other medioas should be
decided in consultation with local public healthiresities. This
INTERIM STATEMENT is based on current understandirfig
the potential threats and existing recommendai&sged for
biological aerosols [CDC 2010h].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Long Term Structure of the IAEA
(International Atomic Energy
Agency) Safety Standards and
Current Status

Description: The long-term set of Safety Standards includes
unified Safety Fundamentals (SF1), General Safety
Requirements (GSR) in seven parts applicable tiacilities
and activities with a graded approach, and comphésaeby a
set of six facilities and activities Specific Sgf&equirements
(SSRs). The Safety Requirements are implementeddhra set
of general and specific safety guides [IAEA 2010].

Standard Type: N/A

Organization: International Atomic Energy Agency (IAEA)

Classification: Operational guidelines
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Managing Hazardous Material
Incidents (MHMIs)

Description: The Managing Hazardous Material Incidents
(MHMIs) series was developed to provide emergeneglioal
services (EMS) personnel and hospital emergencgrtiapnts
(EDs) with the necessary guidance to plan for,ienpiove their
ability to respond to, incidents that involve hunexposure to
hazardous materials. The guidelines inform emenrgenc
personnel how to appropriately decontaminate, ,teeat
recommend follow-up care to exposed persons, dsawehke
measures to protect themselves. The MHMI serietagoB
volumes: “Emergency medical services: A planninglgdor
the management of contaminated patients;” “Hobkpita
emergency departments: A planning guide for theagament
of contaminated patients;” and “Medical managengeidelines
(MMGs) for acute chemical exposures” [ATSDR 2010].
Standard Type: ATSDR MHMIs Version 2001
Organization: The Agency for Toxic Substances and Diseas
Registry (ATSDR)

Classification: Operational Guidelines

Medical Management Guidelines fq
Chemical Agents

rDescription: The document provides a list of chemical medig
management guidelines for Ammonia, Arsine (SA), Bae,
Chlorine (CL), Cyanide, Cyanogen chloride (CK), \time
glycol, Hydrogen cyanide (AC), Lewisite (L, L-1,2,-L-3),
Mustard gas (H), Nitrogen mustard (HN-1, HN-2, HN-3
Phosgene (CG), Phosphine, Potassium cyanide (K&in
(GB), and Sodium cyanide (NaCN), etc. [CDC 2010i].
Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

al

Medical Management Guidelines fq
Unidentified Chemicals

rDescription: Basic victim management recommendations to
follow when the chemical is not known [CDC 2010i].
Standard Type: N/A

Organization: The Agency for Toxic Substances and Diseas
Registry (ATSDR)

Classification: Operational Guidelines

NARSTO Data Exchange Standarg
(DES) format

Description: A data exchange format for evaluation, analyse
and sharing NARSTO data including air chemistry,
meteorological, and related atmospheric data, astddaata
[ORNL 2010c].

Standard Type: Industry specification

Organization: NARSTO (formerly North American Research
Strategy for Tropospheric Ozone)

Classification: Domain-specific Integration Interfaces

National Ambient Air Quality

Standards (NAAQS)

Description: There are two types of national air quality

standards: Primary standards set limits to prgiebtic health,
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including the health of “sensitive” populations ks
asthmatics, children, and the elderly. Secondanydstrds set
limits to protect public welfare, including protemst against
decreased visibility, damage to animals, cropsetaggn, and
buildings [EPA 2010f].

Standard Type: Government Specification

Organization: Environmental Protection Agency (EPA)
Classification: Operational guidelines

NFPA Standard Classifications for
Incident Reporting and Fire
Protection Data

Description: A specification that provides a common languag
and definitions to define and describe pre-incident
environments, fire and other emergency inciderdgst-mcident
damage assessments, and fire service data [NFPH.201
Standard Type: NFPA-901

Organization: National Fire Protection Association (NFPA)
Classification: Domain-specific Integration Interfaces

je

NIOSH Pocket Guide to Chemical
Hazards (NIOSH)

Description: The NIOSH Pocket Guide to Chemical Hazards
(NPG) is intended as a source of general industyigiene
information on several hundred chemicals/classewdokers,
employers, and occupational health professiondis.NPG
does not contain an analysis of all pertinent dather it
presents key information and data in abbreviatedtmslar form
for chemicals or substance groupings (e.g., cyanitleorides,
manganese compounds) that are found in the workogment.
The information found in the NPG should help usecognize
and control occupational chemical hazards [CDC 3010
Standard Type: N/A

Organization: The National Institute for Occupational Safety
Health(NIOSH)

Classification: Operational Guidelines

&

Population Monitoring in Radiation

Emergencies: A Guide for State an

Local Public Health Planners

Description: Population monitoring is the process of
didentifying, screening, and monitoring people fepesure to
radiation or contamination from radioactive matesrid his
planners’ guide presents an introduction to poparat
monitoring in radiation emergencies for public hieaifficials
and emergency preparedness planners at the sthtecah
levels. It describes how to plan for population itanmg and
provides practical suggestions to address the mlaaljenges it
presents when a large population is potentiallyaotgd [CDC
2010K].
Standard Type: N/A
Organization: The Centers for Disease Control and Preventi
(CDC)
Classification: Operational Guidelines

Public Health Response to
Biological & Chemical Terrorism:
Interim Planning Guidance for Stat

Description: This Planning Guidance is designed to help sta
public health officials determine the roles of trapartments ir

(5]

2 response to biological and chemical terrorism anghiderstand
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Public Health Officials

the emergency response roles of local health depats and
the emergency management system. The Planning @gida
also can be used to help state health departmeotdinate their
efforts with the many agencies and organizatioradl dvels of
government that ultimately would respond to a lialal or
chemical terrorism event [CDC 2010I].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Recognition of lliness Associated
with the Intentional Release of a
Biologic Agent

Description: Provides guidance for healthcare providers &
public health personnel about recognizing illnessgsatterns of
illness that might be associated with intentioettase of
biologic agents [CDC 2010m].

Standard Type: MMWR 2001

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Roundtable on Population
Monitoring Following a
Nuclear/Radiological Incident

Description: Recommendations & comments from participan
in CDC'’s roundtable (Jan. 11-12, 2005) on challsragsociate(
with monitoring people affected by a nuclear oricbutjical
incident [CDC 2010n].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

SEDRIS Technologies

Description: SEDRIS is an infrastructure technology that
enables information technology applications to egpr
understand, share, and reuse environmental d&BRS
technologies provide the means to represent envieatal data
(terrain, ocean, air, and space), and promoteriaenbiguous,
loss-less, and on-proprietary interchange of envirental data.
SEDRIS technologies have been assembled into the
specifications and associated language bindingsritlaide:
SEDRIS functional specification, SEDRIS abstraah&mittal
format, SEDRIS transmittal format binary encodiS8§DRIS
language binding, Spatial Reference Model (SRM), th
Environmental Data Coding Specification (EDCS), EDC
language bindings, and SRM binding. Relies onivits ¢ore
technology components. These are the SEDRIS Data
Representation Model (DRM), the Environmental Dataling
Specification (EDCS), the Spatial Reference Mo&8&N1), the
SEDRIS interface specification (API), and the SEBRI
Transmittal Format (STF) [SEDRIS 2011a].

Standard Type: ISO/IEC 18023-1; ISO/IEC 18023-2; ISO/IEC
18023-3; ISO/IEC 18024-4; ISO/IEC 18025; ISO/IEM28;
ISO/IEC 18041-4; ISO/IEC 18042-4

Organization: ISO/IEC; SEDRIS
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Classification: Document format and Domain-specific
integration interface

Sheltering in Place during a
Radiation Emergency

Description: This action is called “sheltering in place.” Becal
many radioactive materials rapidly decay and dasipstaying
in your home for a short time may protect you frexposure to
radiation. The walls of your home may block muchhef
harmful radiation. Taking a few simple precauticas help you
reduce your exposure to radiation. The CenterBifeease
Control and Prevention has prepared this fact dbe®tlp you
protect yourself and your family and to help yoegare a safe
and well-stocked shelter [CDC 20100].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Standard for Competence of
Responders to Hazardous
Materials/Weapons of Mass
Destruction Incidents

Description: The standard identifies the minimum levels of
competence required by responders to emergencielyiimg
hazardous materials/weapons of mass destruction@yViis
based on the operational philosophies that emeygenc
responders should be trained to perform their erpletasks,
and that a responder cannot safely and effectiesgond to a
terrorism or criminal scenario involving hazmats/\DM they
don't first understand basic hazardous materiagaese
[NFPA 2010].

Standard Type: NFPA 472-2008

Organization: The National Fire Protection Association
(NFPA)

Classification: Operational guidelines

Standard for Competencies for
Emergency Medical Servic€EMS)
Personnel Responding to Hazardo
Materials/Weapons of Mass
Destruction Incidents

Description: Expanded coverage in the 2008 NFPA 473
includes qualifications for EMS responders to tasrn
ugncidents that involve hazardous materials. NFP3: &tandard
for Competencies for EMS Personnel Responding takous
Materials/Weapons of Mass Destruction Incidentstifies the
levels of competence required of emergency medaaices
(EMS) personnel who respond to hazardous maténieitdents.
It specifically covers the requirements for Basife [Support
(BLS) and Advanced Life Support (ALS) personnetria pre-
hospital setting. The 2008 edition of NFPA 473 besn re-
titted and completely rewritten to address the hdeéhat
emergency medical services (EMS) personnel encofrota
hazardous materials/weapons of mass destructiom. Ne
definitions and technical information have beeneatdd he
requirements in the 2008 edition will enhance tifety and
protection of response personnel and all comporwdritee EMS
system [NFPA 2011].
Standard type: NFPA 473-2008
Organization: The National Fire Protection Association
(NFPA)

Classification: Operational Guidelines
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Standard Guide for Application of
Engineering Controls to Facilitate
Use or Redevelopment of Chemica
Affected Properties

Description: This guide presents general considerations for
application of engineering controls to facilitatntnued use or
[+edevelopment of properties containing chemicaaéd soil,
groundwater, or other environmental media, dueeeiti
chemical releases or naturally-occurring conditiigkSTM
2011].

Standard type: E2435 — 05

Organization: ASTM International

Classification: Operational Guideline

Standard Guide for Assessing the
Hazard of a Material to Aquatic
Organisms and Their Uses

Description: This guide describes a stepwise process for usi
information concerning the biological, chemicalygical, and
toxicological properties of a material to identifgiverse effects
likely to occur to aquatic organisms and their usea result of
release of the material to the environment [ASTM 0
Standard type: E1023 — 84(2007)

Organization: ASTM International

Classification: Operational Guideline

Standard Guide for Assessing the
Health Hazard of Pesticides to
Applicators and Others with
Potential Exposure

Description: This guide covers a stepwise process for using
information concerning biological, chemical, phydjand
toxicological properties of a pesticide or otheertical(s), or of
a formulation to identify adverse effects that neagur to
pesticide applicators or others with potential esxpe [ASTM
2011].

Standard type: E1429 — 91(2004)

Organization: ASTM International

Classification: Operational Guideline

Standard Guide for Chemical Fate
Site-Specific Sediment/Water
Microcosms

iDescription: This guide provides procedures and criteria for
development and use of sediment/water microcosms fo
laboratory evaluations of the fate of chemical safoses in the
environment [ASTM 2011].
Standard type: E1624 — 94(2008)
Organization: ASTM International
Classification: Operational Guideline

the

Standard Guide for Collecting
Treatment Process Design Data at
Contaminated Site-A Site
Contaminated With Chemicals of
Interest

Description: This guide lists the physical and chemical
areatment processes design data needed to evalaktet, and
design treatment processes for remediation of otintted sites
[ASTM 2011].

Standard type: D7294 — 06

Organization: ASTM International

Classification: Operational Guideline

Standard Guide for Containment of
Hazardous Material Spills by
Emergency Response Personnel

Description: This guide describes methods to contain the sp
of hazardous materials that have been dischargedha
environment [ASTM 2011].

read

Standard type: F1127 — 07
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Organization: ASTM International
Classification: Operational Guideline

Standard Guide for Health and
Safety Training of Oil Spill
Responders in the United States

Description: This guide establishes minimum health and safs
training standards for three types of oil spillp@sders: Type
A, first responders who are responsible for init@htainment
and cleanup; Type B, longer-term shoreline clegrersonnel;
and Type C, other necessary support personnel av® h
minimal contact with the contamination [ASTM 2011]
Standard type: F1656 — 01

Organization: ASTM International

Classification: Operational Guideline

oty

Standard Guide for In-Situ Burning
of QOil in Ships or Other Vessels

Description: This guide covers the use of in-situ burning
directly in ships and other vessels. This guidsoisapplicable
to in-situ burning of oil on sea or land [ASTM 2(Q11
Standard type: F2533 — 07

Organization: ASTM International

Classification: Operational Guideline

Standard Guide for In-Situ Burning
of Oil Spills on Water:
Environmental and Operational
Considerations

Description: This guide covers the use of in-situ burning to
assist in the control of oil spills on water. Thiside is not
applicable to in-situ burning of oil on land [AST2011]-.
Standard type: F1788 — 08

Organization: ASTM International

Classification: Operational Guideline

Standard Guide for Risk-Based
Corrective Action Applied at
Petroleum Release Sites

Description: This is a guide to risk-based corrective action
(RBCA), which is a consistent decision-making pssctor the
assessment and response to a petroleum releasd,drathe
protection of human health and the environment TM<2011].
Standard type: E1739 — 95(2002)

Organization: ASTM International

Classification: Operational Guideline

Standard on Protective Ensembles
for First Responders to CBRN
Terrorism Incidents

Description: It establishes the minimum requirements for the
design, performance, testing, documentation, artdication of
protective ensembles and ensemble elements farqgbian of
emergency first responder personnel from chemib@égical
agents, and radiological particulate (CBRN) temriagents
[NFPA 2011].

Standard type: NFPA 1994-2007

Organization: The National Fire Protection Association
(NFPA)

Classification: Operational Guidelines

Standard on Vapor-Protective
Ensembles for Hazardous Material
Emergencies

Description: It provides requirements for the highest level of
s protection for emergency responders to hazardoterials
incidents where an unknown threat, a vapor thogat,chemical

or biological terrorism WMD threat is present opegted.
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Criteria address design, performance, certificatioml
documentation requirements [NFPA 2011].

Standard Type: NFPA 1991-2005

Organization: The National Fire Protection Association
(NFPA)

Classification: Operational Guidelines

Standard Practice for Determinatio
of Hydrolysis Rate Constants of
Organic Chemicals in AqQueous
Solutions

nDescription: This practice describes specific procedures for
obtaining solution hydrolysis rate constants arlélhees of
organic chemicals that may enter the aquatic enemt
[ASTM 2011].
Standard type: E895 — 89(2008)
Organization: ASTM International
Classification: Operational Guideline

Standard Practice for Radiological
Emergency Response

Description: This practice provides decision-making
considerations for response to incidents that vevoadioactive
materials. It provides information and guidancevibiat to
include in response planning, and what activitiesanduct
during a response. The scope of this standardrdmesxplicitly
consider response to improvised nuclear deviceBg)Nr
nuclear power plant accidents. It does not expyestdiress
emergency response to contamination of food orngatgplies.
This practice applies to those emergency respayesecées that
have a role in the response to a radiological gmtidexcluding
an IND incident. It should be used in emergencyises
response such as law enforcement, fire departraedt,
emergency medical response actions. This pracimenaes that
implementation begins with the recognition of aickmbical
incident and ends when emergency response aciase or the
response is assumed by specialized regional, statederal
response teams [ASTM 2011].

Standard type: ASTM E2601-08

Organization: ASTM International

Classification: Operational Guidelines

D.3 — Critical Infrastructure Stan

dards and Guidelines

Standard Title

Overview

Building Escape and Evacuation
Plans

Description: The standard establishes design principles for
displayed escape plans that provide informatioal tit fire
safety, escape, evacuation, and rescue of a f&iticcupants.
These plans may also be used by intervention fancease of
terrorist attack [ISO 2011a].

Standard Type: ISO 23601:2009

Organization: 1ISO

Classification: Operational guidelines
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Center-to-Center (C2C) Naming
Convention Specification

Description: This standard provides a standard way for
transportation management centers to uniquely reartites for
which data are exchanged with other centers. dt ldts the
requirements for establishing names for manageBsystéms
and for the objects managed by those systems [N2Q1R].
Standard Type: NTCIP 1104:2008 Version 01.09
Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of
Transportation Engineers (ITE); National Electrical
Manufacturers Association (NEMA)

Classification: Domain-specific integration interface

Common Incident Management
Message Sets for use by Emergen
Management Centers (IEEE 1512
Family of Standards)

Description: An IEEE Family of standards for traffic incident
cynanagement that provides incident management neesség
common to traffic management, public safety, armhldous
materials incident response activities. The stataladdress the
intercommunication needs of emergency managemaeierse
and other types of centers engaged in transpartatadent
management [IEEE 2011a].
Standard Type: IEEE 1512-2006; IEEE 1512.1-2003; IEEE
1512.2-2004; IEEE 1512.3-2006
Organization: Institute of Electrical and Electronics Engineel
(IEEE); Federal Highway Administration (FHWA)
Classification: Domain-specific integration interface

Communicable Disease Surveillanc
and Response Systems: A Guide tc
Planning

eDescription: This planning guide is to assist Member States
b develop and/or refine comprehensive and cohesarmsbr
implementing and strengthening surveillance angaese
systems. It is anticipated that planners at akleof the health
system will find this guide useful as a generainfeavork for
developing a vision, strategies and routine opematiplans for
strengthening surveillance and response systemg\2®11a].
Standard Type: WHO/CDS/EPR/LYO/2006.1

Organization: The World Health Organization (WHO)
Classification: Operational guidelines

to

Communicable Disease Surveillang
and Response Systems: Guide to
Monitoring and Evaluating

eDescription: This guide is to support implementation of
monitoring and evaluation of communicable diseasessllance
and response systems at country level. It waswedey
experts in communicable disease surveillance asspubrese
systems, and pre-tested in Estonia and Ethiopies guide
aims to assist countries in formulating and impletimg
monitoring and evaluation strategies [WHO 2011b].
Standard Type: WHO/CDS/EPR/LY0O/2006.2

Organization: the World Health Organization (WHO)
Classification: Operational guidelines

Community-Based Mass
Prophylaxis: A Planning Guide for
Public Health Preparedness

Description: A planning guide is used to help state, county, d
local officials meet federal requirements to pregar public

health emergencies. Outlines five components omas
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prophylaxis response to epidemic outbreaks: suaveit,
stockpiling, distribution, dispensing, and follow.lAddresses
dispensing operations using a comprehensive opaedti
structure for Dispensing/Vaccination Centers (DVRa3ed on
the National Incident Management System (NIMS) [ABR
2011a].

Standard Type: Specification

Organization: The Agency of Healthcare Research & Quality
(AHRQ)

Classification: Operational guidelines

Converting ATIS Message Standar
from ASN.1 to XML

dBescription: This SAE Standard presents a set of rules for
transforming an Abstract Syntax Notation (ASN.1ksage set
definition into an eXtensible Markup Language (XMighema.
The result is intended to be a stand-alone XML Behthat is
fully consistent with an existing ASN.1 informatiamodel [SAE
2011b].
Standard Type: SAE J2630
Organization: Society of Automotive Engineers (SAE)
International
Classification: Domain-specific integration interface

Data Dictionaries for Intelligent
Transportation Systems

Description: The expanding use of digital commutiices
among subsystems of the transportation infrastradias
spawned the development of data dictionaries for th
communications between these subsystems. A fonat f
intelligent transportation system (ITS) data dictides,
including common terms (e.g. time, date, locatias)ywell as
the meta-attributes necessary to document ITSateteepts, is
addressed in this standard [IEEE 2011b].

Standard Type: IEEE 1489-1999

Organization: IEEE

Classification: Domain-specific integration interface

Earthquake Instrumentation Criterig
for Nuclear Power Plants

1 Description: This standard specifies the required earthquake
instrumentation for the site and structures ofthghater-cooled,
land-based nuclear power plants. It may be useguiolance at
other types of nuclear facilities [ANS 2011].

Standard Type: ANSI/ANS-2.2-2002
Organization: ANSI; American Nuclear Society (ANS)
Classification: Operational guidelines

Electronic Data Interchange for
Administration, Commerce, and
Transport (EDIFACT)

Description: EDIFACT is an international electronic data
interchange (EDI) standard developed under theedritations
and has been adopted by ISO as the ISO stand&@®135.
The standard gives syntax rules for the preparationessages
to be interchanged between partners in the fidids o
administration, commerce, and transport. ISO/TS3002
(or Electronic Data Interchange for Administrati@gmmerce

and Transport (EDIFACT) — Rules for Generation &IX
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Scheme Files (XSD) on the Basis of EDI(FACT)
implementation guidelines), describes how to deXi. from
UN/EDIFACT Message Implementation Guides (MIGs)JIS
2011d].

Standard Type: 1ISO 9735-1:2002; ISO 9735-2:2002; ISO
9735-3:2002; 1ISO 9735-4:2002; 1ISO 9735-5:2002; &5G5-
6:2002; 1ISO 9735-7:2002; 1ISO 9735-8:2002; ISO 993H02;
ISO 9735-10:2002; ISO/TS 20625:2002

Organization; 1ISO

Classification: Domain-specific integration interface

Field Management Stations (FMS)
Part 1. Object Definitions for Signa
System Masters

—Description: This standard provides the vocabulary (comma
responses and information) necessary for traffinagament
and operations personnel to control, manage andonaignal
system masters. The standard also includes a ptotoc
requirements list (PRL) and a requirements tradigabiatrix
providing object conformity information [NTCIP 2011
Standard Type: NTCIP 1210:2009 Version 01.52
Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of
Transportation Engineers (ITE); National Electrical
Manufacturers Association (NEMA)

Classification: Domain-specific integration interface

nds,

IEEE Safety and Security Standard
Series

sDescription: The IEEE standards Association has prepared
three-volume Safety & Security standard seriessisathe
development of the organization’s safety, secuahd
emergency management plans where Volume 1 is @bitioal
infrastructure, Volume 2 is about computers anevagks, and
Volume 3 is about electrical systems. [IEEE 20116EE
2011e] [IEEE 2011f].
Standard Type: IEEE STDVU121; IEEE STDVU122; IEEE
STDVU123
Organization: IEEE
Classification: Operational guidelines

Information Technology —
Multimedia Content Description
Interface

Description: ISO/IEC 15938 is a family of standangisder the
general title ofnformation technology — Multimedia content
description interfaceprovides multimedia content description
interface including geographic. It consists of 8giesystems,
description definition language, visual, audio, tinukdia
description schemes, reference software, conforentsting,
and extraction and use of Multimedia Content Dgsicm
Interface(MPEG-7) description [ISO 2011b].

Standard Type: ISO/IEC 15938-1:2002, ISO/IEC 15938-
1:2002/Amd 1:2005/Cor 1:2005; ISO/IEC 15938-1:2@s/
1:2004; ISO/IEC 15938-1:2002/Cor 2:2005; ISO/IE@3G-
1:2002/Amd 1:2005; ISO/IEC 15938-1:2002/Amd 2:2006;
ISO/IEC 15938-2:2002; ISO/IEC 15938-3:2002; ISO/IEC
15938-4:2002; ISO/IEC 15938-5:2003; ISO/IEC 1593363;

ISO/IEC 15938-7:2003; ISO/IEC TR 15938-8:2002; IH0Q/
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15938-9:2005; ISO/IEC 15938-10:2005; ISO/IEC TR3%9
11:2005; ISO/IEC 15938-12:2008

Organization: 1SO; International Electrotechnical Commissign
(IEC)

Classification: Domain-specific integration interface

International Classification of Description: An official system of assigning codes to diagnoses
Diseases and procedures associated with hospital utilizafidre National
Center for Health Statistics (NCHS), the Federaihay
responsible for use of the International Statistlassification
of Diseases and Related Health Problem,r&Qision (ICD-10)
in the United States, has developed a clinical fieadion of the
classification for morbidity purposes. The ICD-$Quised to
code and classify mortality data from death cediies, having
replaced ICD-9 for this purpose as of January 2918CD-10-
CMis planned as the replacement for ICD-9-CM [CBi1 1a].
Standard Type: International Classification of Diseases,

10" Revision; Clinical Modification (ICD-10-CM)
Organization: World Health Organization (WHO); National
Center for Health Statistics (NCHS); Centers fordiMare and
Medicaid Services

Classification: Operational guidelines

National Weather Service (NWS) | Description: This NDS is the NWS Directives System. It

Directives System (NDS) translates the ideas, goals, or principles conthim¢he NWS
mission, vision, and strategic plan into actioratedl directives
[NOAA 2011].

Standard Type NWSI 10-517 2005
Organization: National Weather Service (NWS); NOAA
Classification: Domain-specific integration interface

National Highway Traffic Safety Description: The data dictionary, used to create the Nationa
Administration (NHTSA) Data Highway Traffic Safety Administration’s Uniform Ridospital
Dictionary Emergency Medical Services (EMS) Dataset, provides 400
definitions that can be implemented by an Emergéneglical
Services (EMS) system. Information provided in dieionary
includes name, definition, data type, medical rééoformation,
variables associated, relation to other nationt tls, data
provider, etc. [UIC 2011].

Standard Type: NHTSA Uniform PreHospital EMS Dataset
Version 2.2.1 (2006)

Organization: National Highway Traffic Safety Administration
(NHTSA)

Classification: Document format

National Infrastructure Protection | Description: The National Infrastructure Protection Plan (NIRP)
Plan (NIPP) is a coordinated strategy that defines criticalastructure and
key resources (CIKR) protection roles and respalitgls for
federal, state, local, tribal, and private secemusity partners.
The NIPP sets national priorities, goals, and neguénts for
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effective distribution of resources that will eralthe
government, economy, and public services to coatinuhe
event of a terrorist attack or other disaster. plaa provides
the unifying structure for the integration of a wichnge of
efforts for the enhanced protection and resilievfcthe Nation's
CIKR into a single national program [DHS 2009a].
Standard Type: The 2009 National Infrastructure Protection
Plan

Organization: Department of Homeland Security
Classification: Operational guidelines

Object Definitions for Actuated
Traffic Signal Controller Units

Description: A National Transportation Communications for
the Institute of Transportation Engineers (ITS)t&col
(NTCIP) standard where NTCIB a family of communication
protocols for traffic management devices. The stashdefines
the data elements and conformance requiremengfoated
traffic signal controllers (ASC) [NTCIP 2011]. Thiata in the
standard is defined using specifications from titernet, and
expresses a signal system’s operating parametexgjdnal
controls, and status information. Some of thesetfans
include: signal phases, detectors, coordinaticeemption,
upload and download, and block object data focieffit device
configuration.

Standard Type: NTCIP 1202:2005, Version 02
Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of Thraportation
Engineers (ITE); National Electrical Manufactur&ssociation
(NEMA)

Classification: Document format

Obiject Definitions for Closed Circui
Television (CCTV) Camera Control

t Description: This standard defines data elements required tq
control video cameras and also defines standardiaptt
Groups which can be used for conformance statenfidisIP
2011]. It provides the vocabulary — commands, reses and
information — necessary for traffic management @metrations
personnel to control, manage, and monitor camérases and
pan/tilt units. This standard contains object dééins to
support the functionality of these devices as dised
transportation and traffic monitoring applicatiofite standard
includes conformance group requirements and corsfoc
statements to support compliance with the standard.
Standard Type: NTCIP 1205:2001, Version 01.08
Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of
Transportation Engineers (ITE); National Electrical
Manufacturers Association (NEMA)

Classification: Document format

Object Definitions for Dynamic
Message Signs (DMS)

Description: This standard provides the vocabulary —
commands, responses, and information — necessatnaffic

management and operations personnel to advisenforchithe
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vehicle operators of current highway conditionaiking
dynamic message signs. A dynamic message sigly isigm
that can change the message presented to the viEueer
standard also includes a Protocol Requirementgélide,
standardized data exchange dialogs, a Requiremeatsability
Matrix, etc. [NTCIP 2011].

Standard Type: NTCIP 1203: 1997, Version 01.15
Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of
Transportation Engineers (ITE); National Electrical
Manufacturers Association (NEMA)

Classification: Document format

Object Definitions for Environmental Description: The standard provides the vocabulary —

Sensor Stations (ESS)

commands, responses, and information — necesgattyefo
management of environmental sensor stations, imgdudad
weather information systems (RWIS), air quality ribarmng
systems, and pavemdntatment systems (PTS) [NTCIP 2011
Standard Type: NTCIP 1204, Version 03

Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of
Transportation Engineers (ITE); National Electrical
Manufacturers Association (NEMA)

Classification: Document format

Object Definitions for

Transportation Sensor Systems (T$8)nctional requirements, and standardized dataesteand

Description: The standard defines the user needs and featu

message dialog definitions for Transportation SeBgstems
(TSS) [NCTIP 2011]. It provides the vocabulary -Aroands,
responses and information — necessary for trafioagement
and operations personnel to control, manage, amitono
transportation sensor system devices. These denidesle
smart inductive loop amplifiers, machine visionedddetection,
and microwave radar monitoring systems.

Standard Type: NTCIP 1209:2005, Version 01.19; NTCIP
1209, Version 2 (Recommended standard)

Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of
Transportation Engineers (ITE); National Electrical
Manufacturers Association (NEMA)

Classification: Document format

On-Board Land Vehicle Mayday
Reporting Interface

Description: This standard addresses the responsibilities of
vehicle in detecting and reporting the event asdediwith
either the intelligent vehicle itself or by theatiigent roadway
of the vehicle that is disabled or involved. It gcdbes a basic
methodology to uniformly incorporate whatever legbtata
reporting the vehicle supports (containing inforimagabout
both the vehicle condition and any occupant datad, transmits
this data to the response management agency itienbldy

standardized format, regardless of the transmissiedia used
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to effect the communications [SAE 2011a]. Thedéad is
intended for use by private industry (e.g., manwfias) and
public safety and emergency response agenciesg(at t
receiving/dispatching point) at local, state, antional levels.
Receiving devices are expected to be found at jmdalic
response dispatch points (primary safety answeringts).
Standard Type: SAE J2313

Organization: Society of Automotive Engineers (SAE)
International

Classification: Operational guidelines

Pandemic Phase Descriptions and
Main Actions by Phase

Description: This document defines pandemic phases and n
actions by phase. The pandemic phases include pha&epost
peak period, and post pandemic period [WHO 2011c]
Standard Type: WHO specification

Organization: World Health Organization (WHO)
Classification: Operational guidelines

nain

Practice for Metadata to Support
Archived Data Management Syster]

Description: This standard practice describes a hierarchical
neutline of sections and elements to be used inldpivey
metadata to support archived data management syistem
Specifically, the standard establishes the namesetddata
elements and compound elements to be used in ttzzlata, the
definitions of these metadata elements and compelamdents,
and suggested information about and examples ofahes that
are to be provided for the metadata elements. Stargdard is
applicable to various types of operational datéectéd by
intelligent transportation systems (ITS) and starean archived
data management system. Similarly, the standarclsarbe
used with other types of historical traffic andsportation data
collected and stored in an archived data managesyeteém
[ASTM 2011al].

Standard Type: ASTM E2468-05

Organization: ASTM International

Classification: Domain-specific integration interface

Protocol for the Assessment of
National Communicable Disease

Surveillance and Response Systemf national communicable disease surveillance systsith a

Guidelines for Assessment Teams

Description: This manual has been developed for World Hea
Organization (WHO) staff and partners carrying asgessment

national team. It will help WHO staff and consuttaguide a
group of national professionals through an assessofi¢he
overall structure and performance of surveillantévdies in a
Member State. This assessment should lead to dastiired
report and an agreed plan of action. The manual@lflines a
suggested reporting format with tables for impletagan plans
[WHO 2011d].

Standard Type: WHO/CDS/CSR/ISR/2001/2/EN
Organization: The World Health Organization (WHO)
Classification: Operational guidelines; Document format

lth
5
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Public Health Emergency Respons
Guide for State, Local, & Tribal
Public Health Directors

eDescription: The Public Health Emergency Response Guide
used for State, Local, and Tribal Public Healthebiors. The
guide is an all-hazards reference tool for healttigssionals
who are responsible for initiating the public hbaksponse
during the first 24 hours (i.e., the acute phas@nocemergency
or disaster. It also contains guidance that isiegiple to specifig
types of incidents, such as floods, earthquakebsaats of
terrorism [CDC 2011b].
Standard Type: Specification
Organization: The National Center for Environmental Health
(NCEH), Division of Emergency and Environmental Hea
Services (EEHS), the Centers for Disease Contiabl an
Prevention (CDC)
Classification: Operational guidelines

Radio Data System- Traffic Messag
Channel (RDS-TMC)

jDescription: The Traffic Message Channel (TMC) is a
technology for providing traffic and travel delaformation to
drivers. The complementary Radio Data System (RDS)
broadcasts digital information carrying TMC updatiesFM
radio waves. RDS-TMC is standardized under thd &
14819-series [ETSI 2011].

Standard Type: Industry specification

Organization: Traveler Information Services Assaociation
(TISA); 1ISO; European Committee for Standardization
Classification: Document format

Road Transport and Traffic
Telematics — Dedicate Short Range
Communication (DSRC) — DSRC
Application Layer

Description: The standard specifies the application layer cor|
which provides communication tools for applicatitmased on
dedicated short-range communication (DSRC) [ISO12D1
Standard Type: ISO 15628: 2007

Organization: ISO

Classification: Domain-specific integration interface

\1°4

SARS Risk Assessment and
Preparedness Framework

Description: This document sets out a framework of activitie
at national and international levels, that can $edito assess th
risk that SARS might recur and to prepare appropria
contingency plans. Modeled on WHO's influenza panide
preparedness plan, the framework adopts a phagpedaah in
which recommended activities escalate in line whithevolving
epidemiological situation. Phases are defined bijrdit
epidemiological criteria, such as the detectiopmradic cases
with no secondary spread, the establishment of hetmdauman
transmission, and evidence of international spféadO
2011e].

Standard Type: WHO/CDS/CSR/ARO/2004.2

Organization: The World Health Organization (WHO)
Classification: Operational guidelines

Sector-Specific Plans (SSPs)

Description: Sector-Specific Plans (SSPs) have been develd

D

for each of the identified critical infrastructusectors
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supporting the National Infrastructure ProtectitenRNIPP).
The Sector-Specific Plans (SSPs) detail the agjpitaf the
National Infrastructure Protection Plan (NIPP) nisknagement
framework to the unique characteristics and riskiszape of
each sector and provide the means by which the MIPP
implemented across all critical infrastructure &egl resources
(CIKR) sectors. Each Sector-Specific Agency devetban SSP
through a coordinated effort involving their puldind private
sector CIKR partners [DHS 2011b].

Standard Type: The Sector-Specific Plans for Agriculture an
Food; Banking and Finance; Communications; Defense
Industrial Base; Energy; Information Technologytiiaal
Monuments and Icons; Transportation Systems; angiVa
Organization: Department of Homeland Security
Classification: Operational guidelines

[oX

Simple Transportation Managemen
Framework (STMF)

tDescription: This standard describes the simple transportati
management framework used for managing and comiatimgc
information between management stations and tratatjom
devices. It covers integrated management of tratesjemn
networks, networking devices, and transportatie@csic
equipment attached to NTCIP-based networks [NTQIPL It
specifies a set of rules for processing, organiaimng
exchanging information between transportation asnte
(management applications) and transportation ecgripiftraffic
signal controllers, message signs, etc.) so theyxommunicate
with each other.

Standard Type: NTCIP 1101:1996; NTCIP 1101 Amendment

1

Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of
Transportation Engineers (ITE); National Electrical
Manufacturers Association (NEMA)

Classification: Domain-specific integration interface

Simple Transportation Managemen
Framework (STMF) Application
Profile

tDescription: This standard defines how to exchange data
between a management system and a field devicelheth
Simple Transportation Management Framework (STMH)is
standard includes mandatory requirements for imefging the
STMF, and optional and conditional requirements thay be
applicable in specific environments [NTCIP 2011].
Standard Type: NTCIP 2301:2001
Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of Thrgportation
Engineers (ITE); National Electrical Manufactur&ssociation
(NEMA)
Classification: Domain-specific integration interface

Smallpox Response Plan and
Guidelines

Description: This document outlines the public health strateg
that would guide the public health response to allpax

)

emergency and many of the federal, state, and padaic
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health activities that must be undertaken in a lpoaloutbreak
[CDC 2011c].

Standard Type: Smallpox Response Plan and Guidelines,
Version 3.0

Organization: Centers for Disease Control and Prevention
(CDC)

Classification: Operational guidelines

Specification for
Telecommunications and Informati
Exchange Between Roadside and
Vehicle Systems

Description: This standard describes a medium access cont
DI{MAC) and physical layer (PHY) specification forrefess

connectivity using dedicated short-range commuitnat

(DSRC) services. DSRC provides the foundation fearéety of

applications including vehicle safety, automatdtint,

enhanced navigation, traffic management and mamret

[ASTM 2011b].

Standard Type: ASTM E2213-03 (2010)

Organization: ASTM International

Classification: Domain-specific integration interface

Specifications for Archiving ITS-
Generated Traffic Monitoring Data

Description: This specification describes data elements and
schema for an archived data management systemtébigent
transportation system (ITS)-generated traffic mmnig data,
including conventional traffic monitoring data, datollected
directly from ITS systems, and travel-time datarfrprobe
vehicles. It establishes the names of the dataezieantheir
interrelationships, and their procedural definiiofhese
procedural definitions include data collection ingtentation
and methodology as well as recommended procedaires f
calculating traffic statistics [ASTM 2011c].

Standard Type: ASTM E2665-08

Organization: ASTM International

Classification: Domain-specific integration interface

Standard Classifications for Incider
Reporting and Fire Protection Data

tDescription: The specification provides a common language
and definitions for define and describe pre-inctden
environments, fire, and other emergency incidgrast-incident
damage assessments, and fire service data [NFPH.201
Standard Type: NFPA 901: 2011
Organization: National Fire Protection Association (NFPA)
Classification: Domain-specific integration interface;
Operational guidelines

Standard for a Fire Service Vehiclg
Operations Training Program

Description: It specifies the minimum requirements for a fire
service vehicle operations training program (exéepaircraft
and watercraft), including safety procedures fasthmembers
who drive or occupy fire service vehicles [NFPA 2D1
Standard Type: NFPA 1451: 2007

Organization: National Fire Protection Association (NFPA)
Classification: Operational guidelines
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Standard for Installation,
Maintenance, and Use of Emergen
Services Communications Systems

Description: The standard covers the installation, performan
cyperation, and maintenance of public emergencyicsyv

communications systems and facilities [NFPA 2011].

Standard Type: NFPA 1221: 2010

Organization: National Protection Association (NFPA)

Classification: Operational guidelines

Standard on Disaster/Emergency
Management and Business
Continuity Programs

Description: The standard provides a foundation for
disaster/emergency management planning and opesatitd
describes common elements, techniques, and pred®dsEA
2011].

Standard Type: NFPA 1600:2010

Organization: National Fire Protection Associat{bifrPA)
Classification: Operational guidelines

Standard on Emergency Services
Incident Management System
Overview

Description: The standard defines and describes the essent
elements of an incident management system thatqiesm
coordination among responding agencies [NFPA 2011].
Standard Type: NFPA 1561:2008

Organization: National Fire Protection Association (NFPA)
Classification: Domain-specific integration interface

al

Standard on Stored Electrical
Energy Emergency and Standby
Power Systems

Description: This Standard presents performance requireme
for Level 1 and Level 2 stored electric energy eiyst providing
an alternate source of electrical power in buildiagd facilities
in the event that the normal electrical power sediails. NFPA
111 also provides guidance for inspectors, desigiestallers,
manufacturers, and users of a stored emergencyrEupely
system (SEPSS) and to serve as a basis for comatiamic
between the parties involved. Systems covered diechower
sources, transfer equipment, controls, supervisquypment,
and accessory equipment needed to supply eleghaeedr to
selected circuits [NFPA 2011].

Standard Type: NFPA 111-2010

Organization: National Fire Protection Association (NFPA)
Classification: Operational guidelines

nts

Traffic and Travel Information (TTI)
— TTI via Transport Protocol Expert
Group (TPEG) Extensible Markup
Language (XML)

Description: ISO/TS 24530-1:2006 establishes the top-level
s“containers” for TPEG messages in XML and the commata
types that are used by tpegML applications (e ggptiML).
ISO/TS 24530-2:2006 establishes the XML encodinthef
method of Location Referencing used by TPEG apiitina.
ISO/TS 24530-3:2006 establishes the XML encodinthef
method of the Road Traffic Message application./TSD
24530-4:2006 establishes the XML encoding of théhoak of
the Public Transport Information application [ISQ12Db].
Standard Type: ISO/TS 24530-1:2006; ISO/TS 24530-2:20(
ISO/TS 24530-3:2006; ISO/TS 24530-4:2006
Organization: ISO

D6;

Classification: Domain-specific integration interface
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Traffic Management Center-to-
Center Communications

Description: The standard for Traffic Management Center-to
Center contains both a functional level data diwiy and a
message set and is designed to be independeny spanific
communications protocol. The data dictionary defiaeset of
data elements (Des) necessary to support datargyehathin
and among traffic management systems. Specifidallypvides
meta-attributes for each DE including definitioasrfantics)
and specific format (syntax) [IHS 2011].

Standard Type: AASHTO-ITE TM 2.1

Organization: U.S. Department of Transportation (DOT)
Classification: Document format

Transit Communications Interface
Profiles (TCIP)

Description: TCIP provides a library of information exchange
building blocks, to allow transit agencies and sitauppliers to
create standardized tailored interfaces [APTATQIR1L]. The
Transit Communications Interface Profiles (TCIRnstard
specifies the rules and terms for the automatetamnge of
information in transit applications such as opersi
maintenance, planning, management, and customece®r
TCIP is an interface standard whose primary purssedefine
standardized mechanisms for the exchange of infiioman the
form of data among transit business systems, stdrags
components, and devices.

Standard Type: APTA TCIP-S-01 3.0.3

Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of Traportation
Engineers (ITE); National Electrical Manufactur&ssociation
(NEMA)

Classification: Domain-specific integration interface

Transport information and control
systems — Traffic Impediment
Warning Systems (TIWS) — Systen]
Requirements

Description: This standard specifies system requirements fo
Traffic Impediment Warning Systems (TIWS). The mges of
the warning system are that information collectedh
infrastructure is automatically and quickly prowvid® vehicles
and reported to the traffic system operator, sacketican avoid
secondary accidents. This Technical Specificatimu$es on
closed circuit television (CCTV) cameras as thesees) to
detect traffic impediments using image processimd\ariable
message signs as the communication method to grovid
information to drivers [ISO 2011b].

Standard Type: ISO/TS 15624:2001

Organization: ISO

Classification: Operating guidelines

-

Transportation Management
Protocols (TMP)

Description: This standard defines a set of rules and serire
exchanging transportation management informatidwéxen
transportation management applications and equipimem
interoperable manner. TMP defines a composite eguiidin

layer protocol for the management of transportagignipment.
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The composite protocol consists of three compopeatbcols:
the Internet-standard Simple Network Managemerntioeod
(SNMP), the Simple Fixed Message Protocol (SFMRY, the
Simple Transportation Management Protocol (STMP)QNP
2011].

Standard Type: NTCIP 1103:2010 Version 02.17
Organization: American Association of State Highway and
Transportation Officials (AASHTO); Institute of
Transportation Engineers (ITE); National Electrical
Manufacturers Association (NEMA)

Classification: Domain-specific integration interface

D.4 — Incident Management Standards and Guidelines

This section identifies standards and guidelinas éhe potentially relevant to the development &3vi
applications for incident management systems. stdwedards and guidelines may include mechanisms and
formats for the interchange of data, data storggeeration of information displays, integration of

systems, and/or conceptualization and design adémt management M&S applications. Subsection 1
includes the standards that are specific to intcideanagement domain. The following subsectiorts lis
standards that are common across the homelandtgeqplications of M&S and focus on conceptual
modeling, distributed simulation, geographical infiation system (GIS), communications, and training
respectively.

Standard Title Overview

Advisory and Notification Markup | Description: The Open Security Organization is developing an
Language (ANML) Advisory and Notification Markup Language (ANML)NML
is an XML-based specification for describing adviss and
other types of notifications. ANML intends to sole
inconsistent use of terminology by software vendateir
advisories and make it easy for applications td thase
advisories. Although ANML will have its biggest imqt for
security advisories, it can be used for any typeatification
[OASIS 2010a].

Standard Type: Industry specification

Organization: Open Security Organization

Classification: Domain-specific Integration Interface

Common Biometric Exchange Description: The Common Biometric Exchange Formats
Formats Framework (CBEFF) Framework (CBEFF) describes the data elements s&gefor
biometric data interchange among proprietary appba
programs. It describes a set of data elements sage®
support biometric technologies in a common way.sEh#ata
elements can be placed in a single file used thange
biometric information between different system comgnts or
between systems themselves. The result promotes
interoperability of biometric-based application grams and
systems developed by different vendors by alloviimgnetric
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data interchange. Specifically, ANSI InternatioGaimmittee
for Information Technology Standards (INCITS) 3e@pgorts
multiple biometric data types (e.qg., fingerprirgcé, and voice
recognition.) and/or multiple biometric data blockghe same
biometric type. It also defines biometric data chjefor use
within smart cards and other tokens and describesron
fields for biometric features and the validity per[ANSI
2010].

Standard Type: ANSI INCITS 398-2008

Organization: American National Standards Institute (ANSI)
Classification: Domain-specific Integration Interface

Common Intrusion Detection
Signatures Standard (CIDSS)

Description: The purpose of the Common Intrusion Detectio
Signatures Standard (CIDSS) is to define a comnada fbrmat
for storing signatures from different intrusion elgiton systems,
CIDSS describes a common data format to represtarmation
contained in signatures of intrusion detectionayst, and
explains the rationale for using this common forritaie
proposed format is a dialect of the Extensible Markanguage
(XML) [OASIS 2010a].

Standard Type: CIDSS Version 05

Organization: CIDSS Development Group

Classification: Domain-specific Integration Interface

Critical Infrastructure Protection
Initiative (CIPI)

Description: The Open GIS Consortium (OGC) Critical
Infrastructure Protection Initiative (CIPI) is alsC
Interoperability Initiative designed to test theplgation of
interoperable technology to meet Critical Infrastaue
Detection, Prevention, Planning, Response, and\Rego
challenges. The Critical Infrastructure Protectioitiative
Phase 1, Requirement Set 2 (CIPI-1.2) is a pilojegt that
leverages the success of previous and ongoing @E&tives
to improve interoperability across communities thetd to
collaborate to detect, prevent, plan for, respan@nd recover
from natural and human threats to telecommunicatiomter
resources, oil and gas, government, transportatioergency
response, electric power and health services infrasre. A
collaborative effort, CIPI is being conducted iroadination
with federal, state, local government, commereiat] non-
government sponsors. CIPI will also identify requients for
new specifications to advance plug and play interalpility for
critical infrastructure protection. The work on CIP2 has
produced Draft Interoperability Reports [OGC 2010].
Standard Type: CIPI, Phase 1.2

Organization: Open GIS Consortium (OGC)
Classification: Operational Guidelines

Emergency Alert System-Common
Alerting Protocol (EAS-CAP)
Implementation Guide

Description: Public warnings intended for transmission over
Emergency Alert System (EAS) can be encoded in Camm
Alerting Protocol (CAP) messages in various waye EAS-

the

CAP Industry Group (ECIG) Implementation Guide (Sen
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1.0) has been compiled in light of the draft OASISP v1.2
specification and the Integrated Public Alert andridihg
System (IPAWS) CAP-EAS Profile v1.0, as well astbsults
of a public comment period on the prior draft Impéntation
Guide. The guide is intended to further reducasd
uncertainty in how an alert will be presented ® phiblic via
CAP-EAS, so that originators and distributors efrd can
deliver the intended message to the public, regasdbf the
vendors or platforms involved [ECIG 2010].

Standard Type: ECIG-1G-1.0

Organization: EAS-CAP Industry Group (ECIG)
Classification: Operational Guidelines

Emergency Management Standard

Description: The Emergency Management Standard by the
Emergency Management Accreditation Program (EMAP) i
designed as a tool for continuous improvement asgpa
voluntary accreditation process for local and staergency
management programs. EMAP makes no representation o
guarantee as to the efficacy of any program asutref use of
or compliance with the standards contained heENMAP
makes no guarantee or warranty as to the compksaie
information in this document, and EMAP expressictiims
liability for any personal injury or damages of argture
resulting from the publication, use of, or reliameethis
document. Standard language has been developedjtheo
series of collaborative workshops and committee and
commission meetings [EMAP 2010].

Standard Type: EMAP Standard, September 2007
Organization: Emergency Management Accreditation Progrg
(EMAP)

Classification: Domain-specific Integration Interface

M

FEMA Comprehensive Preparedneg
Guide

sBescription: The Federal Emergency Management Agency
(FEMA) Comprehensive Preparedness Guide providesrge
guidelines on developing Emergency Operations REEG8S).
It promotes a common understanding of the fundaateof
planning and decision making to help emergencynaesn
examine a hazard and produce integrated, coordinael
synchronized plans. This Guide helps emergency gesan
State, Territorial, Local, and Tribal governmemtsheir efforts
to develop and maintain a viable all-hazard EORMRE
2010al].
Standard Type: CPG 101
Organization: Federal Emergency Management Agency
(FEMA)
Classification: Operational Guidelines

Global Justice XML Data Model
(GIXDM)

Description: The Global Justice XML Data Model (GIJXDM) i
an XML standard designed specifically for crimipatice
information exchanges, providing law enforcemenblie

(7]

safety agencies, prosecutors, public defendersthenjidicial
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branch with a tool to effectively share data arfdrimation in a
timely manner. There are three primary parts taGi¥DM: the
Data Dictionary (identifying content and meanirtgg Data
Model (defining structure and organization), anel @omponent
Reuse Repository [OJP 2010].

Standard Type: Global JXDM Version 3.0.3
Organization: U.S. Department of Justice (DOJ)
Classification: Domain-specific Integration Interface

Incident Command System (ICS)
Model Procedures Guider
Incidents Involving Structural Fire
Fighting, High Rise, Multi Casualty
Highway, & Managing Large-Scale
Incidents Using NIMS-ICS

Description: This manual combines the information from four

existing National Incident Management System Cadngor
(NIMSC) Model Procedures Guides, plus new inforomatin
managing large-scale incidents, into one comprehensIMS-
compliant book. As with all NIMSC model procedurtss
information was developed and approved by a broadpgof
national experts on these topics. The manual irslixsic
information on the National Incident Managementt&ys
(NIMS) ICS and then detailed information on hovafiply it to
structure fires, high-rise fires, major EMS incitemoadway
incidents, and large-scale incidents of all tydéss includes
concepts such as unified command, area command, joi
operations centers (JOC), multi-agency coordinatemters
(MACC) and much more. This is the definitive tertthe
application of NIMS ICS to common types of emergenc
incidents [NIMCS 2010a].

Standard Type: Incident Command System (ICS) Model
Procedures Guide for Incidents Involving Structiriaé
Fighting, High Rise, Multi Casualty, Highway, & Maging
Large-Scale Incidents Using NIMS-ICS, Book 1 — Hidition
Organization: National Incident Management System
Consortium (NIMSC)

Classification: Operational Guidelines

Incident Command System (ICS)
Model Procedures Guide f@pecial
Operations - Incidents Involving
Hazardous Materials/WMD,
Structural Collapse, Wildland, and
Managing Large-Scale Incidents
Using NIMS-ICS

Description: This manual combines the information from thre
existing National Incident Management System Cangor
(NIMSC) Model Procedures Guides, plus new inforomatin
managing large-scale incidents, into one comprebensIMS-
compliant book. As with all NIMSC model procedurtss
information was developed and approved by a broadpgof
national experts on these topics. The manual irslirsic
information on NIMS Incident Command System (IC8Jl ghen
detailed information on how to apply it to wildlartthzardous
materials, urban search and rescue structuralpsaljand large;
scale incidents of all types. This includes congespich as
unified command, area command, joint operationsecen
(JOC), multi-agency coordination centers (MACC)J amuch
more [NIMCS 2010b].

Standard Type: Special Operations - Incidents Involving
Hazardous Materials/WMD, Structural Collapse, Witdl, and
Managing Large-Scale Incidents Using NIMS-ICS, B@ok

e

First Edition
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Organization: National Incident Management System
Consortium (NIMSC)
Classification: Operational Guidelines

Incident Object Description and
Exchange Format (IODEF)

Description: The Incident Object Description Exchange Forn
(IODEF) is a format for representing computer sigur
information commonly exchanged between Computeui$gc
Incident Response Teams (CSIRTS). It provides ldih X
representation for conveying incident informati@noss
administrative domains between parties that havepanational
responsibility of remediation or a watch-and-waghaver a
defined constituency. The data model encodesrirdtion
about hosts, networks, and the services runnirthese
systems; attack methodology and associated foremglence;
impact of the activity; and limited approachesdocumenting
workflow [OASIS 2010a].

Standard Type: Industry specification

Organization: Internet Engineering Task For@&TF)
Extended Incident Handling (INCH) Working Group
Classification: Domain-specific Integration Interface

nat

Intrusion Detection Message
Exchange Format (IDMEF)

Description: The purpose of the Intrusion Detection Messags
Exchange Format (IDMEF) is to define data formaid a
exchange procedures for sharing information ofra@steto
intrusion detection and response systems, andeto th
management systems, which may need to interacttiagtm.
The IDMEF data model is an object-oriented repregeEm of
the alert data sent to intrusion detection managgiatrusion
detection analyzers. The data model defines suptass$es that
accommodate the differences in data sources ammaigzars.
In particular, the notions of source and targetlieralert are
represented by the combination of Node, Processicgeand
User classes [OASIS 2010a].

Standard Type: IDMEF

Organization: Internet Engineering Task For@&TF)

Intrusion Detection Exchange Format Working Group
Classification: Domain-specific Integration Interface

Managing Hazardous Material
Incidents (MHMIs)

Description: The Managing Hazardous Material Incidents
(MHMIs) series was developed to provide emergeneglinal
services (EMS) personnel and hospital emergencarttepnts
(EDs) with the necessary guidance to plan for,ienaiove their
ability to respond to, incidents that involve hunexposure to
hazardous materials. The guidelines inform emenrgenc
personnel how to appropriately decontaminate, ,teeat
recommend follow-up care to exposed persons, dsaweéhke
measures to protect themselves. The MHMI serietagoB
volumes: “Emergency medical services: A planninglgdor
the management of contaminated patients;” “Hobkpita
emergency departments: A planning guide for theagament

of contaminated patients;” and “Medical managengeindelines
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(MMGs) for acute chemical exposures” [ATSDR 2010].
Standard Type: ATSDR MHMIs Version 2001
Organization: The Agency for Toxic Substances and Disease
Registry (ATSDR)

Classification: Operational Guidelines

Mass Casualty Event PreparednessDescription: This document is an interim planning guidance for
and Response preparedness and response to a mass casualtyesalting
from terrorist use of explosives. It includes aalliggion of
system-wide and discipline-specific challenges ab as
recommended solutions to address these challefides.
proposed solutions for the discipline-specific tdrades have
been incorporated into easy to use templates #massist
various disciplines in managing surge needs farie$. [CDC
2010].

Standard Type: Government document

Organization: The Centers for Disease Control and Prevention
(CDC)

Classification: Operational Guidelines

Model Procedures Guide for Description: Model Procedures Guide for Highway Incidents|is
Highway Incidents a document that guides application of the Incidéahagement
System (IMS) to events occurring on these high+vau
roadways. The Guide addresses command structures fo
potential events ranging from parades to hazm#ssiié idea is
that the IMS is adaptable enough to handle incglaatsmall as
a single-car breakdown and as large as a majoemnétdrm.
The guide discusses the factors involved in: pliog
emergency services and unblocking traffic as qyiekl
possible; protecting incident responders and thiosker their
care from moving vehicles; protecting other motsris
passengers and cargo from incident hazards; ailit the
movement of emergency vehicles to and from theescamd
facilitating traffic flow past the incident and tughout the areq
[DOT 2010].

Standard Type: Government document

Organization: National Fire Service Incident Management
System Consortium (NFSIMSC), U.S. Department of
Transportation

Classification: Operational Guidelines

National Emergency Description: The National Emergency Communications Plan
Communications Plan (NECP) is a strategic plan that sets goals andiftenkey
national priorities to enhance governance, planri&zhnology,
training and exercises, and disaster communicatiapabilities.
The NECP provides recommendations including milessao
help emergency response providers and relevantgoeat
officials make measurable improvements in emergency
communications over the next three years [DHS 2D10b
Standard Type: NEPC, July 2008

Organization: U.S. Department of Homeland Security (DHS
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Classification: Operational Guidelines

National Incident Management
System (NIMS)

Description: The National Incident Management System
(NIMS) provides a systematic, proactive approacuioe
departments and agencies at all levels of goverimen
nongovernmental organizations, and the privateoséatwork
seamlessly to prevent, protect against, respongd¢oyer from,
and mitigate the effects of incidents, regardldssaase, size,
location, or complexity, in order to reduce theslo$ life and
property and harm to the environment [FEMA 2010b].
Standard Type: National Incident Management System,
December 2008

Organization: U.S. Department of Homeland Security (DHS
Classification: Operational Guidelines

National Preparedness Guidelines

Description: The Guidelines, including the supporting Target
Capabilities List, supersedes the Interim Natidhra&paredness
Goal and defines what it means for the Nation tprepared for
all hazards. There are four critical elements ef@uidelines:
National Preparedness Vision, National Planningh&gdes,
Universal Task List (UTL), and Target Capabilitieést (TCL)
[FEMA 2010c].

Standard Type: National Preparedness Guidelines, Septeml;
2007

Organization: U.S. Department of Homeland Security (DHS
Classification: Operational Guidelines

her

National Response Framework

Description: The National Response Framework presents th
guiding principles that enable all response pastt@prepare
for and provide a unified national response tosiesg and
emergencies - from the smallest incident to thgdstr
catastrophe. The Framewaktablishes a comprehensive,
national, all-hazards approach to domestic incidesponse
[FEMA 2010d].

Standard Type: National Response Framework, January 20
Organization: U.S. Department of Homeland Security (DHS
Classification: Operational Guidelines

D8

National Strategy for Homeland
Security

Description: The National Strategy for Homeland Security
guides, organizes, and unifies our Nation's honuetaturity
efforts. The 2008 Strategic Plan serves to foces th
Department’s mission and sharpen operational éffauess,
particularly in delivering services in support offartment-
wide initiatives and the other mission goals. #ritifies the
goals and objectives by which we continually assess
performance. The Department uses performance mesagtiall
levels to monitor our strategic progress and progsaccess.
This process also keeps the Department’s priowtigsed,
linking programs and operations to performance onress

mission goals, resource priorities, and stratebjeaiives [DHS
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2010c].

Standard Type: National Strategy for Homeland Security,
September 16, 2008

Organization: U.S. Department of Homeland Security (DHS
Classification: Operational Guidelines

New Guide for School Preparednes
and All Hazard Response

sDescription: The guide covers concepts, principles, and bes
practices for all-hazards integrated emergency gemant
programs in preparedness, prevention, mitigatiesponse, and
recovery for schools and school districts in prapan and
response to a natural or man-caused incident [AQUML].
Standard Type: ASTM WK8908 (Work Item)
Organization: ASTM International
Classification: Operational Guidelines

Preparing for a Terrorist Bombing:
A Common Sense Approach

Description: This document focuses on common sense
principles that will be useful in a bombing eve@D[C 2010q].
Standard Type: Government document

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Really Simple Syndication (RSS)

Description: Really Simple Syndication (RSS) is a family of
web feed formats used to publish frequently updateidks,
such as blog entries, news headlines, audio, atabyin a
standardized format. An RSS document includesofull
summarized text, plus metadata such as publiskitesdnd
authorship. Web feeds benefit publishers by |ettiregm
syndicate content automatically. They benefit readdio want
to subscribe to timely updates from favored websiteto
aggregate feeds from many sites into one place BRBRD
2010].

Standard Type: RSS 2.0

Organization: RSS Advisory Board

Classification: Domain-specific Integration Interface

Standard Classification for Search
and Rescue Dog Crew/Teams

Description: The Standard Classification for Search and Res
Dog Crew/Teams covers the aid of search and resanegers
in ordering resources for search and rescue intiderd to aid
dog handlers in communicating the types of taskedvhich
they and their dogs have trained. This classificeis intended
as a supplement to the resource typing specificatnd the
Incident Command System and specifically as a mefatyping
search and rescue dog resources. This classificatguitable
for classifying dog resources for a wide varietyofergency
management purposes including both search andeescllaw
enforcement incidents [ASTM 2011].

Standard Type: ASTM F1848-98 (2005)

Organization: ASTM International

cue

Classification: Operational Guidelines
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Standard for Installation,
Maintenance, and Use of Emergen
Services Communications Systems

Description: The Standard for Installation, Maintenance, and
cYse of Emergency Services Communications Systenerso
the installation, performance, operation, and negiatce of
public emergency services communications systems an
facilities. It is not intended as a design speatfian manual or
an instruction manual. The standard covers systkatseceive
alarms from the public, e.g., 9-1-1 services systamd
communications centers, and retransmits those alarm
response agencies. It also provides requirementiispatching
systems and establishes a level of performancetenguality of
installations for emergency communication systdehsments
of these systems may include communications cersigrsal
wiring, emergency response facilities, operaticrgers,
telephones, dispatching systems, computer-aideaidising,
and public alerting systems. Other operations aa/ender this
standard include system testing, record keepirigyark
security, and redundancy [NFPA 2011].

Standard Type: NFPA 1221-2010

Organization: The National Fire Protection Association
(NFPA)

Classification: Operational Guidelines

Standard Guide for Developing a
Hazardous Materials Training
Curriculum for Initial Response
Personnel

Description: This guide summarizes the typical contents of 3
course to aid emergency response team trainingni@a#ons in
selecting important subjects for inclusion in erigtor new
training programs. It covers a format for a hazasdmaterials
spill initial response team training curriculum [A& 2011].
Standard Type: F1011 - 07

Organization: ASTM International

Classification: Operational Guideline

Standard Guide for Using the
Incident Command System

Framework in Managing Search an
Rescue Operations

Description: This Standard Guide for Using the Incident
Command System Framework in Managing Search ancuiges
dOperations covers the use of the Incident Commastesh
(ICS), as developed in the National Incident Managyet
System (NIMS) in 2004, as the management frameWaorrk
search and rescue (SAR) operations. Except aswifiger
specified herein, the methods and requirementsi®ftandard
also include NIMS, ICS, and National Response Freorie
(NRF) requirements, when required, for search asdue
personnel that deploy within the United States ofetica. The
ICS may be used outside of the United States foragiag SAR
operations, users of this standard need to be axfatber
incident management requirements, guidelines, ipslic
procedures, and protocols within the area of ICR ®ferationg
[ASTM 2011].

Standard Type: ASTM F1422 - 08

Organization: ASTM International

Classification: Operational Guidelines

183



Standard on Disaster/Emergency
Management and Business
Continuity Programs

Description: This standard establishes a common set of crite
for disaster/emergency management and businessgiont
programs. Specifically, this standard provides
disaster/emergency management and business continui
programs the criteria to assess current progrartsagvelop,
implement, and maintain aspects for preventionigation,
preparation, response, and recovery from emergenties
standard applies to public, nongovernmental, aivéifar entities
[NFPA 2011].

Standard Type: NFPA 1600 (2007)

Organization: National Fire Protection Association (NFPA)
Classification: Operational Guidelines

ria

Standard on Emergency Services
Incident Management System

Description: This standard establishes the minimum
requirements for an incident management systere tesbd by
emergency services to manage all incidents/plaeredts.
Requirements are established for operating systems,
implementation, and communications. Furthermore standard
provides a description of key positions and rolékiwthe
incident management system, including the functadrtbe
Incident Commander, Command Staff, Operations, ity
Logistics, and Finance/Administration. The standzs®d
addresses requirements for multi-agency coordinatial
training and staffing for Incident Management TedNBPA
2011].

Standard Type: NFPA 1561 (2008)

Organization: National Fire Protection Association (NFPA)
Classification: Operational Guidelines

Standard on Fire Department
Occupational Safety and Health
Program

Description: The Standard on Fire Department Occupationa
Safety and Health Program standard contains minimum
requirements for a fire—service-related occupatieatety and
health program. The standard specifies safety recpants for
those members involved in rescue, fire suppressimergency
medical services, hazardous materials operatipesja
operations, and related activities. It covers eténg from
training, vehicles, and equipment to protectiveltiay,
emergency operations, and incident stress [NFPAJ201
Standard Type: NFPA 1500 - 2007

Organization: National Fire Protection Association (NFPA)
Classification: Operational Guidelines

Tsunami Warning Markup Languag
(TWML), Cyclone Warning Markup
Language (CWML)

eDescription: The goal of the Tsunami Warning Markup
Language (TWML) and the Cyclone Warning Markup Lizege
(CWML) is to facilitate various kinds of automateabcessing,
such as rapid dissemination to people in affectedsa
aggregation of warning information, and interopditghwith
geo-spatial systems through the use of Geographiuga
Language (GML) elements. The languages are alsgrabebto
be used in conjunction with OASIS standards sudhas

Emergency Data eXchange Language Distribution Eitme
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(EDXL-DE) and the Common Alerting Protocol (CAP)4ASIS
2010b].

Standard Type: CWML Version 1.0; TWML Draft
Organization: National ICT Australia (NICTA)
Classification: Domain-specific Integration Interface

Vehicular Emergency Data Set
(VEDS)

Description: The Vehicular Emergency Data Set (VEDS) is a
XML-based data standard that determines usefutstidal
elements needed to prove an efficient emergenppnss to
vehicular emergency incidents. The Protocol idegi€rash ang
medical data elements [OASIS 2010b].

Standard Type: VEDS Version 2.0

Organization: ComCARE Alliance

Classification: Domain-specific Integration Interface

N

D.5 — Healthcare Systems Standards and Guidelines

This section identifies standards and guidelinas dine potentially relevant to the development &Svapplications
for healthcare systems. The standards and guédetiray include mechanisms and formats for thedhgerge of
data, data storage, generation of information digglintegration of systems, and/or conceptuatinadind design of

healthcare M&S applications.

Standard Title

Overview

After a Terrorist Bombing: Health
and Safety Information for the
General Public

Description: A document contains “Immediately after the
event” and “Hours or days after the event” for adppeople
who have been affected by the blast and will previddated
information as soon as they learn more [CDC 2010a].
Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

Bioterrorism Readiness Plan: A
Template for Healthcare Facilities

Description: A Bioterrorism Readiness Plan to serve as a
reference document and initial template to fad#ifareparation
of bioterrorism readiness plans for individual itugtons [CDC
2010r].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC), The Association for Professionals in InfentiControl
and Epidemiology (APIC) Bioterrorism Task Force
Classification: Operational guidelines

Business Continuity/Disaster
Recovery Plan

Description: The business continuity/disaster recovery plan
to identify the most critical information needs fmtient care,
treatment, and services and business processeteimipact
on the hospital if these information systems weregly
interrupted. The plan identifies alternative mefamgprocessing
data, providing for recovery of data, and returrtmgormal

%)

operations as soon as possible [JCAHOSTD 2010].
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Standard Type: IM.2.30 (2008)
Organization: The Joint Commission
Classification: Operational guidelines

Common Biometric Exchange
Formats Framework (CBEFF)

Description: The standard specifies a common set of data
elements necessary to support multiple biometdbrtelogies
and to promote interoperability of biometric-basggblication
programs and systems by allowing for biometric @dxizhange.
These common data elements can be placed in & ileglre-
cord, or data object used to exchange biometrarinmétion
between different system components and applicatibnis
standard specifies the biometric data elements |A0%0].
Standard Type: ANSI INCITS 398-2008

Organization: American National Standards Institute (ANSI)
Classification: Document Format

Communicating in the First Hours
for Anthrax: Short and Extended
Messages

Description: These messages can be used by public health
officials during the first hours after a suspec@athrax
emergency. The short messages include essentiaafion to
help minimize the immediate risk to the public framattack.
The extended messages also include general infomtatgt
can be used as a resource for officials in devetppiessages
tailored to a specific situation [CDC 2010c].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

Community-Based Mass
Prophylaxis: A Planning Guide for
Public Health Preparedness

Description: Planning guide to help state, county, and local
officials meet federal requirements to preparepfdslic health
emergencies [AHRQ 2011a]. Outlines five componehtaass
prophylaxis response to epidemic outbreaks. Addeess
dispensing operations using a comprehensive opagdti
structure for Dispensing/Vaccination Centers (DVRa3ed on
the National Incident Management System (NIMS).
Standard Type: N/A

Organization: The Agency of Healthcare Research & Quality
(AHRQ)

Classification: Operational guidelines

Digital Imaging and
Communications in Medicine
(DICOM)

Description: A specification for exchange of radiology image|
and other medical information between computdtsenables
digital communication between diagnostic and theuéip
equipment and systems from various manufacturd@OM is

a global Information-Technology that is used irtuétly all
hospitals worldwide. Its current structure is dasidjto ensure
the interoperability of systems to produce, stdigplay,
process, send, retrieve, query or print medicabisaand
derived structured documents as well as to marelgeed

(7]

workflow [NEMA 2010].
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Standard Type: DICOM 3.0

Organization: American College of Radiology (ACR), and
National Electrical Manufacturers Association (NEMA
Classification: General purpose integration interfaces

Disaster Privileges

Description: A plan that identifies the option to grant priviésg
during disaster situations to doctors and othenked
practitioners [JCAHOSTD 2010].

Standard Type: MS.4.110; HR.4.35

Organization: The Joint Commission Resources
Classification: Operational guidelines

Drawing Interchange File (DXF)
Formats

Description: The DXF format is a tagged data representatior
all the information contained in an AutoCAD drawifilg.
Tagged data means that each data element in¢hs fireceded
by an integer number that is called a group codgrolip code’s
value indicates what type of data element folloWss value
also indicates the meaning of a data element ffiven object
(or record) type. Virtually all user-specified imfoation in a
drawing file can be represented in DXF format [AUDESK
2010]. DXF can be used for exchange of radiologyges and
other medical information between computers.

Standard Type: AutoCAD 2009, v.u.23.1.01

Organization: Autodesk, Inc.

Classification: General purpose integration interfaces

Emergency Electrical Power Sourc

e Description: A plan that describes the requirements of a
hospital's emergency power system [JCAHOSTD 2010].
Standard Type: EC.7.20
Organization: The Joint Commission Resources
Classification: Operational guidelines

Emergency Management Drills

Description: A plan that describes a hospital’'s approach to
conduct drills to test emergency management [JCAHDS
2010].

Standard Type: EC.4.20

Organization: The Joint Commission Resources
Classification: Operational guidelines

Emergency Management Planning

Description: An emergency management plan that
comprehensively describes the approach to emeggeicthe
hospital or its community [JCAHOSTD 2010].

Standard Type: EC.4.10

Organization: The Joint Commission Resources
Classification: Operational guidelines

Environment of Care Crosswalk

Description: The Joint Commission Resources, a not-for-pra
affiliate of The Joint Commission, released the iEomment of
Care Crosswalk. The 2012 Crosswalk of the Joint @msion

Environment of Care Standards for Hospitals hetgsphals to
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simplify their compliance activities and recognizlen there is
a duplication of requirements between the com@6t Joint
Commission Environment of Care , Emergency Managéme
and Life Safety (LS) standards and elements obpednce for
hospitals and their comparable Centers for Medi&are
Medicaid, Occupational Safety and Health Adminisbra
(OSHA), National Fire Protection Association (NFRAN the
Environmental Protection Agency (EPA) regulatidd€R
2011].

Standard Type: 2012 Crosswalk of the Joint Commission
Environment of Care Standards for Hospitals

Organization: The Joint Commission Resources
Classification: Operational guidelines

Facts About the Laboratory
Response Network

Description: Description of the network of labs that respond
biological & chemical terrorism. In 1999, the Centéor
Disease Control and Prevention (CDC) established th
Laboratory Response Network (LRN). The LRN'’s puspissto
run a network of labs that can respond to bioldgical
chemical terrorism, and other public health emetcgen The
LRN has grown since its inception. It now includéste and
local public health, veterinary, military, and imational labs.
This fact sheet provides a brief description of tRN, and how
it works [CDC 2010s].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

fo

Guidance for Public Health

Departments and Clinicians Caring
for Individuals Who May Have Bee
Recently Exposed to Polonium -21

Description: Clinical guidance recommendations for public
health departments and clinicians to care peopte why have
nbeen recently exposed to Polonium -210 (Po-210}21 is

D considered to be one of the most hazardous radieangterials
known, but it must be inhaled or ingested to eierxic
effects. It is found naturally in the environmesmd the general
population is internally contaminated with smalt measurable
amounts of it on a regular basis through food, wated air
[CDC 2010u].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

Guidance on Initial Responses to a
Suspicious Letter/Container With a
Potential Biological Threat

Description: Guidelines for local responders, based on
existing procedures, on the initial response tetst packages,
or containers containing suspicious powders, liguod other
materials [DHS 2010e].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC), Federal Bureau of Investigation (FBI), Depent of

Homeland Security (DHS)
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Classification: Operational guidelines

Guidelines for Handling Decedents
Contaminated with Radioactive
Materials

Description: Detonation of a nuclear weapon or activation of]
radiological dispersal device could cause radigabti
contaminated decedents. These guidelines are aelsign
address both of these scenarios. They could alapfeable in
other instances where decedents’ bodies are camaseni with
radioactive material (e.g., reactor accidents,Sppartation
accidents involving radioactive material, or thectiiarge of a
decedent from a hospital after injection or impdaioin of a
radiopharmaceutical). These guidelines suggest Veays
medical examiners, coroners, and morticians to wéhlloose
surface contamination, internal contamination,twepnel on or
in decedents’ bodies [CDC 2010v].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

a

Health informatics — Genomic
Sequence Variation Markup
Language (GSVML)

Description: ISO 25720:2009 is applicable to the data excha
format that is designed to facilitate the exchaoigde genomic
sequence variation data around the world, withordirfig
change of any database schema. From an informatics
perspective, GSVML defines the data exchange fobased on
XML. The scope of ISO 25720:2009 is the data exghan
format, but the database schema itself is outsidestope of this
International Standard. From a biological poinviefv, all
genetic sequence variations are taken into coratidarand are
within the scope of this International Standardilevh
polymorphisms, especially single nucleotide polyphism
(SNP), are the main focus of this Internationah8tad [ISO
2011b].

Standard Type: ISO 25720:2009

Organization: ISO

Classification: Domain-specific integration interface

Health Insurance Portability and
Accountability Act (HIPAA)

Description: The Health Insurance Portability and
Accountability Act (HIPAA) is a federal law thatgorides rights
and protections for participants and beneficianegoup health
plans. HIPAA includes protections for coverage urgteup
health plans that limit exclusions for preexistaunditions;
prohibit discrimination against employees and depets based
on their health status; and allow a special opmitgtio enroll

in a new plan to individuals in certain circumstesi¢DOL
2010]. The Administrative Simplification provision$the
Health Insurance Portability and Accountability AEt1996
(HIPAA, Title 1) required the Department of Healtihd Human
Services (HHS) to establish national standardslstronic
health care transactions and national identifierpfoviders,
health plans, and employers. As the industry imgemented

nge

these standards, and increased the use of electtata
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interchange, the Nation’s health care system \eitldme
increasingly effective and efficient [HHS 2010a].
Standard Type: HIPAA of 1996 (P.L.104 — 191)
Organization: Department of Health and Human Services
(HHS)

Classification: Operational guidelines

Health Insurance Portability and
Accountability Act (HIPAA) Security
Rule

Description: The HIPAA Security Rule establishes national
standards to protect individuals’ electronic peeddrealth
information that is created, received, used, onta#ied by a
covered entity. The Security Rule requires appeteri
administrative, physical and technical safeguasdssure the
confidentiality, integrity, and security of eleatiio protected
health information [HHS 2010b].

Standard Type: HIPAA Security Rule 164.308 (a)(7)(i)
Organization: National Institute of Standards and Technolog
(NIST)

Classification: Operational guidelines

Health Level Seven (HL7) Standarg

jDescription: Health Level Seven is one of several American
National Standards Institute (ANSI) —accreditech8tads
Developing Organizations (SDOs) operating in thaltheare
arena. Health Level Seven’s domain is clinical and
administrative data [HL7 2010]. HL7 standards aedufor the
exchange, management, and integration of electimatthcare
information.
Standard Type: ANSI/HL7 V2 XML-2003; ANSI/HL7 V2.5-
2003; ANSI/HL7 V3 DSR, R1-2005, ..... ANSI/HLBWM,
R1-2005; ANSI/HL7 V3 CR, R3-2005; ANSI/HL7 V3 MFRI,
R1-2006
Organization: Health Level Seven (HL7); American National
Standards Institute (ANSI)
Classification: Domain-specific integration interfaces

Infection Control

Description: A plan that is used by the hospital to responchtg
influx, or the risk of an influx, of infectious pants
[JACHOSTD 2010].

Standard Type: 1C.6.10

Organization: The Joint Commission Resources
Classification: Operational guidelines

Interim Guidelines for Hospital
Response to Mass Casualties from
Radiological Incident

Description: The guidance focuses on six key areas: (1)
anotification and communication, which emphasizes th
importance of hospitals working with their commigstand
public health agencies on developing emergency aamgation
plans; (2) triage; (3) patient management, inclgdin
decontamination, treatment, care of special pojouist
discharge and follow up, and patient mental headticerns; (4)
healthcare provider protection, including staffrinag and

practitioner mental health concerns; (5) survedigrand (6)
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community planning [CDC 2010w].
Standard Type: N/A

Organization: the Centers for Disease Control and Preventig
(CDC)

Classification: Operational guidelines

n

Interim Life Safety Measures (ILSM

)Description: Guidelines for Design and Construction of
Hospital and Health Care Facilities to minimize pessibility
of injury or damage due to fire, smoke & fumesptiter threat.
ILSM are health and safety measures that are qlaie to
protect the safety of patients, visitors, and stdfb work in the
hospital [BMET 2010].

Standard Type: ILSM
Organization: The Joint Commission Resources
Classification: Operational guidelines

Interim Recommendations for
Firefighters & Other First
Responders for the Selection & Us
of Protective Clothing & Respirator
Against Biological Agents

Description: This interim statement of selection and use of
protective clothing and respirators against biaabagents is
e based on current understanding of the potentiabtkrand

5 existing recommendations issued for biological sels The
approach to any potentially hazardous atmospheckiding
biological hazards, must be made with a plan thdtides an
assessment of hazard and exposure potential, atsyir
protection needs, entry conditions, exit routes, an
decontamination strategies [CDC 2010x].

Standard Type: N/A

Organization: The Centers for Disease Control and Prevention
(CDC)

Classification: Operational guidelines

International Classification of
Diseases

Description: The International Classification of Diseases (IC
is designed to promote international comparabhititihe
collection, processing, classification, and presgon of
mortality statistics. This includes providing arfat for
reporting causes of death on the death certifiddte.reported
conditions are then translated into medical coldesugh use of
the classification structure and the selectionrandification
rules contained in the applicable revision of G®] published
by the World Health Organization. These codingsieprove
the usefulness of mortality statistics by givingfprence to
certain categories, by consolidating conditionsl by
systematically selecting a single cause of deatim fa reported
sequence of conditions. The single selected caugabfulation
is called the underlying cause of death, and theratported
causes are the non-underlying causes of deathcdrnbination
of underlying and non-underlying causes is the iplelicauses
of death. The ICD has been revised periodicaliptorporate
changes in the medical field. To date, there haenti0
revisions of the ICD. [CDC 2010y].

Standard Type: ICD-10; ICD-10-CM (ICD-10 Clinical

Modification)
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Organization: The National Center for Health Statistics
(NCHS); Centers for Medicare and Medicaid Services
Classification: Operational guidelines

Introductory Resource Guide for
Implementing the Health Insurance
Portability and Accountability Act
(HIPAA) Security Rule

Description: A publication discusses security considerations
and resources on security terms and concepts askgrasented
in the HIPAA security rule [NIST 2010a].

Standard Type: N/A

Organization: National Institute of Standards and Technolog
(NIST)

Classification: Operational guidelines

Maintenance, Testing, and
Inspection Requirements for Hospit
Emergency Power System

Description: A plan that identifies how a hospital maintains,
alests, and inspects its emergency power systemHILSY D

2010].

Standard Type: EC.7.40

Organization: The Joint Commission Resources

Classification: Operational guidelines

Managing Hazardous Material
Incidents (MHMIs)

Description: The Managing Hazardous Material Incidents
(MHMIs) series was developed to provide emergeneglioal
services (EMS) personnel and hospital emergencarttepnts
(EDs) with the necessary guidance to plan for,iemptove their
ability to respond to, incidents that involve hunexposure to
hazardous materials. The guidelines inform emenrgenc
personnel how to appropriately decontaminate, ,tesat
recommend follow-up care to exposed persons, dsaweéhke
measures to protect themselves. The MHMI serietagoB
volumes: “Emergency medical services: A planniniglgdor
the management of contaminated patients;” “Hobkpita
emergency departments: A planning guide for theagament
of contaminated patients;” and “Medical managengaindelines
(MMGs) for acute chemical exposures” [ATSDR 2010].
Standard Type: ATSDR MHMIs Version 2001
Organization: The Agency for Toxic Substances and Diseas
Registry (ATSDR)

Classification: Operational Guidelines

Mass Casualty Event Preparednes
and Response

5 Description: This document provides information of
preparedness and response for preparing for aigipombing,
after a terrorist bombing, coping with a traumatent,
emergency wound care, injuries, brain injuries, lamahs, etc.
[CDC 2010aa].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

Medical Management Guidelines fqg

rDescription: The document provides a list of chemical medig

Chemical Agents

al

management guidelines for Ammonia, Arsine (SA), &ae,

192



Chlorine (CL), Cyanide, Cyanogen chloride (CK), #¢me
glycol, Hydrogen cyanide (AC), Lewisite (L, L-1,2,-L-3),
Mustard gas (H), Nitrogen mustard (HN-1, HN-2, HN-3
Phosgene (CG), Phosphine, Potassium cyanide (K&n
(GB), and Sodium cyanide (NaCN), etc. [CDC 2010i].
Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Medical Management Guidelines fqg
Unidentified Chemicals

rDescription: Basic victim management recommendations to
follow when the chemical is not known [CDC 2010i].
Standard Type: N/A

Organization: The Agency for Toxic Substances and Diseas
Registry (ATSDR)

Classification: Operational Guidelines

NIOSH Pocket Guide to Chemical
Hazards (NPG)

Description: The NIOSH Pocket Guide to Chemical Hazards
(NPG) is intended as a source of general industyigiene
information on several hundred chemicals/classewdokers,
employers, and occupational health professiondis.NPG
does not contain an analysis of all pertinent dather it
presents key information and data in abbreviatedhmslar form
for chemicals or substance groupings (e.g., cyanitleorides,
manganese compounds) that are found in the workoement.
The information found in the NPG should help usecognize
and control occupational chemical hazards [CDC 26JL0
Standard Type: N/A

Organization: The National Institute for Occupational Safety
Health (NIOSH)

Classification: Operational guidelines

&

Patient Flow Management

Description: Plans that identify and mitigate impediments to
efficient patient flow throughout the hospital [JBARSTD
2010].

Standard Type: LD.3.15

Organization: The Joint Commission Resources
Classification: Operational guidelines

Population Monitoring in Radiation
Emergencies: A Guide for State an
Local Public Health Planners

Description: This planners’ guide presents an introduction tg
dpopulation monitoring in radiation emergenciesgablic health
officials and emergency preparedness plannereattéte and
local levels. It describes how to plan for popwatmonitoring
and provides practical suggestions to address #rgym
challenges it presents when a large populationtisnpially
impacted. Population monitoring is the processlehtifying,
screening, and monitoring people for exposure diaten or
contamination from radioactive materials [CDC 204]0e
Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
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(CDC)
Classification: Operational guidelines

Preparing for a Terrorist Bombing:
A Common Sense Approach

Description: This document focuses on common sense
principles that will be useful in a bombing eve@D[C 2010p].
Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

Public Health Response to Biologic
& Chemical Terrorism: Interim
Planning Guidance for State Public
Health Officials

aDescription: This Planning Guidance is designed to help sta
public health officials determine the roles of tragpartments ir
response to biological and chemical terrorism anghiderstand
the emergency response roles of local health depats and
the emergency management system. The Planning Ggda
also can be used to help state health departmeotdinate their
efforts with the many agencies and organizatiorsl &vels of
government that ultimately would respond to a liatal or
chemical terrorism event [CDC 2010I].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational Guidelines

Roundtable on Population
Monitoring Following a
Nuclear/Radiological Incident

Description: Recommendations & comments from participan
in CDC'’s roundtable (Jan. 11-12, 2005) on challsregsociate
with monitoring people affected by a nuclear oricbutjical
incident [CDC 2010hh].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

(]

Sheltering in Place during a
Radiation Emergency

Description: A fact sheet, prepared by the Centers for Diseal
Control and Prevention, used during a radiationrgerey to
help protect individuals and family and to helpgaee a safe
and well-stocked shelter from exposure to radigi@dC
2010ii].

Standard Type: N/A

Organization: The Centers for Disease Control and Preventi
(CDC)

Classification: Operational guidelines

Standard for Competence of
Responders to Hazardous
Materials/Weapons of Mass
Destruction Incidents

Description: The standard identifies the minimum levels of
competence required by responders to emergendcielviimg
hazardous materials/weapons of mass destruction@yViis
based on the operational philosophies that emeygenc
responders should be trained to perform their erpletasks,
and that a responder cannot safely and effectieslgond to a

terrorism or criminal scenario involving hazmats/\DM they
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don't first understand basic hazardous materiagaese
[NFPA 2010].

Standard Type: NFPA 472-2008

Organization: The National Fire Protection Association
(NFPA)

Classification: Operational guidelines

Standard for Competencies for EM
Personnel Responding to Hazardo
Materials/Weapons of Mass
Destruction Incidents

SDescription: The standard includes qualifications for EMS
isesponders to terrorism incidents that involve hdaas
materials. It identifies the levels of competeneguired of
emergency medical services (EMS) personnel whmreso
hazardous materials incidents. It specifically cevbe
requirements for Basic Life Support (BLS) and Adsexh Life
Support (ALS) personnel in the pre-hospital setiMGPA
2011].
Standard Type: NFPA 473-2008
Organization: The National Fire Protection Association
(NFPA)
Classification: Operational guidelines

Standard Guide for Assessing the
Health Hazard of Pesticides to
Applicators and Others with
Potential Exposure

Description: This guide covers a stepwise process for using
information concerning biological, chemical, phydjand
toxicological properties of a pesticide or otheertical(s), or of
a formulation to identify adverse effects that magur to
pesticide applicators or others with potential estpe [ASTM
2011].

Standard Type: E1429 — 91(2004)

Organization: ASTM International

Classification: Operational Guideline

Standard Guide for Hospital
Preparedness and Response

Description: A guide intended to assist the leaders of hospit;
in the design, planning, and response to be uridartay
hospitals and health care organizations to an dlaht
necessitates the activation of an emergency opesfilan
[ASTM 2011].

Standard Type: ASTM E2413 — 04 (2009)

Organization: ASTM International

Classification: Operational guidelines

]

Standard Practice for Radiological
Emergency Response

Description: This practice provides decision-making
considerations for response to incidents that vevoadioactive
materials. It provides information and guidancevitiat to
include in response planning, and what activitiesdnduct
during a response. It should be used in emergesreices
response such as law enforcement, fire departraedt,
emergency medical response actions. This pracmenzes that
implementation begins with the recognition of aickmbical
incident and ends when emergency response actase or the
response is assumed by specialized regional, statederal

response teams [ASTM 2011].
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Standard Type: ASTM E2601-08
Organization: ASTM International
Classification: Operational guidelines
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Appendix E — Data Sources

This appendix lists databases and other sourcdatafthat may be used to develop or run homeland
security models and simulations. The appendicesrgiamized as follows:

 E.1 - Hazardous Material Release Data Sources
e E.2 — Critical Infrastructure Data Sources

» E.3 —Incident Management Data Sources

* E.4 — Healthcare Systems Data Sources

The name of data source, a brief description afatgents, its access location, responsible org#niz,
data formats used, as well a classification oftype of data is given below.

E.1 — Hazardous Material Release Data Sources

This section identifies databases and other sowfogsta that may be used to develop or run hazardo
material release models, and simulations. The r&frttee data source, a brief description of its eatt,
its access location, responsible organization, fdataats used, as well a classification of the tgpdata
is given below.

Data Source Title Overview
Assessment, Cleanup and Description: Brown fields are real property, the expansion,
Redevelopment Exchange System| redevelopment, or reuse of which may be complichiethe
(ACRES) presence or potential presence of a hazardousasiglest

pollutant, or contaminant. The Assessment, Cleamap
Redevelopment Exchange System (ACRES) is an online
database for Brownfields Grantees to electronicallymit data
directly to the U.S. Environmental Protection AgeEPA).
Cleaning up and reinvesting in these propertietepts the
environment, reduces blight, and takes developmessures
off green spaces and working lands. ACRES datalared
with other online databases [EPA 2010g].

Data Source:ACRES, Version, 4.00.030

Organization: U.S. Environmental Protection Agency (EPA)
Format: KML (Keyhole Markup Language)

Classification: Environment; Controlling Documents

Accidental Release Information Description: The Accidental Release Information Program
Program (ARIP) Database (ARIP) is contained in a zip file that contains tieIP databaseg
file and supporting documentation. The ARIP datatmzmdlects
information on accidental releases of hazardoumidats at
fixed facilities [EPA 2010p].

Data Source:ARIP 98.dbf

Organization: Environmental Protection Agency (EPA)
Format: DBF (Database file name extension); TXT (Text filg
name extension)

Classification: Incidents; Environment
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Aggregated Computational
Toxicology Resource (ACToR)

Description: The Aggregated Computational Toxicology
Resource (ACToR) is a collection of databasestadl or
developed by the U.S. Environmental Protection AggEPA)
National Center for Computational Toxicology (NCCT)
aggregates data from over 500 public sources on5@& 000
environmental chemicals and is made searchablédyical
name and other identifiers and by chemical strectGhemicals
include, but are not limited to, high and mediuradurction
volume industrial chemicals, pesticides (active et
ingredients), and potential ground and drinkingewat
contaminants. It provides a connection to andii®k chemical
screening tool called ToxCast [EPA 2010h].

Data Source:ACToR _2010qg1b

Organization: Environmental Protection Agency (EPA)
Format: Record; Table

Classification: Environment; Controlling Documents

Areal Locations of Hazardous
Atmospheres (ALOHA)

Description: Areal Locations of Hazardous Atmospheres
(ALOHA), part of Computer-Aided Management of Enemgy
Operations (CAMEO) software suite, is an atmosgheri
dispersion model used for evaluating releases zdrdaus
chemical vapors, including toxic gas clouds, filsg
explosions. Using the release information ALOHA gextes a
threat zone estimate. A threat zone is the areaenhbazard
(such as toxicity, flammability, thermal radiatiamr,damaging
overpressure) is predicted to exceed a user-spdddiel of
concern. Threat zones can also be plotted on mdbps w
Mapping Applications for Response, Planning, andalo
Operational Tasks (MARPLOT). MARPLOT is a mapping
application that can be used to quickly createyyvand modify
maps) to display the location of facilities storimgzardous
materials and vulnerable locations (such as hdspited
schools). Specific information about these locatican be
extracted from Computer-Aided Management of Emergen
Operations (CAMEO) information modules (that are
applications used to assist with data managemgquotresments)
to help make decisions about the degree of hazaeld[EPA
2010i].

Data Source:ALOHA, Version 5.4.1.2

Organization: Environmental Protection Agency (EPA),
National Oceanic, Atmospheric Administration (NOAA)
Format: Map; Data

Classification: Environment; Controlling Documents; Spatial

Bibliography on Alternatives to the
Use of Live Vertebrates in
Biomedical Research and Testing
(ALTBIB)

Description: ALTBIB stands for Bibliography on Alternatives
to the Use of Live Vertebrates in Biomedical Reskeand
Testing. The bibliography is to assist in identifyimethods and
procedures helpful in supporting the developmestirg,
application, and validation of alternatives to tise of
vertebrates in biomedical research and toxicolegying.
ALTBIB only maintains information for years 1980&D[NIH
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2010a].

Data Source:ALTBIB ; PubMed

Organization: The National Library of Medicine (NLM)
Format: TXT (Text file name extension)
Classification: Resources; Controlling Documents;
Environment

Chemical Reactivity Worksheet
(CRW)

Description: The Chemical Reactivity Worksheet (CRW) is &
program that allows users to investigate the reiagf
substances or mixtures of substances. CRW incladieéabase
of reactivity information for more than 5,000 commo
hazardous chemicals and offers a way to virtuattjx”
chemicals—as well as water—to discover what chemica
combinations are reactive. CRW also allows uselmiiia a
“Custom Chemical Database” containing all the uaiqu
materials that are present at a particular faci®i W has been
upgraded by NOAA to include a new FileMaker Runtinser
interface, which makes it compatible with the latasmputer
operating systems. The database includes informatiout the
intrinsic hazards of each chemical and about whetlehemical
reacts with air, water, or other materials. It atstludes case
histories on specific chemical incidents, with refeees [NOAA
2010Db].

Data Source:CRW, Version 2.0.2

Organization: Environmental Protection Agency (EPA);
National Oceanic, Atmospheric Administration (NOAA)
Format: Report

Classification: Environment; Controlling Documentsicidents

Climate Monitoring

Description: The National Climatic data Center provides a
service to monitor climate. It allows to seardietof the
climate, U.S. products (such as weekly maps anigtsdc
impacts) , global products, drought monitoring, Lagd global
extremes, hurricanes/tropical storms, tornadoesysmd ice
data, climate information record data, special respather
products (such as hazards support, and stratospizenne), and
climate and network monitoring [NOAA 2010c].

Data Source:NOAA Climate Monitoring

Organization: National Climatic Data Center of the National
Oceanic and Atmospheric Administration

Format: TXT; XML (Extensible Markup Language); RSS
(Really Simple Syndication)

Classification: Resources; Controlling Documents;
Environment; Demographic and Behavioral

Comprehensive Environmental
Response, Compensation and
Liability Information System
(CERCLIS)

Description: The Comprehensive Environmental Response,
Compensation, and Liability Information System (GHRS)
contains information on hazardous waste sites ngiatly
hazardous waste sites and remedial activities a¢hesNation.
The CERCLIS Public Access Database contains ateelset of
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“non-enforcement confidential” information and jsdated by
the regions every 90 days. The data describes vasat
happened at Superfund sites prior to this quaniadlgted
quarterly). This database includes lists of invdlparties (other
Federal Agencies, states, and tribes), Human Exp@sw
Ground Water Migration, and Site Wide Ready for $&gu
Construction Completion, and Final Assessment Datis
(GPRA-like measures) for fund lead sites. Othesrimiation
that is included has been included only as a setei@allow
public evaluations utilizing this data [EPA 2010j].

Data Source:The Environmental Protection Agency (EPA)
Superfund Site

Organization: Environmental Protection Agency (EPA)
Format: DBF (Database file name extension)
Classification: Environment; Resources; Controlling
Documents

Computer-Aided Management of
Emergency Operations (CAMEO)
Chemical Database

Description: Computer-Aided Management of Emergency
Operations (CAMEO) has an extensive chemical dawkath
critical response information for thousands of civats, and a
tool that tells you what reactions might occurhiEmicals were
mixed together [EPA 2010K].

Data Source:CAMEO Chemicals, Version 2.0.1
Organization: Environmental Protection Agency (EPA),
National Oceanic, Atmospheric Administration (NOAA)
Format: Report

Classification: Environment; Controlling Documents

ECOTOX Database

Description: ECOTOX is a comprehensive database, which
provides information on adverse effects of singlernical
stressors to ecologically relevant aquatic anestrial species.
ECOTOX includes more than 4000 test records covering
5,900 aquatic and terrestrial species add@ chemicals. The
primary source of ECOTOX data is the peer-revielitedature,
with test results identified through comprehensigarches of
the open literature. ECOTOX also includes thirdtpdata
collections from U.S. EPA Program Offices, the US&ologic
Survey, Russia, and the Organization for Econonoigpg@ration
and Development (OECD) member nations [EPA 2010l].
Data Source:ECOTOX Release 4.0

Organization: Environmental Protection Agency (EPA)
Format: XLS (Microsoft Excel file format); Delimited ASCII
file; Report

Classification: Environment; Incidents

Envirofacts Data Warehouse

Description: Envirofacts, a single point of access to select U
Environmental Protection Agency (EPA) environmeniata. Its
website provides access to several EPA databages\iale the
users with information about environmental actegtthat may
affect air, water, and land anywhere in the Uniates. With
Envirofacts, the users can generate maps of emaizatal

200

S



information. Envirofacts provides a feature th&bas the user
to retrieve a sampling of information pertaininghe user’s
area by entering a specific ZIP Code, City andeStat County
and State. It also provides more in-depth inforaratibout a
particular subject area, such as Air, Waste, Rgclliand, Toxic
Releases, Compliance, Water, Radiation, and OHfeA [
2010m].

Data Source:Envirofacts — MultiSystem Search Form
Organization: Environmental Protection Agency (EPA)
Format: HTML (Hyper Text Markup Language)
Classification: Incidents, Environment; Resources; Spatial

Environmental Sensitivity Index
(ESI) Maps

Description: NOAA'’s Environmental Sensitivity Index (ESI) i
the most widely used approach to sensitive enviernm
mapping in the United States.

This approach systematically compiles informatioetandard
formats for coastal shoreline sensitivity, biol@icesources,
and human-use resources. ESI maps are usefulgiatifiing
sensitive resources before a spill occurs so ttregtion
priorities can be established and cleanup stratetgeigned in
advance. Using ESis in spill response reduces @mviental
consequences of the spill and cleanup efforts.nizgis provide
a concise summary of coastal resources that aigkat an oil
spill occurs nearby. Examples of at-risk resoumekide
biological resources (such as birds and shellfesitsh sensitive
shorelines (such as marshes and tidal flats), amh-use
resources (such as public beaches and parks) [NZAAd].
Data Source:National Ocean Service (NOS) Data Explorer
Organization: National Oceanic, Atmospheric Administration
(NOAA)

Format: MAP; PDF (Portable Document Format); SHP; .EO(
(Arc/Info export format); MOSS; Geo-database
Classification: Environment; Spatial; Resources; Incidents

1°Z}

Global Environment Outlook (GEO
Data Portal

Description: The GEO Data Portal is the authoritative source
for data sets used by United Nations Environmeogjlamme
(UNEP) and its partners in the Global Environmeati@pk
(GEO) report and other integrated environment assests. Its
online database holds more than 450 different bbeta as
national, sub-regional, regional and global statsbr as geo-
spatial data sets (maps), covering themes likehAr&ter,
Population, Forests, Emissions, Climate, Disastéea/th and
GDP. Data may be displayed on the fly as mapphgradata
tables, or downloaded in different formats [UNEAQ@Q

Data Source:Geo Data Portal

Organization: United Nations Environment Programme
(UNEP)

Format: CSV (comma-separated values); HTML; SHP; PDF
Classification: Environment; Controlling Documents;
Demographic and Behavioral; Spatial; Resources
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Hazardous Waste Data Description: Hazardous waste data is contained in the Resoprce
Conservation and Recovery Act Information (RCRA)nf
national program management and inventory systaratab
hazardous waste handlers. In general, all gensrator
transporters, treaters, storers, and disposerazafrtious waste
are required to provide information about theiiaiies to state
environmental agencies, which is then transmitbetthé United
States Environmental Protection Agency (EPA). EiRA,
cooperation with the States, biennially collecfeimation
regarding the generation, management, and finpbdison of
hazardous wastes. Collection, validation and \e=ifon of the
Biennial Report (BR) data is the responsibilityRERA
authorized states and regions [EPA 2010n].

Data Source:RCRAInfo

Organization: Environmental Protection Agency (EPA)
Format: PDF

Classification: Environment; Spatial

Hazards Data Distribution System | Description: Hazards Data Distribution System (HDDS)
(HDDS) provides quick downloads of U.S. and internatiatishster
response imagery. Its data access and delivericesrare
provided by the following interfaces: non-graphidalvnload,
status-graphic download, and map interface. Thesusn select
pre-event/baseline or event/disaster responsesdsemable to
obtain full-resolution GeoTIFF images or JPEG insge
medium and low quality compressions [USGS 2010].

Data Source:HDDS

Organization: U.S. Geological Survey, Center for Earth
Resources Observation and Science (EROS)

Format: GeoTIFF; JPEG (Joint Photographic Experts Group),
CSV; SHP; KML

Classification: Incidents; Spatial; Environment; Simulation
Support

LandView Description: The LandView database system allows users t@
retrieve Census 2000 demographic and housing BR&,
Envirofacts data and U.S. Geological Survey (USGS)
Geographic Names Information System (GNIS) inforamat
The GNIS contains over 1.2 million records whicbwsthe
official federally recognized geographic namesdibknown
places, features, and areas in the United Staatautl identified
by a proper name [CENSUS 2010].

Data Source:LandView 6

Organization: Environmental Protection Agency (EPA), U.S.
Census Bureau, and U.S. Geological Survey (USG&)ohal
Oceanic, Atmospheric Administration (NOAA)

Format: Data; MAP

Classification: Demographic and Behavior; Spatial;
Environment; Resources
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Multi-angle Imaging Spectro
Radiometer Instrument (MISR)

Description: The Multi-angle Imaging SpectroRadiometer
instrument (MISR) provides radiometrically and getrically
calibrated images in four spectral bands at eatheofngles.
MISR measurements are designed to improve our staeting
of the Earth’s environment and climate. MISR pregdew
types of information for scientists studying Easthlimate, such
as the partitioning of energy and carbon betweerahd
surface and the atmosphere, and the regional abdlgmpacts
of different types of atmospheric particles andud®on climate
MISR data are processed and archived at the NASHles
Research Center Atmospheric Science Data CentddCAS
[NASA 2010b].

Data Source:ASDC Data Pool

Format: HDF-EQOS (Hierarchical Data Format- Earth Observi

System)
Classification: Environment; Spatial

ing

National Response Center (NRC)
Download Data

Description: The National Response Center (NRC), the Fed
Government’s national communications center, ifeste?4
hours a day by U.S. Coast Guard officers and madience
technicians and serves as the sole federal pottrdfact for
reporting all hazardous substances and oil spiie. NRC

maintains reports of all releases and spills iattonal database|.

The NRC has made available yearly data files fovrdoad and
offline management. Each file represents a pagicdlendar
year and contains data related to incidents thairoed during
that year. NRC report categories include aircigfiort,
continuous release report, fixed report, mobil@remipeline
report, platform report, railroad report, sheerorgpstorage tank
report, and vessel report [USCG 2010].

Data Source:NRC DOWNLOAD DATA

Organization: National Response Center

Format: XLS; HTML

Classification: Incidents; Environment; Controlling Documen

pral

s

Plume Databases

Description: The National Aeronautics and Space
Administration’s plume databases provide plume dath as
plume source latitude, plume source longitude, plalnection,
date, orbit number, orbit block, and MISR (Multigg@ Imaging
Spectro-Radiometer) coordinates [NASA 2010c].

Data Source:Plume Database: 2006-01-19 and 2006-02-06
Organization: National Aeronautics and Space Administratig
(NASA)

Format: CSV

Classification: Environment

Radiation Information Database
(RADINFO)

Description: The Radiation Information Database (RADINFC
contains information about facilities that are rde¢ed by U.S.
Environmental Protection Agency (EPA) regulatioois f
radiation and radioactivity. The RADINFO Query allousers

to retrieve selected data from RADINFO database in
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Envirofacts. Specify the facilities by using anyrtmnation of
facility name, geographic location, standard indakt
classification, and chemicals. There are two sepacthmeters:
location data and regulator data [EPA 20100].

Data Source:RADINFO Query

Organization: Environmental Protection Agency (EPA)
Format: Record; Table

Classification: Resources; Environment

Storm Prediction Center (SPC)
Forecast Products

Description: The Storm Prediction Center (SPC) of the Natig
Weather Service (NWS) is providing tornado/severe
thunderstorm watches, meso-scale discussions, ctiverelay
1-3 outlooks, fire weather outlooks, and watch,nirag and
advisory display through Really Simple Syndicati®sS)
[NOAA 2010€].

Data Source:SPC Products RSS Feeds

Organization: National Oceanic and Atmospheric
Administration (NOAA)

Format: RSS

Classification: Incidents; Demographic and Behavior

TOXicology Data NETwork
(TOXNET)

Description: TOXNET (TOXicology data NETwork) is a
cluster of databases covering toxicology, hazardbemicals,
environmental health and related areas. The Taxigohnd
Environmental Health Information Program (TEHIP}le
Division of Specialized Information Services (St8the
National Library of Medicine (NLM) manages it. Tioglogy
databases include: Hazardous Substances Data(B&ikB),
Integrated Risk Information System (IRIS), Intefoasl
Toxicity Estimates for Risk (ITER), Chemical Carogenesis
Research Information System (CCRIS), Genetic Tdamp
(GENE-TOX), Toxicology interactive guide (Tox Town)
Household Products Database, occupational toxigaiagabase
(Haz-Map), toxic chemicals released on map (TOXMAP)
Drugs and Lactation (LacMed), and Carcinogenic Rote
Database (CPDB) [NIH 2010b].

Data Source:TOXNET

Organization: The National Library of Medicine (NLM)
Format: Report; XML

Classification: Controlling Documents; Demographic and
Behavior; Environment

Toxics Release Inventory (TRI)

Description: The Toxics Release Inventory (TRI) is a publicly
available EPA database that contains informatiotogit
chemical releases and waste management activepested
annually by certain industries as well as fedeaallities.
TRI.Net — is a high performance Data Engine forrgung the
Toxics Release Inventory. The tool has capabiltbesnalyze
TRI data effectively, by using Ad hoc queries amggrating
them with mapping technologies. It is highly intetiae and

provides a quick and efficient analytical respor&gpports very|
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large queries and complex trends [EPA 2010q].

Data Source:Toxics Release Inventory, TRI.NET
Organization: Environmental Protection Agency (EPA)
Format: CSV; MAP

Classification: Environment; Controlling Documents

TRI Explorer Database

Description: TRI Explorer is a searchable online database th
lets users quickly get information about releasesteansfers
and other waste management [EPA 2010r].

Data Source: TRI Explorer, Version 5.02

Organization: Environmental Protection Agency (EPA)
Format: XLS

Classification: Environment

at

Vulnerable Zone Indicator System
(VZIS)

Description: The Vulnerable Zone Indicator System (VZIS)
allows the user to quickly find out if an addre§interest to the
user — the home, place of work, or child’s schoobuld be
affected by a chemical accident. VZIS can be usatttermine
whether the address may be in the vulnerable zbadaility
that submitted a Risk Management Plan (RMP). Usteegt
address or Latitude & Longitude to submit the rej{iEPA
2010s].

Data Source:VZIS

Organization: Environmental Protection Agency (EPA)
Format: EMAIL

Classification: Incidents; Environment

Wireless Information System for
Emergency Responders (WISER)

Description: WISER is a system designed to assist first
responders in hazardous material incidents. WISERiges a
wide range of information on hazardous substarneekiding
substance identification support, physical charattes, human
health information, and containment and suppressitwce
[NIH 2010c].

Data Source:WISER, Version 4.3; WebWISER; WISER for
BlackBerry, Version 1.0; WISER for iPhone/iPod thuc
Version 1.0

Organization: The National Library of Medicine (NLM)
Format: Report

Classification: Incidents; Controlling Documents; Demograplk
and Behavior; Environment

E.2 — Critical Infrastructure Data Sources

This section identifies databases and other sowfodata that may be used to develop or run ctitica
infrastructure system models, simulations, andhiingi applications. The name of data source, a brief
description of its contents, its access locatieaponsible organization, data formats used, asawell
classification of the type of data is given below
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Data Source Title

Overview

American Community Survey (ACS)

Description: The American Community Survey (ACS) is a
nationwide survey designed to provide communitiéesh
look at how they are changing. It is a criticalnedat in the
Census Bureau’s reengineered decennial censusaproghe
ACS collects and produces population and housifugrimation
every year instead of every ten years. The ACS &ité®
contains data from the American Community Survethayg
are released. The FTP site contains data tatldesdill years
of the ACS, Public Use Microdata Sample (PUMS) s;itbe
ACS Summary Files, table shells, archived from1tb@6 —
2004 ACS, and more [CENSUS 2011b].

Data Source:ACS FTP Site

Organization: U.S. Census Bureau (USCS)

Format Used: PDF; Excel

Classification: Demographic and Behavioral

American FactFinder

Description: The American FactFinder, an on-line tool,
provides data in the form of maps, tables, andrtefmm a
variety of Census Bureau sources. Information idext/ by the
American FactFinder includes basic demographidasaad
economic data; popular statistics tables on petyplesing, and
business and government; censuses and survey$hetc.
Census Bureau conducts many censuses and surveymadst
well-known is the official population census of tHaited
States, called the decennial census. It is condwstery ten
years, most recently in April 2010. During eachedetal
census, the Census Bureau collects data from é&earsehold
in the U.S. and its territories [CENSUS 2011c].

Data Source:American FactFinder

Organization: U.S. Census Bureau

Format Used: Shapefile; Excel; ASCII

Classification: Demographic and Behavioral

American Hospital Association (AHA
Database

)Description: American Hospital Association (AHA) Databas
contains data for every hospital in the U.S. Tha éacollected
from AHA annually survey. Non-responding hospitata are
estimated using advanced methods to approximatéfispaata
elements. The AHA Annual Survey Database for Fi¥esr
2009 has more than 700 fields of data and infolwnatin
6,000+ hospitals. Included in the database are deapbgr
information, organizational structure, facilitiesdaservices,
utilization data, community orientation indicatophiysician
arrangements, managed care relationships, expandes
staffing [AHADATA 2011].

Data Source:American Hospital Association (AHA)
Database; Hospital Detail Report Wizard; Hospitalrkét

[}

Analysis Wizard; Healthcare Systems and NetworksoRe
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Wizard

Organization: American Hospital Association (AHA)
Format Used: Excel; ASCIl; PDF

Classification: Resources; Demographic and Behavioral

American Hospital Directory’s Data
Services

Description: The American Hospital Directory (AHD)
provides data and statistics about more than &)08f0itals
nationwide. The database of information about hakpis built
from both public and private sources including Medé claimg
data, hospital cost reports, and other files okthinom the
federal Centers for Medicare and Medicaid Sen{C24S).
AHD is not affiliated with the American Hospital #aciation
and is not a source for AHA Data. Users use thesirch tools
to explore their database of hospital informatiday statistics
may be summarized by hospital, state, and Natitatis8cs
include bed size, discharges, patient days, aresgratient
revenue [AHD 2011].

Data Source:AHD’s Data Services, AHD’s Quick Search;
AHD’s Advanced Search

Organization: American Hospital Directory (AHD)

Format Used: CSV; ASCII; Excel

Classification: Resources; Demographic and Behavioral

American Housing Survey (AHS)

Description: The American Housing Survey (AHS) collects
data on the Nation’s housing, including apartmesitgjle-
family homes, mobile homes, vacant housing unisiskhold
characteristics, income, housing and neighborhaaditg,
housing costs, equipment and fuels, size of housiritg and
recent movers. National data are collected in addbered
years, and data for each of 47 selected Metropofitaas are
collected currently about every six years. Theamati sample
covers an average B®0 housing units. Each metropolitan al
sample covers, 200 or more housing units. The Bureau of th
Census conducts the survey for the Department asidg and
Urban Development (HUD). The Data Access inclutieset
categories: National Data, Metropolitan Data, araded
metropolitan Areas are Surveyed [CENSUS 2011d].

Data Source:AHS Data Access

Organization: U.S. Census Bureau (USCS)

Format Used: Excel; PDF

Classification: Demographic and Behavioral

Automated Critical Asset
Management System (ACAMS)

Description: Automated Critical Asset Management Syster
(ACAMS) is a web-enabled information services pidhat
helps state and local governments build CIKR ptaiac
programs in their local jurisdictions. ACAMS is ecsire,
online database, and database management platfatraliows
for the collection and management of CIKR assed;dhe
cataloguing, screening, and sorting of this ddta;production
of tailored infrastructure reports; and the deveiept of a

variety of pre- and post-incident response plameuli$o
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strategic and operational planners and tacticaincanders
[DHS 2011c].

Data Source:ACAMS

Organization: Department of Homeland Security/Office of
Infrastructure Protection

Format Used: TXT; PDF;Keyhole Markup Language (KML)
Classification: Resources; Controlling Documents

Bureau of Transportation
Statistics(BTS) Data and Statistics

Description: Bureau of Transportation Statistics (BTS) is a
part of U.S. Department of Transportation’s Redearwd
Innovative Technology Administration (RITA). BTS
established itself with a focus in three key areash mandate
by legislation: 1) compiling, analyzing, and publizy a
comprehensive set of transportation statisticen&iing
statistics readily accessible; and 3) implemenditgng term
data collection program. BTS’ data and statisticludes
Airline Traffic Data, Airline Data, Airline On-Tim®ata,
Border Crossing/Entry Data, Commaodity Flow Survergight
Data and Statistics, Intermodal Passenger Coniitgctiv
Database, International Data, National Transpantaitlas
Database, National Transportation Statistics, Pagsel ravel
Data Sources, TranStats — Multimodal Transportation
Database, and others [BTS 2011].

Data Source:RITA Site

Organization: U.S. Department of Transportation (DoT)
Format Used: PDF; Excel; CVS; Table; Maps
Classification: Demographic and Behavioral; Incidents

ChicagoMaps

Description: ChicagoMapsprovides information on citizen
services and physical infrastructure componentsércity.
Geographic Information Systems (GIS) is used toagarstree
and building inventories, dispatch services, anthteaance of
underground utilities [CHICAGO 2011].

Data Source:Chicago GIS Portal

Organization: City of Chicago

Format Used: GIF

Classification: Resources; Spatial

[

Community Collaborative Rain, Halil
and Snow Observations (CoCoRaH
Reports

Description: The National Weather Service (NWS) supports
S)he Community Collaborative Rain, Hail and Snow
(CoCoRaHS) network. CoCoRaHS is a unique, nonprofi
community-based network of volunteers of all ages a
backgrounds working together to measure and map
precipitation (rain, snow, and hail). The netwods 20000
active observers in all 50 states. CoCoRaHS pesvidports
on daily precipitation, significant weather, muléilay
accumulation, drought impact, etc. [COCO 2011].

Data Source:CoCoRaHS

Organization: CoCoRaHS network

Format Used: KML

Classification: Environment
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Computer-Aided Management of
Emergency Operations (CAMEO)

Description: CAMEO is a system of software applications
used widely to plan for and respond to chemicalrgemies.
CAMEO can also be used to navigate between ALOHAeEA
Locations of Hazardous Atmospheres), MARPLOT (Magpi
Applications for Response, Planning, and Local @fenal
Tasks), and the downloadable version of CAMEO Chalsi
All modules work interactively to share and disptaifical
information in a timely fashion. The CAMEO systesn i
available in Macintosh and Windows formats. CAMEQai
database application that includes eight modulesh(as
Facilities and Contacts) to assist with data mamege
requirements under the Emergency Planning and Caritynu
Right-to-Know Act (EPCRA). The system includes aitiical
database of over 6,000 hazardous chemicals, 88ydihyms,
and product trade names. It provides a searcmengifind
chemicals instantly for support making plan for aesbond to
chemical emergencies [EPA 2011a].

Data Source:CAMEOfm Version 2.0

Organization: Environment Protection Agency (EPA);
National Oceanic; Atmospheric Administration (NOAA
Format Used: ASCII

Classification: Environment; Controlling Documents

Consolidated Database System
(CDBS)

Description: The FCC Media Bureau is responsible for
licensing broadcast services in the Unites States.licensing
information for broadcast radio (AM and FM) ancketésion
(TV, LPTV, and DTV) is contained in the Consoliddte
Database System (CDBS).The CDBS is used to trackilihg
and completion of broadcast construction perntigrse,
renewal, ownership, assignment of license (safgatfon),
transfer of control (change of ownership structuaed EEO
(Equal Employment Opportunity) applications. TheE3D
Public Access links access web pages that proklalility to
search and retrieve information from FCC Media Bure
databases for broadcast stations, and for ceréa E
information for broadcast stations and Cable andPav
(Multi-channel Video Programming Distributor) emyfoeent
units [FCC 2011].

Data Source:CDBS Public Searches

Organization: Federal Communications Commission (FCC
Format Used: PDF; HTML

Classification: Resources

DC Atlas

Description: The DC Atlas is a web-based tool tmattains
over 150 map layers arranged in various overlaggmates.
Each overlay grouping is interactive, allowing @s&rzoom in
and out, move to different places, and identifyidess for more
information. TheDC Atlasprovides detailed maps with GIS
functionality. The information can be retrievedrfrits All-in-
One Service. Additionally, maps and information ban
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printed. The service provides access to a widegarfig
planimetric, cultural, environment datasets enahligers to
create their own maps easily and quickly [DC 2011].

Data Source:DC Atlas All-In-One

Organization: Government of the District of Columbia
Format Used: TXT; CSV; Shapefile; MXD (ArcGIS Map
Document)

Classification: Incidents; Environment; Resources; Spatial,
Demographic and Behavioral

Digital Terrain Elevation Data
(DTED)

Description: Digital Terrain Elevation Data (DTED) is a
uniform matrix of terrain elevation values. It piges basic
guantitative data for systems and applicationsriire
terrain elevation, slope, and/or surface roughimdesmation.
DTED is produced at three different levels of defitie three
classes of DTED are known as DTED Level 0, DTEDdldy
and DTED Level 2. DTED Level 0 elevation post spgds 30
arc second (nominally one kilometer). DTED Leveh@y be
of value to scientific, technical, and other comitian for and
applications that require terrain elevation, sl@el/or surface
roughness information. DTED Level 1 is the basadiam
resolution elevation data source for all militagyiaties and
systems that require landform, slope, elevatiod/@rgross
terrain roughness in a digital format. DTED Lefe$ the
basic high resolution elevation data source fomlitary
activities and systems that require landform, slepevation,
and/or terrain roughness in a digital format. Bhsttion of
DTED and the Digital Data Products catalog is aritieal to
the U.S. Department of Defense (DoD), DoD contnagtand
to U.S. Government agencies that support DoD fansti
[NGA 2011a].

Data Source:DTED Level 0; DTED Level 1; and DTED
Level 2

Organization: National Geospatial-Intelligence

Agency (NGA)

Format Used: ASCII

Classification: Spatial

Earth Observing System (EOS) Dat
Services

a Description: The Earth Observing System (EOS) is a
coordinated series of polar-orbiting and low ination
satellites for long-term global observations of lgred surface,
biosphere, solid Earth, atmosphere, and oceans.i€®8ajor
component of the Earth Science Division of NASA&GeBce
Mission Directorate. EOS enables an improved unaeding
of the Earth as an integrated system. The EOS Gataway
(EDG) is the primary interface to all data avaitall NASA's
Earth Observation System Data Information System, a
related data centers. With EDG, a user can searadnt
acquire a large variety of earth, ocean, and athe@pscience
data obtained from EOS instruments such as MODES an

MISR, as well as other satellites such as Land$éasp 2011].
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Data Source:EOS Data Gateway (EDG)

Organization: National Aeronautics and Space Administrati
(NASA)

Format Used: TXT

Classification: Environment

Emergency Preparedness Resource
Inventory (EPRI)

Description: Emergency Preparedness Resource Inventory|
(EPRI) is a Web-based tool allowing local or regioplanners
to assemble an inventory of critical resources Watld be
useful in responding to a bioterrorist attackcah be
customized for any region, state, or locality. EPRates
automated reports for use in preparedness andiptaaa well
as incident response [AHRQ 2011b].

Data Source:Emergency Preparedness Resource Inventory
(EPRI)

Organization: Agency for Healthcare Research and Quality
(AHRQ)

Format Used: ASCII

Classification: Resources; Incidents

Energy Information Administration
(EIA) Energy Information

Description: The U.S. Energy Information Administration
(EIA) collects, analyzes, and disseminates indepeanand
impartial energy information to promote sound pgtiaking,
efficient markets, and public understanding of ggemd its
interaction with the economy and the environmdgi\
provides a wide range of information and data petslu
covering energy production, stocks, demand, impewgorts,
and prices; and prepares analyses and speciatsepotopics
of current interest. The EIA information is disseated in
different ways, including reports, web productggsrreleases,
databases, and maps; it is issued weekly, morahlyally,
and periodically as needed or requested. EIA édion
covers data on coal, crude oil, diesel, electrjagsoline,
general energy, natural gas, nuclear, and reneat#e2011].
Data Source:EIA Site

Organization: U.S. Department of Energy (DoE)

Format Used: RSS; ASCII; PDF; Table; Maps
Classification: Environment; Resources

Envirofacts

Description: The EnvirofactMultisystem Search allows the
users to search multiple environmental databaseaduity
information, including toxic chemical releases, evatischarge
permit compliance, hazardous waste handling presess
Superfund status, and air emission estimates. B#agc
Envirofacts data using any combination of the follg
criteria: facility name, geography, facility indrist
classification, or pollutant. Envirofacts offers/eeal choices
for downloading data: EZ Searcher, Custom Searcimek,
Geo-spatial Download. Through different searchansj users
can select data from EPA’s Facility Registry Sys(&iRS),

Locational Reference Database, Toxics Release tomen
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(TRI), Permit Compliance System (PCS), and RadNet
(formerly the Environmental Radiation Ambient Manihg
System (ERAMS) and build reports or files [EPA 20111
Data Source:Envirofacts Multisystem Search
Organization: Environmental Protection Agency (EPA)
Format Used: Table; CSV; XML; KML; Shapefile;
Environmental Systems Research Institute (ESRI)ufea
Class

Classification: Environmental; Resources

Federal Deposit Insurance
Corporation (FDIC) Data and
Statistics

Description: The Federal Deposit Insurance Corporation
(FDIC) provides detailed information on an insiibutlevel
basis in their Institution Directory. StatisticsaaGlance
provides a view of the industry's overall picturéis includes
the latest quarterly data (Current Snapshot) tefibels the
banking industry, as well as the most recent tr¢hmthistry
Trends). The FDIC Quarterly Banking Profile ideiesfthe
latest performance trends in the industry and tidue $QBP
State Tables - annual and quarterly data for largesmall
institutions go back to 1995). Branching and detposirket
share information is available through Summary epdsits
and Deposit Market Share Report. These sites gresen
aggregates of each institution's deposits in anybdoed
choice of states, metro areas, cities, countiegporodes.
Statistics on Depository Institutions allows then create
custom "ad hoc" Peer Groups, reports and downlcadgyze
prospective mergers, classes of competitors; coengaito four
columns of data. The Failed Bank List page hagparate Web
page for each bank closed since October of 2008 FLHC
also has many historical studies that can be faumithe
Research & Analysis page [FDIC 2011].

Data Source:FDIC Site

Organization: Federal Deposit Insurance Corporation (FDI(
Format Used: ASCII; PDF; Excel; CVS; Table; Maps
Classification: Resources

Geodatabase

Description: The Geodatabase is a storage and managemse
framework for geographic information systems (Ga}a. It
combines “geo” (spatial data) with “database” (dafaository)
to create a central data repository for spatiad d&drage and
management. It is designed to store, query, amipuiate
geographic information and spatial data. The Gexdidese
Toolset (GDBT) 9.3/9.3.1 is available for monitayjn
investigating, and reporting the performance oftiasér
geodatabase [ESRI 2011b].

Data Source:GEODATABASE Toolset (GDBT)
Organization: U.S. Geological Survey

Format Used: SQL

Classification: Environment; Spatial

nt
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Geospatial Intelligence (GEOINT)

Description: The National Geospatial-Intelligence Agency
createsGeospatial IntelligenceGEOINT) products using
imagery, geospatial and targeting analysis, imagmses and
modeling for U.S. national defense and disasté&frébEOINT
Online (GO) is a grouping of web-based capabilifibzsan on-
demand discovery of and access to GEOINT contentjces,
expertise, and support. The most important capgltfilat
GEOINT Online can provide is integrated discovearyg accessg
to GEOINT. The user will be able to browse and cleail
NGA holdings—whether they are intelligence repdrtsagery,
maps and charts, presentations, documents, orfilegardless
of where they are stored. GO currently enablessuser
Customize communities of practice/interest pagkareé
content and services through online communities of
practice/interest, Notify users of domestic aneifgm events,
Use advanced visualization and analytics functionelith
appropriate plug-ins, and Discover and access gdiabp
information [NGA 2011b].

Data Source:GEOINT Online

Organization: National Geospatial-Intelligence

Agency (NGA)

Format Used: ASCII; PDF; Excel; CVS; Table; Maps
Classification: Spatial; Investigative Intelligence

Geo-spatial Multi-Agency
Coordination Group (GeoMAC)

Description: The Geo-spatial Multi-Agency Coordination
Group (GeoMAC) is an internet-based mapping aptidiina
originally designed for fire managers to accesgenhaps of
current fire locations and perimeters in the canteous 48
States and Alaska. Using a standard web browser, fi
personnel can view this information to pinpoint #ffected
areas. With the growing concern of western wildlires in
the summer of 2000, this application has also becavailable
to the public. In order to give fire managers reat-time
information, fire perimeter data is updated dadégéd upon
input from incident intelligence sources, GPS datfaared
(IR) imagery from fixed wing and satellite platfasnThe
GeoMAC web site allows users in remote locations to
manipulate map information displays, zoom in antdtou
display fire information at various scales and illegad print
hard copy maps for use in fire information and radafiefings,
dispatch offices and coordination centers. Therfieps also
have relational databases in which the user canhedis
information on individual fires such as name of fine, current
acreage and other fire status information [GEOMAQ 1.
Data Source:GeoMAC Group

Organization: U.S. Department of the Interior; U.S.
Department of Agriculture; National InteragencyeF@enter;
U.S. Geological Survey

Format Used: Feeds; ASCII; XML

Classification: Spatial; Environment
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Global Terrorism Database (GTD)

Description: The Global Terrorism Database (GTD) is an
open-source database including information on tistrevents
around the world from 1970 through 2008 (with aiddl
annual updates planned for the future). Unlike mathgr
event databases, the GTD includes systematic dadarestic
as well as transnational and international terramsidents that
have occurred during this time period and now idekimore
than 87000 cases. For each GTD incident, information is
available on the date and location of the inciddm,weapons
used and nature of the target, the number of déssiadnd—
when identifiable—the group or individual respotfsilyMD
2011].

Data Source:GTD online interface; “GTD Contact Form”
request

Organization: U.S. Department of Homeland Security;
National Consortium for the Study of Terrorism d&®ksponseg
to Terrorism

Format Used: CSV

Classification: Incidents; Demographic and Behavioral

Google Earth

Description: Offers maps and satellite images for complex ¢
pinpointed regional searches [GOOGLE 2011].

Data Source:Google Earth 6.0; Google Earth Pro
Organization: Google

Format Used: KLM; KMZ; COLLADA

Classification: Spatial

Government Datasets

Description: The purpose of Data.gov is to increase public
access to high value, machine readable data se¢saged by
the Executive Branch of the Federal GovernmentaQat/
provides descriptions of the Federal data setsahata),
information about how to access the data setsaoid that
leverage government datasets. Data.gov includestsdde
catalogsthat provide access to “raw” data sets and various
tools.Catalogsoffers ‘Raw” Data catalog Tool Catalog and
Geodata Catalog‘Raw” Data Catalogprovides users with
instant view/download of platform-independent, niaeh
readable data as well as a link to a metadata gaemfic to the
respective dataselool Catalogprovides the public with
simple, application-driven access to Federal détfa w
hyperlinks and features widgets, data mining arichetion
tools, applications, and other servic@godata Catalog
provides trusted, authoritative, Federal geo-sptittaugh
links to download the datasets and a metadatapiigeletails
on the datasets, as well as links to more det&iéstbral
Geographic Data Committee (FGDC) metadata infolrnati
The categories used bigaw” Data CategoryandTool
Category include Agriculture; Art, Recreation, and Travel,
Banking, Finance, and Insurance; Births, Deathsriagges,
and Divorces; Business Enterprise; Constructiontenuing;

Educations; Energy and Utilities; Federal Governimen
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Finances, and Employment; Foreign Commerce and Aid;
Geography and Environment; Health and Nutritiompime,
Expenditures, Poverty, and Wealth; Information and
Communication; International Statistics; Labor Fgrc
Employment, and earning; Law Enforcement, Courid, a
Prisons, national Security and Veterans Affairstura
Resources; Other; Population; Prices; Science actriology;
Social Insurance and Human Services; State and Loca
Government Finances and Employment; Transportaiod;
Wholesale and Retail trade.

The categories used KBeodata Categorinclude: Biology
and Ecology; Administrative and Political Boundarie
Atmospheric and Climatic; Business and Economiey&tion
and Derived Products; Environment and Conservation;
Agriculture and Geophysical; Human Health and Disea
Imagery and base Maps; Inland Water Resourcestaili
Locations and Geodetic Networks; Oceans and Es&jari
Cadastral; Cultural, Society, and Demographicsiliias and
Structures; Transportation Network; and Utilitiesla
Communication [DATA 2011].

Data Source:Data.gov Catalogs

Organization: General Services Administration; Federal Ct
Information Officer (C1O) Council

Format Used: XML; Keyhole Markup Language (KML);
Compressed Keyhole Markup Language (KMZ); Shapefile
PDF; CSV; TXT; XLS; Feeds; Chart

Classification: Resources; Environment; Demographic and
Behavioral

nief

Integrated Common Analytical
Viewer (iCAV)

Description: The Office of Infrastructure Protection's
Infrastructure Information Collection Division (I@) leads the
Department’s efforts to gather and manage vitalrmftion
regarding the Nation’s critical infrastructure ey resources
(CIKR). Accurate CIKR data is essential to devéeigmand
executing infrastructure protection programs ateals of
government. IICD helps ensure needed infrastraalata is
available to homeland security partners by ideimgfy
information sources and developing applicationss and
analyze CIKR data. As part of this effort, ICDveéoped and
maintains the Infrastructure Data Taxonomy, a commo
terminology for communicating about critical infragture. A
suite of Web-based visualization tools availableuligh IICD's
Integrated Common Analytical Viewer (iCAV) provitlds
comprehensive perspective by enabling users totaaity
view and analyze infrastructure data from multgdeirces in a
dynamic map [IICD 2011].

Data Source: iCAV

Organization: DHS

Format Used: KML

Classification: ResourcesDemographic and Behavioral,

Environment; Incidents
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Interactive GIS Web Mapping
Applications

Description: The web applications, GIS-NET, SUB-NET,
OVOV-NET, and Z-NET allow for interactively viewingnd
investigating zoning, land use policy, subdivisamtivity,
aerial imagery, and many other features pertaitorignd use
within the unincorporated communities of Los AngeBounty.
GIS-NET provides geographic information regardiagd use
planning and zoning for the unincorporated ared<oef
Angeles County. SUB-NET provides geographic infaiora
regarding subdivision activity in the unincorpochteeas of
Los Angeles County. OVOV-NET provides geographic
information regarding land use planning and zorfianghe
incorporated areas of Santa Clarita Valley in tbe Angeles
County. Z-NET provides basic zoning and land ugerimation
about properties in incorporate areas of Los Arg€leunty
[LACOUNTY 2011].

Data Source:GIS-NET; SUB-NET; OVOV-NET; Z-NET
Organization: Los Angeles County Department of Regional
Planning

Format Used: GIF; PDF

Classification: Environment; Spatial

LandScan Dataset

Description: The Oak Ridge National Laboratory (ORNL)
LandScardatasets contain global population distributiorada
LandScan represents an ambient population (avensaye24
hours) with approximately 1 km resolution (30" X'B0rhe
LandScan algorithm uses spatial data and imagetlysia
technologies and a multi-variable dasymetric modgli
approach to disaggregate census counts within an
administrative boundary. Since no single population
distribution model can account for the differenicespatial
data availability, quality, scale, and accuracyvali as the
differences in cultural settlement practices, Larad
population distribution models are tailored to rhatte data
conditions and geographical nature of each indalidountry
and region. [ORNL 2011].

Data Source:ACS FTP Site

Organization: U.S. Census Bureau (USCS)

Format Used: ESRI Grid

Classification: Demographic and Behavioral; Spatial

Montgomery County Government
Map Viewer

Description: Montgomery County Government Map Viewer
contains over 17 thematic areas of data. It incwakial
photos, boundaries, census, economic developrartaton,
environmental protection, grids, health and hunamises,
housing, place of interest, public safety, publarks and
transportation, recreation, regional services eenstreets and
zip codes, and other high accuracy base map dastfMeMD
2011].

Data Source:Montgomery County Government Map Viewel
Organization: Montgomery County, Maryland Government
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Format Used: GIF
Classification: Environment; Resources; Demographic and
Behavioral; Spatial

National Climatic Data Center Description: NCDC, the world’s largest active archive of
(NCDC) Geodata weather data, produces numerous climate publicationd
responses to data requests from all over the wiNtdDC
supports a three tier national climate servicepstprogram
— the partners include: NCDC, Regional Climate €entand
State Climatologists. The online Climate data Divec
includes Surface Data, Upper Air Data, Marine D8&gllite
Data, Important Notes, Climatology & Extremes, &wated
Links. NCDC provides data access tools to retridiveate and
weather, satellite, and radar data [NCDC 2011]. RGDGIS
Portal allows users to view, access, and utilizgtun station
data through NCDC's Geographic Information Syst&t8]
portal. Interactive maps, associated metadataadwanced
Open Geo-spatial Consortium (OGC) services, sutNels
Map Services (WMS) and Web Feature Services (WKS) a
available.

Data Source:National Climatic Data Center (NCDC) Geodata
Portal

Organization: NOAA

Format Used: WMS; WFS;KML;KMZ
Classification: Environment; Spatial

National Digital Forecast Database | Description: As the foundation of the NWS Digital Services
(NDFD) Program, the National Digital Forecast DatabaseHND
consists of gridded forecasts of sensible weatleenents (e.g.,
cloud cover, maximum temperature). NDFD contains a
seamless mosaic of digital forecasts from NWS fadfites
working in collaboration with the National Centéos
Environmental Prediction (NCEP) [NWS 2011a].

Data Source:NDFD Access Datégvia File Transfer Protocol
(FTP); HTTP; XML Web Service; Web Feature Servidieb
Browser)

Organization: National Weather Service (NWS)

Format Used: Grids in Gridded Binary (GRIB2); XML;
Shapefile

Classification: Environment

National Emergency Medical Service®escription: The National Emergency Medical Services
(EMS) Information System (NEMSIS)(EMS) Information System (NEMSIS) is the national
repository that will be used to potentially stofd% data from
every state in the Nation. The NEMSIS project degeloped
to help states collect more standardized elemerts a
eventually submit the data to a national EMS dateb@he
NEMSIS Technical Assistance Center (TAC) is thgource
center for the NEMSIS project. The 2009 NEMSIS Public-
Release Research Dataset is how available. Ttaseta
includes 6,216,520 EMS events submitted by 26 stiateing
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the 2009 calendar year. The 2008 NEMSIS Publicddele
Research Dataset will continue to be availableutjinacthe
NEMSIS TAC [NEMSIS 2010].

Data Source:NEMSIS Technical Assistance Center
Organization: National Highway Traffic Safety
Administration (NHTSA); Health Resources and Sessic
Administration (HRSA); CDC

Format Used: XML

Classification: Demographic and Behavioral

National Fire Department Census
Database

Description: The National Fire Department Census Databa
provides an online address listing of U.S. fireatépents
registered with U. S. Fire Administration (USFA)vasll as
some basic information about each fire departnig.
purpose of the census, which is ongoing, is toteraanational
database for use by USFA to conduct special stulagswill
guide program decision-making and to improve direct
communication with individual fire departments. $hdiles
contain the following information: department name,
headquarters address, department mailing addresdgbarters
telephone number, headquarters fax number, county,
department type, organization type, Web site addrasnber
of stations, number of active firefighters, the tnemof non-
firefighting personnel, and a flag indicating thepdrtment’s
status as primary emergency management depart8riy{
2011].

Data Source:National Fire Department Census Database
Organization: U.S. Fire Administration (USFA)

Format Used: CSV

Classification: Incidents, Controlling Documents

National Geochemical Survey
Database

Description: The online spatial data is provided by the
National Geochemical Survey Database. The datatmagains
information from theNational-scale geochemical analysis of
stream sediments and soils in the U.S., from exjsiata,
reanalysis of existing samples, and new samplirogl &r
sample density is one per 289 square km. Ther8 asgys to
get information: 1) View: show in a web browsendow,
show in Google Earth or down load KML, and shovGils
using OGC WMS; 2) Download: download data for sieléc
geographic areas; 3) Documentation: complete Naltion
Geochemical Survey report available on the web [BSG
2011b].

Data Source:National Geochemical Survey Database
Organization: U.S. Geological Survey (USGS)

Format Used: Shapefile; dBase; HTML; TXT; CSV; KML,;
KMZ

Classification: Environment; Spatial

National Geophysical Data Center
(NGDC)

Description: The National Geophysical Data Center (NGD(C

Online Access Systems inclutlgeractive Map Services
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Space Physics Interactive Data Resources (SRIDR)
Geophysical Data System (GEODASgafloor Compositign
andFTP Area Interactive Mapgrovides visually display for
many NGDC data layersSPIDRis designed to allow a solar
terrestrial physics customer to intelligently accasd manage
historical space and physics data for integratidh w
environment models and space weather forecastORSB a
distributed network of synchronous databa&tsODASSs an
interactive database management system for ugéd in
assimilation, storage, and retrieval geophysictd.dahe data
included in the GEODAS are trackline marine geoftsys
hydrographic surveys, coastal relief, multi-bearthimetry,
and aeromagnetic surveys. Download data direathgte
custom CDs.Seafloor Compositiois used to search for and
download selected descriptions and analyses ohmari
sediment and rock samplé&sIP Areais for browse data types
available from NGDC [NGDC 2011].

Data Source:NGDC Online Access Systems
Organization: National Oceanic and Atmospheric
Administration (NOAA)/National Geophysical Data Gen
(NGDC)

Format Used: GIF; PNG; XML

Classification: Environment; Spatial

National Integrated Land System
(NILS)

Description: GeoCommunicator is the publication site for th
Bureau of Land management’s (BLM’s) National Integd
Land System (NILS). NILS’ Land Survey Informati@ystem
is the official Federal Government website for digtribution
of the Public Land Survey System — PLSS of the éthtates
and other survey-based data for the Federal Govarm
GeoCommunicator provides searching, processing, and
dynamic mapping of many BLM activities, such agllase
permits; Mineral materials, community pits; oil sgand
geothermal leasing; mining claims; etc. It progide
centralized site for downloading NILS data and ekpg
survey points/lines and control points [BLM 2011].

Data Source:GeoCommunicator

Organization: Bureau of Land Management (BLM)

Format Used: Shapefile

Classification: Environment; Resources

National Renewable Energy
Laboratory (NREL) Geographic
Information System (GIS) Data

Description: The National Renewable Energy Laboratory
(NREL) Dynamic Maps, GIS Data and Analysis ToolsbNe
Site provides dynamically generated maps of rennettergy
resources that determine which energy technolagiesiable
solutions in national and international regionsckCbn the
download data link in the page to activate the Ailehive
Download Utility. Data are available for the U.8da
internationally, and for energy resources includimmass,
hydrogen, solar, and wind. The NREL’s Geographic
Information System (GIS) team analyzes wind, sdiamnass,
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geothermal, and other energy resources and inpaitdata into
the GIS. NRFL has made some of their biomass, soldmwind
datasets — in either high resolution or low resolut—
available for download through this Web site. Higlsolution
datasets are available for specific states. Lowhatisn
datasets are available for Alaska, Hawaii, anddiver 48
states [NREL 2011].

Data Source:NREL's Geographic Information System Data
Organization: The National Renewable Energy Laboratory
(NREL)

Format Used: SHP

Classification: Resources; Spatial

National Weather Service File/Web
Services

Description: The National Weather Service
Telecommunication Gateway web site contains infdionaon
meteorological data exchange, communication stalsdar
switching practices, and meteorological data codlbs.
File/Web Services allows user to access data asdlipts filed
on the Gateway central server resources using RUMATP
applications. The File/Web Services provide curdata and
product files of computer models, text productst parsed
data, observed data, radar products, and safgititucts
[NWS 2011b].

Data Source:File/Web Services

Organization: National Weather Service

Format Used: GRIB; FTP; HTTP; RPG/SPG; NESDIS; TXT
Classification: Incidents; Environment

Public Utilities Commission
Interactive Maps

Description: The Public Utilities Commission of Ohio’s
Interactive Maps Page was created to provide andotess to
the PUCO’s Geographic Information System (GIS) neaps$
database. The various maps enable the user tdhsabentify,
and print information on data layers including sesvarea
boundaries, exchanges, roads, school districtsitgou
boundaries, cities, political districts, railroawssings, etc.
The maps types include telephone/electric/rail nelpphone
service map, electric map, railroad cross accidefis,
railroad map, water and waste water utilities ntelephone
extended area service map, census boundary acddgpmap,
etc. [PUCO 2011].

Data Source:PUCO Interactive Maps

Organization: The Public Utilities Commission of Ohio
(PUCO)

Format Used: PDF; Google Map

Classification: Spatial; Environment; Incidents; Resources

QuickFacts

Description: QuickFacts is an easy access to facts about
people, business, and geography. It includesfdatll states
and counties, and for cities and towns with moeath5,000
people. QuickFacts tables are summary profiles stgpw
frequently requested data items from various CeBsweau
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programs. Profiles are available for the Natioatest, counties
and large cities [CENSUS 2011e].

Data Source:QuickFacts

Organization: U.S. Census Bureau

Format Used: ASCII

Classification: Spatial; Resources; Demographic and
Behavior; Environment

San Francisco Enterprise Geograph
Information Systems (Gl®€yogram

idDescription: The San Francisco Enterprise GIS Program
provides mapping expertise, data, and applicafionthe City
and County of San Francisco. The Program provioes f
mapping services: SFViewer, SFParcel, SFProspeatdr,
CrimeMaps. With SFViewer and SFParcel, users gahdi
location or an assessor parcel, view parcel inftionaview
aerial photos, and print maps. SFProspector alkmasching
for properties and creating demographic or businesrt for
an area of San Francisco. CrimeMaps provides thicpaith
information about recent crime activity in theiligtgborhood
[SFGOV 2011].

Data Source:SFViewer; SFParcel; SFProspector; CrimeMaps

Organization: City & County of San Francisco
Format Used: GIF; TXT; ASCII

Classification: Resources; Spatial; Environment; Demograp
and Behavioral

SEDRIS Environmental Data Sets

Description: SEDRIS includes the representation of
environmental data and the interchange of environahelata
sets. The SEDRIS environmental data sets areatlaifree of
charge from SEDRIS. The types of SEDRIS dataisebsde
models (e.g., chair, communication console, sptt®os
gamma, and test), Terrain (e.g., Atlantis, Autoegated
Terrain, Bellevue Washington, and Lake Tahoe),a@hdr
domains (e.g., atmosphere, Master Environmentahkyp, and
data achieves (e.g., 4.0-compliant SEDRIS Tranahitt
Formats) [SEDRIS 2011b].

Data Source:SEDRIS Environmental Databases
Organization: Defense Advanced Research Projects Ageng
(DARPA)

Format Used: SEDRIS Transmittal Format (SFT)
Classification: Environment

The Federated Data System
(DataFed)

Description: DataFed is web services-based software that 1
intrusively mediates between autonomous, distribdigta
providers and users. The main goals of DataFeddecto aid
air quality management and science by effectiveofiselevant
data, to facilitate the access and flow of atmospluata from
provider to users, and to support the developmienser-
driven data processing value chains. The mainapgitication
of DataFed is the generic Viewer of spatio-tempdedhsets.
The Viewer can be used for all the federated dttase

DataFed [DATAFED 2011].
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Data Source:DataFed Viewer

Organization: National Science Foundation (NSF); National
Aeronautics and Space Administration (NASA)

Format Used: CSV; KML

Classification: Environment

The National Map

Description: The National Map is a collaborative effort among
the USGS and other Federal, State, and local partne
improve and deliver topographic information for thiation. It
has many uses ranging from recreation to sciergifedysis to
emergency response. The National Map includes akever
primary data viewers: the first viewer, The Natiokap
Viewer, has the primary role of viewing distributgata sets
from many contributing Federal State and Local ritagt
through dynamic web map services. The second vieler
National Map Seamless Server, is the primary site f
downloading USGS imagery, elevation and land cdega.
Use the 'Best Practices' viewer to download thet mpso-date
National Map road, boundaries, structures and otleetor’
data. Use the National Hydrography Data (NHD) vietee
download our full-featured National HydrographyafXIMAP
2011].

Data Source:The National Map

Organization: U.S. Geological Survey

Format Used: PDF; GeoPDF; GeoTIFF; SHP; JPEG
Classification: Spatial

The North American Environmental
Atlas

Description: The North American Environmental Atlas is a
digital repository of maps and information that available as
downloadable map and data files without cost. #irnis
interactive mapping tool to research, analyze aadage
environmental issues in Canada, United States amdddl. It is
designed to help understand continental-scale @mviental
issues. The Atlas offers basic cartographic aniremwental
data for the continent. It is intended for usebbth
environmental scientists and the citizens of théddnStates,
Canada, and Mexico. Its maps and services argrasbio
help the public visualize environmental topics abatinental
scale [CEC 2011].

Data Source:North American Environmental Atlas
Organization: Commission for Environmental Cooperation
(CEC)

Format Used: Shapefile; PDF; ZIP

Classification: Environment

Topologically Integrated Geographic
Encoding and Referencing (TIGER)
Database

Description: The Web browser is used to view and download
Topologically Integrated Geographic Encoding and
Referencing (TIGER) data. The design of the TIGERdase
adapts the theories of topology, graph theory,aastciated
fields of mathematics to provide a disciplined, Inesmatical
description for the geographic structure of thetehhiStates
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and its territories [CENSUS 2011f].

Data Source:Tiger Map Server Browser
Organization: U.S. Census Bureau

Format Used: SHP; Tiger/Line; ASCII; XML
Classification: Spatial

U.S. Board on Geographic Names
Database

Description: The U.S. Board on Geographic Names serves
Federal Government and the public as a centrabaitythio
which name problems, name inquiries, name chaagesnew
name proposals can be directed. The U.S. Boardeogi@phic
Names Database holds the Federally recognized oaasch
feature and defines the feature location by statenty, USGS
topographic map, and geographic coordinates. Gittréoutes
include names or spellings other than the officahe, feature
designations, feature classification, historical dascriptive
information, and for some categories the geombtrimdaries.
Use “Search Domestic Names”, “Download Domestic Bsin
“Search Foreign Names”, and “Search Antarctic Ndnmes
guery or download information [USGS 2011c].

Data Source:Online Systems: Search Domestic Names,
Download Domestic Names

Organization: U.S. Geological Survey

Format Used: XML; HTML; ASCII

Classification: Controlling Document

the

United States-Mexico Demographic
Data

Description: United States-Mexico Demaographic Data View
is an interactive application that provides rapitgractive data
mapping, viewing, and analysis of more than 200
socioeconomic variables that are congruent betwee/nited
States and Mexico. It is a useful tool for browsamgl
visualizing patterns at geographic levels rangimogifregions
to counties/ municipalities, the U.S.-Mexico DDViemmay be
used to map population, vital statistic, land aeee} household
data [CU 2011].

Data Source:DDViewer 3.1

Organization: Columbia University, International Earth
Science Information Network (CIESIN)

Format Used:

Classification: Spatial; Demographic and Behavioral,
Resources

Westchester County Geographic
Information Systems

Description: The Mapping Westchester County of New Yor
map service provides access to a large amountilifya
environmental, demographic, transportation, angelacale
planimetric datasets. Links to other areas of thewty's GIS
website also enables users to download coveragmatatiata
[WCNY 2011].

Data Source:Westchester County Geographic Information
Systems

Organization: Westchester County, New York Government

Format Used: GIF
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Classification: Incidents; Environment; Resources;
Demographic and Behavioral; Spatial

E.3 — Incident Management Data Sources

This section identifies databases and other sowfodsta that may be used to develop or run intiden
management models, simulations, and training agmics. The hame of data source, a brief descniftfo
its contents, its access location, responsiblerazgtion, data formats used, as well a classificatif the

type of data is given below

Data Source Title

Overview

Active Fire Mapping Program

Description: The MODIS (Moderate Resolution Imaging

Spectroradiometer) Active Fire Mapping Program ffes a near

real-time geo-spatial overview of the current véla fire
situation at regional and national scales. Locatimicurrent fireg
and the extent of previous fire activity are asiegd using
satellite imagery acquired by the MODIS sensor.sEege data
are integrated with various sources of contextpatial data and
information in a suite of geo-spatial data and niragpproducts.
This information is utilized by fire managers teess the curren
fire situation and serves as a decision suppotincgtrategic
decisions regarding fire suppression resourceailme. The data
and products provided by the program are also biduar
numerous other fire-related applications. MODI& fietection
data and products are continuously updated andspell year
round to provide temporal and spatial coveragetfervariable
fire conditions that occur year round on the Ndktherican
continent. The MODIS Active Fire Mapping Prograroyides
active fire detection and monitoring for the coatital United
States, Alaska, Hawaii, and Canada [USDA 2010].

Data Source:NASA Earth Observing System (EOS) Data
Gateway (EDG)

Organization: USDA Forest Service (USFS) Remote Sensing
Applications Center, NASA, the University of Margild the
National Interagency Fire Center

Format: KML/KMZ

Classification: Incidents, Environment

t

California Integrated Seismic
Network (CISN) Display

Description: The California Integrated Seismic Network (CISN
is a partnership among federal, state, and untyeagencies
involved in California earthquake monitoring. CIENsplay is
part of a Web-enabled earthquake natification sysiterting
users in near real-time of seismicity, and alsoablle
geophysical information following a large earthgeiakISN
Display is a software package that rapidly receaerthquake
information via the Internet distributed by seismé&tworks
operating in the United States. It is a means tivekng
graphical earthquake information to users at enmenge

operations centers, and other organizations. TB&@isplay is
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the front-end of a client/server architecture knasrthe
QuakeWatch system. It is comprised of the CISN Risfand
other potential clients), message queues, semerIs'feeder”
modules, and messaging middleware, schema, andagerse
Central to the CISN Display's role as a gatewagther
earthquake products is its comprehensive XML-schema
Earthquake products deliverable to the CISN Display
ShakeMap, Ground Displacement, Focal MechanismgsidRa
Notifications, OES Reports, and Earthquake Comnmmiersta
[CISN 2010].

Data Source:CISN Display Version 1.31

Organization: California Integrated Seismic Network
Format: ShakeMap, CISN Display map

Classification: Domain-specific Integration Interface

Centers for Disease Control and
Prevention (CDC) Widgets

Description: CDC.gov provides content in several useful way
via CDC e-mail updates, podcasts and RSS feeds. Wibgets
are online CDC.gov applications, built by one Wité that can
be displayed onto another Web site. Available wisigeclude
Adult BMI Calculator, HIN1 (Swine Flu), FraudulgAiN1
Products, HIN1 School Guidance, Pet Health andy;ateblic
Health Image Library Image of the Day, Five Minuted_ess for
Health, Smoking and Tobacco Use, Flu IQ, Seasdnal F
Updates, National Environmental Public Health Tiagk
Program, and CDC Text Messages. [CDC 2010mm].

Data Source:CDC.gov

Organization: Centers for Disease Control and Prevention
Format: html, RSS

Classification: Incidents, Demographic and Behavior,
Environment, Controlling Document

Data Sets Available in the
DataFerrett System

Description: DataFerrett is a unigue data analysis and extracti

tool—with recoding capabilities—to customize fedestate, and
local data to suit the user’s requirements. Thelatais the
infrastructure for intelligent browsing and accagsilata across
the Internet. TheDataWeb provides access acrodatdraet
using the DataFerrett interface to use demograpbmmomic,
environmental, health, and other databases hongditferent
systems in different agencies and organizationg¢Eestands for
Federated Electronic Research, Review, Extractind,
Tabulation Tool.) Some of the searchable datatspiss in the
DataFerrett application are American Community SyrfACS),
Behavioral Risk Factor Surveillance System (BRF8&}jonal
Ambulatory Medical Care Survey (NAMCS), and Cen2080
[CENSUS 2010g].

Data Source:DataFerrett system

Organization: U.S. Census Bureau

Format: XML/CAP 1.1, ATOM, RSS

Classification: Controlling Documents, Demographic and
Behavior, Resources
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Disaster Management — Open
Platform for Emergency Networks
(DM-OPEN)

Description: Disaster Management — Open Platform for
Emergency Networks (DM-OPEN) was created to esthbli
information exchange and collaboration betweentiexjs
emergency preparedness information systems. DM-OBEN
non-proprietary operational interoperability backbdhat
provides a set of non-proprietary "level playing/di' web
services designed to enable disparate third-pagiications,
systems, networks and devices to share informatorg open
interoperability standards. As a Federal infrastmes DM-
OPEN is designed to support the delivery of reaktdata and
situational awareness to public emergency respsrndéhe field,
at operation centers and across all levels of respo
management. The DM-OPEN mission is to enable amalti
network of systems that facilitates data sharirtgvben software
products serving the responder commurii-OPEN also
serves as a test bed to facilitate the developofarpen, non-
proprietary consensus standards that support peesble
information sharing for the emergency responderroarity
[FEMA 2010€].

Data Source:DM-OPEN 2.0
Organization: Department of Homeland Security (DHS) Fede
Emergency Management Agency (FEMA)
Format: WSDL, Map, CAP, EDXL-DE, HTTPS Servlet, SOAK
Classification: Incidents, Simulation Support, Controlling
Documents, Resources, Demographic and Behavioral

FedStats

Description: FedStats provides access to the full range ofiaffi
statistical information produced by the Federal Goment
without having to know in advance which Federalraye
produces which particular statistic. With convehsgarching
and linking capabilities to more than 100 agentiies provide
data and trend information on such topics as ecamand
population trends, crime, education, health caratian safety,
energy use, and farm production [FEDSTATS 2010].

Data Source:www.fedstats.gov

Organization: The Federal Interagency Council on Statistical
Policy

Format: HTML, spreadsheets

Classification: Resources, Demographic and Behavioral,
Environment, Controlling Documents

Geo-spatial Multi-Agency
Coordination Group (GeoMAC)

Description: The Geo-spatial Multi-Agency Coordination Groy
(GeoMAC) is an internet-based mapping applicatidgimally
designed for fire managers to access online mapgroént fire
locations and perimeters in the conterminous 4&Stand
Alaska. Using a standard web browser, fire persiocareview
this information to pinpoint the affected areasti¥he growing
concern of western wildland fires in the summe2@®0, this
application has also become available to the pulsliorder to
give fire managers near real-time information, fisgimeter datal
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is updated daily based upon input from incidergliigfence
sources, GPS data, infrared (IR) imagery from fiwéag and
satellite platforms. The GeoMAC web site allowsrase remote
locations to manipulate map information displaysm in and
out to display fire information at various scalesl aetail, and
print hard copy maps for use in fire informatiordanedia
briefings, dispatch offices and coordination cent@he fire
maps also have relational databases in which tiiecas display
information on individual fires such as name of fine, current
acreage and other fire status information [GEOMAQ®.

Data Source:The GeoMAC web site

Organization: U.S. Department of the Interior, U.S. Departme
of Agriculture, National Interagency Fire CenterSUGeological
Survey

Format: Map, Data

Classification: Incident,Spatial, Environment

nt

GIS Data Depot

Description: The GeoCommunity GISDataDepot is an online
resource for GIS and Deospatial data. It provides d@ata from
multiple sources. Data provided by the GISDataDaputide
standard U.S. Geological Survey (USGS) digitalaiagtaphic
(DRG) data, USGS Digital Elevation Model (DEM) datt(sGA
orthoimagery data, and FEMA Flood Data. A DRG g&anned
image of a USGS standard series topographic melpding all
map collar information. The USGS DEM data files digital
representations of cartographic information inseraform.
DEMs consist of a sampled array of elevations foumber of
ground positions at regularly spaced intervals. The
GeoCommunity has one of the largest online cobestiof
orthoimagery available in the world [GEOCOMM 2010].

Data Source:GIS Data Depot

Organization: MindSites Group, Niceville, FL
Format: DEM, NWI, DLG, LU/LC, TIGER, E00, MIF
Classification: Environment

Global Terrorism Database (GTD)

Description: The Global Terrorism Database (GTD) is an ope
source database including information on terraignts around
the world from 1970 through 2008 (with additionahaal
updates planned for the future). Unlike many othemt
databases, the GTD includes systematic data onsiimnas well
as transnational and international terrorist inatd¢hat have
occurred during this time period and now includesarthan
87,000 cases. For each GTD incident, informaticavalable on
the date and location of the incident, the weapmesl and natur
of the target, the number of casualties, and--vitientifiable--
the group or individual responsible. The Nationah€ortium for
the Study of Terrorism and Responses to TerrorBART)
makes the GTD available via this online interfata effort to

1%

increase understanding of terrorist violence soitln be more
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readily studied and defeated [START 2010].

Data Source:GTD

Organization: U.S. Department of Homeland Security/Nation
Consortium for the Study of Terrorism and Responses
Terrorism (START)

Format: Chart, Table, CSV

Classification: Incidents, Controlling Documents

Incident Information System

Description: The Incident Information System, InciWeb, is an
interagency all-risk incident information managet&rstem.
The system was developed with two primary missipnsvide
the public a single source of incident relatedrimfation, and
provide a standardized reporting tool for the RuBlifairs
community. A number of supporting systems autortfae
delivery of incident information to remote sourcébis ensures
that the information regarding active incidentsassistent, and
the delivery is timely. Information posted on thebsite is for
information purposes only [INCIWEB 2010].

Data Source:InciWeb
Organization: Inciweb.org
Format: Table, JPG
Classification: Incidents

National Fire Department Census
Database

Description: The National Fire Department Census Database
provides an online address listing of U.S. fireatépents
registered with U.S. Fire Administration (USFA)wsll as some
basic information about each fire department. Timpgse of the
census, which is ongoing, is to create a natioatdlthse for use
by USFA to conduct special studies that will guiegram
decision-making and to improve direct communicatigtin
individual fire departments [USFA 2010a].

Data Source:USFA’s National Fire Department Census
Database

Organization: U.S. Fire Administration (USFA)

Format: Report/Online Table

Classification: Resources

National Fire Incident Reporting
System (NFIRS)

Description: The National Fire Incident Reporting System
(NFIRS) has two objectives: to help State and |gealernments
develop fire reporting and analysis capabilitytfogir own use,
and to obtain data that can be used to more aetyedsess and
subsequently combat the fire problem at a natil@vall. To meet
these objectives, the USFA has developed a stainiRIS
package that includes incident and casualty foenteding
structure for data processing purposes, manuatspater
software and procedures, documentation and a Ntiére
Academy training course for utilizing the systenBSA 2010b].
Data Source:USFA NFIRS 5.0 Client Software Version 5.7.0

Organization: U.S. Fire Administration (USFA)
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Format: NFPA 901
Classification: Incidents, Controlling Documents

National Incident Management
System - Incident Resource
Inventory System (NIMS-IRIS)

Description: National Incident Management System - Inciden
Resource Inventory System (NIMS-IRIS) is a database
management tool that allows emergency respondenstés
typed resources and select specific resourcesdtwahaid
purposes based upon mission requirements, capatfilit
resources, and response time. NIMS-IRIS trackspaognt,
communications, contracts, facilities, respondsesyices,
supplies, and teams [FEMA 2010f].

Data Source:NIMS-IRIS Version 2.2

Organization: Federal Emergency Management Agency
(FEMA)

Format: EDXL

Classification: Resources

National Response Center (NRC)
Data Query Page

Description: The National Response Center (NRC), the Fede
Government's national communications center, fest®4
hours a day by U.S. Coast Guard officers and madience
technicians and serves as the sole federal pottrafct for
reporting all hazardous substances and oil spilie. NRC
maintains reports of all releases and spills iattonal database.
The NRC has made available yearly data files fovrdoad and
offline management. Each file represents a pagicdlendar
year and contains data related to incidents, whiclurred during
that year. NRC report categories include aircrgfiort,
continuous release report, fixed report, mobil@remipeline
report, platform report, railroad report, sheerorgpstorage tank
report, and vessel report [NRC 2010].

Data Source:NRC DOWNLOAD DATA

Organization: National Response Center

Format: XLS, HTML

Classification: Incidents, Environment, Controlling Document

ral

4]

National Situation Updates

Description: National Situation Updates are compiled for use
emergency management planning and operationaitagiv
Updates include information and graphics gathereah fa variety

of sources including other federal agencies anddeywnts, state

and local government, and the news media. Updates a
published daily, Monday through Friday, by the hnfiation
Coordination Unit, Response and Recovery Directoaat-EMA
Headquarters [FEMA 2010q].

Data Source:FEMA Emergency Managers

Organization: Federal Emergency Management Agency
(FEMA)

Format: Report

Classification: Incidents, Controlling Documents

n
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RAND Database of Worldwide
Terrorism Incidents (RDWTI)

Description: The RAND Corporation has developed and
maintained a database of terrorism incidents $tirggcback to
1972, which contains comprehensive informationraernational
and domestic terrorism. Over the years, many p@aiet private
sponsors have contributed to the maintenance dR&D
Database of Worldwide Terrorism Incidents (RDWTIhe new
subscription-based RDWTI, launched in January 2308 fully
searchable and interactive database [RAND 2010al].

Data Source:RDWTI

Organization: RAND Corporation, Department of Health and
Human Services (HHS)

Format: txt, pie charts, and chronological graphs
Classification: Incidents

Rand Public Health Preparedness
Exercise Database

Description: The Rand Corporation RAND assessed existing
public health preparedness exercises and develbdathbase of
those exercises that met the quality criteria & by state and
local public health departments. It is primariflyended for state
and local public health officials. The databaserjules a list of
possible exercises performed along with criteriengathe
success of each exercise. There are fourteen desigria used
to rate each exercise. These criteria are: 1)lgletated goals;
2) clearly stated objectives; 3) the objectivesaeropriate
given the goals; 4) each objective is addresseidgltie
exercise; 5) objectives are measurable; 6) theasitels
appropriate given the goals and objectives; 7st@mario is
internally consistent; 8) scenario is “a realistépiction of the
capabilities and resources likely to be availabla participating
health jurisdiction;” 9) clear guidance about papants; 10) all
participants are engaged; 11) exercise can becadptl; 12)
results in action items; 13) feedback is solicitesn participants;
14) can be completed within the given timeframée oal of
this database is “to identify the best exercisdselp local and
state public health departments prepare for piiaaith
emergencies” [RAND 2010b].

Data Source:Rand Public Health Preparedness Exercise
Database

Organization: RAND Corporation, Department of Health and
Human Services (HHS)

Format: XLS, Pie charts, Chronological graphs
Classification: Training, Resources

Responder Knowledge Base (RKE

)Description: The Responder Knowledge Base (RKB) is a
decision support infrastructure for the respon@enmunity that
provides information on commercial equipment amthb®logy
to the state, local, and tribal homeland secutymunity to
assist them with their purchasing and operatiogaipment
decisions. RKB provides emergency responders, pssi, and
planners with a trusted, integrated, online soofdaformation
on products, standards, certifications, grants,ahdr
equipment-related information. The RKB hosts thiinen
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interactive version of the FEMA Authorized Equiprhéist
(AEL), which is provided in an interactive formatdilinked to
relevant information such as applicable standarkde.RKB also
provides the official online version of the Integy Board’s
Standardized Equipment List (SEL). The RKB is thiy/ite in
existence that provides an integrated display ®&EL and
SEL. The AEL is the generic list of equipment iteatiewable
under several Department of Homeland Security (DétSit
programs, including the Homeland Security GrangRam. This
choice displays only the official AEL items. ThEISincludes
recommended features and operating considerafitiis choice
displays only the SEL. The RKB site has added spéeatures

such adMlission Critical Hints, the ability to display side by side¢

comparisons of products, andAsk an Experteature [RKB
2010].

Data Source:RKB Version 3.9

Organization: Federal Emergency Management Agency
Format: Report/Online table

Classification: Incidents, Resources, Controlling Documents,
Investigative Intelligence, Demographic and Behealjo
Environment, Training

Storm Prediction Center (SPC)
Forecast Products

Description: The Storm Prediction Center (SPC) of the Nation
Weather Service (NWS) is providing tornado/severe
thunderstorm watches, mesoscale discussions, diverelay 1-3
outlooks, fire weather outlooks, and watch, warrdang advisory
display through Really Simple Syndication (RSS) NO
2010f].

Data Source:SPC Products RSS Feeds

Organization: National Oceanic and Atmospheric
Administration (NOAA)

Format: RSS, XML

Classification: Incidents, Demographic and Behavior,
Environment

nal

Texas Natural Resources
Information System (TNRIS)

Description: TNRIS was established by the Legislature in 196
as the Texas Water-Oriented Data Bank. In 1978y &dur years
of growth and diversification, it was renamed thexds Natural
Resources Information System. The mission of TNRIS
provide a "centralized information system incorpioaaall Texas
natural resource data, socioeconomic data relatadttral
resources, and indexes related to that data thatodlected by
state agencies or other entities." TNRIS’s daieesiouse
comprises the most comprehensive set of geogralalecfor the
State of Texas. It contains over 1,000,000 franfidsedal
Photography and over 50 unique datasets that attol ayer 500
gigabytes of data. Access digital datasets dir¢htlyugh the
onlineData Search & Downlogdr go toOrdering Serviceso
work with TNRIS staff on a custom order [TNRIS 2010

8

Data Source:TNRIS Data Catalog
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Organization: Texas Water Development Board
Format: USGS DEM, Mr SID
Classification: Resources

Unified Incident Command and
Decision Support (UICDS)

Description: UICDS is the "middleware foundation" that enab
information sharing and decision support among cercial,
government, and academic incident management tkxdias
used to support the National Response FrameworlE)/dRd the
National Incident Management System (NIMS), inchaglihe
Incident Command System (ICS), in order to prevpratect,
respond, and recover from natural, technologica, tarrorist
events. UICDS links homeland security and emergency
management organizations, from incident commaitideascene
of an emergency to local and state operations retddederal
departments and agencies, from intelligence fus@ners to
transportation management centers to health service
organizations, and many other groups [UICDS 2010].

Data Source:UICDS Technology Provider

Organization: Science Applications International Corporation
(SAIC)

Format: NIEM-based data exchange, Multiple data
communication standards

Classification: Incidents

Wireless Information System for
Emergency Responders (WISER)

Description: WISER is a system designed to assist first
responders in hazardous material incidents. WISE©Riges a
wide range of information on hazardous substanoekiding
substance identification support, physical charaties, human
health information, and containment and suppresaitwce.
WISER is available for download as a standalondieadjfpn on
Windows Mobile devices, Palm OS PDAs, Apple iPhand
iPod Touch, BlackBerry devices, Microsoft WindowSs? and
via WebWISER [WISER 2010].

Data Source:WISER Version 4.3, WebWISER, WISER for
BlackBerry Version 1.0, WISER for iPhone/iPOD Tolgérsion
1.0

Organization: The National Library of Medicine (NLM)
Format: Report

Classification: Incidents, Controlling Documents, Demograph
and Behavior, Environment

E.4 — Healthcare Systems Data Sources

es

This section identifies databases and other sowfo#ata that may be used to develop or run hesahc
models and simulations. The name of data souregefdescription of its contents, its access lorat
responsible organization, data formats used, dsaseallassification of the type of data is givetohe
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Data Source Title

Overview

Ambulatory Health Care Data

Description: The National Ambulatory Medical Care Survey
(NAMCS) is a national survey designed to meet edrfor
objective, reliable information about the provisemd use of
ambulatory medical care services in the UnitedeStdindings
are based on a sample of visits to non-federal @yegl office-
based physicians who are primarily engaged in tpatent
care. The National Hospital Ambulatory Medical CStevey
(NHAMCS) is designed to collect data on the utiiiza and
provision of ambulatory care services in hospitaksgency and
outpatient departments. Findings are based oni@gnahsample
of visits to the emergency departments and outpiatie
departments of non-institutional general and sht@y-hospitals
[CDC 2010jj].

Data Source:NAMCS/NHAMCS

Organization: National Center for Health Statistics (NCHS) of
the Centers for Disease Control and Prevention (CDC
Format: Report

Classification: Demographic and Behavior, Resources

American Hospital Association
(AHA) Database

Description: American Hospital Association (AHA) Database
contains data for every hospital in the U.S. Thia @acollected
from AHA annually survey. Non-responding hospiata are
estimated using advanced methods to approximatifispiata
elements. Multiple data sets power this databaskiding the
latest edition of the AHA Annual Survey of Hospégbrimary
research into the organizational structures ofé@ystand
Networks conducted by Health Forum, and informafiom
Health Forum subscriber lists [AHADATA 2011].

Data Source:American Hospital Association (AHA) Database|

Five tools are provided: Hospital Statistics Wizafdspital
Market Analysis Wizard; Health Care Systems andwdekts
Wizard; Hospital Detail Report Wizard; Mailing Ligtizard
Organization: American Hospital Association (AHA)
Format Used: PDF, Excel table, Chart

Classification: Resources, Demographic and Behavior

American Housing Survey (AHS)

Description: The American Housing Survey (AHS) collects d4
on the Nation’s housing, including apartments, Isifigmily
homes, mobile homes, vacant housing units, houdehol
characteristics, income, housing and neighborhazdity,
housing costs, equipment and fuels, size of housirtyand
recent movers. National data are collected in addbered
years, and data for each of 47 selected Metropolitaas are
collected currently about every six years. Theamati sample
covers an average 55,000 housing units. Each nuditcoparea
sample covers 4,100 or more housing units. The Batass
includes three categories: National Data, MetréaolData, and
Dates metropolitan Areas are Survey [CENSUS 2010d].

—_

A

Data Source:AHS Data Access
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Organization: U.S. Census Bureau (USCS)
Format Used: Excel; PDF
Classification: Demographic and Behavioral

Behavioral Risk Factor Surveillang
System (BRFSS)

eDescription: The Behavioral Risk Factor Surveillance System
(BRFSS) is a state-based system of health surbaysollects
information on health risk behaviors, preventivalttepractices,
and health care access primarily related to chrdisiease and
injury. For many states, the BRFSS is the onlylaist source o
timely, accurate data on health-related behavioBJ 2010KkK].
Data Source:BRFSS Maps, BRFSS GIS Data, BRFSS Datag
Organization: Centers for Disease Control and Prevention,
National Center for Chronic Disease Preventiontdedlth
Promotion/Division of Adult and Community Health

Format: SHP, RTF, SAS, XPT, PDF, TXT, CSV, SAS7BCAT
SAS7BDAT, ZIP

Classification: Demographic and Behavior, Controlling
Documents, Incidents

CDC Wide-ranging Online Data fo
Epidemiologic Research
(WONDER)

r Description: TheCenters for Disease Control and Prevention
(CDC) WONDER - Wide-ranging Online Data for
Epidemiologic Research — is an integrated inforamaéind
communication system for public health. It speett$ simplifies
access to public health information for state ara@l health
departments, the public health service, and théeani public
health community. CDC WONDER allows accessing stiatl
research data and reports published by CDC angigger
numeric data sets on CDC’s computers [CDC 2010ll].

Data Source:WONDER Online Databases

Organization: TheCenters for Disease Control and Preventio
(CDC)

Format: HTML, chart and map images (bitmaps), ASCII,
spreadsheet

Classification: Resources, Controlling DocumeniBemographic
and Behavioral

CDC.gov Widgets and Gadgets

Description: CDC.gov provides content in several useful way
via our e-mail updates, podcasts and RSS feedsn@ugst
features are the Flu Updates, Emergency Text Messad the
CDC Data and Statistics Widget. Widgets are ordipglications
built by one Web site that can be displayed ontular Web
site. A widget is a CDC.gov application that diggléhe featured
content directly on your web page. You can embedert in
personalized home pages, blogs, and other site® @u've
added the widget, there’s no technical maintena@b<.gov
will update the content automatically. Availabledggts include
Adult BMI Calculator, HIN1 (Swine Flu), FraudulgAiN1
Products, HIN1 School Guidance, Pet Health andhyGateblic
Health Image Library Image of the Day, Five Minubed ess for
Health, Smoking and Tobacco Use, Flu IQ, Seasdnal F

Updates, National Environmental Public Health Tiagk
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Program, CDC Text Messages, etc. [CDC 2010mm].
Data Source:CDC.gov

Organization: Centers for Disease Control and Prevention
Format: TXT, RSS

Classification: Incidents, Demographic and Behavior,
Environment, Controlling Document

Clinical Data Repository (CDR)

Description: The Clinical Center installed a hospital-wide, real
time computerized medical information system (MI51976.
This system supports the Clinical Center's dugboesibilities of
providing quality patient care and collecting resbalata. The
Clinical Data Repository (CDR) is a new facilityattwill house
all electronic data collected at the clinical cerfitem the time
MIS was installed (1975) until today. The CDR viié
continually updated with current data and will be single place
to find information for clinical, research, and adistrative use
[NIH 2010d].

Data Source:CDR Version 1.4, CCMIS (Mac/MIS, Web/MIS
3.0)

Organization: National Institute of health (NIH)

Format: Clinical Data Repository (CDR)

Classification: Demographic and Behavior

Directory of Information Resource
Online (DIRLINE)

5 Description: DIRLINE (Directory of Information Resources
Online) is the National Library of Medicine’s ondimlatabase
containing location and descriptive information ata wide
variety of information resources including orgatizas, research
resources, projects, and databases concerned evitth land
biomedicine. DIRLINE contains over 8,500 recordd &cuses
primarily on health and biomedicine, although #caprovides
limited coverage of some other special interestesé
information resources fall into many categoriesdudimg federal,
state, and local government agencies; informatimhraferral
centers; professional societies; self-help grougsveluntary
associations; academic and research institutiothsheair
programs; information systems and research faslifr opics
include HIV/AIDS, maternal and child health, mo&ehses and
conditions including genetic and other rare disgasealth
services research and technology assessment. &awid may
contain information on the publications, holdingsd services
provided [NIH 2010e].

Data Source:DIRLINE

Organization: The National Library of Medicine (NLM)
Format: Report

Classification: Resources, Controlling Documents

N

Drug Information Portal

Description: The Drug Information Portal, a free web resourcg
provides an informative, user—friendly portal toremt drug
information for over 15,000 drugs. Links to sourspan the
breadth of the National Library of Medicine (NLMihe National

Institutes of Health (NIH) and other governmentrages.
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Current information regarding consumer health,icéihtrials,
AIDS—related drug information, MeSH pharmacolog@etions,
PubMed biomedical literature, and physical propsréind
structure can be retrieved by searching on a dangen A varied
selection of focused topics in medicine and drulgted
information is also available from displayed subjeeadings
[NIH 2010f].

Data Source:Drug Information Portal

Organization: The National Library of Medicine (NLM)
Format: Report

Classification: Resources, Controlling Document

FedStats

Description: FedStats provides access to the full range ofiaffi
statistical information produced by the Federal Goment
without having to know in advance which federalrane
produces which particular statistic. With conveh®sarching
and linking capabilities to more than 100 agenttias provide
data and trend information on such topics as ecanand
population trends, crime, education, health caratian safety,
energy use, and farm production [FEDSTATS 2010].

Data Source:www.fedstats.gov

Organization: The Federal Interagency Council on Statistical
Policy

Format: HTML, spreadsheets

Classification: Resources, Demographic and Behavior,
Environment, Controlling Documents

O

Haz-Map

Description: Haz-Map is an occupational health database
designed for health and safety professionals anddiesumers
seeking information about the health effects ofosxpe to
chemicals and biological agents at work. Haz-Makdijobs and
hazardous tasks with occupational diseases andsyrmaptoms.
It is one of the products and services made availapthe
National Library of Medicine’s (NLM) Toxicology and
Environmental Health Information Program. Haz-Magludes
three categories: hazardous agents, occupatisegsks, and
high risk jobs [NIH 2010q].

Data Source:Haz-Map

Organization: The National Library of Medicine (NLM)
Format: Report

Classification: Demographic and Behavior, Environment,
Controlling Documents

Healthcare Cost and Utilization
Project (HCUP) Databases

Description: Healthcare Cost and Utilization Project (HCUP)
databases bring together the data collection sffifrState data
organizations, hospital associations, private deganizations,
and the Federal Government to create a nationadnvation
resource of patient-level health care data (HCUfhEes).
HCUP includes the largest collection of longitudinaspital care
data in the United States, with all-payer, encauleeel
information beginning in 1988. These databaseslemabearch
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on a broad range of health policy issues, includingt and
quality of health services, medical practice paeaccess to
health care programs, and outcomes of treatmetite atational,
State, and local market levels [AHRQ 2010].

Data Source:Nationwide Inpatient Sample (NIS), Kids’
Inpatient Database (KID) , Nationwide Emergency arepent
Sample (NEDS), State Inpatient Databases (SID)e Sta
Ambulatory Surgery Databases (SASD), and State gzney
Department Databases (SEDD)

Organization: The Agency for Healthcare Research and Qua
(AHRQ)

Format: PDF, HTML

Classification: Demographic and Behavior, Resources,
Controlling Documents

ty

Healthy People 2010 Database

Description: DATA2010 is an information system developed |
staff of the division of Health Promotion Statistiaf the Nationa
Center for Health Statistics, CDC, and containsntiost recent
monitoring data for tracking Healthy People 201G6ththis
system, world-wide users have the ability to vibe tlata
collected to track Healthy People 2010 objectivét) national
baseline and monitoring data for each Healthy Re@pIL0
objective. Users can select data options to cieadebrowse real
time tables and graphs of the baseline and tragleag data for
all 28 health focus areas, as well as the leadaadtt indicators.
This interactive system allows users to query atatgd databas
and construct tables. Tables can be constructespfmific
objectives, or objectives identified by focus arekta source, of
by select population [CDC 2010nn].
Data Source:DATA2010
Organization: National Center for Health Statistics (NCHS) of
the Centers for Disease Control and Prevention (CDC
Format: Table and Graph

Classification: Controlling Documents, Demographic and
Behavior

Hospital Compare

Description: Hospital Compare is used to find information on
how well hospitals care for patients with certaiedical
conditions or surgical procedures, and results faocsurvey of
patients about the quality of care they receiveidia recent
hospital stay. The data provided includes procésare,
mortality, and readmission quality measures. THiecion
period for the measures is generally 12 months. é¥ew some
measures may be based upon fewer than 12 montheralg,
the Hospital Compare quality measures are refresteethird
month of each quarter [CMS 2010].

Data Source:Medicare Hospital Compare

Organization: Centers for Medicare and Medicaid Services
(CMS) of Department of Health and Human Servicessital
Quality Alliance

py

)

Format: CSV, dbf
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Classification: Resources, Controlling Documents

Hospital Electronic Health Record
(HER) Adoption Database

5 Description: The Hospital HER Adoption Database 2010 is
based on a survey of U.S. hospitals tracking tloptah of
electronic health records (HER), also known astedai
medical records (EMR). The data included are habkpjecific.
The database is used to determine where hospitaang the
technology adoption curve regarding electronicicéih
documentation, results viewing, computerized preritder
entry, decision support, and bar coding; find ohere these
functions are implemented in the hospital: emergenc
department, ICU, general medical/surgical, spegialisite
ambulatory practices, and offsite ambulatory pcastj and
understand the capabilities of hospital's electr@yistems
[AHADATA 2011].

Data Source:Database

Organization: American Hospital Association (AHA)
Format: PDF,Microsoft Excel file

Classification: Demographic and Behavior, Resources,
Controlling Documents

National Emergency Medical
Services (EMS) Information Syste
(NEMSIS)

Description: The Hazardous Substances Emergency Events
rSurveillance (HSEES) system was established tectodind

analyze information about acute releases of hamargobstances

and threatened releases that result in a publithh&etion such
as an evacuation. The goal of HSEES is to redweenttrbidity
(injury) and mortality (death) that result from hadous
substances events, which are experienced bydisponders,
employees, and the general public. The HSEES syd&tanand
prevention outreach are critical for identifyingepenting, and
mitigating the consequences of terrorist threassresg our
chemical infrastructure. Fourteen state health idiegants
currently have cooperative agreements with ATSDR to
participate in HSEES: Colorado, Florida, lowa, saina,
Michigan, Minnesota, New Jersey, New York, Northdliaa,
Oregon, Texas, Utah, Washington, and Wisconsin [ISE}M
2010].

Data Source:NEMSIS NHTSA Dataset Version 3
Organization: National Highway Traffic Safety Administration
(NHTSA); Health Resources and Services Adminigirati
(HRSA); CDC; University of Utah; University of NdrtCarolina
Format Used: XSD

Classification: Demographic and Behavioral

D

National Incident Management
System — Incident Resource
Inventory System (NIMS-IRIS)

Description: National Incident Management System — Incider
Resource Inventory System (NIMS-IRIS) is a database
management tool that allows emergency respondenstés
typed resources and select specific resourcesdtwahaid
purposes based upon mission requirements, capatfilit
resources, and response time. NIMS-IRIS trackspegeint,

communications, contracts, facilities, respondegsyices,
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supplies, and teams [FEMA 2010f].

Data Source:NIMS-IRIS Version 2.2

Organization: Federal Emergency Management Agency
(FEMA)

Format: EDXL

Classification: Resources

Rand Public Health Preparedness
Database

Description: The Rand Corporation database, funded by the
Department of Health and Human Services, providesss to
numerous public health preparedness exercisés piimarily
intended for state and local public health offigsidlhe database
provides a list of possible exercises performed@lwith criteria
rating the success of each exercise. There arteeoudesign
criteria used to rate each exercise. These eiteg: 1) clearly
stated goals; 2) clearly stated objectives; 3)thjectives are
appropriate given the goals; 4) each objectivelth@ssed during
the exercise; 5) objectives are measurable; 63dbrario is
appropriate given the goals and objectives; 7stemario is
internally consistent; 8) scenario is “a realistépiction of the
capabilities and resources likely to be availabla participating
health jurisdiction;” 9) clear guidance about papants; 10) all
participants are engaged; 11) exercise can becadptl; 12)
results in action items; 13) feedback is solicitesn participants;
14) can be completed within the given timeframée foal of
this database is “to identify the best exercisdselp local and
state public health departments prepare for piigaith
emergencies.” [RAND 2010c]

Data Source:Rand Public Health Preparedness Exercise
Database

Organization: RAND Corporation, Department of Health and
Human Services (HHS)

Format:

Classification: Training, Resources

Risk Group Database for Risk
Group Classification for Infectious
Agents

Description: In many countries, including the United States,
infectious agents are categorized in risk grougetan their
relative risk. Depending on the country and/or aigation, this
classification system might take the following farstinto
consideration: pathogenicity of the organism, mofde
transmission and host range, availability of effexpreventive
measures (e.g., vaccines), availability of effectieatment (e.g.
antibiotics), and other factors. The Risk groussifications
used in the Risk Group Database are primarily irsétue
research environment as part of a comprehensivedfay risk
assessment. The Risk Group database providesdatots
engines: search bacteria, search virus, search fumgjsearch
parasites [ABSA 2010].

Data Source:ABSA Risk Group Database

Organization: American Biological Safety Association (ABSA
Format:

Classification: Controlling Documents, Demographic and

239



Behavior

The Emergency Response Safety
and Health Database

Description: The Emergency Response Safety and Health
Database is a rapidly accessible occupationalysafet health
database developed by NIOSH for the emergency nespo
community. The ERSH-DB contains accurate and cencis
information on high-priority chemical, biologicah@ radiological
agents that could be encountered by personnelmdsppto a
terrorist event. The information contained in tHeSH-DB
represents a compilation of material from a divensay of
sources, and is intended to address the safethieaith
information needs of a wide range of emergencyaesp
personnel, including, but not limited to, the figlof fire and
rescue, emergency medicine, law enforcement, emeyge
management, public health, safety and health, artbary and
funeral. As a central source of information, theSERDB allows
diverse segments of the emergency response comntarshare
a wealth of information that is not readily accbksiand to avoid
duplication of effort [CDC 201000].

Data Source:ERSH-DB

Organization: The Centers for Disease Control and Preventid
(CDC); The National Institute of Occupational Sgf&tHealth
(NIOSH)

Format Used:text, table

Classification: Controlling Documents

TheDataWeb Browser

Description: TheDataWeb is a network of online data librarieg
that the DataFerrett accesses the data throughFBaett is a
unique data analysis and extraction tool—with rémgpd
capabilities—to customize federal, state, and |de&h to suit the
user's requirements. (FERRETT stands for Fedei&lettronic
Research, Review, Extraction, and Tabulation Tdxdda topics
of TheDataWeb include census data, economic degdthhdata,
income and unemployment data, population datay ldhta,
cancer data, crime and transportation data, fagyihamics, vital
statistics data, etc. [CENSUS 2010g]

Data Source:BetaDataFerrett

Organization: U.S. Census Bureau

Format: XML/CAP 1.1, ATOM, RSS

Classification: Controlling Documents, Demographic and
Behavior, Resources

Weapons of Mass Destruction
(WMD), Emergency Management
and Medical Websites

Description: A comprehensive list of internet sites of use for
emergency planning and in particular Weapons ofsMas
Destruction (WMD) and medical emergency planninlpHS
2010].

Data Source: Yale New Haven Center for Emergency
Preparedness and Disaster Response Yale New HaadthH
System

Organization: Yale New Haven Health System

Format Used: N/A
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Classification: Controlling Documents

Web-based Injury Statistics Query
and Reporting System (WISQARS

Description: The Web-based Injury Statistics Query and
)Reporting System (WISQARS) is an interactive datalsystem
that provides customized reports of injury-reladeta. The
database includes fatal injury data (from the Nwtid/ital
Statistics System), nonfatal injury data (from Nedional
Electronic Injury Surveillance System), and violdeaths (from
the National Violent Death Reporting System (NVDRSPC
2010pp].

Data Source:WISQARS

Organization: Centers for Disease Control and Prevention
(CDC)

Format: CSV

Classification: Incidents
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Appendix F — Breakout Group Notes

This appendix contains notes from each of the fawallel breakout groups. The information is geltera
presented in bullet form and for the most parei§explanatory. The presentation summaries for the
different technical groups have had minor editimgthe purpose of achieving improved consistenay an
clarification. The appendices are organized devs:

* F.1-Hazardous Material Release Breakout GroupdNot
e F.2 — Critical Infrastructure Breakout Group Notes

* F.3 —Incident Management Breakout Group Notes

e F.4 — Healthcare Systems Breakout Group Notes

F.1 — Hazardous Material Releas®reakout Group Notes

The discussions in HMR breakout group had goodlirmrment from the participants reflecting their past
interactions on the topics. Many in the group appe to have been involved in various forums oler t
years that include discussions related to the sopiwered in the pre-workshop reading materiatse T
notes included below are based on the summarymiegiEmn provided at the end of the workshop by the
HMR breakout group chair and co-chair, Drs. Sugigand Miller respectively. Please also note that t
content included in this section was primarily pded by the attendees of the breakout session ayd m
not reflect the opinions of the editors. The editdid consider all the input carefully to identifye

content to be included in appropriate parts ofréport and modified the report accordingly.

Summary of Key Points from Debrief Presentation
» Different models are needed/used to:
- Answer different questions
— Address different space and temporal resolutions
— Provide results on different response time scales
» Appropriate M&S tools depends on
— User (technical expertise, SME support, etc.)
— Level of detail needed varies with the application
— Key caveat: M&S providers have no control overuber base
* Most of the HMR focus is on airborne releases
— Focus on preparedness and response phases
— Separate water modeling discussion

HMR Breakout Group Approach

» Workshop discussion based on recognition:
— Broad spectrum of M&S users
— Range of releases to be considered: airborne, batex, food/water distribution systems
- Full range of hazmat sources (e.g., CBRNE, taxilustrial chemicals (TICs) and toxic

industrial material (TIMs), some natural hazardsleanic ash or emissions, wildfire)

— Differences between models for preparedness, respand longer-term recovery / forensics
- Large number of available models that cover difieparts of scenario space

» Simplified the range of topics that we would coesid/primary focus on federal level M&S

Users of Hazmat M&S
» Decision makers (tactical and strategic)
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— Non-technical emergency responders

- Emergency operations centers

— State and local agencies

— Federal agencies

Commercial/private sector

Trained users (minimal, expert)

Subject matter reach-back staff (provide servicebM&S products to users)
Public / media

Range Of User Products

Key impacts of interest

— Population health effects to inform shelter/evaicuatrelocation decisions

— Worker protection

Contaminated areas

Economic and environmental

— Affected infrastructure

Graphical products

— Geographical referencing

— Animations to communicate time-evolution

Interagency briefing products to communicate Haz&s results to non-technical decision

makers (Homeland/National Security Council tasking)

- Interagency development, review, and approval

— Radiological Dispersion Devices (RDD), Improviseddiear Devices (IND) initial versions
(DOE-led)

- Underway: Nuclear Power Plant - DOE/DHS, chemidaldgical (CB) - DHS-led

Preparedness Applications

Hazard assessments

— Large number of simulations typically required &pture range of possible scenarios

- Probabilistic methods often used to sample souncetéorological variability

- Regulatory modeling (e.g., EPA, NRC)

Training / exercise support to provide realistioagh scenarios for players

— After-action reviews and reports; implementingeix

— Need to train on same tool you'll use in real §faiations

Sensor placement

— Need to carefully design criteria for optimization

— Different (spatial/temporal) data resolution neeftedietection vs. characterization of
impacts

Response Applications

Consequence management

— Near real-time provision of actionable information

— Initial fast estimation for immediate response .(giges of thumb developed from M&S,
simple Gaussian models)

- MA&S scoping of potential range of impacts (e.gease characteristics are typically least
known in the early stages of a response)

— Detailed complex analyses via subject matter eggerg., reach-back support to federal
resources)
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e Situational awareness
» Guidance for monitoring and sampling planning

Use (and Misuse) of Hazmat M&S Tools
» Use the right model(s) for the application
— Users and developers need to understand the ajplisdor which the M&S tool should be
used
— Based on fidelity, resolution, and performance neoments
» Best practices
— Design M&S tools to meet usability requirements tonchinimize user errors
— Provide an appropriate level of VV&A needed forMK.S tools (currently no practical way
forward to develop common guidance and standardalifapplications)
— Provide appropriate training and documentation
— Span the appropriate scenario space for the guesttioterest
— Convey uncertainty of the product (how to do tkia ikey gap!)
— Sustain appropriate maintenance of M&S tool anadgse for user feedback
— Promote data exchange formats to facilitate deaarsip
» Proper interpretation of M&S critical in communiicey results to users
- Interpretational information (Hazmat M&S results &ighly technical and prone to mis-
interpretation)
— Documentation of assumptions
» Decisions should not be based solely on M&S results
— MA&S results need to be confirmed by data
— Reduction in uncertainty as data is incorporatextia¢o be communicated
— Examples of Key Scientific Needs
* Urban modeling (urban parameterizations, empitichan, CFD)
» Complex flow conditions (e.g., land-sea breeze,glemtopography)
» Complex physics process (e.g., wet and dry déposih different surfacesveathering, re-
suspension)
» Improved source term / release mechanism models
* Methods for source term estimation and reconstocti
» Data at the appropriate spatial and temporal uéisok required for M&S tool(s)
» Integration and coupling of M&S calculation for rtiple impacts (e.qg., different media, scales /
regimes of applicability, resolution temporal/sphthismatches)

Water Modeling Considerations
* Range of models
- River / watershed
Coastal
Long-range ocean transport
- Man-made systems (e.g., pipeline system)
» Differences from airborne modeling
— Data density much lower than in atmosphere
- Longer time-scales
— Actionable levels of concern are limited
» Key needs
- Improved water M&S tools
— Development of re-locatable M&S tools
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Key Need: Coupling of M&S and Decision Support Teol

» Coupling of Hazmat models
- Indoor-outdoor, including sheltering/shielding aations
— Subway-outdoor
— Airborne-water

» Agreed-upon data exchange to enable connectivibyiter decision support tools, for example:
— GIS systems used by local, state, federal agencies
— Critical infrastructure impacts
— Response asset planning models

Key Need: Product and VV&A Standards

» Standard presentation of customer products woulsebeficial
- Use of same contour levels and colors for chengffatts
— Use of federal protective action guideline levelsradiological impacts
— Common interpretative information

* VV&A approaches are not standardized across contmuni
— Difficult to define given the range of agency neetisplications, users
— Difficult to enforce due to the wide range of mplé model providers (government and

commercial)

— Cost for formal implementation across the community
— Limited interagency standards for chemical anddgjmal releases

Key Issue: Interpretation of M&S Products is Critid in Communicating Results
e MA&S output provided to users should provide
— Interpretational information (Hazmat M&S resulte &ighly technical and prone to
misinterpretation)
— Documentation of inputs for the particular product
— Document assumptions and limitations of the ch®4&$ tool
» Use of M&S products for informing the public / mads controversial but critical
— M&S products should be used to inform and helpglenimakers and Public Affairs Officers
(PAOSs) craft public action messages
— Many agencies’ policy is that raw M&S products sidouot be directly released to the public
due to the risk of misunderstanding
— Briefing Products are a step forward but are naltyetand-alone

Key Issue: Understanding and Communicating Uncerityj

* No standard approach for incorporating all typearafertainty in Hazmat M&S
— Traditional subject matter expert-based worst eagemost likely case analyses
— Multiple simulations to determine M&S sensitivityange
— Ensembles (weather)

» Rigorous statistical methods needed to incorpattources of uncertainty (e.g., source,
meteorological, and physical processes)

» Communicating uncertainty to the user is a majos{lved) challenge

Final Perspective
e General guidance to developer and user community&8 tools is needed (to which the
workshop will contribute)
» Addressing this part of an-ongoing long-term distws in the community
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Communicating the complex information provided by @he limitations of M&S tools to the
complete range of users is a developing new chgdlen

Additional Reports of Interest that were Identifidaly Participants

DOT, 2008: Emergency Response Guidebook (Orangk)Boopdated ~3 years, next version

2012

NAS/NRC, 2003: Tracking and Predicting the AtmosphBispersion of Hazardous Material

Releases

NRC, 2006: Successful Response Starts with a Maprdving Geo-spatial Support for Disaster

Management

OFCM, 2004: Federal R&D Needs and Priorities fanéspheric Transport & Diffusion

Modeling + semi-regular updates

OFCM 2007(?): Report of Joint Action Group for ddiltban Test Beds (JAG/JUTB)

OFCM JAG/ATD(R&DP), 200?: National Research and &epment (R&D) Plan for

Atmospheric Transport and Diffusion (ATD) modelisgstems

Federal Research and Development Needs and Rrgoiati Atmospheric Transport and Diffusion

Modeling (FCM-R23-2004). September 2004

Other:

— DoD Technical Panel 9 of the Technical Cooperaflamgram (TTCP) Chemical, Biological,
and Radiological Defense (CBD) Group, annual repanformation exchanges between US,
Canada, UK, Australia

— DHS, 2007: Aquatic Fate and Effects Workshop

— IMAAC Interagency VV&A Workshop, 2009: OUO draft lgn(POC: Joe Chang)

— EU COST reports: EU approach to standardize M&S

Recommended Changes to Pre-Read Materials by Sectio

Introduction and guidance

— Incorporate corrected language on IMAAC

— Include discussion of National Contingency Plahdod hazardous substances)

— International agreements (e.g., IAEA / Comprehen3igst Ban Treaty (CTBT) monitoring,
NOAA volcanic aviation hazards)

— Focus on Federal Level aspects

Perspectives on Methodologies, M&S

— Simplify the detailed discussion on M&S process

Capabilities and requirements specification

— Details of revised bullets provided in notes below

Review of tools and standards

— Refer to existing compendiums of M&S tools (e.g5GM, NAS/NRC report)

Issues and recommendations section

- Replace sections on Best Practices and Limitatiotismaterial discussed at workshop

- R&D and Science Gaps are based on high-level reesdiimitations identified by
participants

Data Output Requirements

Change “User Interface Requirements” to “Data outpguirements”

Dependent on the user — ALOHA vs. NARAC

Need to drive by user domain analysis

A/B: move to performance requirements (input); ilggisection. Add “on the fly” to B
C: add appropriate legends, documentation, staimardction levels of color.
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- C1-legends (2D)
— C2 - 3D, depending on your user; caveat: if 3D iregu

e D: change to animations

» E: standardization. Change to different produatsiffferent types of releases & different users;
graphical and data files

* F: being able to generate different output fikslLs, shape files to input GIS systems

» MISSING: uncertainty communication

» Disclaimer, legal coverage, indemnification

» Associated metadata; standardized data format

» Interpretation of the output products and whatétams; also input assumptions used in model run

Data Input Requirements
« A:add: anthropogenic heating
* B & C: morph into source description data to defime scenario in the source model (where,
when, what, how much)
» D: chemical and physical properties; material progg
» E: geo-spatial data
— Add/include critical infrastructure data
» F: demographic data very important; populatiorejgasate enough to call out; attributes by time
of day critical data
G: separate bullet on “health action level”

Recommendations for Future Work

* Needs analysis
- Reorganize by phase (Preparedness, Response, Rgcove
— Subset by type of release and scale of response

* Review of tools and standards
— Develop criteria for inclusion of M&S tools to prioke a consistent level of detail
— Group by application (vs. current alphabeticalrig}
— Identify tools with unlimited and/or free availaby

F.2 — Critical Infrastructure Breakout Group Notes

The discussions in critical infrastructure (Cl)tgyss breakout group have been summarized using topi
areas roughly aligned with sections of the drgdbreon critical infrastructure that was sharechwite
workshop participants. The bullets under eacictapta generally identify suggested additions and
occasionally questions raised by the participanteé Cl breakout. An additional topic area ofloent
organization has been included at the end to caguch comments such as those suggesting additional
sections. Discussions relevant to one topic haemlzollected in one place even when some of it may
have happened at different times during the twe dddlease also note that the content includetisn t
section was primarily provided by the attendeetheforeakout session and may not reflect the opsnid
the editors. In fact, there are occasional coittad comments but they are included in the irgeod
capturing all the contributions. The editors dishsider all the input carefully to identify the ¢ent to be
included in appropriate parts of the report.

Needs Analysis

M&S should meet the following additional needstaf tecision makers:
» Predict damage to infrastructure primarily affedbgdncident

247



Predict cascading damage to other infrastructure

Predict impact on human populace affected by tbielémt and damage to the infrastructure
(including evacuation models)

Predict situation following the incident beforeanmation for situational awareness becomes
available.

Analyze trade-offs between investments and risksfwove resiliency in disasters.

Provide predictions across the whole range fromrerand macro scale, for example, models that
predict cracks in individual building to modelstlaadress impact of a hurricane on all the
infrastructure systems in a region.

Requirements

Include cyber-security aspects

Include capability for geographic models to utiliaster and elevation data

Need to define prioritized list of questions reletw each Cl sector — the list can be improved
through discussions with involved organizationduding private sector

The scope of models should be driven by the int@nde and that should be captured in the
request for proposals

M&S Resources: Simulation Models and Tools

Department of Transportation’s (DoT’s) subway eorinental simulation that models smoke
movement around tunnels during fires

Finite element analysis tools including ABAQUS, AKS LS-DYNA,DYSMAS, and CTH
Isight process modeling tool

Emergency and Disaster Modeling simulation (EDMsim)

Functional Dependency Network Analysis (FDNA) foterdependency analysis

M&S Resources: Projects, Facilities, and Capabisi

CEMSA

High Performance Building project

Decision support system for risk assessment an@giag floods (RAMFlood)

M&S for emergency planners: FEMA Project #7 M&S R&HP(Regional Catastrophic
Preparedness Grant Program) contracted with DMAPE;, CSC (project planning)
HITRAC for estimating national level risks for supghains

MELCOR for nuclear reactor modeling

Wide Area Recovery & Resiliency Program (WARRP)gremm

M&S Resources: Relevant Standards and Guidelines

Add Open Geo-spatial Consortium’s (OGC’s) OpenGity Geography Markup Language
(CityGML)

M&S Resources: Data Sources

DoT/Bureau of Transportation Statistics — TranStaline data base

Data from DHS Office of Infrastructure ProtectiofBIP’s) Infrastructure Information

Coordination Division (IICD) such as Homeland Ségunfrastructure Program (HSIP) Gold

Energy Information Administration that includes tdtdata on energy infrastructure

Federal Deposit Insurance Corporation for aggredata on banking sector

Population Dynamics — LandScan datasets

Data from National Geo-spatial-Intelligence Agelii¥sA) available on a need to know basis
- Geo-spatial Intelligence (GEOINT) data
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- Digital Terrain Elevation Data (DTED)
» Aggregate economic data from diverse sources:
- Publications such as the International Air Travesdéciation (IATA) quarterly newsletter
- Commercial services such as IHS Global Insightsrfdustry and country forecasts, SRI
Consulting’s Chemical Economics Handbook for chednizoduction, supply, demand,
etc.

Best Practices
* Results dissemination
- Pre-hurricane damage assessment to coastal infrast from NISAC available on DHS
internal network on official use only (OUQO) basis
* Implementation
- Update predictions based on real data from field
» Development process
- Involve user as early as possible in developméatiisg from requirements development
- Avoid requirement creep by having a formal charegpiest process
- Clearly defined data dictionary and taxonomy
- Document the model follow standard practices in"aseanual and technical manuals
- Share accreditation guidelines with developers
- Configuration management and tracing to results
- Leverage best practices from systems engineeridga@aftware engineering
« Data inputs
- Best practices for building data to collect forltirig automation systems (similar to John
Deere collecting data through smart tractors?)
» Verification, Validation, and Accreditation (VV&A)ractices
- Validation based on real data that becomes availadt incident
- Test cases for validating model
- A very well defined integrated model developmertcgiss overlaid with VV&A such as
that used in High Level Architecture (HLA) FedeoatiDevelopment and Execution
Process (FEDEP)
- Mandatory process should be implemented as sucrafilation. Do not follow the
practice in case of HLA where too many waivers valewved.
- VV&A approaches used by U.S. Navy
Demonstrations and/or live event
= Data collection and experimentation at multi-scalgming in parallel with code
development and benchmarking of models againstedatg in development cycle
used in Dynamic System Mechanics Advanced Simulgfioy SMAS) project
= Scenario driven development process used in Nagimbat weapon system
(AEGIS)
- Focus on “Big V" versus “little v,” i.e., focus oralidation throughout the development
process starting from requirements validation optfr
- DoD’s M&S Use Risk Methodology (MURM)
- Round Robins (akin to the ensemble approach) -iqiren from a number of models
compared to experimental results
- “Hindcasting” — comparing against historical data
- Data validation by user experts through comparigivh field experience
Build parallel model for validating another mode$pecially for scalability

Limitations, Cautions, and Warnings
e« Communication to decision makers:

249



In M&S literature, highlight information on limitens so that they are actually read.
Highlight: “all models are wrong, some are useful.”

Highlight: focus on understanding not on humbers.

Need better ways to communicate critical informatim limitations to decision makers to
avoid erroneous extrapolations since tools dorveteutomated means to stop application
in inappropriate situations.

All decision makers should clearly understand titerided use of subject model and
simulation.

Need to provide objective ways to go beyond biaseds.

Input and assumptions should be made clear toidaaisakers. Model designed for one
situation applied to another can impact the outputdfect credibility.

Simulation will not make the decision, decision-makeeds to include other knowledge
particularly for real-time decisions; use only aftafficient experience with the tool.
Avoid overselling a capability.

Proceed with caution in case of one shot scenaffiese all the information is from a
model with no benefit of comparison with real opesmental data.

e Communication to developers:

For Cl models, clearly define the system boundatigghg development and use and
identify critical factors, such as interdependescikat may impact the results.

 Model use:

Appropriate “simple” models may be used for underding, generalizing, and capturing
system complexity but may not be suitable for gty specifics.

Warnings to users on range of applicability of mede

Make clear what model is not intended for.

Don't apply models beyond their intended domainsss, e.g., improper attributes.

If applicable, specify that models must be useth witalysis support and not in standalone
mode by decision makers.

Differentiate between predictive, exercise and-tieaé models. Exercise support
requirement less stringent than real-time modelscl, models meant for exercise support
may generally not be usable for incident management

Need to develop experience with simulation toolavoid using them as black box
Simulation development and use process, objectaresmodels should be aligned else
the results may not be credible.

Need model documentation, reference data setsaamasds to experts (or knowledge),
otherwise there may be significant risk in the ofsthe model.

» Data availability and collection methods

Data limitation should be described since datatsanailable generally, costs a lot to get,
not at the desired level of detail, and the validit data at times is questionable.
Counterpoint: Models can be useful for general ustdeding even with inaccurate data.
Example provided of use of earthquake models withknawing the exact location of the
undersea cables

Model parameter measured with different methoddeaa to different input data and
hence different results.

e Sources of variation

« VV&A

Add warnings if applicable related to hardwarefplas, software language (e.g., for
single versus double precision problems), codeoptimized.
When integrating models make sure that modelsargatible.

Validation of multiple integrated models will regeiimultiple experts.

* Model outputs
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Not including estimates of uncertainty or qualifydata and/or models is risky when
applying results.
When assumptions significantly affect model outpetform sensitivity analysis.

» ClI sector specific input:

Health caref/fire facilities models are generallydated soon after construction since
modifications are not captured in the model. Ensypdates are communicated to first
responders in case of an incident.

There are known differences between model desigdibg code information and reality.
Limitations on the quantity or existence of datadlress problems, e.g., food security
models limited by lack of data.

Chemical and other KR suppliers moving off shore #at is limiting knowledge of
supply chain to inform model development. Thaidsticularly a concern for critical
manufacturing sector.

There is unbounded complexity in (computer) network

Telecom technology is dynamically changing and kereed to ensure that current
technology in use is captured in the simulation elteing used.

Lack of access to commercial data for understanaimgmodel development since there
is no CVI type process for strategic materials sacmetals.

For dams, there is uncertainty in materials ddtted to modeling characteristics and
survivability to threats.

Lack of understanding of interdependencies in frartation systems and of the shift
among modes due to economic factors.

Issues: Research & Development
e Conceptual understanding

Develop theory and algorithms for complex system&liand understanding of involved
phenomenology and people aspects, e.g., peopld &draome to work for pandemic flu
Develop understanding of interaction of decisiorkena with simulation tools
Recognizing common threads across sectors thdiecveraged

Suite of persistent authoritative consistent conedpnodels associated with each sector
to facilitate collaboration between technical commityuand users

What threats to worry about specific to the sector

Different kind of uncertainties, epistemic versieagory, involved in modeling various
infrastructure systems should be understood togetitle their impact on results.

» Data input capabilities

Dealing with dynamic and streaming data
Capturing data for models based on reality sucDasnage capture for urban and terrain
at the desired fidelity level

* New modeling capabilities

Modeling of building collapses. A report from Natal Institute for Building Sciences
has concluded that it is too difficult to prediciilding collapses due to lack of data on
properties of particular infrastructure. A needswa@entified for the models to identify
places where people may be trapped in collapseditgs and to understand the toxic or
other hazardous risks within the collapsed strectut he attendees from Singapore
shared that they are able to collect data for mgklfrom existing systems. However, the
U.S. attendees felt that it will be a challengedosomething similar in the U.S.A. due to
much larger scale and variety of ways of captubniiding data.

Pedestrian evacuation dynamics

Commercial facilities including modeling of crowdsd individuals psychology, variation
in occupancy, and use of real-time information

251



Response of structures to explosives

Model, analyze, and manage risks and uncertainties

Modeling of damaged infrastructure and the follogwavacuation and shoring up
Cross sector interdependency modeling and anawpsicascading effects
Vulnerability and consequences

Real time tools to help decision making

Extend models to include Geo-spatial Concept ofr@tjmns (GeoCONOPS) capabilities
Models that adapt the behavior dynamically to métehconfiguration updates

Air support for emergency services including captoir required data, and guidance for
selecting appropriate aircraft based on urban atutal terrain

Linkages within and outside the Energy sector

Simulation of all hazards, including individual asichultaneous multiple events, at
nuclear plants such as, earthquakes, tsunamigdoes, aircraft impact, etc.

Granular data sets required to support nucleat fdaation analysis

Upates to fire models due to changes to resiliedtgreen buildings

Tie owner-operation to test analysis clinical datéocations and facilities in healthcare
sector

Model healthcare as an enterprise rather thaniohgaV facilities; identify data needed for
modeling as an enterprise

Cyber attacks at application level

Socio-economic impact of overlapping Cl sectorsr(frsystems to System of systems)
Individual firm behavior in banking and finance

International goods movement including implicatiémscustoms and security
Deterioration of water supply networks to predi@intenance and replacement needs;
abstract to all infrastructure

Develop benchmarking data sets for models for €daector. Navy tried something like
this and that went a long way towards developinglel®and supporting tools.

Validate actual performance of buildings and lastyactures against expected
performance based on the design codes, e.g., pefime under scenarios of earthquake,
floods, etc. There may be some related work ieva BHS or NIBS resiliency program.
Similar work is happening for sustainability undee DHS High Performance building
program.

Validation of models — methodology and results

Build experimental set-ups that can be shared epictated to support validation of
simulation models; provide ancillary and auxilidopls

Need to understand the limitations of test setinpessome aspects may not be replicated
in reality

Develop techniques to validate models of systemsling human behavior. At times,
these models use agent-based paradigms. Alsojotamdre data and statistics on such
systems.

Flood plain data and model validation

Uncertainty quantification

Comparison of models looking at uncertainty andndid use to help selection of models
Enhanced capability to capture uncertainty in is@urtd its impact on outputs

Develop scenario specific trustworthy measuresmaetitics on model outputs that take
into account the uncertainties in data and model

Representation and visualization of uncertaintiaige data sets

Analysis capabilities
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Guidance for drawing conclusions based on a cortibmaf uncertain and accurate input
data.

Determine impact on synthesis due to heterogenéitpmponent models

Develop metric to capture trustworthiness of thaled@utputs based on input data
guality and fidelity of the model — link to VV&A

Define the procedures for different fidelity levabdels to determine the parameters in
fire simulations

Develop mechanism that help increase understamdikey issues from simulation
outputs

Best way to communicate model results/forecadtéqublic

* M&S economics

Analyze trade-offs between risk and investmentidadtify point of diminishing return
Build vs. buy decisions before developing a newatsah

e Multi-resolution modeling

Link response models to systems to understand hamwidamicro benefit macro

« Development process

Enable collaborative model development, from datexiecution (different from
distributed execution)

Keep to defined requirements for R&D

Stick to agreed assumptions and constraints

Follow code development practices such as ISO9001

Elevate coding principles, styles, platforms, amulg to domain specific applications
Determining appropriate life cycle methodology iittended use — model-based (systems
engineering) or simulation based (currently usedomponent-based

* Model execution performance

Exa-scale computing — parallel processing in sitiarianeeds to be further developed

Issues: Standards
» Standardization for domain specific models
» Standards for volunteered geo-spatial data (frams@s, tweets, utilities etc) and streaming data
to populate databases and rapid injects into itnfresire interdependency models

Standard output formats for infrastructure models
Metadata standards for models and data for inteabyiy
Virtual representation of National Monuments anchie
Code of ethics for M&S professionals

Issues: Implementation
» Data availability and sharing

Accurate, timely, and legitimate data will be adti for all types of models; however, such
data is generally hard to find for all the paramseteeeded by the models.

In some cases, data collected decades ago is b&#uly Crowd models are based on data
collected in 1970s even though the demographics baanged with population now
having a higher percentage of overweight people ehoot move as effectively.

Lack of data should not be a barrier to buildingdjmodels. It was suggested that
representative distributions might be used whecerate data is not available.

Need higher fidelity terrain data and 3D data

Catalog of relevant data sources including agerafiésS. Department of Commerce
Identify responsible contacts for each infrastruetand places one can get help on a
particular infrastructure
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Disseminate guidance on data identified under Btiote of Critical Infrastructure
Information (PCII), i.e., not classified but proted as critical;

= How to get access to such data for M&S yet kespdure; figure out the needs
and ways to sanitize?

= Mandatory training and protocol

= Currently limited guidance available on use of data

= Recommend using the same model for PCII as is heiad for Chemical
Vulnerability Information (CVI) including the traing requirement

Develop central directory of databases includinggbe sector data. Need to address
proprietary issues, perhaps by developing guidelioesanitizing data for sharing similar
to PCIl and CVI.

Define the kind of data required for modeling foe t18 identified Cl systems and the
potential sources for such data.

Define data required for selected scenarios. Asxample, the group captured the data
requirements for a hurricane scenario in Louis@maelow:

» Levee data: age, deterioration, etc.

» Geo-spatial locations, getting the aspects of valmiéties of the different
infrastructures, e.g., above ground transfer systeswe a known level of wind
tolerance.

= What was damaged before, as they are most likdbe tdamaged again.

» Evacuation data of who went where last time. Adepulation attributes
(demographics- age, community). These will helfinéethe evacuation areas.

» Interactions among characteristics — wind, watemagraphics

» Understanding what's happening during the eventitd real-time scenario,
need to know what's happening during the event,ralesing it to whom and at
what time.

Procedures for acquiring information from privageter organizations. A specific case of
difficulties in acquiring data from a phone compd#olysome earthquake models was
mentioned. It was also surmised that insurancepenies would have lot of relevant data,
but it is not sure if they'd be willing to share it

Provide a matrix relating sectors with regardsdtachffecting model use including
common data that can be reused, and other dats sy cific to scenario

Reuse of the local knowledge and documentatiom{perfire codes, inspections)

* Model availability and guidance

Central repository/ directory/ authoritative souofenodels and tools with related
information such as guidance on use and quality.

Consumers report kind of guidance on tools withngjfiad confidence in analysis outputs
Identify the models that are available for use fsEeost.

Identify organization(s) that will maintain benchik@roblems and models for each of the
sectors (e.g., computational analysis benchmarks)

Some users or support organizations may requiresado code and model blueprint.
Should open source software be used? How doesewadoph deep understanding of
simulation engine without such access? Build aceessnulation code in contract?
Establish model validation databases — include 1ae#dysis of validation that has been
conducted

Infrastructure to manage families of models (PLM¥Blools avail. in commercial world
used for software)

* Model outputs:

Develop a mechanism to relate results to modeldasito the National Science
Foundation funded scheme for Agent-based Modelkdeping tools and results together
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* M&S Economics
- Develop M&S effort guidelines that provide realigticture and set reasonable user
expectations
- Define economics of M&S, that is, cost benefit ga@ guidelines that help bring rigor to
M&S process
» Partnerships for model development and use
- Greater information sharing and interoperability
- Partnerships between national labs
- Academic partnerships, Centers of Excellence aivdtersector
- Establish consortiums for sharing knowledge ancetigment of common tools (similar
to DoD and industry)
- Collaborative enterprise environment establishraendt cultivation

Document Organization
» Add a section on relevant organizations, such @setlisted below, to the document with
respective expertise areas:

- National Labs

- Academia

- Virginia Modeling And Simulation Center (VMASC)

- DoD labs

- NIST Engineering Laboratory

- U.S. Nuclear Regulatory Commission reports

- International research centers — particularly in Eapan, Singapore

- Johns Hopkins University/ Applied Physics Laborat@HU/APL)

- Professional organizations in the area of simutesiach as, Society for Computer
Simulation, SimSummit, and Simulation Interoperfpibtandards Organization (SISO)

- University Research Centers on M&S such as, ACIMOVES, Alabama Center for
M&S, Georgia Tech, and University of Central Flarid

- Universities offering M&S graduate programs — ARRDU, UCF, NPS, etc.

- CIMNE (International Center for Numerical MethodsEngineering), Spain

Recommendations for Future Work

e Orient the document towards DHS personnel andnuobide research and development
community.

» Present simulation in larger framework of analysis.

» Define a structure of the document that allowsdrat refreshing of contents to stay updated.

» Add a section for web services for M&S, e.g., fetdbuted execution DEVS/SOA

» Consider expanding the definition of Cl sectorintdlude commerce supply chains to
international customers, ports, shipping and natisraterways and their socio-economic and
ecological impact

F.3 — Incident Management Breakout Group Notes

The discussions in incident management (IM) bretgoaup sessions have been summarized using topic
areas aligned with sections of the draft reporinaident management that was shared with the worksh
participants. The bullets under each topic areeigdly identify suggested additions and occaslgnal
questions raised by the participants in the IM koe& An additional topic area of document orgation

has been included at the end to capture such cotarsgch as those suggesting additional sections.
Discussions relevant to one topic have been celleict one place even when some of it may have
happened at different times during the two dayeage also note that the content included in #ttian
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was primarily provided by the attendees of the kmaaisession and may not reflect the opinions ef th
editors. The editors did consider all the inputbally to identify the content to be included ippsopriate
parts of the report.

Needs Analysis
» Timely accurate information and better assessmequality of the raw data that is available
« Standard ways to define incident management prablem
» A searchable on-line index of models appropriatgiten situation, like “experts book” used by
journalists
e Guidance for command & control
Provide best added value for on-the-spot resporfistsand then for senior decision makers

Requirements

» Response plans need to comprehend the possibiityritended responders are among the victims

» Agile and adaptable models that can be used fada variety of situations. Such models are
preferred over perfectly designed ones that catlgrto a specific scenario.

* Integrated all-purpose models for training, analgsid real-time management

» Documentation including intended use, known linmtas, indicators and warnings of violation of
assumptions

» Ability to translate scale, scope, units of measwaet

» Geographic portability

M&S Resources: Simulation Models and Tools
» Degree of trust required depends on intended wsp¢st for critical decisions requires much high
standard than for “what-if")

* Include information on the following:
- HSEE
- MSEL Builder
- Evacuation modeling tools developed by Redfish @nender Homeland Security

Institute (HIS) sponsorship

- Hazmat
- DTRA CAT (consequence assessment tool set)

Best Practices
* Model inputs

- Resolve conflicts that arise from different datarses yielding different results

- Use of a common data translator in the absencalafeastandard as practiced by the
Department of Defense

- Appropriate assumptions, appropriate scope, apiatedevel of detail, and readily
accessible

* Results dissemination

- Defined timelines for successive M&S results withreasing levels of accuracy similar to
that done by National Atmospheric Release Advisoenter (NARAC)

- Provide quantified confidence levels with M&S rasusuch as satisfaction/regret curves
provided by Critical Infrastructure Protection D&on Support System — Decision Model
(CIPDSS-DM))

e Implementation

- Translational and searchable capability better thang to drive everyone to one standard

- Used in exercises, realistic tests before inclusiarisis response

- Use of reach-back centers to support use of M&Bitigent managers and responders
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Limitations, Cautions, and Warnings
* Should be included in any “catalog” of M&S tools
» Policy makers and decision makers can't assume &mégtions

Issues: Research & Development
» Conceptual understanding
- Study local incident managers - do they know wkaponse times and approaches are? Is
their knowledge all subjective judgment?
- Organizational behavior research effort to deteenfiow different levels use information
and M&S, how to measure benefits
- Dimensions of M&S applicability and use, may in@duslich attributes as:
= Level within organization
= Stage of event -- time criticality
= Component/ environment of event
= Type of event
- Use of models when data is inaccurate/ has unogrtai
* New modeling capabilities
- Model interdependency issues (e.g. health effetAZ MAT from building collapses,
interacting crises)
- Exploit information available from public sourcagch as CNN and other news channels
» Analysis capabilities
- Develop guidelines to determine how well a moddll work in situation you never
anticipated
- Define guidelines to identify patterns in incidents
Provide robust pre-positioning of resources vehigkly detailed plans

- Determine when we know enough, either in validatiom decision-making; Use the
determination to optimize the validation effort
- Processes to validate usability of M&S tools
M&S economics
- Determine M&S efforts needed at various levelsesfpionse
Include R&D needs identified in 2004 workshop (LLIReport UCRL-CONF-208718 “Computer
Simulation for Emergency Incident Management):
- Scalability of software solutions
- Integration of multiple simulation paradigms
- Software environment for federated computing
- Visualization for insight
- Modeling human behavior
- Understanding complex adaptive systems
- Resource constrained computing
- Relevance of non-police/fire/EMS communities to design of effective incident
management simulation

Issues: Standards
e Data structures
» Data interfaces
e Geo-spatial / visualization
» Standard nomenclature
* Ways to assess and label the validity of models
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Issues: Implementation
» Data availability and sharing:

Address the major constraint of organizationalstasice to sharing data -- biggest
obstacle is policy and culture, not technology

In real-time, good data more critical than anabjtimodeling

Models should integrate the latest field data atdél and should not be seen as competing
with data

* Model availability and guidance:

Develop a well-grounded decision-making processsangtture to provide basis for
mission requirements that in turn drive assessnantodels; DHS needs clearer mission
/ problem definitions as prerequisite for modeluiegments and evaluation

On-line searchable information about approved nodehilable for specified purposes,
including assumptions, limitations, indicators avaitnings of inappropriateness; S&T
needs a “librarian” to keep track of what has alyelacen done -- searchable

Better sharing of information on how models aresamoto integrate into SUMMIT
framework at the National Exercise Simulation Ce(f#=SC)

* Model outputs:

Consider new information channels (e.g. social mea$ part of the communications
processes

* Process recommendations:

Have dedicated staff associated with the most itapbmodels, checking them

Have frameworks to commission a run from a reaatkloanter

Can use analytical tools (simpler than simulattonpok at whether you have the needed
people, training, resources

A clearer decision-making process and structusaifiport the kind of requirements
development sought here; DHS needs to devote @algffort to improving its own
decision processes

M&S goals identified need to be continuously updatet one-time efforts -- DHS needs
a mechanism for continuously updating informati@e these documents

Lessons learned activity should include considewhgt did people fail to recognize and
act on

Recommendations for Future Work
e For the M&S tools listed include information on:

Evaluations and quality

Intended uses (training, decision support, levelrghnization)
Limitations of models

Availability

Currency

Validity

Complexity

Ease of use

F.4 — Healthcare Systems Breakout Group Notes

The Healthcare Systems breakout group had extetidedssions. There was so much enthusiasm and
interest in the topic that it was difficult to &werything into the allotted time period. The dissions have
been summarized using topic areas aligned witlicsecof the draft report on healthcare systemswiaat
shared with the workshop participants. The bulletder each topic area generally identify suggested
additions and occasionally questions raised byérgcipants in the IM breakout. An number of
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additional topic areas were discussed by the gamagphave been included after the sections correlpgn
to the pre-workshop reading document. In particite group found the idea of developing a healtac
model exemplar quite important and spent some dieveloping it further as captured near the enthisf t
section. Please also note that the content indlirdéhis section was primarily provided by theeattees
of the breakout session and may not reflect theiops of the editors. The editors did considettad
input carefully to identify the content to be ingkd in appropriate parts of the report.

Needs Analysis
« Continuous automated knowledge capture
» Infrastructure-less response
» Data intensive cumulative continuous analysis
» Preventative and predictive modeling
» Best practices benchmarks
» Situational awareness (county, regional, statéomai)
* Focused innovation environment
* Dynamic data translation
e Continuous and dynamic patient state vector
» Data dictionary
e Command, control, and communication (CCC) vs. qu&e®
» Business enterprise
» Facility design
» Capacity demand management
e Conceptual modeling

Intended Use
» Consensus building and collaboration
* More integration communication planning increasta dad use
* Focus innovation
» Predictive element
* Real time dynamic
» Mission integration (reflect real message/issue)
»  Community live, thrive, survive
e Mission support
* Neutralize politics
» Architects (AlA)
» Audit traceability
» Deploy gracefully
» Learn subjective things
* Process
- Mission
- Function
— Conceptualization
- Data
— Performance credibility

Functional Requirements

» Identify and specify the system state for differeealth care domains across integrated health
emergency Area of Operations (AOO) over time
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» Define functional requirements

» Integration with law enforcement plans and autlyorit

» Health department oversight

» Definition of steady state conditions

e Scoping implications generic

* Fully cross-barred model of relationships betweeputation and individuals: an end to end
approach.

» Protect against cognitive bias

* Theoretical model

Data Requirements
» Resources state: prevalence vs. incidence
— Examples ancillary departments
— Population profiles
— Displaced (housing, residents)
» HIPAA-compliant patient-specific data over congigteeriod of time (exclude rare and outliers)
« Data types
- Predefined data sets
— Capture systems pre-incident protocols
— Injury analysis
— Trauma types
- Treatment plans

User Interface Requirements
e Tools for integrating multiple models
» Scenario generation tools

Performance Requirements
* No ‘negative training’
» Implementations and applications should interoderabd distributed

Credibility and Evaluation
e Set the expectation early to have VVA for best ficagguidance
* Need VVA standards

Other Projects, Facilities, and Capabilities
» National Center for Collaboration in Medical Modggjiand Simulation at Eastern Virginia
Medical School
» National Intrepid Center of Excellence (NICOE)
— Traumatic Brain Injury

Simulation Models and Tools

» Evaluations by user (disclaimer/instructions)
- Auvailability
— Hardware/software requirements
— Support offered by distributor

» Other simulation tools used for healthcare simafatincluded but not limited to)
— Flexsim HC — discrete event simulation for healthca
— ACSLX - biomedical modeling
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Limitations, Cautions, and Warnings
* Need VVA standards
» User responsibilities
» Certification of model champions
» Political view
» Database issue — multiple; no continuity
» Decentralize model building and implementation viittegrity

General Research, Development, Standards, and Imm@etation Issues
» Data translators are needed for healthcare datare Mhportant than standards
 Need VVA standards

— Discussion
= Totally lacking
= Pitfall
=  Avoided

- VVA cannot be treated as a separate deliverable.
— Modelers need to tell what they did
» Overall philosophies
— Discovery
- Imperfect science
- Risk assessment
— Must be contextualized — risk always there. Conbtarverlaying and experimenting because
they are discovery processes - not exact processes
— Sliding scale of trustworthiness of model basediata
= Human
* Finite element models
— Think about models multi-applicability
— Include all domains (architecture, health care)
— HIPAA disaster (identity lost, stolen, categorizei$sing)
— Human behavior and communication patterns
— Training requirements for public health officials
— Community education
* Simulation Documentation
- Requirements
Does it meet specs — ‘of course’ (because thera@specs!)
Need a CMMI-type (Capability Maturity Model Integian) for M&S
Levels of documentation — the standard minimum
— Ways of recognizing managing data integrity
* VV&A an inherent part of contract with client
— We need to provide appropriate VV&A techniques tsteat with the needs for the project
» Types, cost, time
- Risk or confidence based
» Did you do enough? Need to know baseline
e Initiatives - we need to know what DHS is doing
* Tools
— Modeling
— Support tools (statistical)
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— Ad hoc health care support
* Technical issues
» Policies
— Caodification of legal responsibilities (modelersiamalysts)
— Error representation reporting
= Define the meaning of error
» Research issues on how to incorporate into sim mod
» Healthcare response
e Standards
— representing the criticality of model
» |sthis just a game?
= Oris it predicting deaths or collapse of buildings
» Information access — destruction, backup access
Vulnerable populations: aged; language and cultargers; multiple-use facilities;

Healthcare Specific Research, Development, Standaehd Implementation Issues
» Standard models pros and cons
- Encourage widespread model development vs. siogles development
— Stimulate the market so that the community is mptethdent upon a single or a few entities
(not all eggs in one basket)
— Need standards so that models don't require systEgrators
— Development of portfolio of healthcare models
- Market/technology is immature (lots of developmeitk mature the market)
- Find mechanisms for encouraging innovation
= Contests
= Competitions
» Research or further investigation to search fostaxj models
— Need to be studies that characterize the uniqueridee healthcare responses in disaster
» Distributed highly sensitive, interdependent (sonterdependencies not inherently
known)
— Fatalities: Which people die?
= Population (civilians)
= Families/communities profile /health status
= Front line staff (first responders)

Simulation Engineers/Analysts
» Licensing/certification of simulation analysts
» Accountability/certification of models (sign-off anodels)
* Need to establish internal Q&A practices for models
— What are the practices?
— When are they to be performed?
= After process modeling
= After baseline (review process modeling and approve
= Design of experiments (DOE)
= Preliminary results

Healthcare Model Exemplar

Need to develop a comprehensive supply-chain disasbtdel for healthcare systems that includes:
» Determine characteristic models for this eventelmeneous
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— System dynamics
- Agent-based modeling
— Discrete event
- Physics
Mission driven model (vs. technology driven)
- For whom
» Stakeholders
= Patient centric
- Disaster Outcomes
= process flow (according to disaster protocols)/thesdiate, treatments
Model input and output: achieved through evideragel metrics
Model according to event status by phases of events

- Pre-event
= Vaccine acquisition and administration, distribatio
= Training

— Post trauma exercise systems
= Alternate resource planning (facility, staff)
» Interagency coordination
— Health department, Emergency Operation Centers €0C
— Behavioral support (mental health case managetis;fased support)
- Non-governmental organizations (NGOs), e.g. AmeriRad Cross
— Logistical support
— Utilities and transportation
- Alternate infrastructures
— Communication systems (all types)
- Event
— Post- event/ long term recovery
= Living response
Fatality response
Patient
Responders
After trauma — exercise value; how to live
Prioritization of multiple roles for individual rpenders (teams)
Loss of capabilities
- Facilities
» Loss of main hospitals and healthcare facilitiegy., building structure
= Key systems or critical infrastructure; e.g., conitzation of heating, ventilation, and air
conditioning (HVAC)
- Medical records (paper and online/computer)
— Laboratory storage of contaminants (biological atidn, nuclear hazards)
— Incapacitation or loss of frontline staff and ensarcy medical technicians (EMTS)
— Mutiny, refusal to work or show up for work by resyplers
— Use of an emergency health reserve corps
— Supplies (medications, medical)
Regulatory components/policies and SOP’s
— Mandatory infrastructure
— Legal documentation (evidence /forensics)
— Prioritization reallocation for disaster purposes
— Altered standards of care during emergency/disagteations
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Must maintain control for data integrity

Recommendations

Pharmaceutical approach (already have good pracesSOP) and medical equipment
— Modeling supply chain safety
Healthcare simulation training and education
- Nursing, medical schools, ancillary health programs
- Engineering programs
— Architectural
— Business
Certification of healthcare professionals in siniola
Certification of users
Improve publicly-available:
— Data sets
— Models (example: disaster arrival model)
- Tools
— Training
Find success stories
M&S expectations (schedule, phases, costs, tinernal staff (model champions) technology
and/or data experts)
External review panels for publicly funded projects
Establish staff configurations of modeling teamsdifferent types of modeling projects (identify
which types of experts are required to solve eggh bf problems)
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