
   

    

 

   

   

     

   

   

   

   

  

 Security Automation from 
a NIST Perspective 
by John Banghar t , Stephen Quinn, and Kevin Stine 

Securit y automation ca n ha rmonize 

t he vast a mounts of information 

technolog y (IT) data into coherent, 

comparable information streams t hat 

inform timely and active management of 

diverse IT systems. Through t he creation 

of internat iona lly recogni zed, flex ible, 

a nd open standards, securit y 

automation ca n facilitate IT 

infrastr ucture interoperabilit y a nd 

broad accepta nce and adopt ion and 

create opportunities for innovation. 

As par t of t he larger securit y 

automation initiative, t he Securit y 

Content Automation Protocol (SC AP) 

prov ides standa rdized data models a nd 

methods for assessing a nd reporting 

v ulnerabilit y a nd config uration state of 

comput ing systems. 

SCAP 1. 2 
SC A P continues to evolve to meet the 

needs of expa nding use cases, a nd the 

securit y automation communit y 

continues to work on refining the 

capabilities it prov ides. 

A lt hough SC A P has enabled t he 

successful implementation of some 

limited use cases including the Federal 

Desktop Core Config uration (FDCC)/ 

United States Government Config urat ion 

Baseline (USGCB) init iative, t he 

significa ntly greater potentia l of SC A P is 

rea li zed w it h t he advent of SC AP 1.2. 

W hat is t his potential? From a 

config uration a nd v ulnerabi lit y 

scanning perspective, it means hav ing 

plent if ul SCA P content for commonly 

used computing operating systems a nd 

appl icat ions t hat interoperate 

sea mlessly w ith va lidated products t hat 

can process and produce correct results 

and work aggressively to continue w ide

scale use a nd adoption. 

SCAP 1.2 Feature Set 
SC A P 1.2 builds on prev ious versions of 

SC A P by introducing a met hod for 

integrat ing underly ing specificat ions via 

a cohesive data strea m model, a llow ing 

practitioners to build SC A P content 

using t he primitive specifications in new 

and innovative ways not defined in t he 

comprising specifications. SC AP 1.2 also 

introduces digita l signing of content to 

ensure content and result integrit y, 

specifications for asset ident ification and 

reporting, and suppor t for new 

assessment methods using PowerShel l. 

SC A P 1.2 a lso ma kes it possible to assess 

a hybrid of operating system, 

applicat ion, a nd artifact targets using a 

single data st ream by dy na mica lly 

determining at runtime the settings a nd 

system state rat her t han be beholden to 

a static list of settings (as w it h prev ious 

versions of SCA P). 

SCAP Validation 
To ensure t hat commercia lly available 

securit y products a re able to correctly 

use SCA P 1.2, the SCA P Va lidation 

prog ram was expanded to include new 

requirements a nd much more robust 

testing capabilities. Working closely w it h 

Nationa l Securit y Agency (NSA) a nd 

Depar t ment of Homeland Securit y 

(DHS), in t he fa ll of 2011, Nationa l 

Institute of Standards a nd Technolog y 

(NIST) w i l l introduce a n updated set of 

Derived Test Requirements based on 

SC AP 1.2 along w ith a publica lly 

ava ilable test suite that w ill assist 

product vendors in t he development of 

t heir products and prov ide end user 

organi zat ions w ith t he abi lit y to conduct 

t heir ow n test ing. In keeping w it h the 

ex isting process, accredited t hird-part y 

laboratories w ill use t hese new 

requirements a nd sig nificant ly 

expanded test suites to ensure g reater 

product a nd content interoperabilit y. 

SCAP Use Cases 

Continuous Monitoring 
Information securit y continuous 

monitoring enables a n organi zation to 

ma intain ongoing awareness of 

information securit y, v u lnerabilities, 

and t hreats to suppor t orga nizationa l 

risk management decisions. 

The process of continuously 

monitoring t he securit y of systems 

t hroughout a n enterprise is cha l lenging 

for severa l reasons. Most organizations 

have la rge heterogeneous computing 

env ironments t hat consist of numerous 
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operating systems a nd applications t hat 

require secure config urat ion and patch 

management. Keeping up w it h the 

demands of daily operations while a lso 

demonst rating compliance w it h securit y 

requirements expressed in legislation, 

reg ulation, and policy is cha lleng ing 

w it hout a proper strateg y that involves 

securit y automation. 

Organi zat ion-w ide information 

securit y continuous monitoring can be 

dif ficu lt using manua l processes a lone. 

The use of SC A P check lists and va lidated 

products for assembling organizat ion-

w ide informat ion securit y informat ion 

ca n facilitate efficiencies a nd improve 

ef fectiveness. Recent additions to 

SC A P 1.2 ensure securit y automation 

w ill ex pa nd to still addit iona l use 

cases w ithin this highly impor tant 

problem space. 

Secure System Configurations 
Another supporting use case for 

continuous monitoring is t he USGCB for 

Windows 7, Internet Explorer 8, and Red 

Hat Enterprise Linu x, representing an 

evolution from t he earlier FDCC for 

Windows X P, Windows Vista, a nd 

Internet Ex plorer 7. [1] A fter consulting 

w it h the Chief Information Officer (CIO) 

Counci l agencies, t he Technolog y 

Inf rastructure Sub-committee (TIS) of 

the Federal CIO Council took t he 

importa nt lessons from t he 

implementat ion of t he FDCC on federa l 

desktop systems and has put for t h a true 

baseline for Windows 7 a nd Red Hat 

Enterprise Linu x 5. As w ith t he FDCC, 

t he USGCB check lists use SC AP as the 

basis for t he machine-readable policy. 

In t he future, the TIS w ill leverage 

Nationa l Check list Prog ram-hosted 

check lists at Tier III rank ing for 

inclusion as future USGCB candidates 

for federa l use a nd adoption. [2] 

Health IT 
The applicat ion of securit y automation 

principles and specifications a re being 

ex tended beyond t he federa l government 

to prov ide va lue across ot her sectors 

and w it hin t he context of addit iona l 

securit y f rameworks. 

Securit y automation is being 

leveraged to assist healt hcare 

organizations in improv ing t heir abilit y 

to enable measurement and monitoring 

of securit y controls and config urations 

and to support securit y compliance 

management w ith t he Hea lth Insurance 

Por tabi lit y and Accountabilit y Act 

(HIPA A) Securit y Rule (45 CFR 160, 162, 

and 164). [3] 

By leveraging t he FDCC a nd USGCB 

initiatives described earlier, NIST is 

using SC A P specifications to develop 

HIPA A-specific baseline securit y 

config uration check lists for common 

operat ing systems t hat host electronic 

hea lth record systems, enabling greater 

automat ion of t he HIPA A Securit y Rule 

technica l sa feg ua rds. 

A protot y pe HIPA A Securit y Rule 

self-assessment application, conta ining 

nea rly 1,000 questions expressed using 

t he Open Check list Interactive 

Language, w ill help HIPA A covered 

entities a nd ot her hea lt hcare 

organi zations to better understand the 

HIPA A Securit y Rule sta nda rds and 

safegua rds and assist in 

implementing a nd assessing those 

sta nda rds and sa feg uards in their 

operationa l env ironments. 

International Standardization 
The United States Government (USG) 

recog nizes t he benefit of a U.S. public 

and private partnership to develop, 

ma intain, a nd implement voluntar y 

consensus sta nda rds related to 

cybersecurit y best practices to ensure 

t he interoperabilit y, securit y, and 

resiliency of this g lobal infrastr ucture. 

This position is suppor ted and g uided by 

U.S. legislation and policy a nd is 

i llustrated by the USG’s promotion a nd 

assista nce over t he past t wo decades to 

advance securit y in commercia l of f-the

shelf IT products. [4] It has a lso become 

w idely accepted by t he USG a nd ma ny 

ot hers that standards only prov ide va lue 

if they are w idely used. 

Industr y has show n great interest in 

incorporating SC AP into their products 

but would like to ta ke adva ntage of 
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economies of sca le and ensure that t he 

products t hey desig n and produce ca n 

be sold globa lly in mu lt iple ma rkets a nd 

va lidated aga inst one set of standa rds. 

This condition w i ll a rise on ly if 

SC A P and its support ing components, as 

well as ot her specificat ions in t he 

securit y automation body of work, are 

accepted by foreign governments and 

other major g loba l market players. In 

turn, ma ny foreign governments and 

major players are more likely to accept 

SC A P va lidated products a nd not 

develop t heir ow n simila r standa rds if 

SC A P and its support ing components 

a re accepted a nd further developed 

w it hin a n acceptable internationa l 

sta ndards development orga nization. 

Outreach 
Broad communit y involvement a nd 

adopt ion of securit y automation 

technologies has always been a ha llma rk 

of t his multi-year init iative. In addition 

to open mailing lists a nd Web sites, 

severa l events take place t hroughout t he 

course of the year to bring ex perts 

together to adva nce the state-of-t he-a rt 

in securit y automat ion. The Securit y 

Automat ion Developer Days is a 

mu lt i-day event t hat is t he primar y 

face-to-face venue for ex perts to 

discuss and approve cha nges or 

addit ions to SC AP a nd ot her securit y 

automation specifications. 

The Soft ware Assurance (SwA) 

Prog ram of t he DHS’s Nat ional Cyber 

Securit y Div ision co-sponsors SwA 

For ums semi-a nnua lly w it h 

orga nizations in the Depa rtment of 

Defense and NIST. [5] The purpose of 

the forums is to bring toget her members 

of t he government, industr y, and 

academia w ith vested interests in SwA to 

discuss and promote integ rit y, securit y, 

a nd reliabilit y in soft ware. 

Once a yea r, NIST, DHS, and NSA 

sponsor t he IT Securit y Automat ion 

Conference to g ive end users from t he 

government and industr y a n 

opportunit y to learn about how securit y 

automation ca n assist them in meeting 

their missions and give t hem t he 

opportunit y to interact directly w ith 

ex per ts a nd hea r f rom senior leaders on 

where securit y automation is headed. 

These activ ities ensure t hat the 

government and industr y a re able to 

coordinate t he use cases, resources, 

a nd technologies necessa r y to 

improve cybersecurit y t hrough 

standards a nd automat ion. 

Looking Forward 
W hile SC A P has achieved some success 

a nd cont inues to evolve to address new 

needs, it is not intended to solve all the 

cybersecurit y cha llenges w ith which we 

a re faced. To expand t he goa ls of 

securit y automation f urt her, NIST a nd 

its government and industr y pa rtners 

a re conducting resea rch a nd 

development into new a reas. One such 

a rea is net work event management, 

ca lled the Event Ma nagement 

Automation Protocol (EM A P). These 

specificat ions bring t he successf u l 

model of SC A P to the net work event 

space, prov iding sta ndardized methods 

for classif y ing event data a nd how it is 

commun icated, fi ltered, correlated, and 

prioritized. EM AP w i l l prov ide a level of 

data and tool interoperabilit y t hat is 

required for dea ling w it h t he vast 

numbers of events being generated 

ever yday by desktops, ser vers, routers, 

firewal ls, etc. 

Securit y automat ion has been and 

continues to be a broad and active ef fort 

t hat brings toget her t he government and 

industr y to solve rea l cybersecurit y 

cha llenges today. Securit y automat ion 

lays t he groundwork for solv ing t he 

cybersecurit y cha llenges of tomorrow 

t hrough the development of best 

pract ices, technica l standardization, 

a nd internat iona l adopt ion. n

Disclaimer: Certain commercial equipment, instruments, or 

materials are identified in this report to adequately specify 

the experimental procedure. Such identification does not 

imply recommendation or endorsement by the NIST nor 

does it imply that the materials or equipment identified 

are necessarily the best available for the purpose. 
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