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Due to the ease of assembly and leveraged disruptive effect, the improvised explosive device (IED) is the method of choice of today’s terrorist. With more than ten thousand IED incidents annually, and global expenditures for aviation and commercial security in the hundreds of billions of dollars, there is a pressing need to develop, apply, and harmonize standards for x-ray and gamma-ray screening systems used to detect explosives and other contraband. The Ionizing Radiation Division at the National Institute of Standards and Technology has been facilitating the development of measurement standards that can be used to gauge the technical performance (imaging quality) and radiation safety of systems used to screen luggage, persons, vehicles, cargo, and left-behind objects. After a review of this new framework of national standard test methods, test objects, and radiation-measurement protocols, we will highlight some of the technical trends that are enhancing the revision of baseline standards. Finally we advocate a more intentional use of these standards by security stakeholders and outline the advantages this would accrue.
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1. Introduction

For better or for worse, the use of ionizing radiation to perform security screening is presently a growth industry. Governments around the world are devoting enormous resources into threat-detection technologies while attempting to manage the trade-offs between system cost and performance in the context of rapid technological change and evolving threat scenarios. While standards related to radiation safety and performance of medical imaging systems have long been established, the last decade’s proliferation of security products that use ionizing radiation revealed a relative dearth of national and international standards that could be applied to the various venues and targets where security screening is now being applied in unprecedented ways. This report reviews recent efforts by NIST and other stakeholders to fill these standards gaps, in the areas related to detection of bulk explosives by systems employing x rays or gamma rays. As such, these standards are a necessary component of explosives counter measures, vigorously pursued to allay potentially catastrophic economic, personal, and societal costs.

Standards are often invisible, and forgotten, yet they are just as often the conditiones sine quibus non that insure both the performance and the safety of a product or system. With support from the U.S. Department of Homeland Security, this work responds to well-documented gaps in transportation and commercial security, which have been the subject of national workshops (ANSI-HSSP, 2010), presidential directives, commission reports, and recent security legislation. The goal is to help address these new formal governmental and institutional requirements for inspection of baggage, cargo, vehicles, and airline passengers by assembling a corpus of new standards, test methods, test artifacts, dosimetry protocols and technical guidance documents, supported by an infrastructure of metrology and computational modeling. These open, consensus standards are developed under the processes and structures provided by established national and international standards development organizations (SDOs). Table 1 shows the designations by SDO of the standards covered by this project for various border, transportation, and public-location venues, column-sorted by technical performance and safety.

Table 1: National (USA) and international (in bold) standards for x-ray and gamma-ray security screening systems used for bulk-explosives detection. Most have been developed or updated within the past decade, other revisions are in process. “W” stands for a presently withdrawn (un-renewed) but needed standard. ANSI stands for American National Standards Institute, ASTM for ASTM International, IEC for International Electrotechnical Commission, HPS for the Health Physics Society, NIJ for National Institute of Justice, CT/EDS for computed tomography / explosives detection systems, AIT for advanced imaging technology, ANS for American Nuclear Society, and CFR for the U.S. Code of Federal Regulations.

	Venue
	Technical Performance
	Radiation Safety

	Checkpoint
	ANSI N42.44 – 2008
ASTM F 792 – 2008
	ASTM F 1039; W2002 
(21 CFR 1020.40)

	CT / EDS
(checked baggage)
	ANSI N42.45-2011

	ASTM F 1039; W2002  
(21 CFR 1020.40)

	
Cargo / Vehicle
	ANSI N42.46 – 2008
IEC 62523 – 2010
ANSI N42.41 – 2007
	ANSI N43.16 – draft
IEC 62523 – 2010
ANSI N43.14 – 2011

	Whole Body Imaging
(AIT)
	ANSI N42.47 – 2010

IEC 62709 – draft
	ANSI/HPS N43.17 – 2009
ANSI/ANS 6.1.1-1991; W2001*
IEC 62463 – 2010

	Bomb Squads
(portable sources)
	NIJ 0603.01
ANSI N42.55 – draft
	ANSI/HPS N43.3-2008


* This applies to all rows (fluence-to-dose conversion factors, standard reference data)

It is useful to stress that the standards designated in Table 1 are measurement standards, providing tools with which to discriminate between competing products, insure their safe use, and gauge their appropriateness for the task and performance over time. These standards are finding increasing use in national and international settings through close cooperation between US governmental agencies, industrial partners and foreign partners. In this report we will first review the area of radiation safety, with particular focus on the screening of human subjects with ionizing radiation. Then we will cover the technical performance standards for all venues, and then conclude with a discussion advocating the complementary use of both technical-performance and operational-performance testing and evaluation.


2. X-Ray standards for radiation safety

Since the 1920s, the National Bureau of Standards, now the National Institute of Standards and Technology (NIST), has been a world leader in promoting accurate and meaningful measurements, methods, and measurement services. Among other things, NIST develops, maintains, and disseminates the national standards for ionizing radiation and radioactivity, thereby providing credible and absolute measurement traceability for the nation’s medical, industrial, environmental, defense, homeland security, energy, and radiation-protection communities. This experience and infrastructure, which includes fundamental research, absolute instrument calibrations with primary realizations of the international system of units and quantities, and radiation-transport modeling, enabled NIST to respond to rapidly emerging homeland security needs in the area of x-ray and gamma-ray security screening. This response continues to include independent measurements and standards related to the exposure and effective dose to screened subjects, stowaways, and operators of the wide variety of recently-deployed systems.

From Table 1, it is seen that the cabinet x-ray systems used in checkpoint and checked-baggage screening are largely covered (in the United States) by the Code of Federal Regulations (CFR). For cargo-screening systems, the ANSI standard is not yet complete, but in 2010 the international standard, IEC 62523 Ed.1: Radiation Protection Instrumentation - Cargo/Vehicle Radiographic Inspection Systems, was published, which includes both image quality and radiation safety requirements. After threats to aviation safety were attempted using person-borne IEDs, in many airports whole-body imaging systems were introduced to screen airline passengers. These systems have been met with objections on the grounds of privacy/civil liberties, effectiveness in detecting or deterring threats, the high financial costs, and radiation safety. Here we will focus primarily on radiation-safety measurements and standards surrounding the controversial introduction of this new type of screening of the public for non-medical reasons.

Guidance on radiation safety comes from two recognized authorities: the International Commission on Radiological Protection (ICRP) and the National Council on Radiation Protection and Measurements (NCRP), both of which issue recommendations to regulatory and advisory agencies on the fundamental principles on which appropriate radiological protection can be based. Dose limits in ICRP and NCRP recommendations are set with the understanding that the general public includes individuals who may be more susceptible to radiation-induced health effects, such as pregnant and potentially pregnant women, children, and persons receiving radiation treatment for medical conditions. These consensus limits are the distillation of eight decades of research into the health effects on humans of ionizing radiation and are assigned by impartial panels of radiation physicists, medical physicists, radiation biologists, epidemiologists, and other researchers worldwide who consider all available relevant data and modern analysis techniques.

In the United States, national consensus safety standards related to security-screening x-ray systems are published by the American National Standards Institute (ANSI) Accredited Standards Committee N43, Equipment for Non-Medical Radiation Applications. The N43 committee is administered by the Health Physics Society (HPS). The Transportation Security Administration (TSA) has required that any backscatter and/or forward-scatter x-ray systems approved for deployment in U.S. airports conform to the standard: ANSI/HPS N43.17-2009, Radiation Safety for Personnel Security Screening Systems Using X-Ray or Gamma Radiation. This standard provides guidelines specific to radiation safety in the design, performance, and operation of systems used to screen persons for security purposes. It covers dose to subject, interlocks, operational procedures, information to provide to subjects, training for operators, etc. It also includes informative annexes that discuss the instruments used to measure exposure, the conversion of this quantity to effective dose, and the dependence of effective dose upon the voltage and filtration that determine the spectrum of energies emitted by an x-ray device. Both the ICRP and NCRP recommend limiting the annual effective dose from all sources to members of the public to 1 mSv (100 mrem). The NCRP further recommends that if all sources are not known, the annual effective dose to members of the public should be limited to 0.25 mSv (25 mrem) from any single venue. The N43.17-2009 standard defines a full-body general-use x-ray screening system as one that delivers less than 1/1,000 of this dose per screening (0.25 μSv (25 μrem)). For comparison, the average annual background dose from naturally-occurring sources is about 3 mSv (300 mrem). There is also a comparable international standard, viz., IEC 62463-2010 Radiation Protection Instrumentation - X-Ray Systems for the Screening of Persons for Security and the Carrying of Illicit Items.

Under an interagency agreement with the TSA, NIST evaluated the x-ray emissions from an AS&E SmartCheck[footnoteRef:2]* full-body scanner intended for the screening of persons (Cerra, 2008). The goal was to estimate the effective dose to human subjects, operators and bystanders resulting from the operation of such screening equipment. The measured doses were compared to the limits stipulated by existing radiation safety standards, particularly ANSI/HPS N43.17. Effective dose is an estimate of the combined effects of radiation on various body tissues and organs as defined by the ICRP and NCRP. Based upon absolute exposure measurements, the Monte Carlo technique was used to estimate absolute individual organ absorbed doses and to calculate effective dose. Absolute individual organ doses, including total skin dose, are normalized to tissue-based cancer risk, and summed to give the whole body “effective dose,” which can be properly compared to the effective dose from other sources of radiation that have different spectral distributions. The input information required by the Monte Carlo code included the 1) x-ray tube anode angle, 2) anode voltage, 3) total filtration, 4) x-ray field size, 5) location of the field on the body, 6) focus-to-skin distance (because we have a moving source, this was simulated for a stationary-source model based on the exposure drop-off with distance), and 7) entrance skin exposure. All of these parameters were measured, calculated, or verified by indirect measurements. [2: * Certain commercial equipment, instruments, or materials are identified in order to specify adequately the procedure. Such identification does not imply recommendation nor endorsement by the National Institute of Standards and Technology, nor does it imply that the material or equipment identified is necessarily the best available for these purposes.] 


The results indicated that the radiation dose from the scanner studied was below that set by the American National Standards Institute standard for safety. The effective dose to a subject being screened varies depending on the age and size of the person. For the AS&E SmartCheck scanner, an adult positioned 30 cm in front of the scanner would receive an effective dose of about 6.2 μrem per frontal scan; a small child, 7.4 μrem; an infant, 7.2 μrem. These values have an estimated relative standard uncertainty of 10 % (coverage factor of 1), though this varies with the size of the individual. In order to be compliant with the ANSI/HPS N43.17-2009 standard, the effective dose should not exceed 25 μrem per screening (which may involve more than one scan) at the point of maximum exposure but no closer than 30 cm from the “beam exit surface.” All exposure measurements outside of the primary beam, due to scatter from the screened individual or leakage from the cabinet, were below the ANSI/HPS N43.17-2009 limits for dose to bystanders and operators.

Physikalisch-Technische Bundesanstalt, the national metrology institute of Germany, has also measured the dose from another vendor of x-ray backscatter screening systems; it was found to produce a lower exposure and effective dose to persons than the unit measured at NIST (Hupe, O. and Ankerhold, U., 2006). Another independent measurement for the machines that are primarily fielded in US airports at present is available at http://www.tsa.gov/assets/pdf/rapiscan_secure_1000.pdf.

It is true that doses of ionizing radiation at or near the background level can cause cell damage. In this low-dose regime, cell repair is expected to proceed similar to the normal biological response (DNA repair mechanisms) to background radiation. The risk to an individual has been judged to be exceedingly small (Mehta, P. and Smith-Bindman, R., 2011). At dose levels this close to background radiation levels, epidemiological studies to determine the magnitude and sign of a population risk would require an unmanageably large cohort. Population risk has been addressed in a recent article by a radiologist from the NCRP (Schauer, 2011).


3. X-Ray standards for technical (imaging) performance

With the auspices of the ANSI Homeland Security Standards Panel (HSSP), a new suite of technical-performance standards have been produced that span the venues that form the rows of Table 1. These standards noted under the column “Technical Performance” not only guide grants and procurement decisions, but also provide ongoing quality assurance for aging security-screening systems in the field. The uniform application of standard test methods and artifacts allows comparison of the imaging performance of novel systems and prototypes of competing vendors. In addition, they offer objective quantitative measurement tools to gauge the performance claims for particular hardware and software implementations of any bulk-explosives detection system. Key HSSP x-ray standards include:

IEEE ANSI N42.44-2008:  American National Standard for the Performance and Evaluation of Checkpoint Cabinet X-Ray Imaging Security-Screening Systems
This standard describes the criteria and test methods used to evaluate the performance of cabinet x-ray imaging systems, invoking the ASTM F792-2008 test object: Standard Practice for Evaluating the Imaging Performance of Security X-Ray Systems. The standard addresses systems used to screen items with cross sections smaller than 1 m × 1 m, at security checkpoints and other inspection venues (e.g., entrances to governmental buildings, airports, major public events). The standard also establishes minimally-acceptable imaging performance values for a specified set of image-quality metrics and further specifies operational characteristics deemed essential for checkpoint x-ray system performance.

IEEE ANSI N42.45-2011:  American National Standard for Evaluating the Image Quality of X-Ray Computed Tomography (CT) Security-Screening Systems
This standard provides test methods for the evaluation of image quality of computed tomography (CT) security-screening systems. This technology is currently used on all checked luggage at US airports. The quality of data for automated analysis is the primary concern. This standard does not address the system’s ability to automatically detect explosives or other threat materials, which is typically verified by an appropriate regulatory body. The CT working group devised tests for the following image quality metrics: the length of objects relative to their expected values, or equivalently the belt speed; the consistency of density and effective atomic number (Zeff) of a material measured along a variable x-ray path length; in-plane spatial resolution of the system normalized by the system’s noise (Noise Equivalent Quanta, NEQ, itself a function of the signal-to-noise ratio, the average CT value of the object being imaged, the modulation-transfer function, and the noise-power spectrum); measurement of the average value and variance of CT values for a reference object; the measurement of Zeff and CT value through different thicknesses of attenuating metals; the level of variation in a nominal Zeff material induced by the presence of a high Zeff material in close proximity (streak artifacts); the resolution of the image along the direction of belt movement (Slice Sensitivity Profile); and the physical alignment between imaging subsystem frames of reference. This standard is just one component of the U.S. Transportation Security Laboratory’s comprehensive verification and certification of automated explosive detection systems. It is also finding use in a growing number of international venues.

IEEE ANSI N42.46-2008:  American National Standard for Measuring the Imaging Performance of X-Ray and Systems for Cargo and Vehicle Security Screening
This standard defines test methods for both the transmission and backscatter modes to measure the main image quality metrics of concern in imaging present-day cargo systems. For the largest systems, this is usually accomplished using a gamma-ray source. The tests called out by this standard are simple penetration, spatial resolution, wire detection, and contrast sensitivity. The standard is currently under revision to add a test for materials discrimination as well as specific requirements for statistical scoring. Because the purview of this standard ranges from palletized cargo to trucks and cargo containers, these methods were designed with flexibility in scaling; it has become clear that smaller-scaled test objects are indeed needed to support the screening of air-cargo that is flown on passenger aircraft. Given the diversity of systems and applications, no minimum level of performance is specified. Rather it is expected that the standard will provide a basis for vendors to report the capabilities of their systems in a manner that can be directly compared with other systems being considered for the same application. The analogous international standard, IEC 62523 Ed.1: Radiation Protection Instrumentation - Cargo/Vehicle Radiographic Inspection Systems, was published in 2010; this standard includes both imaging performance and radiation safety requirements.

IEEE ANSI N42.47-2010:  American National Standard for Measuring the Imaging Performance of X-Ray and Gamma-Ray Systems for Security Screening of Humans
This provides standard methods and artifacts for measuring and reporting imaging quality characteristics and establishes minimally acceptable performance requirements for security-screening systems used to inspect people who are not inside vehicles, containers, or enclosures. Specifically, this national standard applies to systems used to detect objects carried on, or within, the body of the individual being inspected. It covers the use of both backscatter x-ray systems (i.e., detection the x rays reflected back from the individual being inspected) and transmission or forward-scatter x-ray systems (i.e., detection the x rays passed through the individual being inspected or scattered in the forward direction). The ANSI N42.47 test kit is now commercially available and includes a body phantom to which are attached, in turn, tests for spatial resolution, wire detection, penetration, and materials detection both on and off the body. The analogous international standard is currently under development with the designation IEC 62709-CD Radiation Protection Instrumentation - X-Ray Systems for the Screening of Persons for Security and the Carrying of Illicit Items.


ANSI N42.55-draft:  American National Standard for the Performance of Portable X-Ray Systems for Use in Bomb Identification
This nascent effort, supported by the NIST Office of Law Enforcement Standards, establishes technical performance requirements and testing methods for portable x-ray imaging systems used for bomb identification. This standard applies to x-ray imaging equipment that produces a single-view direct-projection image as the primary image and is intended for examination of suspicious or left-behind items to detect bulk explosives or improvised explosive devices. This newly-designed test object will permit objective scoring of various image quality metrics. Also addressed will be requirements for safety, including radiation exposure limits, electromagnetic interference, mechanical durability, and environmental tolerance requirements.

All of these x-ray performance and safety standards are revised as both threats and technical countermeasures evolve. Current trends that are also informing the development of second- and third-generation standards include efforts to harmonize standards internationally, the testing of automated-target recognition algorithms, designing test objects that may be scored objectively, using the digital imagery that is produced by today’s (post-film) technologies, and designing standards that reward only technical improvements that contribute to task performance. This latter goal is the subject of the next section of this report. 


4. Building the bridge between technical performance and threat-detection performance
 
It is important to distinguish between technical performance and threat-detection performance, also called operational performance. Obviously the goal is to detect threats, and operational testing is necessary to determine minimally-detectable weights of explosives, etc. The primary metrics of interest are the average probability of detection over a range of explosives (and other contraband) and the false alarm rate. Both the requirements and the results of such testing and evaluation (T&E) are usually held by governments as classified. It is the case, however, that testing imaging systems with real or simulated threat objects is challenged by the endless variety of threat materials, threat configurations, and non-threat clutter through which automated or human-decision making must operate. To complement operational testing, our program strongly advocates the concurrent use of standard tests of technical performance. In the case of imaging applications, these produce standard artifacts that measure things like resolution, useful penetration, or composite metrics like the NEQ test mentioned above. With well-defined test methods, calling out well-specified test objects, this method of T&E produces a number or value for each metric of interest that can be compared across system models and manufacturers, as well as longitudinally in time as systems age or are upgraded. The performance standards in Table 1 primarily gauge technical performance as just defined, however some of them do contain idealized, threat-inspired tests. But there is another, less-obvious benefit that might be derived from technical-performance T&E.

To assist in the design of future imaging systems used for security, and to avoid spending limited resources on overdesigns, it would be most desirable to understand the linkage between these two types of T&E, illustrated in Figures 1 and 2. Common sense would suggest that up to a certain point, increasing the technical performance of an imaging system will generally enhance detection performance, but the work has not been done to understand which image quality metrics, or functions of several metrics, need to be optimized for a given application. One application that has received attention along these lines is the act of a soldier using an imaging system to acquire a target. This work was pioneered by experiments at the US Army’s Night Vision Laboratory using imagery and volunteers; this produced the so-called Johnson criteria that are based upon the postulate that for a given target-to-scene contrast, acquisition performance of an imaging sensor is proportional to the resolving power of the imager (Johnson, 1958). More specifically, the Johnson criteria related the number of resolution elements on target needed to perform the target acquisition tasks of detection, orientation, recognition, and identification to the probability of performing each of these tasks successfully. More recently, an improved metric has been developed that accounts for systems exhibiting wide ranges of point-spread functions, levels of noise, and target-to-background contrasts (Vollmerhausen et al., 2004).

For the applications of x-ray security screening, the best way to begin to close the gap in understanding illustrated in Figure 1 of this report, is to adopt and systematically use the technical performance measurement tools of Table 1 along side threat-based testing, accumulate a significant corpus of experience/data, then work to correlate the two sets of results to discover levers for enhancing value. One could envision the concept of a “medical record”, similar to hospital patient’s chart, that tracks systems through the various hardware and software developmental upgrades, certification/qualification processes, into factory- and field-acceptance testing, type testing, and longitudinal quality-assurance monitoring of changes in location and time. It is also the case that the more intentional and sustained use of these measurement tools would complement operational testing with incremental added effort or resources.


5. Conclusions

This report summarizes a recently-constructed standards infrastructure to support the detection of bulk explosives using x-ray or gamma-ray screening. These standards include test objects, measurement protocols, test methods, and definitions of image-quality indicators that have been codified through open, consensus working groups that involved all stakeholders. They cover all venues and sizes of screening systems, and provide standard tools for measuring technical performance and radiation safety. It is argued that the consistent use of the technical performance standards will provide a quantitative set of results that not only track a system in time and permit comparisons to its peers, but also will allow correlations to begin to be drawn between imaging performance and threat-detection performance. Over time, such accumulated data can produce a deeper level of understanding that is rewarded in significant cost benefits. 
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Figure 1: Discussed is the relevance and advantages that accrue from correlating specific aspects of technical performance to operational performance.
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Figure 2: Illustration of two complementary categories of T&E. Shown at the top is an example of threat-based testing where various quantities and types of threats are imaged in a variety of scenarios. At the bottom is shown an example from the ANSI N42.45 test article wherein various amounts of different materials are presented to a CT scanner to test materials discrimination capabilities.

image1.png
Zal / Imaain Threat-based /
' ging Operational
Performance .
Testing




image2.png
x-ray backscatter image RANDO" phantom

simulated PE'TIN

L’.\f’/‘//_\‘/’/ e

ANSI N42.45 CT PHANTOMS

Z-EFFECTIVE

STREAK ARTIFACTS





Measurements and Standards for Bulk - Explosives Detection     Larry Hudson * , Fred Bateman, Paul Bergstrom,  Frank Cerra,  Jack Glover,   Ronaldo Minniti,  Stephen Seltzer,  and Ronald Tosh   N ational Institute of Standards and   Technolog y   100 Bureau Drive, Stop 8460,  Gaithersburg, MD  20899     Due to the ease of assembly and leveraged disruptive effect, the improvised  explosive device (IED) is the method of choice of today’s terrorist. With more than ten  thousand IED incidents annually ,   and global expenditures for aviati on and commercial  security in the hundreds of billions of dollars, there is a pressing need to develop, apply,  and harmonize standards for x - ray and gamma - ray screening systems used to detect  explosives and other contraband.  T he  Ionizing Radiation Division   at the National  Institute of Standards and Technology   has been facilitating the development of  measurement standards that can be used to gauge the technical performance (imaging  quality) and radiation safety of systems used to screen luggage, persons, veh icles, cargo,  and left - behind objects. After a review of  this new framework of   national standard test  methods, test objects, and radiation - measurement protocols, we will highlight  some of  the technical trends  that are enhancing the revision of baseline  standards . Finally we  advocate a more intentional use of these standards by security stakeholders and outline  the advantages this would accrue .     Keywords : security standards, bulk - explosives detection, radiation safety, technical  performance, test objects,   improvised - explosive devices     1. Introduction     For better or for worse, the use of ionizing radiation to perform security screening is  presently a growth industry. Governments around the world are devoting  enormous   resources into threat - detection technolo gies   while attempting to manage the trade - offs  between system cost and performance in the context of rapid  technological change  and  evol ving   threat scenarios .  While standards related to radiation safety and performance of  medical imaging systems have  long  been established,  the last decade’s  proliferation of   security products  that  use   ionizing radiation   revealed a relative dearth of  national and  international standards that  could be applied   to the various venues and targets where  security screening is now be ing applied   in unprecedented ways . This report reviews   recent efforts   by NIST and other stakeholders   to fill these standards gaps, in the areas   related to detection of bulk explosives by systems  employing x rays or gamma rays .   As  such, t hese  standards   are  a necessary component of explosives counter measures,  vigorously pursued to allay potentially catastrophic economic, personal, and societal  costs .    

                                                

  *   Corresponding author at:  National Institute of Standards  and   Technology   100 Bureau  Drive, Stop 8460, Gaithersburg, MD  20899 USA.   Email address : larry.hudson@nist.gov    

