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Boxplot of Minutia Count
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Rank 1 Identification Rate for different finger position
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Rank 1 Identification Rate for different pattern classes
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Appendix A— Modelling Effect of Gallery Size
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A.2.2 Using the Power Law to Analyze Scalability
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A.2.4 Test Results
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Appendix B— ELFT Phase Il Protocol Description
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C.1.2 Resolution, Dimensions and Orientation

! & % & <> > 1>>> B
! & % & <> B "
I & % ! 0 8
8 | & I % I &1<> 1>>> 7 %
& 8 & <> % 1 &1<> 1>>> 7 %
& 1>>> % 1 &1<> $5>> 7 % &
& % I 0 8
8 I & ! & !
<?" & ! I & !
0 8 3 % - ! D ER:1> # 1 &
! 0 ! ! &
# 1 & I & - & -
&
T%_
& 0% Lol +$/ +$

! ! # ! 0 +$1 +%$6 !

C.2.1 Declarations

' % ! ! 2 ) 0
e "
/I Declarations of constants I
e i

/I Impression type codes

#define IMPTYPE_LP 0 /I Live-scan plain

#define IMPTYPE_LR 1 [/l Live-scan rolled

#define IMPTYPE_NP 2 /I Nonlive-scan plain

#define IMPTYPE_NR 3 /I Nonlive-scan rolled

/I Finger position codes

#define FINGPOS_UK 0 /I Unknown finger

#define FINGPOS_RT 1 /I Right thumb

#define FINGPOS_RI 2 /I Right index finger

#define FINGPOS_RM 3 /I Right middle finger

#define FINGPOS_RR 4 /I Right ring finger

#define FINGPOS_RL 5 /I Right little finger

#define FINGPOS LT 6 // Left thumb

#define FINGPOS_LI 7 Il Left index finger

#define FINGPOS LM 8 /I Left middle finger

#define FINGPOS LR 9 /Il Leftring finger

#define FINGPOS LL 10 // Left little finger

T T i
/I Declarations for the NIST provided library funct ions 1
M T i
/I Structure to hold a single fingerprint record (i mage+metadata)

%

%



struct finger_record

{
BYTE impression_type;
UINT16 resolution; /I Image resolution in pixels/c
BYTE finger_position;
UINT16 height; /l Image height in pixels
UINT16 width; /I Image width in pixels
BYTE *image_data; /l 8-bit grayscale image data
¥
typedef struct finger_record FINGER_REC,;
LL7 1> & : 8 #$0" !
#I1$7 \&\ b \! & -

)# 5\5+bb! \ "G

LL : & & 1>!
F\& \ )#55+bl \ "G

LLLLLLLLLLLLL L bbb bbb L L L L L LD
LL ! 0 ! LL
LLLLLLLLLLLLL L bbb bbb L L L L L LD

/I Structure to hold zero or more candidates return
struct candidate {
UINT32 background_index;
BYTE finger_position;
DOUBLE similarity_score;
BYTE probability;
UINT16 num_matching_minutiae;
BYTE candidate_quality;

}
typedef struct candidate CANDIDATE;

/I Structure to hold list of candidates returned by
struct candidate_list

{
UINT32 num_entries;
UINT16 num_latent minutiae;
BYTE latent_quality;
CANDIDATE *list;
b
! \ +8# 8\2 G
LL ! &
#I1$ \ #1$ & -
bb! & - b &\ -
b \& "G
LL ! &
#I1$ \ b &\ "G
LL &
#1$  \ )# 5\5+b \l -
*J b \& -  I#1A -
*J 1 -*J b \ -
#/$b \ "G

ed in a search

SDK



LL ! &
#I1$ & \ *J b \ -
+8# 8\2 b - b \&"G

C.2.2 NIST Provided Functions
C.2.2.1 Extract Image Data
#1%

extract_image_data (const char *tenprint_filename,
FINGER_REC **finger_recs);

Description
! 7 ! & I & 8#$0! & " !
( o & ! 8#3%0

I & : I - ( ! ! FINGER_REC

$1 "

I ( % ! FINGER_REC

! &1 &" 1> | D & ! &

: I - ; ! FINGER_REC% #122

&

/I Example of processing a ten-print record
Y# 5\5+b! \ G
#/1$ S7 \& \ D& >>$< $E- Pl \ "G
! SS>"U
for (i=0;i<10;i++) {
if (finger_recs[i].image_data != NULL)
process_valid_finger(finger_recs|i]);

else
process_missing_finger(finger_recs|i]);
}
free_image_data(finger_recs); // see 2.2.2 below
}
Parameters
& (input) =A pointer to a ten-print record filename.
A (output)=The address of g# 5\5 + pointer.

Return Value

! < & +< %

C.2.2.2 Free Image Data

void
free_image_data(FINGER_REC *finger_recs);

Description
: & & ! FINGER_REC ! ( %
% extract_image_data().
Parameters
A (input) =A pointer to an array of# 5\5+  structures.



Return Value
#
C.2.3 SDK Provided Functions
C.2.3.1 Enroll Background

#1%
\ #1$ & -
bb! & -
b &\ -
b \& "G
Description
! I & ! :
I & ! - ! & P&
! &
image_search()
0 ! extract_image_data() $$1 " #
7 % & & I & : ! !
# extract_image_data() & & 7
& & - & & : #
free_image_data() $$ ! %
& I & % | 7 &
I % DL& 1L7 BL! :$$L & >>$>< $E"
8 0 7 !
! !
# . &
& ! & " & !
- )" I [ I
- 0& & B % !
& & "
I ( & % : B B I
<1/ <l$R1! = & "% 0& !
I & ! % B " &
Il & & ! 0 # ) 7& -
& I I I I
1 - 0 & I &
( & B %
I #$ 0 &
" image_search() * & #*
I -$ "H image_search() %
" * + "
Parameters
&\ (input) =The number of ten-print records to enroll.



I & (input) =Array of pointers to all ten-print record filenames
& \ (input) =The directory used to store enrollment data output.
\& (output)=Pointer to a detailed error message string.

Return Value

! < & +< %
C.2.3.2 Set Background
#1%
\ b &\ "G
Description
! . image_search()
! ( &
enroll_background().
Parameters

& \ (input)$The directory to be used bg \ "

Return Value

! < & +< %
C.2.3.3 Enroll Latent
#1$
\ Y# 5\5+b \I -
*J b \& -
| # 1A -
*J in -
*J b \ -
#1$ b \ "G
Description

This function enrolls the latent image pointed yddient_finger, and writes the enrollment data to the
memory location pointed bgnrolled_latent The latent image itself shall be in “raw” uncaegsed 8-
bit grayscale format. No format is prescribedtfer enroliment data.

The fieldslatent_finger->widthandlatent_finger->heightspecify the width and height of the latent
image in pixels. The fielthtent_finger->resolution specifies the horizontal and vertical resolutién o
the latent image in pixels per centimeter (e.g. pB@ls per inch is specified as 197 ppcm ; 10009pp
specified as 394 ppcm). The fieldséent_finger->impression_typandlatent_finger->finger_position
will always be set equal to 0.

The function may be optionally supplied with a ‘i@gof interest” in the form of an image mask. In
cases where no “region of interest” informatiopiisvided, the inputoi_maskparameter shall be a
NULL pointer. Otherwisapi_maskshall point to a “raw” uncompressed raw 8-bit g@ale image with
the same dimensions as the latent fingerprint imade region (or regions) of interest in the laten



C.234

fingerprint image are identified by the correspowgd{,y locations in theoi_mask having non-zero
pixels.

Theorientation parameter specifies the estimated angle of tlgefprint in degrees (0 to 359). The
offset(0 to 180) specifies the offset (+ or -) in degrassund this angle of allowable variance. Taken
together these values inform the SDK as to fingetfpmage’s range of rotational variance which rbay
useful to the matching algorithm. The angle isregped in standard mathematical format, with zero
degrees to the right and angles increasing indbaterclockwise direction. Thus “upright” fingenutr
images are said to have an orientation of 90 degrEer example, ibrientation andoffsetare specified
as 75 and 5 respectively, the fingerprint imagesigmated to have an orientation between 70 and 80
degrees. Theffset180 will only be used in conjunction with anentation of 90 to convey complete
uncertainty as to the fingerprint’s orientationdan that case full rotational variance (0 to 358all be
assumed.

The memory foenrolled_latentis allocated prior to the call (i.e. by the apation linked with the SDK)
as a pre-zeroized 10 megabyte array.

Upon return from this functionenroll_length shall be set by the SDK to the length (in bytdghe
enrollment data stored enrolled_latent The memory foenroll_lengthis allocated by the caller prior
to calling this function.

Failure-to-enroll a latent shall result in a nomezeeturn code and upon return from this functios t
enrollment data written tenrolled_latentshall contain non-zero length data defined bySb& as
representing “null enrollment data.” This “nullreiment data” shall be usable in subsequent search
for the corresponding latent, and result in thgoubf a candidate list with all entries set to 0.

Note that during the call to this function the digry containing the current background and itseoits
are read-only.

Parameters

\I (input): Pointer to a latent fingerprint image record.
\& (input): Pointer to optional image mask identifying ROI(s).
(input): The estimated orientation (in degrees) of the tdtagerprint.
Il (input): The range of variance (in degrees) + or - the
\ (output): Pointer to memory block receiving the enrolimeatad

\ (output): Pointer to length of  \ in bytes.

Return Value

| < & +< |

Image Search

#1$

&

\

*J b \ -
+8# 8 \2 b -



Description
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&( I$ 5 %! $
5 $! )
Image Quality Value Description
20 Poor
40 Fair
60 Good
80 Very Good
100 Excellent
6 ) L! M 19% 10 +
$ - B@C 10 + -
% ! %$
Q'!1 B@C $ $ +$ %- % L!
A0 +-
6 )B % 0 0 %1
% $ $ % ! $ 01 D $
D
6 ) % $ %
0o + % ! $ $ -1
0 $ $
Parameters
\ (input): Pointer to the latent image’s enroliment data.
(input/output) : A list of candidates matching the latent fingerpimage.
\& (output): Pointer to a detailed error message string.

Return Value

! < & +< [
C.2.4 Error Codes and Handling
& ! B " %
& n
L7 11 -
8 & % -% I & I &
& & 0
& $/ "
8& && ! %
5 ) 7
o Al Success

-1 extract_image_data()

unable to open file

+/1-



-2 extract_image_data() Incorrect file format
-3 extract_image_data() error parsing ten-print file
-4 extract_image_data() error decompressing image
-5 extract_image_data() insufficient memory error
-6 extract_image_data() unspecified error
100 enroll_background()  enroliment directory not found
101 enroll_background()  error extracting image(s) from ten print
102 enroll_background()  error writing enroliment data
103 enroll_background() insufficient memory error

200 set_background() enrollment directory not found

300 enroll_latent() image size not supported

301 enroll_latent() image resolution not supported

302 enroll_latent() insufficient features found in latent

400 image_search() enrollment directory not set

401 image_search() insufficient memory available for search
402 image_search() unable to access original ten-print record
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Appendix D- Complete Set of Accuracy Characteristic s
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