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Abstract—Physical-layer network coding (PLNC) is a novel which the eavesdropper’s equivocation rate is no largem tha
wireless communication technology, in which multiple trarsmit-  the information rate of the legitimate receiver. Accordiig
ters can send signals on the same channel to the same receive[3] a positive secrecy rate can be obtained if the eavegerop
at the same time. Our previous studies have revealed that = ' . . .
PLNC can substantially improve the throughput performance rec_el'ves a degraded vgrsmn of the signals received by the
of the whole network. In this paper, we address the security €gitimate receiver, for discrete memoryless channel.theo
performance of PLNC. In particular, we investigate the symiml words, the noise level at the eavesdropper is larger than tha

error performance of a potential eavesdropper in the PLNC of the legitimate receiver. Wyner's model was later extehde
system. Extensive simulation studies show that PLNC can puwide in [4]-[6].

security means against passive eavesdroppers. i . . .
Note that in most existing studies, there is a fundamental

assumption for wireless communication that a receiver can
only receive the signal from a single transmitter on a paldic

In the past decade, wireless communications and wirelgggjio channel at a certain time. More signals from otherstran
networking have been developed and deployed significaniitter will be considered as interference. This assumption
In the foreseeable future, such a trend will continue and oggwever, is no longer valid iphysical-layer network coding
society will steadily moving towards the ubiquitous compgt (p| NC) system [7]. In PLNC system, a receiver can receive

age, in which wireless communication systems are essenfi@re than one signals from different transmitters on theesam
and indispensable. Despite the promising features of @8eel r5dio channel at the same time.

communications, there are still a number of challengesén th ¢, previous study have revealed the potential improvement
system design. L _ of PLNC in terms of the throughput capacity [8]. In this paper
Amongst these challenges, the security, in particular e, agdress the security performance of PLNC. In particular,
confidentiality, is one of the major difficult issue. This i§ye investigate the symbol error performance of a potential
mainly because of the broadcasting nature of wireless Cogh'vesdropper in the PLNC system. Specifically, we consider
munications, which implies that a passive eavesdropper Gafh general cases: 1) the eavesdropper is an external node
overhear the transmission. ~in the multihop wireless path; and 2) the eavesdropper is
In addition to potential external eavesdropper, the confidegne of the intermediate node. Extensive simulation studies

tiality of wireless transmission may also be compromise€ ddpow that PLNC can provide security means against passive
to the multi-hop transmission in multihop wireless netwngk eavesdroppers.

technologies, such aareless mesh networks [1]. For instance, The rest of this paper is organized as the follows. In

mt'? Wt'::/IAX meITh d:n;twork, service prpwde:s Cr:npaé/ choosde Bection II, we present the wireless communication system
utilize the so-calledtusiomer premise equipment ( ) owne odel with physical layer network coding. In Section IIl and

Ey a customerr] to Ireduce tthe ldsploymenlt C%SE[ oir:ts newvoglfction IV, we elaborate on the symbol error performance of
owever,dsucd a ow—colslhso ution may lead to In€ usage o ayiernal eavesdropper and an internal eavesdroppeecres
un-trusted node in a muitihop communication system. tively. In these two sections, extensive simulation experits

In short, we note that the confidentiality concern is still 8,0 onqycted. We then conclude the paper in Section V.
major challenge in wireless communication systems. Ansl thi

is certainly not a new topic to the security community. Tradi

tionally, a number of pioneer work [2]-[6] have been presdnt Il. PHYSICAL-LAYER NETWORK CODING

to address such an issue. For instance, in [2], Shannon define

perfect secrecy as the scenario that the eavesdropper cannotin this section, we first introduce the background of
decode any meaningful information. Since such a scenarnio gzhysical-layer network coding. We then describe the basic
be rather difficult to obtain, Wyner provided an alternativeystem model for the PLNC, the forwarding method, and the
in [3], in which he defined the secrecy rate as the rate st¢heduling scheme.

I. INTRODUCTION



A. background A X1 @ X5 @ Phase |
In the past few years, network coding [9] has attracted \_ /™ 1 v ~_ )‘q-‘p‘)zz“’ Phase Il

significant attention in the research community because it

has the potential to substantially improve the throughput
performance of communication networks. In general, a node
(switch and router) in current communication networks Ishal
forward an incoming data unit, such as a packet or a timeFor the same transmission requirement, the network coding
slot of data, to a certain output link at a later time, WithOU;bIay may take three steps. Let the information symhgls
changing the content. Such an operation can be considere¢@$rom some finite field with sizé/.

a simple “copy” function. By comparison, if network coding 1) A R:aq;

is used, then the output of the node can be expressed as N B R:a

function that takes more than one previously received data3) R {A,B} : 25 = 21 @ 22;

units as the inputs. : . . where @ denotes the summation in modulo fo. When
In general, network coding can be applied to both wire

. ) A, 1 =2, P is equivalent to the XOR operation for the bit level
and wireless networks. Particularly, in wired networks,smo. N d P

- . information. Since node! has thea priori information ofz1,
existing work have been focused on the multicast scenano . - jecode: through the modulo operation, — xr @
2 — 1-

[10]. In wireless networks, on the other hand, unicast Uaﬁéipilarly B can extractz, throughz, — wr@us. The

can also exploit the benefits of network due to the broadc%setwork coding scheme not only reduce one time slot for
nature of wireless communication. In the literature, a namb

. . . the information exchange, but also fully exploit the broastc

Og Stli%'esf;\/e t:jeen dtsvello_pedl to ad?r(te_ss thi:t)’heoresuabs benefits of wireless channel, which is always ignored in

[ ]\’/\/[hiltl._Ehe] grri]ginparﬁzs-:‘cs?g;mgferzgfvr\]/oa;llogc?d[ing]'was implel0 revious designs.

mented in or above the data link layer, the information cap Further improvement is achieved through physical layer net
. . yern, ¢ . _work coding, as shown in [7], [14], [15], where the infornaati

also be manipulated directly on the physical layer, which Is L )

L 2 : can be exchanged within two steps:

natural in wireless communication systems because sigaals _ o

be added in the time domain at the receiver. Such a concepf) 4~ f - 21, B S

is known asphysical-layer network coding (PLNC) [7]. In 2) R {A’B} PUR = X 2 o

PLNC, the intermediate nodes in a multi-hop path can receiydrere A and B will transmit their information simultaneously

combined signals from different source nodes at the sane tiff the relay R at the first time slot. The relay node will

over the same radio channel. broadcast the summation of andz; to both A and B.

In traditional systems, if there are more than one signal the Forwarding Method

arrives on the same channel at the receiver, all of them are_l_ tacil PLNC or di hods h

interweaved and interfere with others. For PLNC systems, 0 facl |tated Th 'f.tWO major r?r.wakr N9 mEtl.O sdave

such a scenario is acceptable because the relay nodrer%’elgn zropose_. h('e hws:] applroac :js n_(lnlwrgmplﬁy—an ij

interested only in the summation, instead of individuansig. orward (AF), in w 1ch t € relay node will sSimply amplity

As shown in [14], the capacity is doubled in a simple thredvhat have been received in the first phase. For the simple

node wireless communication system with symmetric 2wdl ree-node model we have illustrated above, we know that the

traffic. In our previous study, we have conducted theorbtick ceived signal in the first time slot at the relay naecan

analysis to investigate the throughput capacity of randolﬁ? represented by:
wireless networks [8]. (har X 1) + (hpr X ©2) + Ng, (1)

B. The Basic System Model where h;; stands for the fading coefficient for the channel
In this paper, we consider the same system model as thraim I to J, and Ny represents the Gaussian noise at node

in [7], [15], in which a three-node network is discussed t&®. According to [14], in the next time slot, relay node R will

demonstrate the throughput improvement over other schema®adcast the received signal to both A and B. Thereforeg nod

As shown in Fig. 1, noded will send informationz; to node A will receive

B, and B sendx, to A. Both transmission will be relayed by

nodeR. This is an typical scenario in WLAN, where reldy (hraxhprxr1)+(hpaxhapxaz)+(hraxNr)+Na. (2)

is the access point (AP) andl and B are the nodes of a basic From Eq. (2) we can observe that, if node A can decode

Fig. 1. System Model

service set (BSS). o if it has the channel coefficient8 4r, hggr, and hra.
The traditional relay schemes may take four steps to finigimilarly, node B can also decode messagewith certain

the information exchange: channel coefficients.
1) A— R:x1; Although the AF scheme provide a solution for PLNC, our
2) R— B :x; previous investigation shows that it is not a good applica-
3) B— R: xo; tion for wireless communications with more than two hops.
4) R— A: xo; Therefore, in this paper, we consider the second forwarding
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201 710 3) In the (2k + 1)-th time slot ¢ > 1), nodesA and B
h g : send messages (k+1) +xz2(k) andza(k+ 1) + 21 (k)
to node R.
In this manner, the relay node will receive

‘oL ‘10 z1(k+ 1)+ z2(k) + z2(k + 1) + 21 (k)

RN in time slot2k + 1. Note that nodeR hasxz1 (k)+z2(k),
00 it can decoder; (k + 1)+ (k + 1).
From the description above, we can see that an external
eavesdropper is able to decode transmitted messages hetwee
@ Constellation of the QPSK signal from one transmitter node A and node B if and Only if it starts eaveSdrOpping from
O Constellation of the combinded signal from two transmitters the first time slot. In many cases, this makes the overhearing
difficult. Nevertheless, we will study this worst case in tiext

section, in which the eavsdropper starts overhearing fitoen t
Fig. 2. Received constellation at relay node for QPSK. first time slot.

- -~ Decision threshold

IIl. SymMBOL ERRORPERFORMANCE OF ANEXTERNAL
scheme, namelydecode-and-forward (DF). In DF, the relay EAVESDROPPER

node will try to decode the received signal in such a way that|, this section, we consider the symbol error performance

it can transmit signals with the same modulation scheme i a1 external eavesdropper. Without losing generality, we

the second phase. . ~ consider that an eavesdropper, denoted as ffde located
For the DF scheme, an example of the received signalgtihe feft of the relay nod&, as shown in Fig. 3.

relay node is shown in Fig. 2 where bathand B transmit  cjearly, Fig. 3 is a special case of the secrecy systems [2].
QPSK symbols to relay. While there are four constellation, this paper, we follow the main idea of [3]. Particularly, i
points for QPSK (solid circles), we can observe that theee &, case, we are interested in the situation that the message
a total of nine (9) nodes for the constellations of the cor@bin (5ie at nodes is the same as the message rate at nodfor
signals (empty circles). Ngve_rthc—_zles;, eaph o_f the nif‘@ﬂo%ecodingxg(z’)) and at nodeR (for decodingz; (i) + z2(3)).
can be assigned by two bits (indicating with circles withtdagy, the rest of this section, we elaborate on the symbol error
lines). Consequently, each node in the system can use Qpp%fformance of nodel. R. and nodeE.
to transmit signals. To simplify the discussion, we assume that nodeB, and

. R are on a straight line. Moreover, the distance between nodes
D. The Scheduling Scheme . ~ A andR is the same as the distance between nadesnd
With the DF scheme described above, we can use a simpleWe also assume that the signal propagation is governed by

scheduling scheme for the system if both node A and nogg: large-scale propagation effects with the well-knowg-lo
B have infinite number of messages to send. To facilitate ta&tance path loss model [16]:

discussion, we consider that the time has been partitianted i
equal-length slots. In addition, we let (i) andz2 (i) denote PL(dB) = PL(do) + 10nlog(i) ©)
the i-th message from A to B and from B to A, respectively. do
Consequently, we can express the transmitted signals by Usjyheren, is the path loss exponent, is the close-in refer-
z1(i) andx2 (7). The scheduling policy can then be describegihce distance, and is the distance between transmitter and
as below. receiver.
1) In the first time slot, nodes! and B send messages In Fig. 4, we first choose BPSK as the modulation scheme
x1(1) andz2(1) to node R. for nodesA, B and R. We consider Gaussian white noise and
2) In the (2k)-th time slot ¢ > 1), node R send message we let the noise level at every node be identical. In Fig. 4 (a)
x1(k)+x2(k) to nodesA and B. we compare the symbol error ratio (SER) performance in
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Fig. 5. Symbol error performance for an external eavesdmopp = 2).

Alice
wil m about0.8. This implies that the region that the eavesdropper
~_ can have a better SER performance than the receiver is about
107} 3 [-1,40.8], which is smaller than the region without using
PLNC, and the latter can be directly estimated-a$, +1].
g0 — 3 In Fig. 4 (b), we investigate the SER performance in the

\ second phase. In particular, we compare the decoding of the
\ signals from nodeR at nodesA and E. Note that nodeA
ool ] will need the coded signal; (1) + 22 (1) so that it can decode
messager2(1); and nodeFE also needs to get,(1) because
S ‘ ‘ ‘ ‘ ‘ node A will send z1(2) + 22(1) in the next slot according to
B S U L our scheduling method proposed in the last section.
From Fig. 4 (b) we can observe that the SER performance
(b) Phase i of node A is a little lower than10=3. On the other hand,
Symbol error performance for an external eavesdiopp=4).  performance of nod# is about the same if it is at the origin,
and the SER increases with the decreases of the coordinate,
since the distance between nodBsand nodeR increases.
phase |, and let the SNR at the relay node7o. In this Clearly, the eavesdropping region in the second phase istabo
manner, the SER for decoding the summation of the two, +2]. Taking the intersection of the region of phase | and
incoming signals is about0—*, which is represented by thephase II, we can get the eavesdropping region for PLNC in
blue line in Fig. 4 (a). this experiment as [0, +0.8], which is smaller thanl, +1],
To evaluate the SER performance of node E, we assumelich is the region without using PLNC.
simple scenario, in which node E is also located on the dttaig In our previous experiment, we have assumed that the path
line that links nodesA, B, and R. In this way, let noded be loss exponent bé. In Fig. 5, we investigate another scenario
located at the origin and nodg be located at 1 unit length. in which the path loss exponentdswhich is the value for the
Now consider the coordinate of nodeas the parameter, we classic free-space path loss model [16]. In this figure, timdy
show the SER performance for decoding signals from no@&R performance in the first phase is shown because the figure
A in Fig. 4 (a) (represented by the red line). We can clearfgr phase Il is almost the same as that in Fig. 4 (b). From
observe that, the SER will increase with the increase of thigis figure we observe an interesting phenomenon that the
distance between node$ and E. Particularly, if nodeE is intersection points of the two SER performance is much close
located at-1, then the SER performance Bfis slightly better to the origin. In particular, we note that the coordinates fo
than the SER performance of node the two intersection points are abod6.8 and+0.6. In other
However, given the same distance to notleif node £ is  word, the effective eavesdropping region is npw).8, 4-0.6]
between nodegl and R, the situation is completely different.in the first phase. Compared to the previous experiment, we
Specifically, we observe that the SER performance of nodbserve that interference to node is much larger because
E at location1 is much worse than that of the relay nodethe path loss exponent is no@. Consequently, the SER
The main reason for this phenomenon is that the signals frgrarformance of the eavesdropping node is further degraded,
node B become strong interference to ndgjesince it is rather which implies a better privacy to the transmission from node
close to nodeR. We can further observe that these two curves.
has an intersection point and the corresponding coordisate Finally, Fig. 6 compares the SER performance, in the first
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phase, of the relay node and that of the eavesdropping node
E, when QPSK is used as the modulation method. Here we w0l
choose the SNR aR for the signal fromA and B be 10dB,

which leads to approximatefx 10~2 SER for the summation
of 1 + x2. In Fig. 6, the results fon = 2 andn = 4 are put
together so we can compare their behavior. Clearly, we gbser 107}
similar phenomenon that appears in the previous experanent
in which BPSK is the modulation scheme.

SER

IV. SYMBOL ERRORPERFORMANCE OF ANINTERNAL T S T
EAVESDROPPER SR

In the previous section, we have discussed the SER per- (b) SNRA is 3dB higher than SNRB
formance of an external eavesdropper. In this section, we Fig. 7. Symbol error performance for an internal eavesdzopp
investigate another common scenario, in which the relayenod
itself is the eavesdropper. Traditionally, if an internsdi . o
node is compromised, then the messages forwarded by gssformance of decoding the summation is degrgded compgred
compromised node are no longer secure, and thus the colflithe equal power case above. For instance, in the previous
dentiality of the the transmission is breached in the praysiccase. the SER i807? and the SNR is about 7dB. For the
layer. However, this situation is no longer true in the PLN&{ter case, however, to obtain the same SER may need the
scenario, because the relay node is only responsible fadgechigher SNR be about0dB. Nevertheless, we can still observe
and forward the summation of two incoming signals. In othdpat the SER performance of decoding individual message
words, we expect that the PLNC system shall provide strofgmain much worse than that of de_cod_mg_the summation, even
confidentiality against the eavesdropping at the relay node though the performance for decoding individual messages ca
Fig. 7 illustrates the SER performance of decoding tHE1Prove with the increase of SNR. Particularly, we observe
summation of the incoming signal (i.ex; + x») and the that when the higher SN.R #dB, the SER difference is more
individual signals (i.e.z1 andz»). In Fig. 7, we assume thatthan one order of magnitude.
the two incoming signals have the same power level. Here weFTom the results above, we can conclude that the PLNC
use BPSK as the modulation scheme for signals at neljesSCh_eme can significantly improve the confidentiality agains
and B. We can observe that, while the SER performance 8 internal eavesdropper.
the combination improves with the increase of the SNR level,
the SER performance for decoding individual messagesmnd
x2 remain constant at abo@6%. This result shows that the In this paper, we address the security issue in physicallay
message can be securely transmitted through an compromisetivork coding (PLNC). Specifically, we have investigates t
node is the two incoming signals have the same power lewsimbol error performance of a potential eavesdropper in the
at the receiver, which is an excellent feature. PLNC system. Two general cases have been investigated. In
In Fig. 7 (b), we consider a slightly different scenario, ithe first case, we studied the symbol error performance of
which the signal power levels from the two source node haam external eavesdropper. Simulation results demondtrate
3dB difference. We first observe that, in such a case, the SER PLNC can improve the security by limiting the area, in

V. CONCLUSIONS



which eavesdropping may be able to decode the transmitted
signals. In the second case, we considered the scenario that
an intermediate relay node is compromised and acting as an
eavesdropper. Results show that it is rather difficult far th
relay node to decode individual message because the PLNC
system tries to send different signals to the same relay node
over the same channel, at the same time. In summary, ex¢ensiv
simulation studies show that PLNC can provide security raean
against passive eavesdroppers.
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