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Abstract
There are thousands of different nanometer-scale pores in biology,
many of which act as sensors for specific chemical agents. Recent
work suggests that protein and solid-state nanopores have many po-
tential uses in a wide variety of analytical applications. In this review
we survey this field of research and discuss the prospects for advances
that could be made in the near future.
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1. INTRODUCTION
Nanopore chemical sensors are miniaturized descendents of the Coulter counter (1),
a device that measures resistive pulses to detect microscopic particles, such as red
blood cells, in a narrow capillary. The classical Coulter counter was able to detect
∼10-µm-size particles in ∼100-µm-diameter capillaries. These techniques were first
applied to the nanoscale (∼100 nm) with nuclear-track etched pores in the early 1970s
by DeBlois and Bean (2). Other mesofluidic structures with diameters of less than
1 µm also have the potential for use in the analysis of macromolecules, colloids, and
bioparticles measuring >100 nm (3–5).

Nanopore-based sensors are fundamentally chemical in nature because the inter-
action time of the analyte with the pore, when governed by physics alone, is too short
to be accurately measured using electronics. Resistive-pulse techniques require an an-
alyte to enter into and reside within a capillary for a period of time long enough to be
detected with ionic current measurements. As resistive-pulse sensors are miniaturized
to the molecular scale (1 to 10 nm), the characteristic diffusion time for a molecule
becomes quite short (∼50 to 500 ns), and only ∼50 to 500 ions pass the molecule
in a nanopore with a 1-nS conductance. For an analyte molecule to reside within
the pore long enough for detection, there must be either an appreciable binding (or
adsorption) of the analyte to the interior of the pore or a physical means to inhibit
the partitioning of the analyte out of the pore. Therefore, optimizing the interfacial
chemistry between an analyte and the nanopore interior must factor significantly into
any successful detection scheme.

The first truly molecular-scale nanopores to be used experimentally were protein
ion channels (Figure 1a), the study of which formed the foundation of biophysics.
Channels can selectively transport particular species of ions across cell membranes
and alter their conductance state by changing the transmembrane electrostatic po-
tential. By virtue of these two properties, channels form the molecular basis of many
processes, including the propagation of neural impulses (6), muscle activity (7), and
protein translocation across cell membranes (8, 9). More recent developments demon-
strated that these nanodevices have the potential for use as chemical sensors.

The chemical affinity between protein ion channels embedded in planar lipid
bilayer membranes and a variety of analytes has permitted the detection and quan-
tification of H+ and D+ ions (10, 11), divalent cations (12, 13), single-stranded RNA
and DNA molecules (14–19), small organic molecules (20), specific sugar molecules
(21), poly(ethylene glycol) (PEG) (22–29), and anthrax toxins (30).

Whereas biological nanopores offer precisely controlled structures and interfa-
cial chemistry, solid-state nanopores in silicon nitride have also been developed
(Figure 1b) (31–37) to take advantage of the potentially improved stability offered by
semiconductor materials. Solid-state nanopores were initially used to detect individ-
ual double-stranded DNA (dsDNA) molecules (32), which are too large to transport
through many ion channels (14). Other nanopores fabricated from carbon nanotubes
(3) or by heavy ion bombardment combined with chemical etching (38, 39) have also
made inroads into nanoscale pore sensor elements.
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Figure 1
(a) Biological and
(b) solid-state nanopores.
(a) From left to right: crystal
structures of a K+-selective
ion channel (118), and the
channel formed by
Staphylococcus aureus
α-hemolysin (61) and a
molecular model for the
channel formed by Bacillus
anthracis protective antigen
63 (119). (b) From left to
right: synthetic silicon
nitride nanopore (36),
carbon multiwall nanotube
in an epoxy matrix (3), and
nanopores formed in
track-etched polyimide,
polycarbonate or
poly(ethylene terephthalate)
membranes (38, 39).
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The experiments and theoretical methods described herein suggest that both pro-
tein and solid-state nanopores will continue to act as excellent platforms for single-
molecule analytical measurements.

2. ELECTRONIC DETECTION OF MOLECULES USING
SINGLE NANOMETER-SCALE PORES: SIGNAL PROCESSING
One advantage of the nanopore-based analyte detection method is that the resistive-
pulse measurements are electronic. Thus, they have the potential to be performed at
relatively low cost, and the resulting data are readily amenable to a wide variety of
statistical signal processing algorithms.

Consider a model system consisting of a single nanopore in a high-impedance
matrix. In the absence of analytes, the ionic current that flows through the pore
in response to a fixed value of the applied potential is stable. Analytes that interact
with the nanopore can alter the latter’s conductance via electrostatic or steric inter-
actions. Below, we identify three typical signals that are obtained in single-nanopore
experiments and discuss the methods used to analyze the data.

2.1. Steady-State and Kinetic Analysis: Estimation
of Event Amplitudes and Dwell Times
In the simplest case, the reversible interaction between an analyte and a single
nanopore causes the pore conductance to fluctuate between two well-defined mean
values. The analyte concentration can be determined by estimating the time spent
by the nanopore in each of the two states, for instance via a conventional dwell-time
approach (40–46). Because reaction kinetics are characteristic of the chemical inter-
actions between analytes and a binding site, the dynamics of the current fluctuations
also reveal information about the type of analyte.

At the extremes of analyte concentration (i.e., [A] " K and [A] # K, where [A] is the
analyte concentration, the binding constant of the reaction in mol/L is defined by K =
koff /kon, and kon and koff are the rate constants for the association with and dissociation
of analyte from the nanopore, respectively), the current will be virtually always in
one state or the other (Figure 2a, left). When the analyte concentration [A] = K,
the channel spends, on average, half the time in each of the two conductance states.
In a manner similar to the Henderson-Hasselbalch relation for the concentration of
aqueous protons in a buffer solution, the time-averaged nanopore ionic current will
vary monotonically from one extreme of the current to the other as a function of
analyte concentration (Figure 2a, center). Thus, calibration of a particular nanopore
with known concentrations of an analyte enables the determination of the analyte
concentration in a test solution (11).

The kinetics of the current fluctuations provide additional information to help
determine the identity of the analyte. Figure 2a (right) illustrates two possible dwell-
time distributions determined from two different hypothetical ionic current time
series. If the reaction between the analyte and a nanopore can be described by a
simple reversible chemical reaction, the lifetime distribution for events in the bound
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state would be described by a single exponential. If the analyte concentration were
low (i.e., [A] " K ), the mean lifetime derived from the distribution would be ∼1/koff ,
which would be characteristic of the analyte type. For other types of interactions be-
tween the analyte and the nanopore (e.g., transport of analyte through the nanopore),
the lifetime distribution may be better described by another function, such as a
Gaussian.

2.2. Spectral Analysis
Fourier analysis has provided keen insight into the mechanism by which the neural
impulse propagates across a synapse (47, 48), and is particularly useful for the analytical
applications described herein for two reasons. First, it can be used to analyze current
fluctuations that are not completely resolved due to bandwidth limitations (Figure 2b,
left). Second, it provides a direct measurement of the frequency content in the time
series and hence of the characteristic timescales of the analyte-nanopore interactions.

For a random telegraph two-state system, the power spectral density (PSD) of
the current noise is nearly white (i.e., frequency independent) at low frequencies; at
higher frequencies, the PSD decreases as 1/f 2 (49) (Figure 2b, center, blue trace). The
transition between those two regimes is characterized by the corner frequency, fc,
which is the frequency at which the PSD decreases twofold. In general, fc provides
information about the two timescales of the reaction between the analyte and the
nanopore: (1) the mean time the analyte is bound to the pore (obtained when [A] " K ),
and (2) the mean time the analyte takes to find and react with the nanopore (which
depends on [A]) (50). For a given experiment, fitting a simple theoretical expression
to an experimental PSD data set provides estimates for the low frequency noise, S(0),
and fc (Figure 2b, center, black trace).

As shown in Figure 2b (right, blue trace), at the extreme values of the analyte
concentration, the value of S(0) is minimal. For [A] ≈ K, S(0) approaches its maximum
value. This makes intuitive sense: When there is a shortage or an excess of analyte, the
current fluctuations must be minimal and the maximum of the current fluctuations
must occur when the rates of analyte association with and dissociation from the
pore are equal (11). The kinetic information in the reaction is determined from
the characteristic relaxation time for the interaction between the analyte and the
nanopore, defined as τ = 1/2π fc. In the limit of [A] ≈ 0, τ ∼ 1/koff . For increasing
values of [A], the second characteristic time of the reaction (related to kon [A]) starts
to dominate.

A least-squares fit of simple equations to the distributions of S(0) and τ , derived
from the PSD data as a function of analyte concentration, provides estimates for
several reaction parameters, including the number of binding sites for analyte in the
nanopore, the thermodynamic information about the reaction (i.e., the pK ), and the
kinetic information in terms of kon and koff (11, 24, 50). This method discriminates
particularly well among the different analytes that bind to the nanopore because it
makes use of both the thermodynamic (pK ) and kinetic (kon and koff ) information.

Finally, the distribution of S(0) over a wide range of [A] could also help determine
whether there is more than one characteristic binding constant. This is important
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because even if the binding sites are chemically identical, the narrow confines of a
nanoscopic pore could cause the binding of analyte to one site to depend on the
occupancy state of nearby sites. That is, the binding of more than one analyte of
the same type to the nanopore may be either a cooperative or an anticooperative
process.

a

b

c

[A] << K

[A] << K

[A] ~ K [A] >> K

τoff

τon

∆l

l

t

l

t

I

t

IMax

IMin

M
ea

n
 io

n
ic

 c
u

rr
en

t

S
(f

)

S
(0

) ττ

E
ve

n
t 

fr
eq

u
en

cy

Analyte concentration

 Log (f) Analyte concentration

pK, N koff

τ
pK+2 pK-2pK

pK+2 pK-2pK102

fc

103 104

0
0.0

0.5

1.0

200100

IMax

[A] ~ K

[A] >> K

IMin

1.0
S(0)

0.1

0.01

1.0

0.5

0.0

1.0

0.5

0.0

~1/f2

1/koff

S2

S4

Start End

Time

S3

S2

I1 I2 In-1 In

S1S1

S3

S4

S1

S3

S4

S2

S3

S1

S2

S4

742 Kasianowicz et al.

${
jo

ur
na

l.a
bb

re
v}

 2
00

8.
1:

73
7-

76
6.

 D
ow

nl
oa

de
d 

fro
m

 a
rjo

ur
na

ls.
an

nu
al

re
vi

ew
s.o

rg
by

 N
at

io
na

l I
ns

tit
ut

e 
of

 S
ta

nd
ar

ds
 a

nd
 T

ec
hn

ol
og

y 
on

 0
6/

19
/0

8.
 F

or
 p

er
so

na
l u

se
 o

nl
y.



ANRV362-AC01-25 ARI 13 May 2008 9:6

2.3. Hidden Markov Models and Viterbi Decoding Analysis
As discussed below, the interaction of polymers with a nanopore can generate ionic
current time series that are much more complicated than those depicted in Figure 2a
(left) and 2b (left). For example, consider the noisy, multistate current recording in
Figure 2c (left, blue trace). One might ask what produces the variety of conductance
states and the sequence of conductance value transitions within each event.

For analytical purposes, there are two questions to be addressed. First, can persis-
tent conductance states and patterns in the data be identified in order to reduce the
events in the time series to a small number of parameters? If so, data reduction and
interpretation can be greatly simplified. Second, what can be learned about the sam-
ple that caused the current blockades, given the observed data? Specifically, can the
ionic current time series help determine whether the number of distinctly different
types of analytes in a sample, the concentration(s) of the analyte(s), the physical or
chemical information encoded in the analyte(s), and the properties of the analyte(s)
change over time?

One method of analyzing this class of time series is to use the architecture of the
Hidden Markov Model (HMM) (51, 52). An HMM is a statistical model of a Markov
source that generates a time series of observations that are probabilistically related
to the states. The observable time series is hypothesized to be made up of random
variables drawn from a set of state-transition-dependent probability distributions
(i.e., output distributions). In this case, a Markov source is a matrix of transition
probabilities between possible states of the analyte-induced nanopore current levels.
The problem is that the state of the Markov source is not directly observable (i.e., it
is hidden). Instead, we can only observe a variable that is statistically related to the
hidden states, namely the ionic current.

In the examples described in this review, the conductance time series is related to a
particular analyte interacting with the nanopore expressed through its characteristic
blockade level. The advantage of using HMM methodologies rather than more sim-
plistic techniques becomes evident as the signals become more complex, for instance,

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Figure 2
Classes of signals from nanopore-based detection and characterization of analytes. (a) Ionic
current time series for a single nanopore in the presence of an analyte at three different
concentrations (left); dependence of the mean current on analyte concentration (center); two
possible lifetime distributions estimated from blockade event dwell-time analysis (right).
(b) Ionic current time series with indistinct current fluctuations caused by an analyte (left);
power spectral density of the current fluctuations (center); dependence of the kinetic,
thermodynamic, and structural parameters derived from spectral density analysis (right).
(c) Characterizing complex current time series with Hidden Markov Model (HMM)–Gaussian
Mixture Model statistical analysis. Left: Time series data (blue) with a corresponding decoded
state sequence (black). Right: Viterbi graph search algorithm that finds the most probable state
sequence given the HMM and the data. The values of I1, . . . , In represent the conductance
time series from the pore that is interrogated by analyte(s), and the nodes labeled S1, . . . , S4
represent the states in the conductance distribution. The gray arrows represent the
probabilities for making transitions from one state to another in one time step. The red arrows
represent one solution for a given HMM and data set.
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current blockades that are characterized by steps through multiple conductance states
or events that are heavily buried in noise and cannot be delineated by simple threshold
methods.

The hypothetical data in Figure 2c (left, blue trace) illustrate analyte-induced ionic
current blockades with overlapping states. The use of thresholding mechanisms to
describe the system (i.e., assigning representative conductance values for the time
series based on whether the conductance has changed by an arbitrary number of
standard deviations from arbitrary mean values) results in many physically unreal-
istic state changes (not shown). In contrast, the HMM method determines the state
transition probability matrix and incorporates it into a state-decoding algorithm (53),
resulting in a superior description of the data set in Figure 2c (left, black trace). The
Viterbi decoding algorithm is particularly useful because it makes decisions based on
the whole sequence of data and is not overly influenced by outlier events in the time
series or by a degree of overlap in the output distributions.

The classical Baum-Welsh training procedure, often used for HMM decoding,
requires supervised training, i.e., human-labeled training sets, to optimize the pa-
rameters of the HMM. Furthermore, it requires the assumption that the noise of the
system is white and independent of the blockade level, conditions that are not neces-
sarily met for nanopore-based conductance measurements. Various research groups
have proposed variations on the Baum-Welsh training procedure or have eliminated
it altogether (54). These variations allow more accurate parameter estimation in the
presence of correlated input data (i.e., state value plus noise) (55, 56). These methods
were extensively developed for other time-correlated fields such as speech pattern
recognition (57, 58) as well as for other complex time-series problems, such as eco-
nomic forecasting (59).

Figure 2c (right) illustrates an HMM graph of a first-order Markov model. In
this type of model, a particular state depends only on the immediate prior states,
and this assumption is reasonable for reversible chemical reactions. One solution of
the HMM is shown by the pathway defined by the red arrows in the graph. In the
GMM-based HMM, the best state sequence of the HMM given the data is estimated
by a Maximum A Posteriori (MAP) estimation procedure (60).

3. DETECTION AND CHARACTERIZATION OF NUCLEIC
ACIDS WITH SINGLE NANOPORES
Figure 1a shows only three of the many protein ion channels found in nature. One
of these, the Staphylococcus aureus α-hemolysin ion channel, has become an excellent
model system for analytical applications for two reasons. First, unlike many channels,
studies have shown that this nanopore can remain fully open for periods of up to
several hours because its voltage-dependent gating behavior (i.e., the spontaneous
switching between different conductance states) can be completely suppressed (11,
54). Therefore, any conductance fluctuations observed in the presence of analyte can
be attributed to that agent and not to the pore itself. Second, some polymers can reside
∼500-fold longer inside this pore (∼100 µs) than would be expected from a simple
one-dimensional diffusion calculation (24). The latter result is significant in that it

744 Kasianowicz et al.

${
jo

ur
na

l.a
bb

re
v}

 2
00

8.
1:

73
7-

76
6.

 D
ow

nl
oa

de
d 

fro
m

 a
rjo

ur
na

ls.
an

nu
al

re
vi

ew
s.o

rg
by

 N
at

io
na

l I
ns

tit
ut

e 
of

 S
ta

nd
ar

ds
 a

nd
 T

ec
hn

ol
og

y 
on

 0
6/

19
/0

8.
 F

or
 p

er
so

na
l u

se
 o

nl
y.



ANRV362-AC01-25 ARI 13 May 2008 9:6

would otherwise be impossible to directly observe polymer-induced ionic current
blockades. Specifically, without such analyte-binding interactions, there would be a
statistically insignificant number of ions (∼100 or fewer) that would flow past the
molecule while it is inside the nanopore.

A nanopore that does not gate and that interacts with analytes that enter it is ide-
ally suited to the task of interrogating polymers (24). For example, the α-hemolysin
nanopore can also be used to detect and characterize single-stranded RNA and DNA
polynucleotides. Figure 3a illustrates ionic current blockades caused by individual
poly[U] RNA molecules that were added to the aqueous phase, bathing one side of
the nanopore. The polymers were driven into the pore by an applied electric field (14,
16). The blockades were well defined in both amplitude and lifetime. For a poly[U]
sample that was relatively monodisperse in length, the distribution of blockade life-
times (Figure 3b, inset) was described well by a three-component Gaussian Mixture
Model (GMM). Similar experiments performed with different monodisperse lengths
of poly[U] demonstrated that the two longest characteristic lifetimes were propor-
tional to the number of bases in the polymer (Figure 3b) (14). Because the contour
lengths of these polymers were >52 nm, and the α-hemolysin channel had to be at
least as long as a lipid bilayer is wide (∼4 nm), it was assumed that the polymers were
threading completely through the α-hemolysin channel.

a b c

3.0

1.5

0.0

200 400

L
if

et
im

e 
(m

s)

Mean poly[U] length (nt)

-120 mV

50
 p

A

1.3 ms300 µs

+poly[U] cis

Trans

ssDNA

dsDNA

Cis

0 1 2
Lifetime (ms)

Figure 3
Detection and characterization of single-stranded polynucleotides using a single protein
nanopore. (a) Transient ionic current blockades caused by single-stranded RNA of one length.
(b) Residence times for different-length RNAs in the nanopore. The colors correspond to the
three mean residence times estimated from blockade-event lifetime histograms for each length
poly[U]. Inset: Residence-time histogram for 210-nucleotide-long poly[U]. (c) Polymerase
chain reaction demonstrates that single-stranded DNA (ssDNA), but not double-stranded
DNA (dsDNA), is transported through the α-hemolysin channel from the cis to the trans side.
Adapted from Reference 14 with permission.
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Similar results were obtained with homopolymers of single-stranded DNA
(ssDNA). However, in this case the conductance blockade lifetime distributions
were described by only two Gaussians. The lifetime of the longer-lived events was
again proportional to the polynucleotide length. Blunt-ended double-stranded DNA
(dsDNA) only caused short-lived blockades and were assumed not to thread through
the pore, as single-stranded RNA and DNA polynucleotides were thought to do.
More compelling evidence for this interpretation was obtained using the polymerase
chain reaction (PCR) technique (Figure 3c). By adding both ssDNA and dsDNA to
the solution bathing one side of the nanopore, PCR was used to verify that ssDNA
but not dsDNA was transported through the α-hemolysin channel (14). These re-
sults are consistent with the diameter of the α-hemolysin pore estimated from the
channel’s crystal structure (61), which was unknown at the time of the DNA transport
measurements. dsDNA has been shown to thread through larger ion channels in a
similar manner (62, 63).

If poly[U] RNA threads completely through the pore, why should there be three
characteristic lifetimes for each polymer length? The events with the shortest life-
times, which are independent of the polynucleotide length, are most likely caused by
polymers entering and leaving the same pore entrance. It had been suggested that the
two different longer lifetimes, which are proportional to the polymer contour length,
might be due to different rates of transport for poly[U] molecules that enter the
nanopore via either their 3′- or 5′-ends (14). More recent experiments and molecular
dynamics simulations demonstrated that this is indeed the case (18).

4. SEQUENCING DNA WITH SINGLE NANOPORES
Because single-stranded polynucleotides can thread through a single α-hemolysin
channel at ∼2 µs/base (Figure 3b) essentially as straight rods, it was suggested that
a single nanopore might prove useful for rapidly sequencing DNA if each of the
four bases in a polynucleotide decrease the nanopore conductance by an amount
that correlates with base type (i.e., A, T, G, and C for DNA). In the simplest possi-
ble scheme, the sequence would be read directly from the ionic current time series
(14). If that were possible, then it would take only ∼2 ms to sequence a kilobase-
long piece of DNA and only ∼6000 s to sequence an entire human genome! How-
ever, the limitations of that scheme have been noted (14). These constraints include
the low signal-to-noise ratio (e.g., only ∼500 ions flow past any one base inside a
nanopore) and that the rate of polymer transport through the nanopore is probably not
uniform.

Recently, homopolymers containing cytosine or adenosine were shown to cause
distinctly different blockade patterns in the single α-hemolysin channel current
(15). Specifically, poly[C]-induced current blockades were greater in magnitude and
shorter in duration than those caused by poly[A]. Moreover, a diblock copolymer of
poly[C]:poly[A] caused predominantly two-step blockades that were characteristic of
the poly[C] signature followed by that of the poly[A] segment (15). Some researchers
suggested that this represented evidence for sequencing individual bases of DNA
with a single nanopore. However, it is possible that different solution structures of
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poly[C] and poly[A] (64) are responsible for the varying degrees of current blockade
and residence times for the polymers driven through the nanopore.

Other schemes for sequencing DNA with nanopores were subsequently proposed.
According to these hypotheses, the DNA sequence could be determined from either
the transverse tunneling current flowing through a single base and two electrodes at
opposite sides of a pore entrance (Figure 4, center) (65), the change in the voltage
resulting from a single base moving across a dielectric barrier (Figure 4, right) (66),
or the flow of current through a single-electron transistor (67). Further details on
each of these DNA sequencing schemes can be found in a recent review (68).

The reliability of nanopore-based DNA sequencing using conductance measure-
ments is limited in part by the low signal-to-noise ratio caused by too few ions flowing
past each base in the pore. Conceivably, averaging the signal by using an oscillating
electric field to repeatedly floss the ssDNA molecule back and forth through the pore
may provide a solution to this problem (17, 69, 70). Oscillating electric fields have also
been suggested to provide a means for precisely controlling the position of ssDNA

V

A

A

Ionic current Tunneling current Capacitive change

I(ion), I(tunnel), V

t

Figure 4
Proposed nanopore-based DNA sequencing schemes. Top, from left to right: direct DNA
sequence readout via measurements of ionic current (14), tunneling current (65), and voltage
differences (107). Bottom: highly simplified cartoon illustration of how each of the four
different bases of DNA might produce characteristic time series recordings in each of the
above schemes.
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within a nanoconstriction (71). These methodologies have not yet been reduced to
practice.

5. ANALYTE-INDUCED SIGNAL COMPLEXITY:
FRIEND OR FOE?
Figure 5a illustrates conductance blockades caused by identical-length homopoly-
mers of single-stranded poly[T], poly[C], and poly[A] as they are driven into a single
α-hemolysin nanopore (17). The three polymer types can be distinguished easily from
one another by visual inspection of their respective signals. Like poly[U]-induced
blockades (Figure 3a), the amplitude distributions for events caused by poly[C] and
poly[A] can be described by single Gaussians. In contrast, the blockade distributions
and patterns caused by poly[T] are much more complex. Also, the signal patterns for
poly[T] depend on the direction in which the polymer is driven through the nanopore
(Figure 5b).

An HMM analysis (see Section 2.3, above) demonstrated that poly[T]-induced
blockades, with event lifetimes as long as 2 s, were described by a GMM with ∼38
components for a polymer driven through the pore in one direction and ∼18 compo-
nents when it was transported in the opposite direction (54). There is some solace in
the ansatz that the complex blockade signatures are most likely related to the structure
of the α-hemolysin nanopore interior (54). However, the question remains whether
this degree of signal complexity is cause for celebration or grief.

Figure 5c illustrates a series of poly[T]-induced current blockade amplitude his-
tograms over a wide range of blockade lifetime intervals. When presented in this
manner, the relatively large number of Gaussian components needed to describe the
data does not appear to be so daunting. Rather, the data take on the appearance of a
spectral fingerprint (60).

It is possible that the complexity of a polymer’s signals (e.g., the distribution of
blockade amplitudes, as shown in Figure 5c) and the HMM matrix that describes the
probabilities of making a transition between a given conductance state and each of the
many others may provide the means of identifying, with a high degree of certainty,
a particular analyte type (60). If this is indeed the case, then it may become possible
to determine how cells “think” in real time by observing changes in the cytoplasmic
mRNA content in response to different stimuli (72). Of course, the nanopore would
first have to be calibrated or trained with the kinds of mRNA that are thought to be
produced by the cell in question.

6. ANALYTE DETECTION AND QUANTITATION USING
MOLECULAR ADAPTERS
The sensor functionality of single protein nanopores can be altered with genetic engi-
neering. For example, the native α-hemolysin channel can be rendered relatively in-
sensitive to heavy metal divalent cations (12, 13, 73). By placing novel amino acid side
chains at one entrance to the nanopore, the channel is sensitized to relatively low con-
centrations of divalent cations. However, this method limits the range of analytes that
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Figure 5
Complex signals caused by polynucleotides driven into a single protein nanopore. (a) Ionic
current blockades caused by identical-length single-stranded DNA homopolymers of
poly[dT], poly[dC], and poly[dA]. (b) Poly[dT] current blockade patterns depend on the
direction in which the polynucleotide enters the pore. Note the reverse patterns for blockades
are denoted by (∗). (c) Conductance-state histograms for poly[dT] in the nanopore over a
range of residence times. Adapted from References 16 and 17 with permission.
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a b

fevent ~ [polymer]free Complex formation
limits [polymer]free

Complex blocks pore
for τ ~ 1/koff

Adapter binds to pore, τlong

Analyte binds to adapter, τshort

Figure 6
Detection schemes with analyte binding sites on pore-permeant macromolecules. The binding
site ( green sphere) is attached to either (a) a polymer whose ability to enter (or transport
through) the pore depends on the presence of analyte (orange), or (b) a molecular adapter that
binds to both the pore interior and an analyte of choice. Adapted from References 17 and 20
with permission.

can be detected and quantitated with a nanopore, and it is difficult to rationally design
stereospecific analyte binding sites located at the pore entrance or inside the pore (13).

One way to avoid these issues is to position the analyte binding site on something
other than the nanopore. Two approaches to this solution are illustrated in Figure 6.
In one method, the binding site is placed on a polymer (Figure 6a). In the absence of
analyte, the polymer is driven into and through the nanopore (14), and the frequency
of blockades increases with the concentration of free polymer in solution (16, 17).
The presence of analyte changes the manner in which the polymer interacts with the
nanopore. If the polymer is sufficiently short, the analyte inhibits the entry of polymer
into the pore, decreasing the number of polymer-induced blockades per unit time in
a stoichiometric fashion. Thus, the reduction in time-averaged blockade frequency
is directly related to the analyte concentration (17). If the polymer is long enough to
enter the pore even when bound with analyte, then the mean time that the complex is
bound can be determined from the distribution of polymer–analyte-induced current
blockades (17). Because different polymers give rise to different classes of nanopore
current blockades, this method can be used for the simultaneous detection of multiple
analytes.
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The binding site can also be located within cyclic molecules (e.g., β-cyclodextrins)
that can react with several types of small molecules (20). In such a case the cyclic
molecule, which by chance binds to the pore interior (see Reference 24), acts as a
molecular adapter. When the adapter binds to the nanopore, the conductance de-
creases. The subsequent binding of analytes to the adapter, when it is inside the pore,
further modulates the nanopore ionic current blockade (Figure 6b).

The use of polymers or molecular adapters that bind analytes confers an additional
advantage over positioning the binding site on the nanopore itself: The analyte to be
detected can be changed merely by replacing the polymer or adapter in solution (17).

7. SINGLE-MOLECULE FORCE SPECTROSCOPY
VIA SINGLE NANOPORES
Placing a large macromolecule on one end of a polynucleotide inhibits (16, 17) or
retards (17) the translocation of a polynucleotide through the nanopore (illustrated
schematically in Figure 6a, right). It has been shown that if a polymer-macromolecule
complex is driven into the pore with a relatively high magnitude of the applied po-
tential and if the voltage difference is subsequently decreased, the polymer can take a
surprisingly long time (i.e., many seconds) to back-diffuse out of the nanopore (16).
This finding suggested a new method to probe the interactions between the poly-
mer and the nanopore and/or intrapolymer interactions (Figure 7). In fact, single
nanopores provide a possible improvement for single-molecule force spectroscopy
(18), because they can be used to perform many more experiments per unit time than
can be done with the test molecule tethered to a solid support. In general, the ability
of a molecule to enter and/or translocate through a single nanopore can be modulated
by a suite of forces (e.g., electrical, chemical, optical tweezer). By modulating any of
these forces, the residence time of a polymer in the pore can be altered.

A simplified version of this method (17) was used to estimate the strength of DNA
hairpins using single α-hemolysin nanopores (19). The free end of the polymer could
enter the pore. However, the hairpin, which is a dynamic entity, did not immediately
follow the free end past the α-hemolysin channel vestibule. This study demonstrated
that the lifetime of the DNA hairpin correlated with the free energy of the hairpin
formation and was substantially altered by a single base mismatch. A variation on this
experiment was used to estimate the time it takes to unzip duplex DNA that has an
ssDNA overhang (74).

Figure 7a illustrates how the forces of an applied potential and an optical tweezer
acting on a DNA molecule–polystyrene bead complex can be balanced when the
DNA is inside the nanopore (75).This technique should eventually prove useful for
controlling the rate at which individual polymers thread through a single nanopore.
In addition, the ability to measure the force on the polymer inside the pore (using
optical tweezers) provides another analytical tool to probe inter- and intramolecular
interactions.

Figure 7b illustrates how nanopore-based force spectroscopy can be used to study
the interactions between DNA binding proteins and polynucleotides. Once the DNA
end of the DNA-protein complex is inside the pore, the applied potential is rapidly
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Figure 7
Two nanopore-based single-molecule force spectroscopy techniques. (a) The ability to apply
forces (e.g., via a transmembrane electrical potential difference or an optical tweezer) to a
polymer in the nanopore will enable quantitative analysis of intramolecular interactions within
the polymer and of intermolecular interactions between a polymer and other molecules.
(b) Force spectroscopy on DNA-protein complexes. Top: DNA-binding protein-mediated
force delays the voltage driven transport of the polynucleotide through the nanopore. Center:
Time-dependent voltage applied to an individual protein-DNA complex. Bottom: Single
channel current from two independent voltage ramp experiments. Dissociation of the complex
causes the abrupt increase in the current (dashed lines) to the open pore conductance. Adapted
from References 16, 75, and 76 with permission.

decreased and then slowly increased. The time it takes the complex to dissociate,
which leads to the complete transport of the polynucleotide through the nanopore
(see, e.g., Reference 17) (Figure 6a), is determined (76).

Similar experiments (77) were performed to determine the rate at which polynu-
cleotides unzip as a function of the applied potential force loading rate. Researchers
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have suggested that this approach may prove useful in estimating DNA sequences
by measuring the time it takes to unzip complementary versus noncomplementary
DNA strands (78).

8. DETECTION AND CHARACTERIZATION
OF PROTEINS AND ANTIBODIES
Single nanopores have also been used to detect proteins and determine whether they
are in a native or unfolded state. For example, by placing a binding site for a protein
or antibody on one end of a polynucleotide (Figure 6a), investigators showed that
a single nanopore can be used to detect protein and antibodies with a protein ion
channel that normally has no affinity for either analyte (17). In contrast, single α-
hemolysin channels were used to directly detect short, charged polypeptides that have
no known physiological relationship to the nanopore (79, 80).

It is also possible to detect full-length proteins with high specificity by using
ion channels that normally interact with them. Bacillus anthracis, the bacteria that
causes anthrax-related cell death, secretes three toxins: protective antigen (PA83,
∼83 kg/mol), lethal factor (LF, ∼89 kg/mol), and edema factor (EF, ∼90 kg/mol).
In vivo, PA83 binds to cells and is cleaved into two fragments. The 63-kg/mol frag-
ment, PA63, remains associated with cell membranes and forms a transmembrane ion
channel. Either LF or EF binds to the PA63 channel (Figure 1a) to form lethal or
edema toxins, respectively; these complexes are subsequently endocytosed. The pH
of the endosome is decreased and LF or EF is transported into the cytosol, causing
cell death (81). The binding of either LF or EF to a PA63 ion channel in planar bi-
layer membranes converts the nanopore’s current-voltage relationship from slightly
nonlinear to strongly rectifying. This effect was graded with either the LF or the
EF concentration, and the apparent binding constants were ∼50 pM (30). Also, an
antibody against PA63, which has no effect on the nanopore’s I-V relationship, com-
pletely inhibits the ability of LF to alter the nanopore’s conductance at any voltage
(30). Thus, the anthrax PA63 ion channel can be used as a sensitive detector for LF
or EF and as a high-throughput screening device for potential therapeutic agents
against anthrax infection.

In addition to detecting protein fragments and full-length proteins, single
nanopores can be used to determine whether individual soluble proteins are in
their folded (native) conformation, or completely unfolded. This task is usually ad-
dressed using circular dichroism on an ensemble of the protein. As is illustrated
in Figure 8a, in the absence of guanidinium chloride [Gdm-HCl], the single α-
hemolysin channel current was quiescent, even in the presence of a maltose binding
protein from E. coli. The latter protein, which contains no stabilizing disulfide bonds,
comprises 370 amino acid side chains (∼40 kg/mol molecular mass) and is nega-
tively charged at physiological pH. Interestingly, for concentrations of Gdm-HCl
greater than 0.8 M, the protein caused well-defined current blockades (82). Control
experiments demonstrated that 0.8 M of Gdm-HCl denatures the maltose bind-
ing protein but does not significantly affect the α-hemolysin channel conductance.
Thus, the denatured protein appears to be driven into the α-hemolysin nanopore
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Figure 8
Direct detection of proteins with single nanopores. (a) A protein in its native conformation is
too large to enter a single α-hemolysin nanopore (top left). Addition of guanidinium chloride
greater than 0.8 M denatures the protein. The denatured protein can then enter the nanopore
and cause transient current blockades (top right, middle). The frequency of blockades increases
with increasing denaturation concentration (bottom). (b) The ability of two different proteins
(fibrinogen and bovine serum albumin) to partition into a solid-state nanopore was
determined from single channel recordings. The results are plotted in terms of the mean
current blockade amplitudes versus the residence times of the proteins in the nanopore.
Adapted from References 82 and 86 with permission.

in a manner similar to polynucleotides (14, 16, 84) and dextran sulfate molecules
(83).

Solid-state nanopores have also proven to be effective for detecting proteins. A
single solid-state elliptical nanopore with an orifice ∼58 nm by 50 nm and 20 nm
thick was used to detect bovine serum albumin (BSA) at low concentration (85).
Smaller single solid-state nanopores (∼16 nm in diameter, ∼10 nm long) were used
to detect two different proteins: BSA (∼66 kg/mol) and fibrinogen (340 kg/mol) (86).
Distinctly different patterns in a plot of the protein-induced current blockade am-
plitude versus the protein residence times in the pore (Figure 8b) were observed for
fibrinogen and BSA, and thereby suggest that the nanopore was able to discriminate
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between the two proteins. Based on the influence of BSA on the pore conductance as
a function of pH, the charge on that protein was estimated for each pH value. The
transport of the protein through the nanopore, as judged by conductance measure-
ments, was confirmed using chemiluminescence with fluorescently labeled versions
of the polypeptide.

9. SINGLE-MOLECULE MASS SPECTROMETRY
USING A NANOPORE
Nonelectrolyte polymers have been used to estimate the size of ion channels by
comparing the relative conductivity of an ion channel with the addition of polymers
having a range of molecular weights or sizes (22, 24, 26, 27). By approaching the
problem from the reverse (i.e. probing the size of the polymer molecules with a
nanopore of known geometry), then a single nanopore can provide the basis for
accurate measurements for the sizes of individual molecules in solution.

The principle of sizing nanopores with polymers is simple. Some polymers (e.g.,
PEG) decrease the bulk electrolyte conductivity and those molecules that are small
enough to enter the pore will decrease the single-channel conductance. The size of
the pore is then estimated by determining the largest polymer that can enter the pore
and knowing the hydrodynamic radii of the polymers.

In principle, the polymer-induced decrease in pore conductance should scale with
the size of the polymer in the pore: Larger polymers should decrease the conductance
more than smaller ones. The question, then, is how small of a difference between the
polymer molecular masses can one determine using a nanopore.

A representation of the experiment is illustrated in Figure 9a. PEG added to the
solution bathing one side of the membrane caused well-defined polymer-induced
fluctuations in the ionic current (Figure 9b). The average residence time of the
polymers in the pore was on the order of 1 ms (24, 28). Representative data for
polydisperse (MWavg = 1500 g/mol) and monodisperse (MW = 1294 g/mol) PEG
were collected until a large number (>105) of individual polymer-pore interac-
tions were observed to ensure a statistically significant sampling of the data (29).
There were clearly discernible differences in the depths of the current blockades
caused by the polydisperse PEG sample, whereas the monodisperse PEG caused
blockades that were virtually all of the same mean conductance value. An all-points
histogram of the entire current time series does not permit accurate decoding of the
blockades caused by each of the differently sized PEGs in the dispersion (not shown).

To resolve the individual components within the mixture, each blockade event
is represented by its mean current value. A histogram made from the mean current
blockade amplitudes clearly resolves ∼24 PEG n-mers ranging from n = 25 to n = 49
(HO(CH2CH2O)nH) (Figure 9c, red ) and correlated 1:1 with a matrix-assisted laser
desorption/ionization–time-of-flight mass spectrum of the sample. Calibration of the
mass of the sample was achieved by an identical analysis of PEG-1294 (Figure 9c,
blue). Experimental data were reduced with an HMM/GMM Viterbi decoding anal-
ysis (Figure 9c, black), which allowed access to the residence time for each polymer
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Figure 9
(a) Representation of single-molecule mass spectrometry of polymers using a single
α-hemolysin nanopore. (b) The dispersion of conductance blockade amplitudes for
polydisperse poly(ethylene glycol) (PEG) (red ) is much greater than that for a monodisperse
sample of the polymer (blue). (c) Conductance-based mass distributions for polydisperse (red )
and monodisperse (blue) PEG. The numbers correspond to the degree of polymerization of
the PEGs. Adapted from Reference 29 with permission.

in the mixture, thereby permitting two dimensions of discrimination for a single
molecular component (blockade depth and time). This technique can be easily ex-
tended to any polymer analytes [such as poly(styrene sulfonate); see Reference 87]
that interact with the interior of the nanopore.
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10. THEORETICAL ADVANCES IN MODELING POLYMER
TRANSPORT THROUGH SINGLE NANOPORES
The development of analytical theories and significant advances in theoretical chem-
istry and molecular simulation techniques have provided valuable insights into the
mechanisms of polymer transport through nanopores. Initially, several analytical
treatments describing the problem of polymer translocation through a narrow pore
were undertaken. Some of those studies focused on predicting the dependence of
polynucleotide residence time in a nanopore as a function of the polymer length
(88, 89). Three different models (Figure 10b) suggest that (a) the dynamics of the
polymer chain in the bulk gives rise to an entropic barrier (90, 91), (b) the polymer
chain strongly interacts with the nanopore (i.e., the theory ignores the part of the
chain that is free in solution) (92), and (c) the motion of the flexible polymer over
the free-energy barrier is treated as a one-dimensional piece or kink within the chain
(the kink provides a time-dependent solution to the Kramers problem) (93–95). In-
terestingly, several of these theories predict that the residence time of a polymer in
the pore increases in proportion to the polymer contour length in the presence of an
applied electrostatic potential, as was determined experimentally (14). Clearly, there
is a need for new experiments to better distinguish among these different models.

Recently, a theory describing nanopore-based single-molecule force spectroscopy
experiments was developed (96) and applied to the unzipping of DNA hairpins
through a single biological nanopore (97). The authors applied either a linear cu-
bic or cusp free energy surface to the Kramers model to find an analytical expression
for the rate of activation as a function of the applied force. This expression leads to the
probability distribution of the rupture forces that can be compared to experimental
results. A purely theoretical treatment was also used to determine the error associated
with the unzipping of DNA (91, 92, 98) and the estimation of the DNA sequence
(90, 99–102). The error in this approach decreases exponentially with the number of
unzipping attempts (103).

In addition to the analytical developments summarized above, microscopically de-
tailed molecular simulations of macromolecular transport through biological (104,
105) and solid-state (106–108) nanopores have provided further insight into these pro-
cesses that have remained elusive when studied with analytical methods alone. The
simulations enable a visualization, at the atomic level of detail, of how ions and macro-
molecules stochastically electrodiffuse through very small structures (Figure 10a). In
one study (104), the average ionic occupancy of the transmembrane pore, osmotic
permeability, current-voltage relationships, and selectivity for charged ions can be
estimated. These powerful computational methods are also being used to aid the ra-
tional design of complex solid-state nanopores for DNA sequencing efforts (107, 109)
as well as to study the effects of single-nucleotide polymorphisms and the interactions
between DNA and DNA-binding proteins (110).

In contrast to brute-force, atomistically detailed simulations, the Poisson-Nernst-
Planck theory (PNP) is a simple, coarse-grained approach for modeling ion transport
in single nanopores. Significant advances in the development of computational algo-
rithms for carrying out PNP calculations in biological nanopores have occurred over
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Figure 10
Theoretical methods for polymer-nanopore studies. (a) Analytical approaches for the study of
polymer translocation through single nanopores also provide keen insight into the process.
(b) Molecular dynamics simulation of a polynucleotide being driven through a single
α-hemolysin nanopore. Courtesy of Aleksei Aksimientiev (University of Illinois at
Urbana-Champaign). Adapted from References 90, 91, and 120 with permission.
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the past two decades (111–115), and the theory has recently been shown to be an
effective component of hybrid and multiscale modeling frameworks (105, 116, 117).
These results will undoubtedly enhance our ability to understand the fundamental
physics of macromolecular transport through nanopores. The properties predicted
from the calculations will also aid in the design of nanopores for many analytical
purposes.

11. SUMMARY
This review describes some of the experimental and theoretical efforts applied to
the development of single protein and solid-state nanopores for a wide variety of
applications, including the detection and quantitation of ions, proteins, polypeptides
and polynucleotides; single-molecule force spectroscopy; high-throughput screening
against biological warfare agents; and a conductance-based mass spectrometry that
should prove to be complementary to existing mass spectrometry techniques. Single
nanopores also have the potential to provide linchpin technologies useful for rapid
DNA sequencing and proteomic analysis.

The nanoporous sensor community is currently divided into two camps largely
based on the origin of the nanopores used. Although both biological and solid-state
pores have been successfully applied to chemical analysis, biological nanopores have a
∼3.8-billion-year head start on development, and have perfected precision chemical
modification of the interior of the pore wall. Solid-state nanopores offer the promise of
improved long-term stability, yet precise physical and chemical modification remains
an elusive goal. Indeed, if the α-hemolysin protein ion channel could speak, it might
be justified in quoting Mark Twain: “The reports of my death have been greatly
exaggerated.”

As with many other analytical techniques, the choice of nanopore will be deter-
mined by the application. It is also possible that a combination of biological and
solid-state nanopores in a hybrid platform will become a formidable partnership for
precision analytical measurements.

Nature demonstrates that a good strategy for the unambiguous identification of
a wide range of analytes is to employ many different ion channels, each with a high
degree of selectivity for a particular analyte. This approach seems likely to be true if
nanopore-based sensors can be made practical in robust matrices (121).
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