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Abstract

This report describes a massively parallel fingerprint classification system developed at NIST
for the FBI that uses image-hased ridge-valley features. K-L transforms. and neural networks to
perform pattern level classification. The speed of classification is 0.54 seconds per fingerprint on
a massively parallel computer. The system is capable of 88% classification accuracy with 10%
rejects. As part of this development activity a sample of 4000 fingerprints. 2000 matched pairs.
was collected and publicly released as NIST Special Database 4.

Keywords: fingerprint classification. parallel computing. neural networks. patten recognition.

image processing.



Preface

This report describes an auntomated system for fingerprint classification. The report may be
used at several different levels. A reader who wants to know the problem. the method of solution.
and the results need read only chapters 1. 2. and 7. More detail about the functioning of the
various system modules can be obtained by reading the introductions to eachh of the relevant
chapters. More technical details of the system implementation can be obtained by reading the
report in full.



Chapter 1

Introduction

1.1 Systems Description

Neural networks lave had the potential for massively parallel implementation for some time.
but system level image-based applications employing neural networks have only recently been
realized. hecause the requirements for an image system include the image isolation, segmentation.
and feature extraction as well as recognition.

The problem, Pattern level Classification Automation (PCA). is one of accurately classitying
fingerprints into one of five classes from an input fingerprint image. The five classes are arcl. left
loop. right loop. tented arch. and whotl. These classes are abbreviated A. L. R. T. and W in this
report. A detailed description of these classes is found in [1].

This report discusses machine learning based methods of solving the PCA problem using
example images for training. The immages used are 512 by 512 8-bit gray with a resolution of 20
pixels/mm. Examples of each of the classes are presented in figures 1.1-1.5. The locations of each
of these example fingerprints in NIST Special Database 4 [2]. discussed in the appendix. are given
in table 1.1. The class TR indicates that the class of the fingerprint is a tented arch. which is
cross referenced to a right loop.

Database File | Fingerprint Class
10004.03 R
1000503 | A
10009_08 Il
002603 TR
f0046.07 W

Table 1.1: Locations of the example files in NIST Special Database 4.

A functional input-output data flow of the system discussed in this report is shown in table 1.2
The systemn uses ridge-valley directions. discussed in chapter 3. section 1. to convert the imape



Figure 1.1: Examples of a arch fingerprint nnage

into a feature set which cau be used either for alignment or for classification. The alignment
of fingerprint cores using ridge-valley directions as an image alignment method is discussed i
chapter 4. The Karhunen Loeve. K-L. transforms of ridge-valley directions. which is used as
a feature extraction method. is discussed in chapter 5. Multi-Layer Perceptrons, MLP's, are
disenssed in chapter 6 as a classification method. Finding two ridge-valley direction sets takes 0.4
seconds per image. the alignment 0.1 seconds per image. the Ii-L transform 20 ms per image. and
the classification 1 ms per image. A classification accuracy of 88% is achieved with 10% rejects.
The image processing prior to classification takes more than 99% of total processing time: the
classification time is 0.03% of the total system’s time.

Two neural-network-hased methods are used 1n this system for feature extraction and classi-
fication. The K-L method is used [3] for featnre extraction. This is a self-organizing method [4]
in that it uses no class information to select features. The K-L method maximizes the variance
in a feature set by using the principal eigenfunctions of the covariance matrix of the feature set.
In the fingerprint system. local ridge directions are extracted from the image and used in subse-
quent processing. A similar techunique has also been used with wavelets for face recognition [3]
and for Kanji character recognition [6]. The K-L transform is dimension reducing: for ridge-valley
features. the 1680 direction components are converted to (at most) 80 features.

The features generated by the K-L transforin are used for training a MLP using Scaled Con-
jngate Gradient. SCG. optimization [7]. For the problems presented here. this method is from 10
to 100 times faster than backpropagation. Details of the method and procedures for obtaining



Figure 1.2: Examples of a left loop fingerprint image

the program are available in [7]. Typical classification accuracies on samples with equal mun-
bers of each class are from 75% to 85%. When samples are wsed with natural distribution of
classes accuracies of 94% have been achieved: the more commnon types of fingerprints are easler to

recoguize,



Figure 1.4: Examples of a tented arch fingerprint image which is cross referenced to a right loop
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Table 1.2: Input-Output Data flow for a fingerprint classification system based on supervised

learning.

Figure 1.5: Examples of a whorl fingerprint

image

System Input Output Time ‘
Module (sec.} ||
Ridge S-hit 840 0.216 |
Valley 512 x 512 directions
Features LIinage (unregestered)
R92 340 offset 0.1 |
Resistration | directions Image
Registered LY 840 0.216
Ridge translated directions
Vallev Image (registered)
Features
Ik-L S40 64 0.02
Transform | directions features
AMLP 64 3 0.001
Classifier features classes




1.2 Parallel SIMD Hardware Architecture

The Single Instruction Multiple Data (SIMD) architecture used for this study was an Active Mem-
ory Techunology 310¢ Distributed Array Processor with 8-bit math coprocessors.! This machine
consists of a 32 by 32 grid of 1-hit processor elements (PE) and a 32 by 32 grid of S-bit pro-
cessors. Operation of the PE array is controlled by a four million-instruction-per-second RISC
master control unit (MCTU). All program instructions are stored in a separate program memory
and are passed to the PE array through the MCU. A block diagram of this architecture is shown
in figure 1.6.

Processor Elements Array and the Array Memory

PROCESSOR
‘ELEMENTB 3 A
— d h .
< a typical processor element
G-PLANE %4 Ufn m[lm column)
PROCESSOR | o PLANE < Q registerintha
ARRAEY A-PLANE ~L7 {i, jt processoy
D-PLANE -7 I
I
1
T et thee™ plane of memory
MEMORY
{at lzast [ s
32K
bit in memory plana a
planas) of the fi, )1 processor
O NORTH ESH local memory for &
o typical processor
mowi —»
WEST
ESH
column |

Figure 1.6: Array processor architecture for a massively parallel computer.

All data are stored in a separate array memory. The array inemory is orgamized 1 32 by 32 1-bit
planes with corresponding bits in eacl plane connected to one PE. Data can also be passed hetween

IDAP310c or equivalent commiercial equipment may be identified in order to adequately specify or describe the
subject matter of this work. In no case does such identification imply recommendation or endorsement by the
National Institute of Standards and Technology. nor does it imply that the equipment identified is necessarily the
hest available for the purpose,



PEs along the grid. The cycle time of all PEs is 100 ns. This processor configuration is capable
of performing ten billion binary operations per second: processing tiine lncreases proportionally
with the precision of data items used. Two data mappings are particularly well suited to the
DAP structure: a vecior mode in which successive bits of a single word are mapped into a row
of the array. and a matrix mode in which successive bits of a word are mapped into layers of the
array memory vertically. Operations in both of these modes of operation are used in the system
implementation presented in this paper.

The use of a massively parallel computer allows the application of techniques that would not
be implemented on a serial computer due to their computational expense. Iimage processing and
analysis cau he done with fewer system cycles since many pixels of the image can be manipulated
or analyzed at once. In the case of the DAP310c. up to 1024 pixels can be manipulated at the
same time.

=1



1.3 Outline of Report

Chaper 2 of this report discusses the PCA problem from the general point of view of self-organizing
and supervised pattern recoguition. Chapter 3 discusses three image-processing methods which
have been used for image feature extraction and image reconstruction. The three methods are
ridge-valley filtering. Fourier transforin filtering. and Gabor filtering. Ridge-valley filtering 1s used
in the rest of the report because of greater computational efficiency on the parallel computer used
for this work. Chapter 4 discusses the alignmment method used based on the R92 [8] algorithm.
Chapter 3 discusses the K-L transform method of feature extraction. Chapter 6 discusses the MLP
classification from K-L features. Chapter 7 provides a summary and some initial conclusions on
the solution of the PCA problem. The appendix discusses the test data used and the construction
of the test database.



Chapter 2

Basic Models for Classification

2.1 Introduction

In the past few vears neural networks have been discussed as a possible method for constructing
computer programs that can solve problems. like speech recognition and character recognition,
where “human-like”™ response or artificial intelligence is needed. The most novel characteristies
of neural networks are their ability to learn from examples, their ability to operate in parallel.
and their ability to perform well using data that are noisy or incomplete. In this chapter. these
characteristics of neural networks are illustrated using real examples from the field of fingerprint
classification. not “toy” problems. The goal of this chapter is to define the PCA problem in a way
that will allow neural networks to make a significant advance in solving this problem and to show
one way computers can he programmed to learn to solve pattern classification problems.

2.1.1 Other Work

Tlhe neural approach to machine learning was originally devised by Rosenblat [9] by counecting
together a layer of artificial neurons [10] ou a perceptron network. The weaknesses which were
present in this approach were analyzed by Minski and Papert [11]. and work on neurally based
methods was abandoned by all but a small group of rescarchers for the next ten years. The
advent of new methods for network construction and training i this ten vear period led to rapid
expansions in neural net research in the late 1980s.

Two types of learning, supervised learning and self-organization. are cominon in neural net-
works. The material presented in this paper does not cover the wmathematical detail of these
methods. A good source of general information on neural networks is Lippmann’s review [12)].
The primary research sources for neural networks are available i Anderson and Rosenfeld [13].
More detailed information on the supervised learning methods discussed here is given n [14):
self-organizing methods are discussed by Kohonen [15] and Grossherg [16].



Neural Network Approach

The principal difference between neural network methods and rule-hased methods is that the
former attempts to simulate intelligent behavior by using machine learning and the latter uses
logical symbol manipulation. Once the learning phase has heen completed the network respouse
is automatic and similar in character to reflex responses in living organisms. The processes where
these methods have been most successful are in areas where human respouses are automatic.
such as touching ounes nose or recognizing characters. Neural networks have bheen successtul in
engineering applications such as character recoguition. speech recoguition. and control systems
for manufacturing. where information is incomplete and context dependent. In other areas. such
as learning arithmetic [17]. where automatic responses by humans are not expected. and precise
answers are required. nenral networks have had substantially less success.

For example. to teach a neural network to recognize and classity fingerprints that ave right and
left loops. a neural network is shown features derived from examples of these fingerpriut classes..
The program learus the critical factors for separation of right and left loops from the feature set
and sorts future images of these fingerprints into the appropriate classes. As the class set expands,
more examples. a more complex feature set. and a more complex classification network are needed.

Artificial Intelligence Rule Bases Approach

The alternate approach to artificial intelligence is rule-based. An introductory text on this ap-
proach is Winston's book on artificial intelligence prograimining using Lisp [18]. Rather than
teaching the program the difference hetween right and left loops. a rule-based program is cou-
structed to distinguish hetween the two digits by writing rules explicitly nto the program. For
the L-R loop problem the rules might be as simmple as “it's a loop if only a single core and delta
are present: it's a left loop if the core is to the lett of the delta and a right loop otherwise.” This
rule gives ambiguous results if the core is above the delta since the correct class is unknown to
the system. As the class set expands. more complex rules are needed.

2.1.2 Pattern Classification and Feature Extraction

The implementation of PCA discussed in this report combines several neural network methods to
carry out the filtering and feature extraction. The filtering methods used are based on the ridge-
valley method described in chapter 3 and on a method based on K-L transforms [3] deseribed in
chapter 5. In the supervised method. the recognition is done using features extracted from the
K-L transform.

The basic classification process starts with an image of an fingerprint. In the self-organizing
method. the ridge directions of the image are applied directly to the newral network and any
filtering is learned as features are extracted. In the supervised method. the features are extracted
using the K-L transform. which is self-organizing. hut classification is carried out using an MLP
network.

10



2.2 Self-Organized vs. Supervised Learning

Artificial neural network systems are constructed as interacting subsystems that have parallel
data flow hetween the lavers and parallel processing of data in each subsystem. This makes them
ideal for implementation on parallel computers. Ideally. the subsystems are composed of layers
of processors that carry out the processing functions within each layer using many parallel input
and output paths. In figure 2.1 for examnple. all pixels of the image are simultaneously applied to
the left of the figure so that all parts of the input are filtered in parallel.

Figure 2.1 illustrates the processing needed to construct a simple classification system. In
PCA the juput is an lmage containing a single fingerprint. If the input is filtered. an 1image of the
fingerprint with ridges enhanced is produced. The input to the system is initially converted to a
more compact representation in terms of ridge direction data: this conversion is called ridge-valley
feature extraction. After the ridge-valley feature extraction is performed. then a set of numbers
which represents the input data in a more compact form. ridge direction data. is produced. In
the next calculation the K-L transform is used to filter the ridge-valley data by expanding it in
terms of a set of characteristic image components, the eigenfunctions of the image covariance.
This representation of the data is then used for classifving the input in cach of the learned classes,
providing an estimate of the probability of the input being in each of the known classes. In the
final calculation. the input is assigned to one or more of the known classes.

Filterd: Calculate Classify
1 g o

Feature (lass on Mininyun ————

Extract Error Error

Y
¥
Y

Figure 2.1: Data flow in a simple network designed for pattern classification.

The process described above is all that is necessary for classification hut needs a modification to
allow learning. This modification is shown in figure 2.2, The filter and feature extraction process
remain unchanged. as does the idea of calculating class errors. hut a switch is introduced into this
calculation which decides if the error is low enough to allow classification. This corrective path is
used to provide the network with a learning capability. The differences between a self-organizing
system and a supervised system are in the processes which deal with changing the network when
the error correction switch is triggered.

2.2.1 Self-Organized Learning is a Clustering Method
Figure 2.3 illustrates a method used to performn self-organized learning. The data input path
contains auy required filters or feature extraction caleulations. The switcl used to activate learning

compares the pattern to classes which have heen learned and makes a decision on the basis of

11



pattern similarity; it then either modifies known patterns using the new pattern or creates a new
pattern class to accommodate the pattern. In the initial phases of the process of self-organization.
the weights of the neural network, which act as a memory, are loaded with data that matches all
classes equally. usually random data. As learning proceeds. the weights for strong information
associated with exemplars of the class tyvpes present in the learning data are reinforces. Self-
organizing methods based on decision trees have existed for some time. The unique feature of the
neural network methods is the parallel nature of the algoritluns.

2.2.2 Supervised Learning is a Bounding Method

Figure 2.4 illustrates the method used for supervised learning. As in figure 2.3. data filtering and
feature extraction are done at the input. The learning switch operates on a different principle. In
the supervised system. the learning switch is driven by the chauge in the error of the global system
which requires a set of data for which the correct answers are known. The correct respouses are
used to calculate an error: a scarch over this error surface is supervised by the error detection and
switching process. This process is an error minimization process. and in this work the conjugate
gradient method is nsed for error minimuzation,

2.2.3 Example: A Two-Feature Problem

An example of a two-class. two-feature problem using self-organization is shown in figure 2.5. The
problem is to distinguish the arch class *A”™ from the whorl class “W.” Two hundred samples
of each fingerprint class are used in this example. A three-class, two-feature problem is shown
in figure 2.6. In this example. the tented arch class “T" is added to the set of classes. and two
hundred examples of it are added to the previous sample. Feature extraction in both examples is
performed hy correlating the input fingerprint image with the first two principal components. or
cigenfunctions. using the K-L transform. One principal component is plotted on each axis of these
figures. The self-organization method used calculates the distance from the mean of each class.
If the distributions of the classes are assumed to be normal. ellipses with major and minor axis
lengths 2.17 times the standard deviation are expected to enclose 99%. of each class. This method
is a variation of the Probabilistic Neural Network [19]. Ellipses of these sizes are used in figures
2.5 and 2.6.

This is an extremely simple clustering method. but it illustrates the essential concepts of many
self-organizing neural systems. In the A-W problem. the two classes are fairly well separated: only
a small number of characters fall outside the 99% cluster boundaries. In the A-T-W problem, the
“T"s overlap both the “A”s and part of the*W"s, hut the overlap with the the “A”s is total. This
1s an illustration of the observation that “T7s look more like "A™s than "W's. Both problems
illustrate an important property of clustering methods: the ability to identify cases where the
decision nncertainty is very high. Two types of uncertainty are shown. Uncertainty based on
insufficient information is demonstrated by points outside any of the ellipses. the "W7s at the
bottom of the 99% boundary. Uncertainty caused by confusion is demounstrated by points in two
ellipses at once. In most self-organizing systems a point in this overlap region will he assigned
to classes based on some correlation measure between the point and examples which have heen

12
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Figure 2.2: Data flow in a simple classification system.
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Figure 2.3: Data flow in a simple self-organizing system.
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Figure 2.4: Data flow in a simple supervised-learning algoritlhin.
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Figure 2.5: Self-organized clusters for the A-W classification problewn.

Figure 2.6: Self-organized clusters for the A-T-W classification problem.



Figure 2.7: Supervised linear model for the A-W classification problem superimposed on the
previous selt-organizing clusters.
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Figure 2.8: Supervised linear model for the A-T-W classification problem superimposed on the
previous self-organizing clusters.
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Chapter 3

Image-Based Feature Extraction and
Filtering

In this chapter three methods of feature extraction and image filtering are discussed. These three
mwethods are the ridge-valley filter. a Fourier-transform-hased adaptive bandpass filter. and Gabor
filtering. The method used throughout the rest of this report is the ridge-valley filter. This choice
was based on the filter cost for an acceptable level of feature and image quality. The ridge-valley
filter. implemented on a parallel computer. can process a 16 by 16 image tile in 256 ps. The
Fourier transform filter. programed in assembly code on the same computer. can process a 32 hy
32 image in 1 ms. The 32-terin Gabor filter. using prefactored coefficients. can process a 32 by 32
image in 9 ms. The quality of image reconstruction available with these three methods is shown
in figures 3.1 through 3.3. The original gray image is shown in figure 1.1,

The figures demoustrate that all of the methods remove some data and introduce some artifacts.
The ridge-valley filtered image shown in figure 3.1 produces the image with the fewest artifacts.
These artifacts are primarily white spaces in lines that change shape as a result of processing.
The Fourier-transform-hased filtered image shown in figure 3.2 introduces more artifacts. Most of
these arc associated with 32 by 32 tile edges. Note that in the upper right. the ridges are joined
across the horizontal line at the top of the fingerprint. The Gabor transform filtered image shown
in figure 3.3 has serious artifact problems caused by using only 32 Gabor functions. From these
images we conclude that the Dhest speed-quality combination is achieved using the ridge-valley
filter. All three filters are discussed in detail in the following sections.

18






Figure 3.3: Example of Gabor filtering of a fingerprint image.
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3.1 Ridge-Valley Features

This program is based on a ridge-valley fingerprint binarizer described in reference [20). The
binarizer works as follows, For cach pixel (C) of the image. slit sums s;.7 = 1...8. are produced.
where each s, is the sum of the values of all the pixels labled ¢ in figure 3.4. The binarizer is
intended to reduce a gray-level fingerprint image to an acceptable black and white image. It is a
compromise hetween “local thresholding™ and “slit comparison” foriulas. The local thresholding
formula sets the output pixel to white if the inpt pixel suin. S. exceeds the average of the pixels

in the slits. that is, 1f
8
45 > éz.q,. (3.1}

=1

The slit comparison formula sets the output pixel to white if the average of the maximum and
minimumn slit suns is greater than the average of all the slit sums:

1.8

Star + Smin 2 i

s

». (3.2)

=1

The motivation 3.2 is as follows. If a pixel is in a light “valley™ arca of the print. then one of its
eight slits will lie along the valley and have a high suin. whereas the other seven slits will cross
several ridges and vallexs cach and have roughly equal. lower sums: a similar reasoning applics
to a pixel in a dark “ridge” arca. Stock and Swonger [20] used an equally-weighted compromise
hetween the above two formulas, so that the output pixel is set to white if

3 8
45 + Smar T Spun > g Z Sy (33)

=1

The ridge-valley direction finder (which is apparently very similar to the one currently in-
plemented for the FBI on special parallel hardware) is an extension of the ridge-valley binarizer.
Upon binarization. cach “ridge” (black) pixel is considered to have the direction of its minimuam-
swn slit. and each “valley™ (white) pixel. the direction of its maximun-sun slit. Each pixel. then.
has a direction. coarsely quantized to 8 bins. To produce a much smaller grid of directions. spaced
every 16 pixels. the pixel directions are averaged over 16 by 16-pixel squares. Averaging has a
sioothing effect and produces a finer quaniization of directions.

T 8§ 1 2 3
6 78123 4
G 4
5 3 C 5 5
4 6
4 32187 6
3 21 8 7

Figure 3.4: Ridge-valley filter pixel arrangement.

21



The ridge angle 8 at a location is here defined to be 0° if the ridges are horizontal. increasing to-
wards 180° as the ridges rotate counterclockwise. and snapping hack to 0° when the ridges become
Lworizontal again: 0° < § < 180°. When pixel directions are averaged, the quantities averaged are
actually not the pixel ridge angles #. but rather the pixel “direction vectors™ (cos26.sin 24). If the
angles themselves are averaged. results can be absurd: for example, the average of a 1° direction
and a 179° direction. cach nearly horizontal. produces a vertical 90° direction. The problem is that
as a rotating ridge gets nearly around to being horizontal again. the angle does not continuously
approach the starting angle of 0°, but instead becomes large and then jumps to 0°. Moving the
angle origin or multiplying angles by a factor cannot eliminate this discontinuity problem. Aver-
aging the cosines and sines of the angles also fails: for the same 1° and 179° directions. the (cosine.
sine) vectors are (0.999848. 0.017452) and (-0.999848. 0.017452). whose average is the vertical (0.
0.017452). This fails because 1° ridges and 179° ridges. although almost opposite as vectors. are
almost parallel as ridges. This scheme arbitrarily assigns to ridges a nonexistent flow direction.
forcing the 1° and 179° ridges to flow in almost opposite directions. Fortunately. both doubling
the angles and taking cosines and sines solve the problem: for example. 1° and 179° ridges hecome

(0.999391. 0.034900) and (0.999391. -0.034900). which average to the horizontal {0.999391. 0).

The direction finder's output is a grid of these averages of pixel direction vectors. Since the
pixel direction vectors have length 1. each average vector has a length of at most 1. If a region’s
ridge direction is poorly defined. for example because of blinring. the directions of its several pixels
will vary and cancel cach other out. producing a short average vector. The length of an average
vector is therefore a direction confidence measure. Examples of the ridge directions generated hy
this method are shown in figures 3.5-3.9 for the five fingerprints shown in chapter 1.

As implemented on the DAP parallel SIMD computer, this direction finder takes about 0.22 s
to assign 340 (28 by 30) ridge divections to a 480 by 312 pixel fingerprint.
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3.2 Fourier Transform Features

Figure 3.10: Examples image of a space walk.

This method is based on the observation that in a conventional image such as figure 3.10 the
power spectrum peaked at the lowest frequencies and falls off as 1/f as shown in figure 3.11. In a
fingerprint. this is not true. The local power spectrumn has two distinet peaks on either side of the
center DC value which represent the ridge frequencies of that region of the fingerprint as shown
i figure 3.12.

In this FFT-based method, each 32 by 32 pixel region has its two-dimensional fast Fourler
transform taken. and the power spectrum of the result is used to derive a ridge direction. It
was observed that a regular ridge pattern produces a Fourler power spectrum cousisting of two
bright spots symmetrically arranged about the center and that the spots rotated about the center
as the ridge pattern was rotated. Each pixel of the power spectrum. then. corresponds to a
particular ridge direction. One can assign an average direction for the region by using the power
spectrum elements. normalized by dividing by their sum. as weights on the “basic” direction
vectors corresponding to the power spectrum clement positions. This 1s similar to the weighted
averaging of the eight directions used in the ridge-valley method above.

Two things were done to improve the speed of this method. First. since the FFT of pure-real
input has a certain symmetry (the (—r. —y) element is the conjugate of the (r.y) element). it is
possible to take the FFTs of two regions with oune call of the FFT routine. by using one region as
the real input and the other as the iimaginary input and then doing a little algebra after the FFT
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Figure 3.11: Examples of Fourier transform power spectrum of a 3232 part of the space walk
image. DC is at the center of the image and high frequencies are at the corners.

to separate out the desired outputs. Secondly. since the fingerprint regions are alinost always very
weak in high frequencies. it 1s possible to apply the checkerboard pattern to one region and add it
to another (non-checked) region and to use this as one input to the FFT: the outputs of the two
regions can later be separated. even though they are added together. hecause one (the checked
one) has its low frequency. and hence far-from-zero. elements near the center of the result. and
the other has its low frequencies near the corners. Combining these two shorteuts. the program
was made to run considerably faster with no noticeable diminution i quality.

As implemented on the DAP. this method took about 1.373 s to assign 256 ridge directions to
a 512 by 512 pixel print. compared to 0.216 second for the ridge-valley method. It also produced
noticeably inferior results compared to ridge-valley as shown in figure 3.2.



Figure 3.12: Examples of Fourier transforin power spectruin of a 32x32 part of a fingerprint image.
DC is at the ceuter of the image and high frequencies are at the corners.
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3.3 Gabor Features

3.3.1 Gabor Functions

The Gabor filtering section is accomplished using a least-squares fit of each 32 hy 32 immage tile.
The kernel functions used are Gabor functions. The least-squares fitting of the filter coeflicients
is necessitated by the nonorthogonal nature of the Gabor functions. Adopting the convention
that bold upper case variables represent array processor matrix data tvpes and bold lower case
variables represent array processor vector data types. the Gabor functions ave defined as:

o 2y ) osin(w, X7
G(X.Y) =exp(—R ]{ cos(u, X') (3.4)
wlhere the matrix variables R. X', and Y’ are given hy:
R = (X'?+Y'*)/o? (3.3)
X_’ _ X_ — Iy
(X)ar(%m) 5

The X and Y matrices in the array processor are row and column expanded in the form:

T R D

X = T (3.7)
ST & TN Y
£/ S ') |

Y = Ye 2 ...l (3.8)
Y3z M3z ... Ym2

A typical scalar transformation to be applied to each element of the matrix variables is a
rotation of the form:
cosfl, sinf
I = . 4 B B (3.9)
—sinf, cosé,

The matrix function G, is then expressed as a function of the scalar variables: w;. which is the
spatial frequency of the function: 7;. the spatial extent of the function: (rg,. yo,). the origin of the
function: and #,. the orientation of the function.

3.3.2 Tiling

Since the Gabor basis functions are an infinite set. it is necessary to select a specifie subset of them
to he used as the filter elements which cover the iimage tiles. This selection process is referred
to as tiling the image. For the class of filter discussed here each set of iinage origins has twice

31



the sample density of the previous level and the number of directions selected. ng. is fixed. This
results in a filter with directional sensitivity and positional sensitivity determined by the choice
of the level parameter. i. The subimages of the fingerprint images used in this study are 32x32 so
that using large values of ¢ would result in massive over-sampling of the image. The Gabor filter
for the lowest value of . on the other hand. is approximately a directional bar detector and adds
little to the filter’s spatial resolution. At cach level the frequency and spatial resolntions. w; and
7,. are adjusted to allow small overlaps in extent and provide octave spatial frequency response.

After extensive experimentation. it was found that a reasonably good approximation to the
fingerprint subimages could be obtained by using ouly level 2 Gabor functions. Reasonable direc-
tional sclectivity was obtained with four fold synumetry. ng = 4.

The results of the experiments are easily explained. For ¢ = 1. the Gabor functions form
a directional filter and provide only field-centered spatial location and 1s too low frequency to
sample the ridge data. As 7 increases the resolution of the filter increases. At level 3 the spatial
and frequency resolution exceed the ridge pitch of the fingerprint and provide limited improvement
in resolution. All experiments also suggest that. given the complex structure of equations 3.4-3.9.
sampling an image containing less than 16 pixels for cach d; interval is not an efficient wse of Gabor
functions.

1 ! L Yo s b, ‘
dn do im 2z dm 2
| 1 / 2 y d 2 . dy ([U TP T =T
: dp 3dy dp 3dy iz 2z Az 9
2 2772 27 2 d d e gt 2
dy  Bdn (2"=1idn | dn du (2f-0)dn | 2= 2x Az 9
w8 B S on LR ek = U e S

Table 3.1: Table of the possible Gabor functions used to tile the image. Each level. i. contains
21ty possible Gabor functions.

(o 20-%0 21} (o 20 Yo 20

|t dl —
(o 1.0-¥0 1,0

(o 2.2- 40 22) (o 23 30 23

lo—— du

L

Figure 3.13: Location of the first two levels of tiling points for the Gabor functions. The full set
of Jocations is given in table 2.2: in general d,4y = d,/2.
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3.3.3 Filtering

Since the set of Gabor functions is nonorthogonal. the filtering must be perforimed by least squares
optimization. Ou the small image tiles discussed here, direct methods are far more efficient for
this operation than the neural net method proposed for data compression [21]. Given n different
G,’s. the filtering operation is based on obtaining a least-squares fit to the image q by forming
the matrix A. each component of which is the inner product of the form:

a,, = G;- G, (3.10)
and the vector.
b =q-G; (3.11)
and solving
b= Ac (3.12)

for the filter coefficients. ¢. Since the matrix A 1s the same for any given set of n Gabor functions.
the matrix is factored once. and only generation of b and back substitution of the factored A
matrix are required to obtain eacl ¢. The image is converted to its filtered form:

q =3 G, (3.13)
J:l

The effect of the filter can he seen figure 3.3, Each input image tile contains 1024 S-bit
clements, Using equations 3.10- 3.13. the reconstructed image q'. shown in figure 3.3 is produced.
This image is constructed using 32 8-bit values of ¢,. The 1mage i1s then thresholded at zero to
vield the filtered image shown in figure 3.3.
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Chapter 4

Registration

Fingerprint registration was done using the algorithm of [8]. The six flow charts of Joseph Weg-
stein's R92 algorithin (pp. 28-33) were implemented in parallel Fortrau: the parallel implementa-
tion is designated R92-P. Results obtained from the original Fortran code of Wegstein's work were
used for comparison.

Registration of fingerprints is done by consistently finding a point on a fingerprint that is well
defined even after changing the viewing orientation. Ouce this point is found. it can be used to
quickly align two fingerprints in a manuer which will reduce the amount of trauslation needed
to compare the two fingerprints. The R92 implementation that Wegstein [8] developed has hard
coded or fixed variables that made it unusable with current NIST hmages. The equations from
the R92 algorithmn were not documented. During porting to a parallel machine. the code was
changed to he nsable with current NIST images. These changes mchided new input parameters
and modified equations inside the code.

There are 35 paramneters to this program whicli were analyzed to adapt the code to current NIST
fingerprint images. The R92-P version used the same values as m Wegstein's R92 implementation
for all the parameters except two. These two parameters reflect the change made in tiling of
the fingerprint. Wegstein's R92 tiled a fingerprint into 29 columns and 29 rows. Qur parallel
implementation tiles NIST fingerprints into 30 cohunus and 32 rows with the last two columns
containing no real data. R92 scans columns 3 to 27 and rows 1 to 25 while R92-P scaus columns
3 to 29 and rows 1 to 30.

The tile sizes in R92-P are smaller than those in R92. This improves the accuracy and is also
faster on the parallel machine since the tile sizes were selected to fully nse the machine’s processing
array. Because of this change. all the registration point calculations had to be changed to reflect
the new tile sizes.

The size of the fingerprint images also appear to be different. The exact size of the image
being analyzed by R92 is unclear. R92-P uses a 312 pixel by 512 pixel image divided into tiles of
16 by 16 pixels. Figure 4.1 shows a fingerprint image used for discussion in this chapter. When
determining the ridge direction in a tile, the tile is expanded into a 32 by 32 pixel tile for a more
accurate ridge direction caleulation and full use of the parallel architecture. When this process is
carried out. a 32 by 32 matrix of ridge directions is produced.
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The matrix of ridge directions obtained from figure 4.1, as illustrated in figure 4.2, is analyzed
to build a IK-table as shown in table 4.1. This table lists the first location in each row of the matrix
where the ridge direction changes from positive slope to negative slope to produce a well-formed
arch. Associated with each K-table entry are many facts about the entry that are used later to
caleulate the registration point of the fingerprint. The ROW and COL values are the row aund
colunn of the tile in the I-table. The SCORE is how well the arcl is formed at this tile location.
The BC SUM is the sum of this tile's angle with its neighbor to the east. while the AD SUNM is
BC SUM plus the one angle to the west and east of the BC SUM. SUM HIGH and SUM LOW
are summations of groups of angles below the tile being analyzed. For these two values. five sets
of four angles are individually summmned, and the lowest and highest are saved in the K-table.

With the K-table filled . each entry is then scored. The score indicates how well the arch
is formed at this point. The point closest to the core of the fingerprint is intended to get the
largest score. If scores arve equal. the entry closest to the bottom of the image is considered the
winner. Calculating a score for a K-table eutry uses six angles and one parameter. RR3. RK3 is
the minimum value of the difference of two angles. For this work. the parameter was set to 0.0
degrees which is a horizontal line. The six angles are the entry in the K-table. the two angles to its
left and the three angles to its right. So if the entry in the K-table is (1.j). then the angles are at
positions (ij-2). (1.j-1). (1.j). (1.J4+1). (1,j42). and (1.j43). These are labeled M. A, B. C, D. and N.
respectively. For cach of the differences, M-B. A-B. C-N. and C-D. which are greater than RIX3,
the score is increased by one point. If A has a positive slope. meaning the angle of A is greater
than RK3. then the score is increased by one point aud another if M-A is greater than RK3. If
D has a negative slope. meaning the angle of D is less than RIK3. then the score is increased by
one point and another if D-N is greater than RIN3. If N has a negative slope. then the score is
increased by one point. All these comparisons form the score for the entry.

Using the information gathered about the winning entry a registration point is generated
usually at the core of the fingerprint. Figure 4.2 shows the registration point. x = 262 and v =
215, which is marked Dby the large crosshair which is close to the center of the image. This point
1s selected by first determining if the fingerprint is possibly an arch.

If the image is an arch then the x position is determined by equation 4.1.

r={ax A(RCNHARC)—ARCH+1))F+lax(C—-1))+ 7. (4.1)
The v position is determined by equation 4.2.
_(lax R4 ) sts(b+ 1)+ (ax(R=1)+ F)xts(h) + (a* (R —2) 4 3} *ts(k — 1)) (4.2)
"= (fs(k + 1)+ fa(k) + fs(k — 1)) '
where 4 is the angle at an entry position. R is the row of the entry. C is the column of the entry.
k is the entry muuber. #s is a sum of angles. a is 16.0 which 1s the width of a tile i pixels. and

15 8.5. The ts value is calculated by suming up to six angles. These angles are the current
tiles angle and the five tile angles to the east of that tile. While the angle is not greater than 99
degrees its absolute value is added to ts. For the angles 89. 83. 81, 73, 100, and 60. the sum would
be 330 (89 + 85 + 81 + 73). Since 100 is greater than 99. the summation stops at 75.

For an image that is possibly something other than an arch. the computation of the point is
slightly more complex.
r=(dh#*{rrl —re2))/ds + re2 (4.3}
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y=(axR)—dh (4.4)

dh = (dhl + dh2)/2.0 (4.5)

_Joa it dspl > 90.0 .
= { (dspl *a)/90.0 otherwise (20

s — 1t dsp2 .
dh9 = { ((dsp2 — 90.0) * a)/90.0 if dsp > 90.0 (4.7)
0.0 otherwise

rrl =(a* A(RC)/(AR.C)- A{ARC+1))+(ax(C-1))+ 4 (4.8)
rr2=(ax A(R+1.JL))/dsp2 + (a*x(JL 1))+ 3 (4.9)
dspl = A(R.C) — A(R.C +1) (4.10)
dsp2 = A(R+1.JL)— A(R+1.JL+1) (4.11)

where A s the angle at an entry position. & is the row of the entry. C i1s the column of the entry,
JL is the cross-reference point columu, a is 16.0, and .3 15 8.5.

The registration point is used in later work as a comumon point for the translation of all images.
Each fingerprint Lias the registration point generated. Then the mean of all the registration points
1s used as the common point. Each image is then translated so that its registration point is now
overlving the common point.
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Figure 4.1: A fingerprint image. a binarized version of figure 1.4.
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Figure 4.2: Ridge direction matrix of the fingerprint in figure 4.1.

ROW | COL [ SCORE [ BC SUM [ AD SUM | SUM HIGH | SUM LOW |

8 17 10 20.21 58.85 161.0733 59.868 |
9 16 10 10.69 59.87 137.8646 86.097 !
10 16 10 25.17 86.10 166.6743 101.759
11 16 10 23.84 101.76 179.6504 98.188 |
12 16 10 29.07 98.19 187.3843 117.861 ;
131 16 10 30.54 117.86 207.0527 142.808
14 17 10 65.91 65.91 263.8445 244,043

Table 4.1: K-table for Figure 4.2.
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Chapter 5

K-L Transform

5.1 Introduction

Each raw fingerprint iinage contains 256,000 8-bit pixels of data. The ridge-valley feature extrac-
tion procedure can reduce this to 1620 ridge direction components. This is still far too large to
be used in supervised training on a MLP network. A fully connected network with 1620 inputs.
200 hidden nodes, and 5 class outputs would require over 337.000 weights. Since generalization
capacity falls and training set size increases with network size [22]. it is essential to decrease the
nuinber of inputs to the MLP. The K-L transform [3] provides a method for this.

The discrete Karhunen Loeve transform (KLT) [23] assumnes no model of the nunan perception
mechanism. but directly references statistically salient information in the fingerprint set. The
cigenvectors of the covariance matrix of the fingerprint ensemble are taken as a minimal orthogonal
hasis set. of which any fingerprint is a linear superposition. The eigenvectors are the principal
statistical components of the variance iu the original image space. Tleir respective eigenvalues
indicate the significance of the eigenvector in describing the fingerprints’ construction: those with
the smallest eigenvalues represent irvelevancies. The motivation for doing this lies not only in
the well-documented optimality of the KLT. but in recent studies [24] showing that evolution of
synaptic structures in linear Hebbian neural networks [4] is dynamically governed by the same
statistical hasis as that of the KLT.

Although eigenvectors appear in some unsupervised network training [23]. they are most readily
obtained using one of the traditional numerical iterative methods [26]. The ecigenvectors can
therefore he regarded as a trained weight laver. The use of eigenvectors is rather a prescription
of this feature extraction layer derived as a leastmean-square fit to the data. This is potentially
detrinental to the perceptron as a classifier but it yvields pragmatic gains. Perceptron networks are
kuown to exhibit better generalization if the training sets ave large. Rather than use raw images
as iuput it is preferable to use greater numbers of precomputed low dimensional K-L transforms
for training.
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Figure 5.1: The mean ridge flow for a set of fingerprint images.

Figure 5.2: The covarience matrix for a set of fingerprint images.
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5.2 Statistical Representation

Consider that a sample of fingerprints which has direction available as computed using the method
discussed in chapter 3. Each of the P images «® has N/2 r and XN/2 y directions. The p!* finger
vector is regarded as a real matrix u!® such that its elements are given thus

The covariance matrix gives the mean. overall images in the ensemble. of all the N by N
direction correlations in each image and. as such. statistically describes how fingerprint images
vary. The real symmetric covariance matrix R is formed as the sample expectation of the outer
product of P such vectors.

P

R - %Z(u(‘") ~u)(u® — u)? (5.1)

p=1

where the vector u i1s taken as the vector mean of each element over the PP image vectors

1

[}
(R
—

u—=

=]

P
Z u'® (
p=1

Considering the N2 vectors ul”) — u to be the P columus of a matrix U. the above equations can
be compactly represented as

R = UU’, (5.3)

The computation of R is reduced by extracting u from the sun in equation (5.1) to obtain

R =Ry —uu’ (5.4)
where Rg 15 the correlation matrix of the vectors u. The covariance and correlation matrices are
only 1dentical if the mean vector is itselt zero. The mean image of equation (35.2) is shown in figure
3.1. The covariance matrix itself is shown in figure 5.2.

5.3 K-L Transform Representation
The matrix ¥ has the N eigenvectors. . as its columns and is defined iu the equation
RY =TA (35.5)

where R is the covariance matrix, and the only nonzero elements of A are the eigenvalues A; on
its diagonal. The eigenvector matrix is orthogonal since. by definition. it diagonalizes the matrix

R

TIUUTY = A, (5.6)
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Given that the directions are vectors in an N2 space. the eigenvectors of the covariance matrix are
the directions of maximuin variance in that space. They are mutually orthonormal and thereby
define the principal axes ! of a hyperellipse in that space. The eigenvalues diag{A) define the
statistical length of these axes as defined by the direction set: thus the first column of ¥ cor-
responding to the largest eigenvalue is the major axis. Any N? vector u in this space can be
expressed as a linear combination of the basis vectors thus:

ul?t = gyl (5.7)

where the inversion of this formula. v, defines the Karhunen Loéve trausform of ul?), the elements
of which are the projection of the image vector u?? onto the principal axes .

virl = Tt (3.8)
This equation applies to all finger vectors u® and is therefore compactly represented as
Vv =yTU (5.9)

where again the columuns of U and 'V are the image and transform vectors respectively. The first
four eigenvectors of a covariance matrix are shown in figures 5.3 to 5.6.

UI'he Karhunen Loéve transform is also known as the method of principal components or the Hotelling transform.
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5.4 Transform Coefficient Decorrelation

The KL transform vectors in the colummns of V oare to be used as input to some classifier. The
variance of the KL coeflicients themiselves 1s of interest.

Ry =VV! = ¢TUUTY = A (5.10)

The last tern of this equation is the diagonal eigeuvalue matrix. This implies that the K-L correla-
tion matrix 1s diagonal. Thus. by design. the Karhunen Loeve transform coeficicnts are perfectly
decorrelated. Further. the variances of these coefficients. o2, are the respective cigenvalues of the
original covariance matrix: that is

i =\ (5.11)



Chapter 6

Classification of Fingerprints

6.1 The Layered Perceptron Networks

The two-weight layer! perceptron nonlinearly classifies K-L feature vectors. With the evolved K-L
feature extraction. the network may be regarded as the three layver fingerprint classifier of figure
G.1. The first set of weights ¥y is the pre-trained incomplete eigenvector hasis set of equation
5.9. The latter pereeptron weight layers, also fully interconnected. are trained using the conjugate
gradient algorithm outlined in section [7].

All the Karhunen Loeve transform vectors are propagated through the network together and
the weights are updated. This 1s batch mode training. The use of different subsets of the training
patterns to calculate each weight update is known as on line training. It is not nsed i this
investigation. Formally. the forward propagation is represented as:

Vi=¥Vo=V, =1 (¥]Vy) = V3 =1 (] V,) (6.1)

where the network nonlinearity is introduced by squashing all activations with the usual sigmoid
function f(or) = (1 +¢-7)" L

IThe authors have elected to resolve the ambiguity in counting either layers of weights or layers of neurons.
pervasive throughoul the literature, by adopting the standard of counting weight layers,
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Figure 6.1: Classification Architecture. All weight layers are fully connected. The eigenvectors
are obtained a priori to the training of the subsequent layvers.
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6.2 Classification of Fingerprints

The linear superposition of a complete set of orthogonal basis functions will exactly reproducean
arbitrary eigen fingerprint. However. the whole motivation for using the KLT is to reduce the
dimensionality of the feature space by adopting an incomplete basis. i.e.. the leading principal
compouents. Only images that resemble the original training ridge-valley directions are adequately
representable by the reduced basis, It is important that the eigenvectors are obtained from a
statistically large sample since adequate statistical sampling of the feature set is required for this
reduction to be usetul.

6.3 Conjugate Training Algorithm for Feed Forward Neu-
ral Networks

Backpropagation [14] is the conunon method for training multilayer perceptron networks. Es-
sentially. 1t implements a first order minimization of some error objective. The algorithm has
the disadvantages that convergence is slow [27] and that there are, in the usual implementation
[14]. two adjustable parameters.  and a. that have to he manually optimized for the particular
problem.

Conjugate gradient methods have heen used for many vears [28] for minimizing functions.
and have recently [29] been discovered by the neural network commmnity. The usual methods
require an expensive line search or its equivalent. Moller [30] has introduced a scaled conjugate
gradient method; instead of a line search. an estimate of the second derivative along the search
direction is used to find an approximation to the mininnun error along the search divection. In both
hackpropagation and scaled conjugate gradient. the most time-consuming part of the calculation
is done by the forward error and gradient calculation. In backpropagation this is done once per
iteration. Althougl the scaled conjugate gradient method does this calculation twice per iteration.
the factor of two overhead is algorithmically negligible since convergence is an order of maguitude

faster [30] [7].

6.4 Training and Testing

The number of training patterus was fixed at 2000 except in those experiments where shifted
versions of the set of 2000 were used. This set was comprised of equal numbers of cach class.
Different starting weights vield alternative minima corresponding to a distribution of network
performance. Training was performed using uniformly distributed (on the range [-0.5.40.5]) initial
random weights. The target activatious were 0.0 for all nodes except for a 1.0 on the node
representing the given class. The objective function included a regularization [31] term. the square
weight vector length.

Testing used the K-L transformation of 2000 fingerprints which were different rollings obtained
from the same fingers. This set was disjoiut from the training set. The characters from which

18



they were obtained were not used in the calculation of the covariance matrix or its ecigenvector
basis set. Classification involves a single forward pass through a set of weights. The true classes
arc known a priori so that the generalization properties of the classifier are obtained.
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6.5 Single Network Classification

The classification features are passed through a K-L transform to extract maximum variance
features in much the way described above. This reduces the feature set from 1620 to 96 features.
These reduced feature set is used to train a MLP using SCG optimization. Hidden laver values
of 32 to 96 nodes were tested. The output layer contains five nodes, one for each class. Typical
classification accuracy is 81% with no rejects. to 88% with 10% rejects.

100

95

90—

85—

80 T T T T T | T T T

Figure 6.2: Reject versus accuracy curve for 48-96-3 netwotk.

Table 6.1 shows recognition rates for 20 different network configurations. The reject versus
accuracy curve for the best 48-96-5 network is shown in figure 6.2. As the network complexity
increases the accuracy on 2000 prints goes from 76% to 80% with typically 5% improvement
from registration. The hest network has 5200 weights. This is over 2.5 degrees of freedom per
training sample. This suggests that the net is memorizing rather than generalizing to achieve the
classification.

The shape of the reject-versus-accuracy curve is also indicative of the nature of the accuracy
loss. The reject accuracy curve suggests that even at 5.000 weights. the problemn may be generating
too simple a classification surface to be accurate or that the sharpness of the surface must be refined
by further sampling. An alternative approach is to use a more complex set of networks as discussed
m the next section.



The sample size 1s too small to provide good generalization. Further regularization and network
pruning may be helpful. and additional features will be required to improve accuracy. If this is
primarily a statistical inference problem. then reducing the error from 10% to 1%. a factor of 9.
would require a sample size increase of 81.



no. inpits | no. hiddens | pct. correct
32 32 76.37
32 48 75.99
32 64 78.85
32 S0 78.42
32 96 78.85
48 32 76.85
48 48 78.04
48 64 79.28
48 30 79.43
138 96 $0.05
G4 32 78.33
G4 48 79.62
G4 G4 79.38
G4 80 79.14 ,
G4 96 80.38 I
S0 32 79.33
80 48 79.81 <
80 64 971 |
80 30 79.09
80 96 78.62

Table 6.1: Percentages correct for various network architectures using a single network.



6.6 Single Network Using Shifted Data

In an attempt to increase the effectivencss of the conjugate gradient algorithm. the ridge-vallev
features of the fingerprint database set were shifted to all adjacent grid powmts. king shifted.
increasing the training set to nine times its original size (see table 6.2). The first classification
experiments were done with unregistered fingerprints. and the results were similar to those with
no king shifting, bhut with registered the fingerprints. Four of the experiments were run involving
training on all 18000 patterus together and then training on all 18000 patterns in different size
groups. Each group of 2000 patterns was tested such that the different king-shifted groups were
kept together for training (i.e. north. south. northwest, ..). The groups of 4500 patterns shutfled
the different king shifted groups together hefore testing. In all of these tests. attempts were also
made to combine registering and king shifting the patterns. but the results have not shown a
significant improvement over king shifting or registering alone. The reject-aceuracy curve for the
best of these tests is shown in figure 6.3.

This sequence of tests shows that some advantage is obtained by using registration and that
king shifting removes some of this advantage. The advantage 1s not 1 initial unrejected accuracy
but in a much more rapid rise in the reject-accuracy curve. At 10% rejects. the method from
section 7.1 vields 879 accuracy. while at 10% rejects king shifting vields 82% accuracy.

classes | king | noking | reg | unreg | train pats | test pats | correct | kl inps | hids
5 X X 18000 2000 76.05% 64 64
5 X X 18000 2000 78.15% 64 64
3 X X 18000 2000 T7.40% S0 80
) X X 18000 2000 78.80% S0 S0
) X X 9 by 2000 2000 76.05'4 G4 64
5 X b 9 by 2000 2000 17.65% 64 64
5 X x 4 by 4500 2000 72.20% G4 64
5 X X 4 by 4500 2000 69.90% 80 S0

Table 6.2: Test results using king shifting and registration combinations.
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Figure 6.3: Reject versus aceuracy curve for the best king-shifted network.
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Figure 6.4: Reject-versus-accuracy curve for 80-80-3 network for class AT,
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Figure 6.5: Reject-versus-accuracy curve for 48-96-5 network for class A.
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Figure 6.6: Reject-versus-accuracy curve for 80-80-3 network for class L.
6.7 Two Network Methods

A network was tested which was created by combining the Arch and Tented arch classes and then
attempting to reclassify these prints in a second run (see table 6.3). The numbers shown in table
6.3 were tests run using a set of known Arches and Tented Archs not the output of a four-class
svstem. These tests were run to see how well the two classes would separate hefore working with
the four-class systewm.

! classes | king | noking | reg | unreg | train pats | test pats | correct l Kl inps | hids |
2 X X 838 838 [ 82.94% 1 64 | G4
2 X X 838 838 84.25% | 64 30
| 2 x| x 838 838 | 85.20% | SO | 80
|2 x| x 838 838 [S83.TTV | 48 | 48
2 X X 838 838 i 84.61% 48 96
2 b x 7524 838 | SLTY | 64 64

Table 6.3: Test results for separating arches and tented arches.

A system using ouly four classes was able to get about $6.06% correct (see table 6.4). This
four-class net had 200 known arches and 200 tented arches combined to produce the archi class.
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Figure 6.7: Reject-versus-accuracy curve for 80-80-5 network for class W,

When the output of what the four-class net called arches was put into the two-class net. the
two-class net was able to get 99.67% correct. which made the overall percent correct 86% .

When the test was run using an even nunber of prints from eacli of the five classes nets the
four-class net was still able to get 83.70% correct. hut the two-class et was not as effective i
separating arches from tented arches. only getting 85.05% correct. This made the overall percent
correct 80.7%.

The difficult of classification of each of the classes used in this test can be seen by plotting
reject-accuracy curves for cach class. These curves ave shown in figures 6.4 to 6.8, The arch class
in figure 0.5 is the most difficult to classify. The right and left loops in figures 6.8 and figure 6.6
are next most difficult. and the whorl in figure 6.7 class is simplest to classify.

classes | king | nokiug | reg | unreg | train pats | test pats | correct | kl inps | hids
4 x X 14400 1600 | S4.12% | 64 | 64 |
| 4 X X 14400 1600 86.06% 80 128
L4 X X 1600 2000 | 85.70% | 80 128
|‘ 2 X x 338 305 1 99.96% 80 SO
| 2 x | x 338 669 | 85.05% | 80 | S0

Table 6.4: Test results for separating arclies and tented arches from a four class net.
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Chapter 7

Conclusions

7.1 Accuracy

Accuracy is the most difficulty part of the PCA problem. The best accuracy achieved to date on
a balanced sample. with equal numbers of A-T-L-R-W patterus. 1s 89.3%% with 109 rejects. This
is achieved by combining the A and T classes into a single class. This class is then separated with
99.6% accuracy. without rejects. using a second network. To put this result into perspective, 89%
is approximately the level of accuracy achieved with handprinted digits using Gabor features [32]
in early 1991. Results achieved on the handprint digit problem. by expanding the traming and
testing sets and by using better segmentation and feature extraction. have allowed accuracy on
character recognition to improve to 98.96% with 10% rejects. This suggests that a PCA system
can be built which will achieve 99% accuracy.

7.2 Speed

The speed achieved in this study. 0.5 seconds per fingerprint. demonstrates that existing parallel
computers are fast enough to process the FBI's current workload with a small number of systens,
This speed is also essential for large scale testing of potential recognition methods. If feature
extraction using ridge directions or some other method takes 1000 seconds per fingerprint instead
of 1 second per fingerprint. the training time for the existing database goes from 20 minutes to
over 550 hours. or 23 days. This demoustrates that the extensive training and testing performed
on 2000 fingerprint samples required for this study is practical only if speeds near the FBI current
operative requireient are aclieved.

7.3 Testing Requirements

All work performed in this study has used NIST Special Database 4 as described in the appendix
of this report. The sample size available from this database should be sufficient to test PCA



accuracy to about the 2-3% error level. We estimate that further testing to reduce error to the
0.3% level will require sample sizes from 25 to 81 times as large as the one presently available.

7.4 System Design

The present version of the system has been designed in a modular way so that different versions
of each of the modules can be tested independently. This has allowed theee methods of ridge
direction feature extraction to be tested and has allowed K-L transforms and MLPs of several
different sizes to be used. This modular structure will allow the addition of a reject-testing
method after the classification section: it has allowed networks to he developed that lump all
arclies into a single class at first and that separate A-T combinations with a second network. The
modular structure separating image processing from classification has demounstrated its nsefulness
and should be retained. Substantial cost savings can result from this type of programn design.
The present system at NIST was constructed with about two staff-vears of programing effort.
This was possible by building on approximately 12 staff-years of effort spent on several character
recoguition system configurations (33]. This transfer of software expertise was possible because of
the modular design of hoth systeis. This modular approach should be adopted 1 PCA to allow
transfer of technology from arcas of pattern recognition other than character recognition.
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Appendix A

Database Specifications

A.1 Introduction

This chapter deseribes the NIST fingerprint database. NIST Special Database 4. which contains 8-
bit gray scale images of randowly selected fingerprints. The database has been distributed for use
in the development and testing of automated fingerprint classification systems on a commmon set of
images. The CD-ROM contains 4000 (2000 pairs) fingerprints stored in NIST's [Head raster data
format [34] and compressed using a modified JPEG lossless compression algorithm [35]. Each print
1s 512 by 312 pixels with 32 rows of white space at the bottom of the fingerprint. Approximately
636 Megabytes of storage are needed when the prints are compressed whereas 1.1 Gigabytes are
needed when uncompressed {1.6 : 1 average compression ratio).

The fingerprints are classified into one of five categories (L = left loop. W = whirl. R = right
loop. T = tented arclh. and A = arch) with an equal nunber of prints from cach class (400). Each
filename contains a reference to tlhe hand and digit number so the classes can be converted to
other classification techniques (i.e.. radial and ulnar). All classes are stored in the NIST IHead id
field of eacl file. allowing for comparison with hypothesized classes.

A.2 Compression

The compression used was developed from techniques outlined in the WG10 ~JPEG™ (draft) stan-
dard [35] for 8-bit gray scale images with modifications to the compressed data format. The NIST
[Head format already contained most of the mformation needed in the decompression algorithm.
so the JPEG compressed data format was modified to contain only the information needed when
reconstructing the Huffinan code tables and identifying the type of predictor used in the coding
process. Codes used to compress and decompress the images are still developed per the draft
standard. but ouly applied to 8-bit gray scale images.

The standard uses a differential coding schieme and allows for seven possible wavs of predicting
a pixel value. Tests showed that predictor nunber 4 provided the best compression on up to 99.9%
of the fingerprint imnages: therefore. this predictor was used to compress all of the iimages,

61



A.3 Reflectance Calibration

The reflectance values for the fingerprint data set in NIST Special Database 4 was calibrated using
a reflection step table [36]. Shown below is an equation used to predict the reflectance of a given
data point. This predicted reflectance closely follows the actual reflectance obtained using the
reflection step table,

predicted%reflectance = 10 + (.32 % gravscale — pixel — value).

A.4 Database Organization

NIST Special Database 4 contaius 4000 8-hit gray scale fingerprint images stored in the data direc-
tory (see figure A.1). The unages. which use approximately 636 Megabytes of storage compressed
and 1.1 Gigabytes of storage uncompressed. are distributed on a ISO-9660 formatted CD-ROMNI and
compressed using a modificd JPEG lossless compression algorithm. Included with the fingerprint
data are software and documnentation.

NIST Special Database 4

I I | |

data man srC doc
Fingerprint Software Fingerprint  Documentation
Images Alanual Software Files
Pages Utilities

Figure A.1: Top level directory tree for NIST Special Database 4.

A.4.1 Database File Hierarchy

The top level of the file structure coutains four directories doc. sre. man. and data. The code
needed to decompress and use the image data is contained in the sre directory. with man pages
for the source code stored in the man directories. Documentation for the CD-ROM is in the
doc directory. The data directory contains the fingerprint hnages stored in eight subdirectories
for easter access (see figure A.2). Eacl subdirectory contains 250 fingerprint pairs (two differcut
rollings of the same fingerprint ). Fingerpriuts are stored with filenames containing one letter, four
digits. an underscore then two more digits. and a “.pet” extension. The first character in the
file name is alwavs an “f" or “s" distinguishing the first and second rollings of cach fingerprint.
The next four characters indicate the print number (1.e. 0001 to 2000). and the final two digits
represent the finger nmunber in the same order as on a fingerprint card (see figure A.3).
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Figure A.2: Arrangement of fingerprint files for NIST Special Database 4.
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Figure A.3: Layout of fingerprint card numbers.

A.4.2 Cross-Referenced Fingerprints

Tle cross-referencing of a fingerprint is cansed by a variety of ambiguities sucl as a scar occurring
in the fingerprint. the quality of the print rolling. or the print having ridge structures characteristic
of two different classes. The cross-referenced prints could easily cause a wrong classification when
used 1 testing an automatic classification system. but could provide a challenge in the later
stages of development. NIST Special Database 4 contains 330 fingerprint pairs (17.5%) whose
classifications are cross-referenced to a second classification. The id fields of these priuts contain
the fingerprint classifications immediately followed by the cross-referenced class.
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