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Friend or Foe?
Communication Gateways
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ince the mid- 19805 the building isdustey has wrestled
with issees related 1o inegrating digital conirol de-
vices from different manufacturess, Muech bas hap-
pened during that tme, including the development of
BACnet™, un ASHEAE and ANSI Standard and o European
Community pre-standand,* and 2 hest of proprictary integra-
ton approaches including LonTalk ™ # Gateways play an im-
portant role in projects imvolving
mteroperability, The strengths and
weaknesses of gatewavs are uzually ne
will undersiood by building owners and
operaiors. This amicle exploses the rols
of gateways and proposes criteria to
evaluate whether or not a gateway is ap
propriate for a padicular application.

What Is a Gateway?

Compulers reguire precise, rigidly
defined rules or prodocol For seecesslul
commumcation. Even slight variations
can render communication impossible :
[ order for two computers using dif- ——
terent protocols o commuenicars, sone
kind of tranzlanon must fake place. The
device that performs this iranslation i= called a zaleway,

Progocal translation, hke language translation, is an imper-
fect art. Concepts that are casily and clearly expressed in one
language or protoce] may be difficolt or even impossible 1o
franslabe i another,

Consider the English word “spow.” Mative peoples of the
arciic have many words in their languages that all ranslate do
s, All of the detail and nuance that was associated with (e
ariginal wosd iz lost when it iz transluted o snow. For the En-
glish-spraking person this may nor be o problem because the
lost details may not have been useful information, Howsver,
when the word “snow' 12 imamslated in the reverse direction the
proflem is more difficult. Moch more detail is expecied. Which
possibility is the Best match for the current contexe? What prob-
bemis mught be caused by choosing the wrong wonld?

Thezse igsnes must b sddressed when desicning sareways. How
will the gatewsay handle differences in the way concepts such as
trends, schedules, alarms and prioanzed commands are repre-
sented and manipulated? How will missing details b Dlked in
without causing unintended consequences? These difficuliies
often place severe lirmitations oo the kind of information that can
b transferred. The result s ofien connestivity on o limited scale.

Some control system manufacturers use sateways within
their oown product line even though they are using their own
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In order for two
computers using
different protocols to
communicaie, some

kind of translation must
take place. The device
that performs this
translofion is called a
gateway.

proprietary protocols. A typical example would be field panel
controllers and workstations thal commumicale wsing one pro-
tocol while the field panels communicate with unitary control-
lers that they supervise via a second protocol. The field panel
in this cxample is also a gateway, Since the same company
designs both protocols and they wens intended 1o be used 1o-
frether, the semantic translation issoues are avoided,

Twpically, ranslaticn problems ocour only when trving to
connect products made by different manufacturers or, in seme
cases, different versions of prodects mede by the zame manu-
facturer. The example shows that gare-
witys may be stand-alone devices or be
included as pan of a device that has otber
contrel funciionality,

Galeways are sometimes confused
with routers because gateways al=o per-
form rowting tasks in addition 1o trans-
lation. The distinction betwesn a gale-
way and @ router is important.

Howr Is o Router Different fram o
Gafeway?

Like a gateway, a rouler 15 used (o
CONMMECL Pwo 07 MoTe Communication
networks, Rowters and gateways flter
messaEe ratfic because messages pass
through anly if the source of the mes-
sage ison one side and the imtended destination is on the other,
The difference is that for a router, the connected netwaorks all
use the same application protocol messages, Translation is mot
negded, A rouler’s job 1s fo forward the message o the next
nebwark in the path 1o s destinaton, This makes routers sim-
pler tham gateways,

Aoromter may be used to connect similar, or dissimilar net-
works, I the networks are similor the router merely forwarids
the message, changing only the address so that it will 2o o the
next stop. For the case of dissimilar networks, the situation is
slightly more complicated. This case is illusirated in Figire |
lor two BACnoet lecal arca network (LAM) options,

In Figare !, a message originating with a device on a Mas-
ter-Slave/Token-Passing (M3/TP) LAN passes through a
router to reach its destination, a workatation residing on an
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[30 3802-2 or “Ethernet”™ LAN. The
conbent of the message and the banary
representation of the messuge do not
change as it passes through the rourer,
However, oller changes do tuke place
when the router forwarnds the message.

In this example, the two LAN lech-
nolomies use different clectrical signaling
to represent the ones and zeros that make
up the message. The address and packer
Format alzs change,

Thiz 1= similar to sending a letier
through an intereffice mail system or
through the postal service, The same let-
fer can be sent cither way, although the
Ivpe ol envelope and the necessary ad-
dressing information is different. Using
this analogy, a router removes the letier
from the interoffice envelope, puts it in a
postal service envelope, addresses the
cnvelope and scnds it on s way, The
content of the lener remains urchanzed,

A pateway must perform the same ad-
dressing, Formatting, amd signaling
chianges that a rowler does. This in addi-
ticn for translating the message,

How Can | Evoluote the Costs
and Benefits of o Gateway?
Graleways can offer very important
benefits tooa building automation system.
That is why they exist. They also have
limitations and complicate the design amd
maintenance of the svstem, Ro umiversal
right answer exisls 1o the guestion: [5ita
good aden o use a pateway inmy build-

-mg awloamation system? Careful consid-

erufion of the benetits and costs of the
gufeway in comparizon o other oplions
is needed before making & decizica, The
“Orateway Moz and Cons™ siudebar om
Page 32 summarizes the benefits and
limitations that should be considercd
when making this decision,

The most impertant step in evaluating
M pae of gateways 15 o determine whi
information needs o be exchanged. This
requires some priotitization. What infor-
mation is critical? What information is
important bul nod essentiad? What infor-
mation i desirable but no? worth signifi-
cant additional expense? Whal kind of
future expansion is anticipated? These
questions must be answered before o
good specification can be written and
hefore a thorough analysis of the avail-
able options can be miade

Gateway Benefits
In some situations & gatewidy can pro-
vide connectivity between devices that
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Frgure 1: A BACnet router connecting an Ethernet LAN to an MS/TP LAN. The
content of the messoge does nof chonge even though the cddressing, signaling
and framing change. In o geteway the data must alse be transloted.

wonld mot be possible any other way. 1P

this connectiviry 15 vital e the building
aulomation system, this factor can be so
critical that it ourweighs any negative fac-
tors, This 15 one repsen why an initial criti-
cal analysis to determine exactly what in-
formation needs o be exchanged is =0
important. Can the gateway provide all
of the mformation needed? 17 not, 35 the
information that it provides importan
enctigh i procesd with the zaleway?

In some circumstances, aptions ane
aviilable that do aot involve & gaeway
at all. These opicns may be avalable
from only a single source or a very lim-
ibed numiber of sources, T this case by
be benelicial e consider using zaleways
simply o create o competitive hidding
situation. The Ainancial savings resulting
from competition may make any limita-
tions of the sateway worthwhile.

This approach may permt the imvalve-
ment ol avendor inthe process with whom
vou have a pood busingss or service rela-
tenship that would etherwize be excluded.
This business relationship may be impore
tant ensugh during the life oyele of the sys-
berm o make i worthwhile o sccepn any
lirminatecns Uil the gateway imposes, Somi-
larly, & vendor's product may have some
wmiggue feature that 1s very desmakbde. 1 may
be beneficial io pemmit the use of a gate-
Wity just 1o get this feature,

Truditionally, building automation
functions suchas lighting contral, Y AC

conirol, and life safery svstems have been
isedatest from each other, Sometimes kard-
wired connections between an HVAC
conmiral syatem and @ lfe safety svstem
cxist that permits monitoning of some lim-
e statez mlormation. A growing con-
sensus inthe building indusiry indicares
thar important berelins may be obduined
through o more compleie integration of
these syaiems,

Howeever, complete integration may
cause concern becawse it could possibly
haee an adverse impact on the ability 1o
guaraniee the integrity of critical lite
safely systems. A gateway provides an op-
portwnily i meel both goals by signifi-
cantly improving the ability 1o integrate
and manage the systems al the same (e
relaimng some olaiion because the gate-
way limits the interaction. [n some cases
thiz may be important for meeting code
TECUITEINENLS,

A policy decision might be made 1o
require he ze of standand communica-
tton prodoccels, such as BACnet, for all
fwtere purchases at a facility, This can
be a prohibitively expensive change if the
entire building suomation system must
be reploced at one time. Galewnys pro-
vide a way 1o retain installed proprietary
eqquipment that 15 still functioning satis-
factorily and to migrate towards =tan-
dardz-based products in o step-by-step
mnner as cquipment reaches the end of
it useful life,
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These potential benefits can make
geways desirable, It s imporiant (o keep
in mind that all gateways impose limica-
Lo, A building automation system with
gateways is more complicated o design
anel itz than ange where all of the
COMPORSEs communicate using the same
protocel. There 15 a cost 1o pzing gake-
witys that must be balanced against the
potential benefins,

Gateway Limitations

All gatewavs possess finie informa-
tion siorage and processing resources.
The gateway miust soanehow map the in-
formation and concepts from one proto-
cal 1o the other, Thiz reguines translion
wlgorithms for each kind of information
that needs to be ranslaed and wables th
provide mapping information. Some-
times e gaeway stores a local copy of
the anformation from one network inoa
o that makes it eazily accessible 1w
devices on the other network, The com-
puler resources necessary o implement
iz process vary from cass o case,

In general, Both the number of differ-
cnt ivpes of information that are 10 be
translabed and the number of occurances
of cach type, affect the amount of
memory and processor time needed. The
more information exchangse your appli-
calion regquires, the more probable it is
that o guteway will not have the capacity
o dler the job. Future expandability is usu-
ally limited and sometimes impossible,

CSpecifications For galeways must
claarly state whan information must be
avatlable through the gateway ond what
expanzion cupability is reguired. Any
proposed goteway must be evaluaied in
the confext of these requircments. Often,
using a gateway will require a compro-
mise between gemting all of e desired
information and keeping within budger,

Ax described earlier, gatewnys have a
limited abiliy waranzlaee dissimilar con-
cepts. The more differences there are be-
tween the protocelz imvodved, the more
likely it is that the gateway will only be
abde o ranslare ® podion of the weail-
able information. This will probably no
b o problem for simple concepts such as
termperatres and anfodT sams, However,
problems may arise for more complex
concepts such as schedules, alarms, pi-
oritized commands and trending data.
Different approaches o hoedling thess
building autemation functions make gate-
winy design and implementation very dif-
ficult. In soime cases, one or more of thess
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lunctions will be simply impossible (o
perform throwgh the pateway.

Many control svsiems provide a
micthod 10 program or configure control-
lers over the network, It is usually nod
possible o accomplish these tasks by
passing messages hrough a gateway, In-
stead. a separaic connection that bypasses
the gateway is wswally regquired.

Crateways also can miroduee e de-
lays when attempting to retrigve informe-
teon, In addition to the processing time
requored 1 do the tanslaton, the con-
nected networks may have dufferen) trons-
mission speeds and different reles For
gining aceess ko the mesdia that also con-
rrabwe p e delay, Sometimes palewiys
are designed coly o pass a limited amoun
of very specific information. The gaie-
winy may poll devices for this informa-
tion and store 3 local copy.,

When o oreguest For this infonmation is
received the response is prepared by the

cateway based on the local copy of the
dat, This approsch con speed up the ne-
aponse but it does not scale easily o large
systermns. 11 can also result in returning old
angd mizleading dota, What happens, for
example, if the proprietary commuonica-
tiom fails temporarily and the stored data
cannal be updated? Does the polewsy
pass the previously stored data that iz now
absolete? Will the recipicnt be able 1o el
U dhfTerence?

Ciateways make roubleshooting net-
wiwk problems more difficult. Different
tools are necded 1o see and interpret the
prodocols on both sides of the gateway.
Any ambiguity intreduced by the
gateway s amperfect Iranslation intro-
duces the possibility of emor. Even the
limitatica an the amcunt of informmaion
accessible through the gateway can make
troubdeshooting difficulr, becasse 0 may
nol b possible o access all of the infor-
mation needed o diagnose the problem,

[0 sleould be clear tiat, under the nght
circumstances, a galeway is very wseful.
Hewever, it comes with a price. A wrench
15 veery useful and effective tool 1o tighten
anut. It is not a particularly helpful ool o
drive & nail, even though with persizience
il amay ber wsed for that purpose, A gateway
is a uscful and effective tool 1 get limited
connectiviey belween otherwise incompat-
ihle devices. But as the amount and vari-
ciy of information thar needs w be ex-
changed prows, the Feasibaliuy of using o
guteway e nccomplish the task diminishes.

BAChet/LonMark Gotewoys

e example of a gateway apphcation
is to infegrate BACner and LonMark™
devices in a single buillding automation
swstenn, This paricular gateway applica-
tion bias received @ lon ol attention in the
industry because some companies have
adopted a marketing policy o provide a
twi-tiered architecture for their building
control products, The dea is w provide
unitary contrgl products based on
LonMark technology integrated with
Tigher level controllers and workstations
based en BACner. What 15 this architec-
ture and how does it relate o galeway=?

To understand this scenario it is im-
portant io understand the different preces
thit make up the total picture. LonTalk is
d Proprietary communicanion profosol
controlled by o private corporation. [t is
not a de fere standand, meaning that no
nationally or internationally sanctioned
standards body has approved i Also,
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there 15 mola significant installed base o justify a claim of de
fieere standard.

The LonTalk protocel is open for anyone o use and several
building contrel companies have publicly indicared an inten-
nian oo do 2o, The LonTalk protocol does not detine how apph-
cation specific information 15 1o be represented and exchanged
excepd 0 provide some general purpose fools. To make Lon Lalk
products interoperable, exiernal constraines that address this
issue must be added.

The Lonbdark Assocaateon s a Fee-hased orpanization made
up of manufacturers using LonTalk technology, The purpose of
the orgamization is o create implementer’s agroements, called
Londdark prodiles. These Lonburk profiles provide tie extemal
construnis nesded o assure interoperability at some level. De-
vices that conform o the sume Lonbark profile will interopere
will respect 1o the functicnality defined by that prodile.

Since Londdark profiles of the LonTalk protocol are funda-
mentally different from BACnet, LonMark products cannot be
integrated with BAChet products unless a gabeway is used. Com-
panies who offer two-tiered architectures based on Lonbark
and BACoe! have a gareway in-hetween. A gateway must be
presenl or i communication berween the two parts of the sys-
tean cin tinke plivce,

A BACneyLonbdark gateway s fundamentally no different
than o BACnel gateway 1o any other proprietary syseem. [t has
the samie strengths and weakoesses, Whether it makes sense for
your bailding cun be decided by considering the pros and cons
described carlier. [L is necessary o weigh the potential gains
against the constraints and lmitations imposed by e presence
of the gateway. The answer will differ for each type of situation,

Lonbdark haz one advantage over odher propristary proto-
cols than might be connected 1o BACnet by a gateway. An owner
= dd new Lonbark devices 1o the Lonbark pomion of the
swstemn and realistically expect them to work with the existing
Lonbdark devices as long as they support the same profiles
ared transmission mediom,

Hioowever, there is o danger from this expansion an e gate-
way, The gateway was probably designed to pass a specific set
of information. Adding new devices to either side requires changes
o e pateway. In some cases the gateway will hove sutficien
resourees o handle the addinonal wookload and only reprogram-
ming will he necessary. Every gateway hus a limited capacity, If
thie meew controdbers exceed thiz capaciy a new or additicaal gate-
wiay would ke required o achieve connectivity.

EACne provides two standand wavs 10 connect oosl-sensi-
tive devices that compete in the marketploce with Lonback
proprietary products, One option is the Master-Slave/Token-
Paszing (METP) profoco] that 15 based on ELA-4857 1echnnl-
ey, The other option makes use of the LonTalk profoce] it-
self. BACnet permits the use of LonTalk bt only a3 another
LAM technelogy used o convey BACnet messages. Hecull
that LonTalk prosfucts are only interoperable if manefactur-
ers impose external application-specific constraints. BACnet
does this by requinng the vse of BACnet objects and mes-
RADEE.

This approach provides a way for manufacturers 1o ke ad-
vantage of some of the desiruble features of LonTalk i such @
wiy that these prodectz could integrate with other BACnet
products without the need for o gateway, Inmegrating BAChe!
products that wse LonTalk as the LAN technology with other
BACnet products reguines anly o router,
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Canclusiaon

[5 a communication gateway a friend or a foe? There 15 no
general answer. In some circumstances, a gateway 1= e only
option for & critical integration and is definitely worthwhile.
Tw other cazes, a gateway is accepiable because the sdvan-
tages and disadvantages roughly balance cach other. Hoow-
EVER, SOMENmes a galeway is an unnccessary liability and
shiould ne be wsed, The key poine 15 that no two jobs are the
same ad the costs and benefits must be weighed on a cose-
by-coze basis,

The most impodant part of the process is i know where o
look for the benefing, as well as the troable, so that an inforrmed
decision can be msde, Fust, determine what information needs
0 b exchanged and priomize the lis, Then, request detailed
nformation aboat the gareway desizn from the vendor so thal
the potential benefits and weaknesses described in this anicle
can be cvaluated.

Disclaimer

Certain trade nones are mentioned o identified in an illus-
tration in order 1o specify adequately their relationship 1w the
BAChet stondord, [nono case does such identification imply
recommendation or endorsement by the Mational Institute of
Standurds and Technology, nor does o imply that the products
are necessanily the best available for the purpose.

BACnet™ is a registered trademark of the American Soci-
ety of Heating, Refrigerating, and Air-Conditioning Engineers,
Inc. Ethernet™ is a registered trademark of Dagital Equipment
Corporation, Intel, and Xerox, and is the basis for international
standard 150 8802-3, LonTalk™ and LenMark ™ are regiztered
rademarks of the Echelon Corporation.
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