
Keywords: incident management, interoperability, stan-
dards, data exchange, requirements, architecture. 

 
Abstract 
 Simulation and gaming can support decision making 
through all phases of incident management including pre-
vention, preparedness, response, recovery, and mitigation.  
A number of gaming and simulation tools have been de-
veloped for the purpose but they generally utilize proprie-
tary or unique data interfaces and their own view of parti-
tioning the application and solution space.  This creates a 
large obstacle for wide use, and in particular, prevents the 
use of these tools in an integrated manner to address the 
application space.  This paper explores the groundwork 
needed to build standards for integrated gaming and simu-
lation tools for incident management. 
  An architecture has been proposed to identify the re-
quired groups of simulation and gaming modules for inci-
dent management and define their scope in the solution 
space.  A conceptual model is proposed for the data re-
quired for such simulations. Available data exchange stan-
dards are mapped to the conceptual data model.  A concept 
prototype has been developed based on the architecture to 
demonstrate the value of integrated modeling and simula-
tion and the architecture itself.  A number of simulation 
and gaming modules have been utilized to model the major 
aspects of a hypothetical scenario. 

Current work is focused on developing a functional 
and data requirements specification document for incident 
management training. An overview and an example section 
of the document is provided. The document will serve as a 
checklist for identifying requirements for future simulation 
modules in incident management training systems. 

1. INTRODUCTION 
 There is a growing need for preparedness for emer-
gency response both for man-made and natural disaster 
events.  The man-made disaster risk has increased due to a 
rise in possibility of terrorist attacks against the United 
States. 

 Effective emergency response presents a number of 
challenges to the responsible agencies.  One major chal-
lenge is the lack of opportunities to train the emergency re-
sponders and the decision makers in dealing with the 
emergencies.  An on the job training approach is not ap-
propriate given the thankfully infrequent occurrences of 
such events.  The responsible agencies have tried to meet 
the need through organization of live exercises, but such 
events are hard to organize and expensive. 
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 Simulation refers to the use of discrete event or con-
tinuous models to represent the real world actions in a 
computer.  Gaming is the use of computer-based simula-
tions to engage in interactions that use highly realistic 
scenes and allow the player to earn rewards through win-
ning under defined rules. Game technology has primarily 
been used for entertainment rather than educational pur-
poses in the past.  Changes to game technology will be re-
quired to support incident management training needs.  
 Simulation modeling has been identified as one of the 
leading techniques for helping improve the incident man-
agement capabilities [1]. A recent survey [2] indicates that 
a number of modeling and simulation applications for ana-
lyzing aspects of various disaster events exist.  These need 
to be brought together for studying the impact of disaster 
events as a whole.  Not only do we need to understand how 
a radioactive plume released by terrorists will disperse, we 
also need to plan what traffic routes people will use to 
evacuate the affected areas, what demands will be placed 
on the hospital resources in the area, etc.  The individual 
simulation models such as those for studying the radiologi-
cal release need to be integrated with those analyzing the 
traffic movement through the highways and arteries of the 
affected area, and with those analyzing the resource con-
straints of hospital systems, among others. 

The need for such integration in the incident manage-
ment context has been recognized as evident by the urban 
security project at Los Alamos National Laboratory that 
integrated plume simulation and traffic simulation to com-
pute exposures to the cars traveling through a toxic plume 
[3].  The Simulation Object Framework for Infrastructure 
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Analysis (SOFIA) project at Los Alamos National Labora-
tory developed a software framework for the modeling, 
simulation, and analysis of interdependent infrastructures 
[4].  Both of these efforts used ad hoc interfaces and scope 
of the simulation modules.  It would be a fair guess to an-
ticipate a large amount of effort for using the simulations 
in these projects to model another location or more impor-
tantly to integrate them with a simulation representing an-
other aspect, such as, the emergency operations center. 
 There is a need for data exchange standards to facili-
tate the process of development of integrated gaming and 
simulation tools for incident management.  Data exchange 
standards can enable the integration of independently de-
veloped modules to rapidly model a specific scenario. 
 The development of such standards is a challenging 
task and needs to address several fronts.  A framework has 
been proposed to partition the incident management appli-
cation space [5].  Section 2 presents an architecture defin-
ing the required simulation and gaming modules and thus 
identifying their scope at a high level.  Section 3 introduces 
a conceptual data model for incident management gaming 
and simulation. Available data exchange standards are 
mapped against the conceptual data model in section 4 to 
identify their relevance.   An integrated simulation and 
gaming concept prototype utilizing a few of the modules is 
described in section 5.  Section 6 briefly describes the sys-
tem requirements specification that has been drafted by the 
National Institute of Standards and Technology (NIST) for 
describing functional requirements, data requirements, and 
user-interface requirements for integrated incident man-
agement training systems. The final section concludes the 
paper. 

2. ARCHITECTURE FOR INCIDENT 
MANAGEMENT GAMING & SIMULATION 

 Simulation and gaming-based technologies can to-
gether be useful for incident management applications if 
integrated correctly using an appropriate architecture.    
Simulation involves defining the rules of operation and the 
probabilities of paths of action and time durations and let-

ting the events unfold.  Gaming relies on a trainee’s actions 
to determine the course of events under defined rules and 
probabilities.  In the context of incident management, 
simulation can be used for applications across the incident 
management lifecycle.  It is particularly suitable for train-
ing emergency managers and decision makers of involved 
agencies.  Gaming is suitable for training both first re-
sponders and emergency management personnel. 

2.1. Requirements for the Architecture 
The architecture for simulation and gaming for inci-

dent management should provide the following major ca-
pabilities: 
• Creation of a federation of simulation and gaming 

modules appropriate to represent the selected incident 
management scenario. 

• Integration among heterogeneous simulation federates 
modeling interrelated aspects of the emergency event. 

• Integration among heterogeneous gaming modules 
with trainees role-playing within the same locale in 
the emergency event simulation. 

• Synchronization between the macro and micro-level 
simulation models and micro-level gaming modules.  

• Control over execution of both simulation and gam-
ing modules through a world control console. 

• Execution in Massively Multi-player Online Games 
(MMOG) mode to support a large multi-agency inci-
dent management exercise. 

• Access to heterogeneous data servers for supporting 
simulation and gaming modules. 

• Management of MMOG execution. 
• Management of simulation federation execution. 
• Reusability of simulation and gaming components. 

2.2. Concept 
 An architecture to meet the above requirements is con-
ceptually presented in Figure 1.  The architecture will have 
two major subsystems – one for simulation and the other 
for gaming.  Each sub-system partitions the associated so-
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lution space.  The simulation modules will each represent 
one of the major aspects of the emergency event or its re-
sponse.  The simulations will be based on defined behav-
iors of involved entities including the incident management 
organizations.  The gaming modules will provide for role-
playing by emergency responders in roles represented in 
the figure.  Simulation and gaming subsystems will have 
their individual communication integration infrastructure.  
The two infrastructures will be linked through a data syn-
chronization and transfer processor as shown in the figure. 

The simulation and gaming subsystem will each con-
tain a number of modules within each of the groups [6].  
For example, the social behavior simulators group will in-
clude crowd, traffic, epidemic, consumer and other simula-
tors where the outcome is dependent on social interactions.  
Similarly, the civilian population and opposing forces 
group on the gaming side will include role-playing clients 
for victims, general public, terrorist, media, and others. 

The proposed architecture will allow the virtual envi-
ronment to be highly configurable.  Simulation and gaming 
components can be selected and integrated based on a de-
fined scenario.  A scenario involving a terrorist attack us-
ing a dirty bomb can be modeled using components of the 
proposed system.  The simulation modules employed for 
such a scenario may include crowd, traffic, explosion, 
plume, weather, fire, law enforcement, health care, trans-
portation and communications.  The gaming modules for 
the scenario may include victims, general public, terrorists, 
fire, police, emergency medical technicians (EMTs), haz-
ardous material teams (HAZMAT), hospitals, shelters, and 
public transportation.  A natural emergency event such as a 
hurricane would require a different set of modules.  The 
available modules in the proposed architecture can thus be 
configured for different incident management applications 
across a range of scenarios. 

The architecture concept will also allow flexibility in 
hardware systems for executing the virtual environment, in 
particular for training.  The system modules can be distrib-
uted across a network of machines when training a large 
team.  They may also be set up as multiple processes on a 
standalone machine using a multi-tasking operating system 
for individual training. 

3. CONCEPTUAL DATA MODEL 
This section presents a conceptual data model for inci-

dent management simulation and gaming from the user’s 
perspective. The primary objective is to develop a structure 
for exchanging emergency related information among 
various emergency response simulations and gaming mod-
ules. The intent is to define data structures that can be used 
for both simulating the incident event and for  managing 
actual response operations. The rationale is that if one data 
structure can serve both purposes, the need for data transla-
tion would be minimized.  

The conceptual data model describing the top-level 
data requirements for incident management simulation and 

gaming is shown in Figure 2.  It illustrates the major data 
elements and their relationships to each other. Thirteen ma-
jor data elements are defined, namely, Areas, Building-
Structures, Chronology, Demographics, Environment, 
Hazard-Effects, Incident-Event, Infrastructure-Systems, 
Organizations, Policies-Procedures-and-Protocols, Re-
sponse-Operations, Response-Resources, and Social-
Behaviors. The elements are briefly described below. 
 An incident refers to an event that requires an emer-
gency response to protect life or property. There are two 
types of incidents: natural disaster and man-made attack. 
Natural disasters can, for example, include earthquakes, 
hurricanes, floods, wild-land and urban fires, mudslides, 
tsunamis, tornadoes, and tropical storms. Examples of 
man-made attack include hazardous materials spills, bio-
logical threats, chemical threats, nuclear threats, and other 
terrorist threats and attacks. Occasionally one event may 
trigger another event. The Incident-Event data element is 
needed to maintain information on the incident, such as 
event type, event time period, and event status including 
magnitude and casualty.  
 When an incident occurs, it helps the response provid-
ers to visualize the exact incident location on a map. The 
incident location might cover a small or big area. Depend-
ing on the size of the incident area maps at different scales 
may be needed, such as a street map, local map, regional 
map, or even national map.  An incident site might be a 
residential house, office building, public facility, park, or 
metro station.  The Areas and Building-Structures data 
elements contain map information and the site’s character-
istics including floor plans.  
 The Organizations data element is used to identify the 
organizations that provide emergency response support for 
the incident.  These primarily include emergency response 
providers, for example, Federal Emergency Management 
Agency (FEMA), fire departments, police departments, 
hospitals, other federal, state, and local governments, and 
nongovernmental organizations. Nongovernmental organi-
zations are private-sector owners and operators who repre-
sent critical elements of infrastructure or key resources 
whose disruption may have major impact during the inci-
dent. The Organizations data element contains the person-
nel contact information and emergency response capabili-
ties including resources, services, etc.  
 An emergency organization normally sets its strategic 
plan for response operations and resource requirements, 
monitors the activities, and maintains the resources for the 
incident. The Policies-Procedures-and-Protocols data 
element identifies operational guidance for use by the 
emergency organizations and other personnel involved in 
conducting or supporting incident management operations.   
The operational guidance may be laws, regulations, poli-
cies, procedures, protocols, standards, and/or reports.  
 The response-operation activities carried out by the 
emergency response providers may include evacuation, 
search and rescue, food and water supply, recovery, and 



cleanup. The Response-Operations data element identifies 
the response-operation activities, organizations involved, 
resources required, resources used, and their status. 
 Emergency-response resources are personnel, equip-
ment, vehicles, supplies, and facilities available or poten-
tially available for assignment to the incident response.  
Examples of emergency response resources are emergency 
medical technicians (EMT), personal protective equipment 
(PPE), communication gears, forensic equipment, fire 
trucks, and medical supplies. The Response-Resources data 
element defines type and quantity of emergency-response 
resources, and their availabilities and status. 
 The Chronology data element maintains the event 
summary information including incident status, response-
operation activities, and resource usage and status.  The 
Hazard-Effects data element identifies the hazard type, 
magnitude, and causality relations to enable prediction of 
effects. The types of hazards may include fire, extreme 
weather, CBRNE (chemical, biological, radiological, or 
nuclear explosive), and disease. 
 When the incident area is identified on the map, some 
population and environmental data of the incident area can 
also be mapped by using the Census Bureau Maps, Na-
tional Weather Service databases, and other public/private 
resources. The Demographics data element is used to rep-
resent age, sex, and culture of the population.  There have 
been numerous incidents reported regarding overcrowding 
and crushing during emergency situations.  The social-

behavioral attributes may include population characteris-
tics, environment complexity, time of day, location, famili-
arity, mobility, and alertness.  The Social-Behaviors data 
element includes data for social-behavioral attributes. En-
vironmental data may include weather, watershed, atmos-
phere, and indoor climate.  Forecast is particularly impor-
tant for every stage of the management of natural disasters 
including prevention, preparedness, response, and recov-
ery.  The Environment data element maintains different 
types of environmental data. 
 Infrastructure systems often play important roles dur-
ing the incident. Examples of infrastructure systems in-
clude transportation, communication, gas, water, electric-
ity, and sewage. Many critical elements of infrastructure 
systems may be provided by private sector.  These organi-
zations monitor and provide their services during the inci-
dent.  The Infrastructure-Systems data element maintains 
the information on such critical infrastructure systems.  

4. AVAILABLE STANDARDS 
Table 1 lists the available standards relevant to inci-

dent management simulations. These standards are mapped 
onto the major data elements identified in the data model 
shown in Figure 2.  The standards listed in the table in-
clude those that have been approved by standard organiza-
tions, those that are undergoing the approval process, and 
de facto standards that have been adopted widely by users 
but have not been formally approved.  From the table, 
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please note that the standards do not evenly support the 
thirteen major data elements. It can be seen that only a few 
of the available standards support the Chronology, Demo-
graphics, and Hazard-Effects data elements. There is not 
any standard available to describe human behavior and so-
cial interactions, and no standard to represent incident 
events.  The research and user communities have to come 
together to identify priorities for standards and follow 
through with required development. 

 
Table 1. Mapping of relevant available standards to major 

data elements in the data model 
 

Major Data 
Element   

 Relevant Available Standards 

Areas • Content Standard for Digital Geospatial 
Metadata (CSDGM) [7] 

• Content Standard for Digital Geospatial 
Metadata (CSDGM) - Extensions [8] 

• Governmental Unit Boundary Exchange 
Standard [9] 

• Hierarchical Data Format-Earth Observ-
ing System (HDF-EOS) [10] 

• Shapefile for Geospatial Vector Data [11] 
• Earth-Referenced Spatial Data Transfer 

Standard (SDTS) [12] 
• Standard for a U.S. National Grid 

(USNG) [13]  
• GeoTIFF [14] 
• Keyhole Markup Language (KML) [15] 
• OpenGIS Specifications [16] 
• Vector Product Format (VPF) [17] 

Building 
Structures 

• CityGML - Exchange and Storage of Vir-
tual 3D City Models [18] 

• National Building Information Model 
(NBIM) Standards [19] 

• The CIMSteel Integration Standards Re-
lease 2 (CIS/2) [20] 

• The Collaborative Design Activity 
(COLLADA)* [21] 

• The Industry Foundation Classes (IFC) 
[22] 

Chronology • NFPA Standard Classifications for Inci-
dent Reporting and Fire Protection Data 
[23] 

Demo-
graphics 

• Topologically Integrated Geographic En-
coding and Referencing /Geography 
Markup Language (TIGER/GML) [24] 

Environment • Air Quality - Exchange of Data[25] 
• Binary Universal Form for Data Repre-

sentation of Meteorological Data (BUFR) 
[26] 

• Digital Weather Markup Language 
(DWML) [27] 

• GRIdded Binary (GRIB) [28] 
• Extensible Markup Language (XML)* 

[29] 
• Really Simple Syndication (RSS)* [30] 
• Flexible Image Transport System (FITS) 

[31] 
Hazard  
Effects 

• Homeland Security Standards Database 
(HSSD)* [32] 

Incident 
Event 

• None located in the search 

Infrastructure 
Systems 

• Caltech-USGS Broadcast of Earthquakes 
(CUBE) Message Format [33]  

• Common Alerting Protocol (CAP) [34] 
Organizations • Emergency Data Exchange Language 

(EDXL) [35] 
• Digital Imaging and Communications in 

Medicine (DICOM) [36] 
• Health Level Seven (HL7) Standards [37] 
• IEEE 1512 Standards for Common Inci-

dent Management Message Sets  for use 
by Emergency Management Centers [38] 

• The International Classification of Dis-
eases [39] 

• National Response Plan (NRP)* [40] 
Policies  
Procedures & 
Protocols 

• Homeland Security Standards Database 
(HSSD)* [32] 

• National Response Plan (NRP)* [40] 
Response 
Operations 

• Homeland Security Standards Database 
(HSSD)* [32] 

Response Re-
sources 

• Homeland Security Standards Database 
(HSSD)* [32] 

Social  
Behaviors 

• None located in the search 

Others (for 
general pur-
poses) 

• The Collaborative Design Activity 
(COLLADA)* [21] 

• Comma Separated Value (CSV) [41] 
• Computer Graphics Metafile (CGM) [42] 
• Extensible Markup Language (XML)* 

[29] 
• Graphics Interchange Format (GIF) [43] 
• Hierarchical Data Format (HDF) [44] 
• Humanoid Animation Specification (H-

Anim) [45] 
• Joint Photographic Experts Group (JPEG) 

[46] 
• Moving Picture Experts Group (MPEG) 

Standards [47] 
• Portable Network Graphics (PNG) [48] 
• Really Simple Syndication (RSS)* [30] 
• Tagged Image File Format (TIFF) [49] 
• Web Feature Service (WFS) [50] 
• Web Map Service (WMS) [51] 
• X3D [52] 

* The standard is relevant to another major data element 
category and hence appears elsewhere. 

5. CONCEPT PROTOTYPE 
 A concept prototype was developed to demonstrate the 
applicability of integrated gaming and simulation for inci-
dent management and the architecture for partitioning the 
solution space, and to understand the issues due to lack of 
data exchange standards.  A hypothetical scenario was de-
fined to serve as the basis for simulations.   A number of 



simulation and gaming modules were developed to help 
understand the issues involved in modeling and integration 
as shown in Figure 3.  The hypothetical scenario and each 
of the implemented modules are briefly described below.  

 
Figure 3. Concept Prototype for integrated simulation and 
gaming for incident management 

5.1. Hypothetical Scenario 
 The scenario for the concept prototype is based on a 
dirty bomb attack in Washington DC on the evening of 
July 4.  The fireworks on the National Mall on July 4 at-
tract a large crowd.  A large number of people utilize the 
metro rail system to get to the National Mall.  The metro 
rail authorities actually close the Smithsonian metro station 
that is nearest to the National Mall to allow better man-
agement of the crowd flow on July 4.  It does not take 
much imagination to identify streets nearby metro station 
entrances as potential targets for terrorists. 

The scenario uses the area outside Federal Triangle 
metro station that is the second closest station to the Na-
tional Mall, as the target for detonation of a dirty bomb by 
terrorists.  The scenario did not consider the feasibility or 
means of getting a dirty bomb to the identified location as 
the focus of the scenario was on the consequences if such 
an incident occurs. 

The near term consequences of a dirty bomb explosion 
include the casualties and radiation exposure among the 
crowd in the immediate vicinity and in the area covered by 
the plume; and response by police, fire department and 
emergency medical technicians.  The major consequences 
of the incident and the response need to be modeled for in-
cident management purposes. 

5.2. Simulation modules 
 The simulation modules included in this effort are 
briefly described below. 

5.2.1. Plume Simulation 
 This module falls in the category of physical phenom-
ena simulators shown in Figure 1.  It was implemented us-
ing CT-Analyst software from Naval Research Labs [53].  

This tool provides the desired capabilities for modeling 
plume dispersion as described above.  It models the spread 
of the plume from the identified location taking into ac-
count the weather and the geometry of the buildings in the 
surrounding areas. 
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5.2.2. Crowd Simulation 
 The capability of modeling crowd behavior is a 

part of the social behavior simulators group in Figure 1. It 
has been implemented by researchers from University of 
Arizona using AnyLogic software using the agent based 
simulation paradigm.  Individuals and small groups are de-
fined as agents with each of them having parameters such 
as age, mobility, and knowledge of the area that determine 
their reaction to the incident and the behavior [54]. 

5.2.3. Traffic Simulation 
 Traffic simulation is another module in the group of 
social behavior simulators.  This capability has been im-
plemented using two modules that simulate traffic at dif-
ferent levels of detail.  The Emergency Response Vehicle 
Simulator models the traffic at a macro level.  It has been 
developed by researchers at NIST using Java and 
GeoTools, an open source Geographic Information System 
(GIS) toolkit [55].  It mimics the movement of the re-
sponse vehicles from their initial locations to the site of the 
incident.  While individual response vehicles are modeled, 
the effect of the rest of the traffic is modeled using conges-
tion factors for each road segment that they go through.  
The travel route is determined using Dijkstra’s algorithm 
[56]. 

The micro level traffic simulation capability has been 
implemented using the Traffic Software Integrated System 
(TSIS) developed at the University of Florida and available 
through the Center for Microcomputers in Transportation 
(McTrans).  The model simulates movement of individual 
vehicles in the immediate area around the National Mall 
before and after the incident.  Following the incident, a 
number of vehicles come out of parking garages in the area 
and attempt to leave resulting in traffic jams.   The soft-
ware allows capturing the congestion factors for each road 
segment defined.  The congestion factors determined 
through micro-level simulation of one area can be used to 
estimate congestion factors for the wider area modeled in 
the macro-level traffic simulation. 

5.2.4. Health Care Simulation 
 The health care simulation module is part of the organ-
izational simulator group in Figure 1.  The concept demon-
stration includes a model for only one part of the health 
care system, namely, the emergency department.  The op-
eration of a hypothetical emergency department for han-
dling the casualties from the incident is simulated.  It was 
developed by NIST researchers using ProModel/ Med-
Model.  Casualties arriving at the emergency department 
include serious cases of trauma and cardiac cases brought 



in by ambulances and walk-ins with minor injuries and the 
worried well.  The model indicates the build up of queues 
for the walk ins.  The ambulances carrying serious cases 
are occasionally diverted to other hospitals based on the 
status at the hospital modeled. 

5.2.5. Transportation Simulation 
 Transportation simulation is a part of the infrastructure 
systems simulators group in Figure 1.  A metro rail simula-
tion model was developed for the purpose of demonstrating 
the concept of transportation simulation.  The model was 
developed using AutoMod by NIST researchers working 
with Brooks Software personnel.  It models the evacuation 
of people from the incident area using the metro rail sys-
tem.  The metro system lines passing through the incident 
area are modeled.  The model helps determine the rate at 
which the crowd can disperse using the metro system. 

5.3. Gaming Modules 
The gaming modules would be especially useful for 

incident management training applications.  Two of the 
modules were implemented, one at the responder level and 
the other at the management level. 

5.3.1. Triage Application 
 Triage is part of the On-Scene Response group of 
gaming applications in Figure 1.  This application allows 
trainees to play the role of emergency medical technicians 
conducting triage following a dirty bomb explosion.  This 
module has been developed using collaboration between 
researchers from NIST and the Institute of Security Tech-
nology Studies (ISTS) at Dartmouth College.  The ISTS 
researchers had previously developed the triage application 
for an airplane crash scenario [57].  The NIST researchers 
created the 3-D geometry of the incident location and 
worked with ISTS researchers to set up the application. 

The gaming application allows a user to move around 
in the 3-D space representing the incident site.  The user 
can see the fire caused by the explosion, the casualties ly-
ing on the ground, the fire trucks, other responders, objects 
and structures on the street and the surrounding buildings.  
They can go to each victim and perform triage by looking 
for the vital signs and asking specific questions if possible.  
The victims requiring immediate attention can be carried 
away on stretchers through a gross decontamination station 
created using hoses from two fire trucks.  The application 
includes audio effects to make the experience closer to re-
ality.  A user has to contend with sounds of sirens, victims, 
and limited lighting conditions in performing his/her re-
sponsibilities for conducting triage. 

5.3.2. Incident Management Strategy Gaming 
 The strategy gaming application falls under the Re-
sponse Management category of gaming applications 
shown in Figure 1 and is targeted at the management level 
personnel for the responding agencies.  This may be used 

by personnel at the Emergency Operations Center (EOC) 
to plan out the response resource deployments.  The mod-
ule has been developed by NIST researchers using C#. 

The module shows a map of the incident site together 
with the locations of response resource providers including 
police stations, fire stations, and hospitals.  The interface 
provides the capability to place icons representing response 
resources on the map thus making and visualizing the de-
ployments.  The map can be updated based on reports from 
the incident site.  All the icons used are based on standards 
defined by the Homeland Security Working Group [58]. 

All the modules above were built to represent different 
aspects of the hypothetical scenario and the ensuing re-
sponse.  Two of the simulation modules, the emergency 
department simulation and the emergency response vehicle 
simulation, were integrated together in a distributed set up 
[59].  Data interfaces were studied for all the modules. 

6. SYSTEM REQUIREMENTS SPECIFICATION  
Many simulation-based tools for incident management 

training have been developed [2] or are under develop-
ment.  Currently, there is little likelihood that these sys-
tems will be capable of being integrated or readily adapted 
to support different regionally-specific training needs 
across the nation due to the lack of standard interfaces and 
commonly-accepted agreements on module scope and 
functionality.  This paper briefly introduced an architecture 
that identified the major modules that may be required in 
order to configure training systems to meet specific needs.  
The functionality of the architecture is being more fully de-
fined in a draft NIST technical report, titled “Requirements 
Specification for Integrated Simulation-based Incident 
Management Training Systems.”  The report contains an 
executive summary, introduction, overview of the system 
concept, requirements analyses, references, a glossary of 
terms, and appendices.  Requirements analysis sub-sections 
for each individual module include: background discus-
sion; text overview of module purpose; summary of data 
inputs and outputs; expected module interactions; refer-
ences; and functional, data, user interface, and performance 
requirements.  The modules included in the report are 
briefly described below.  
Simulation Modules 
• Social behavior: crowd, traffic, epidemic, consumer 
• Physical phenomena: earthquake, explosion, fire, 

flood, tsunami, plume, disease and bio-agents, biotic 
invasion 

• Environmental: weather, watershed, indoor climate, 
ecology 

• Organizational:  fire department, law enforcement, 
healthcare institutions, other government agencies, 
military, terrorist organizations 

• Infrastructure systems: food supply, energy distribu-
tion, water supply, public transportation, communica-
tions networks, computers and data networks 



Gaming Modules 
• Civilian population and opposing forces: victims, gen-

eral public, terrorists, media 
• On scene response: fire, law enforcement, civil sup-

port, HAZMAT, search and rescue, National guard 
and other military forces, Red Cross, other on-scene 
volunteer organizations 

• Response management: Federal Emergency Manage-
ment Agency (FEMA), law enforcement, fire, search 
and rescue, other government agencies, military com-
mand 

• Support institutions: hospitals, utility companies, 
evacuation centers and shelters, public transportation 

• Live elements: actors, mannequins, scenes and props, 
manual data interfaces, emulator devices, communica-
tions systems, video, sound, and data feeds 

• MMOG Data Servers: reference data, virtual world, 
connection, learning content management, and learn-
ing management 

Integration infrastructure and other support systems 
• System configuration management and exercise con-

trol, exercise inject management system, computing 
and communications infrastructure, module connector, 
communication and data access protocols, file formats, 
toolkits and support tools, game and simulation en-
gines, testing tools, development tools. 

 A sample section from the document, summarizing the 
“crowd” module, is provided in the text box that is shown 
in Figure 4.  A review workshop with members of the inci-
dent management community is planned for early 2008 to 
critique and expand the requirements specification. 

7. CONCLUSION 
A concerted effort is required to enable use of inte-

grated simulation and gaming for incident management 
applications and thus contribute to improvement of such 
capabilities.  The effort needs to address several fronts in-
cluding a common understanding of the application and so-
lution spaces and data exchange standards based on com-
mon terminology.  An architecture was presented to 
partition the solution space and thus define the scope of the 
simulation and gaming modules required for incident man-
agement applications.  A conceptual model was presented 
to organize the data required for such simulations. Avail-
able standards have been mapped to the conceptual data 
model to establish a baseline.  A prototype for integrated 
gaming and simulation for incident management was built 
to explain the concept of integrated gaming and simulation 
and to gain first hand knowledge of the data exchange is-
sues.  A system requirements specification document is 
briefly described; the document identifies functional, data, 
user-interface requirements for simulation-based modules 
in incident management training systems. 
 Future work is intended to further define and build the 
infrastructure required for enabling integrated gaming and 

simulation using independently developed modules.  Such 
infrastructure will include defined standard architecture, 
interfaces and data formats that allow bringing together de-
sired modules for incident management for different sce-
narios. 
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Crowd 

This module models the behavior of individuals and crowds in various locations and in response to various types of inci-
dents.  The module provides crowd status and movement at locations of interest under different event scenarios, crowd be-
havior and crowd management strategies.  The locations of interest may include areas around actual and potential emer-
gency incident sites, major business, commercial and residential areas that may be affected by evacuation directives, and 
major public transportation points such as bus and train stations, local rail transport stations, and airports.  Different event 
scenarios may include normal, rush hour, terrorist attack, accidental fire, natural disaster, etc.  The models may predict 
crowd movement and crowd density variations along movement directions, predict occurrence of stampede and casualties, 
perform route planning through the crowd for selected individuals (such as first responders), determine location of indi-
viduals as a function of time, predict individual movement times between selected points. 
 
Inputs may include street layouts including pedestrian areas, layouts within public buildings such as train stations and pub-
lic parks, crowd volumes and density data, probabilities for stampede and casualties, weather conditions, location of emer-
gency incidents, behavioral models of individuals, sensor data, and communications.  Outputs may include location and 
status of specific individuals in the crowd, crowd volumes and density by city block and passages within public buildings 
and parks, crowd movement times between selected points, and crowd management systems data. 
 
Functional requirements 

a) Model the movement and behavior of crowds based on demographics, location, incident type, etc. 
b) Provide functionality to support crowd response to incidents such as bomb attacks, sniper shootings, riots, and 

fires 
c) Model the activities of crowd control agents 
d) Import reference data from external servers: census data, geographic data, weather data 
e) Export crowd-related data to virtual world data servers 

Data requirements 
f) Support demographics data types: physical characteristics of a population such as age, sex, marital status, family 

size, education, geographic location, and occupation,  
g) Support individual behavioral attribute data types: 
h) Support incident characteristic data types: 
i) Support geographic data types: street maps, terrain, etc. 
j) Support building structure and walkway data types that affect pedestrian movement and building entry/egress, 
k) Support import/export of crowd-related data using the following specifications and standards: 

User interface requirements 
l) Provide data entry capabilities for initializing and modifying crowd demographics and behavioral data, walkways, 

paths, stairways, flow patterns, obstructions, fences, gates, queuing points, crowd control agents, incident charac-
teristics 

m) Provide controls for setting crowd emotional state using probabilistic attributes 
n) Display location and movement of crowds as a function of time at different levels of resolution (individuals, clus-

ters) across maps, area, and building diagrams 
o) Display crowd-related metrics and statistics, e.g., individual characteristics, status, waiting times at queuing 

points, evacuation times, injuries, deaths 
p) Display pedestrian walkways, paths, flow patterns, and queuing points 
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